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(57) ABSTRACT 

A method for conducting a secure transaction using a second 
ary PAN is disclosed. The method includes providing a sec 
ondary PAN associated with a primary PAN, where the sec 
ondary PAN has at least one end portion that is the same as the 
primary PAN, but has a middle portion that is different than 
the primary PAN. 
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TRACK DATA ENCRYPTION 

CROSS-REFERENCES TO RELATED 
APPLICATIONS 

0001. This patent application claims priority to and is a 
non-provisional of U.S. Patent Application Nos. 60/815,059. 
filed on Jun. 19, 2006, 60/815,430 filed on Jun. 20, 2006, and 
60/884,089, filed on Jan. 9, 2007, which are herein incorpo 
rated by reference in their entirety for all purposes. 

BACKGROUND 

0002. In a typical purchase transaction, a consumer may 
use a portable consumer device to buy goods or services from 
a merchant. The consumer's PAN or primary account number 
may be stored in a memory on the portable consumer device. 
The PAN may be read at a point of sale terminal operated by 
a merchant, and the PAN and other information may be trans 
mitted to the issuer of the portable consumer device along 
with other transaction information Such as the amount of the 
purchase, etc. Once received, the issuer may then decide 
whether or not the consumer is authorized or not authorized to 
conduct the purchase transaction. 
0003. In conventional purchase transactions, the PAN is 
not encrypted when it passes from the portable consumer 
device, to the point of sale terminal, and to the issuer. The 
non-encryption of the PAN is not a major issue in view of 
current network security and fraud detection mechanisms. 
However, it would be desirable to add upfront security to 
existing payment systems. For example, if the PAN gets inter 
cepted by an unauthorized person during the transmission of 
the PAN from the point of sale terminal to the issuer, the 
unauthorized person could use the PAN to make unauthorized 
purchases. Thus, new ways to provide for secure transmission 
of the PAN to the issuer or other entity are desirable. 
0004 Embodiments of the invention address these and 
other problems individually and collectively. 

BRIEF SUMMARY 

0005 Embodiments of the invention are directed to meth 
ods, systems, and computer readable media that can be used 
to securely deliver a PAN associated with a portable con 
Sumer device from a portable consumer device, a point of sale 
terminal, or some other location, to an issuer of the portable 
consumer device. 

0006. The real PAN associated with the consumer and the 
consumer's portable consumer device may be referred to as a 
“primary PAN. In embodiments of the invention, the primary 
PAN can be changed to a secondary PAN, which is linked to 
the primary PAN. At least a portion of the secondary PAN 
may be changed (e.g., encrypted) before it arrives at the 
issuer, and the issuer (or other entity Such as a payment 
processing network) may subsequently determine the con 
Sumer's primary PAN from the received secondary PAN. The 
secondary PAN may or may not be known to the consumer. 
0007 Advantageously, the secondary PAN can be used to 
securely transmit primary PAN information to the issuer. 
Also, the secondary PAN may be used to authenticate the 
portable consumer device being used in a particular transac 
tion. If, for example, the secondary PAN that is received by 
the issuer is not the correct secondary PAN (e.g., the issuer 
expects to receive the secondary PAN, and not the primary 
PAN, in Track 1 or Track 2), then the issuer may conclude that 
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the portable consumer device being used is not authentic and 
may thereafter not approve the payment transaction. 
0008. One embodiment of the invention is directed to a 
method comprising providing a secondary PAN associated 
with a primary PAN, wherein the secondary PAN has end 
portions, and at least one end portion (e.g., a BIN or bank 
identification number end portion) is the same as the primary 
PAN. The secondary PAN may also have a middleportion that 
is different than the primary PAN. Approval or disapproval 
for a payment transaction is received after providing the sec 
ondary PAN. This method may be performed by any suitable 
entity including the consumer or the merchant, with or with 
out other entities. 
0009. Another embodiment of the invention is directed to 
a portable consumer device comprising a body, and a com 
puter readable medium coupled to the body. The computer 
readable medium comprises code for a secondary PAN asso 
ciated with a primary PAN. The secondary PAN has end 
portions, and at least one of the end portions is the same as the 
primary PAN. A middleportion of secondary PAN is different 
than the primary PAN. 
0010. Another embodiment of the invention is directed to 
a computer readable medium. The computer readable 
medium comprises code for providing a secondary PAN asso 
ciated with a primary PAN using a portable consumer device. 
The secondary PAN has end portions, and at least one end 
portion is the same as the primary PAN. The secondary PAN 
also has a middle portion that is different than the primary 
PAN. The computer readable medium also comprises code 
for receiving approval or disapproval for a payment transac 
tion after providing the secondary PAN. 
0011. Another embodiment of the invention is directed to 
a method comprising receiving an authorization request mes 
sage associated with a transaction, the authorization request 
message including a secondary PAN associated with a pri 
mary PAN. The secondary PAN has end portions and a middle 
portion. At least one of the end portions is the same as the 
primary PAN, and at least a middle portion of the secondary 
PAN is different than the primary PAN. Once the secondary 
PAN is received, the secondary PAN is analyzed, and the 
primary PAN is analyzed after analyzing the secondary PAN. 
After the primary and secondary PANs are analyzed, an 
authorization response message is sent. The authorization 
response message indicates approval or disapproval of the 
transaction. This method may be performed by one or more 
entities including an issuer, payment processing network, etc. 
0012. Another embodiment of the invention is directed to 
a computer readable medium. The computer readable 
medium comprises code for receiving an authorization 
request message associated with a transaction, where the 
authorization request message including a secondary PAN 
associated with a primary PAN. The secondary PAN has end 
portions, and at least one of the end portions is the same as the 
primary PAN. A middle portion of the secondary PAN is 
different than the primary PAN. The computer readable 
medium also comprises code for analyzing the secondary 
PAN, code for analyzing the primary PAN, and code for 
sending an authorization response message, wherein the 
authorization response message indicates approval or disap 
proval of the transaction. 
0013 Another embodiment of the invention is directed to 
a method comprising providing a secondary PAN associated 
with a primary PAN, wherein the secondary PAN has a loca 
tion identification data element. The location identification 
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data element is the same in both the primary and secondary 
PANs, and at least the middle portion of the secondary PAN is 
different than the primary PAN. The method also includes 
receiving approval or disapproval for a payment transaction 
after providing the secondary PAN. 
0014. These and other embodiments of the invention are 
described in further detail below, with reference to the Fig 
U.S. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0.015 FIG. 1 shows a schematic illustration of data ele 
ments in a data track associated with a portable consumer 
device. 
0016 FIG. 2 shows a Track 2 data track as read from an 
MSD (magnetic stripe data) chip card. 
0017 FIG. 3 shows a Track 2 data track as read from a 
magnetic stripe card. 
0018 FIG. 4 shows a system according to an embodiment 
of the invention. 
0019 FIG. 5 shows a flowchart illustrating a method 
according to an embodiment of the invention. 
0020 FIGS. 6(a)-6(b) show primary and secondary PANs 
that can be used in the method shown in FIG. 5. 
0021 FIG. 7 shows a flowchart illustrating another 
method according to an embodiment of the invention. 
0022 FIG.8 shows a schematic illustration of a secondary 
PAN. 

DETAILED DESCRIPTION 

0023. As explained above, a consumer's PAN is not 
encrypted in conventional purchase transactions. While 
encryption of the entire PAN can be contemplated to enhance 
security, encrypting the entire PAN may not be practical 
under all circumstances. For example, the PAN contains a 
BINora bank identification number. The BIN is used to route 
the transaction data to the issuer, and the encrypted BIN may 
not be recognized by the routing and Switching infrastructure 
computers that route transaction data to the issuer. If the entire 
PAN is encrypted, then the BIN would change and this would 
cause routing problems. Accordingly, any encryption process 
that is used to encrypt the PAN would preferably do so with 
out negatively impacting the existing payments infrastruc 
ture, and the way that payment transactions are currently 
handled. 
0024. There are a number of other restrictions associated 
with encrypting PANs. For example, in the context of a pay 
ment card with a magnetic stripe, cardholder account data 
(including the cardholder's PAN) on the magnetic stripe is 
encoded on “Track 1 and/or “Track 2 of the magnetic stripe. 
Track 1 (“International Air Transport Association') stores 
more information than Track 2, and contains the cardholder's 
name as well as account number and other discretionary data. 
This track is sometimes used by the airlines when securing 
reservations with a credit card. Track 2 (American Banking 
Association') is currently most commonly used. This is the 
track that is read by ATMs and credit card checkers. The ABA 
(American Banking Association) designed the specifications 
of this track and all world banks must abide by it. It contains 
the cardholder's account, encrypted PIN, plus other discre 
tionary data. 
0025 Track 1 is 79 characters long and has limited space. 
Track 2 is a totally numeric field, is 37 characters long, and 
also has limited space. Because of these restrictions, the data 
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that are in Track 1 or Track 2 are in decimal form. The data 
cannot be in any other form Such as hexadecimal (except for 
the cardholder name in track1). This limits the ability to 
encrypt the PAN in Tracks 1 or 2. 
0026 FIG. 1 shows a generic schematic diagram repre 
senting a generic data track associated with a portable con 
Sumer device. The illustrated data track contains various data 
fields. As shown in FIG. 1, the data fields may contain a PAN 
field, an expiration date field, a service code field, a PIN, a 
CVV (personal identification number card verification value) 
field, and discretionary data fields. Typical PANs may be 
between about 13-19 digits (e.g., 13, 16, or 19 digits) long, 
and the PAN data field may be configured to store data of a 
corresponding size. 
0027 FIG. 2 shows a specific example of a Track 2 format 
as read from an MSD (magnetic stripe data) chip card. As 
shown, the exemplary Track 2 format includes a PAN390, a 
separator 392, an expiration date 394, a PVKI (pin verifica 
tion key indicator) 398, pin verification data 400, a dCVV 
(dynamic card verification value) 402, an ATC (automatic 
transaction counter 404, a contactless indicator 406 in an 
issuer discretionary data field or IDD data field, and padding 
408. 

0028 FIG. 3 shows an exemplary Track 2 data track as 
read from a magStripe or magnetic stripe card. In FIG.3, there 
is a start sentinel 414, and a separator 416. The BIN is 
between the start sentinel 414 and the separator 416. There is 
also an end sentinel 418, and a checksum to the right of the 
end sentinel 420. 

(0029. The data tracks in FIGS. 1 and 2 are slightly differ 
ent. The magstripe Track 2 data track shown in FIG.3 uses an 
end sentinel 420, since a magnetic reader head in a point of 
sale terminal would need to know when to start and stop 
reading data. By comparison, in the chip card Track 2 data 
track shown in FIG. 2, an end sentinel is not necessary, since 
the chip in the chip card would output the appropriate amount 
of data to the point of sale terminal. 
0030. Another restriction on encrypting a PAN is that the 
length of PANs may vary in different countries. For example, 
PANs may be 13, 16, or 19 digits long. Any method and 
system for encrypting PANs would preferably work with 
PANs of varying length. 
0031. Another restriction on encrypting a PAN is that the 
last digit of the PAN is a check digit. It is used to ensure the 
data integrity of the PAN as it is read by the point of sale 
terminal. A check digit is a digit added to a number (either at 
the end or the beginning) that validates the authenticity of the 
number. A simple algorithm is applied to the other digits of 
the number which yields the check digit. By running the 
algorithm, and comparing the value that is determined by the 
algorithm with the check digit value at the end of the PAN, 
one can verify that all of the digits are correctly read and that 
they make a valid combination. A commonly used, well 
known check digitalgorithm is a called a “mod 10' algorithm. 
0032. The encryption processes according to embodi 
ments of the invention can be used despite the above-noted 
restrictions. Embodiments of the invention protect the con 
Sumer's PAN and can be used with existing payment verifi 
cation mechanisms and systems. As will be illustrated in 
further detail below, embodiments of the invention can 
encrypt a PAN without requiring any major or unexpected 
changes to the existing payments infrastructure. Also, 
embodiments of the invention can also be used with PANs of 
Varying length. 
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0033 Embodiments of the invention partially “mask' the 
primary PAN by creating a secondary PAN that is linked to 
the primary PAN. In one embodiment of the invention, a 
portion of a transmitted PAN is masked and/or changed by an 
access device (e.g., a point of sale terminal), a portable con 
Sumer device, or the like, before it is received by the issuer 
during a transaction Such as a payment transaction. The por 
tion that is changed (e.g., encrypted) is preferably the middle 
portion of the PAN. The middleportion may be of any suitable 
length, but is preferably between 3 and 9 digits long. 
0034. Any suitable encryption process may be used to 
mask the middle portion of the PAN. For example, embodi 
ments of the invention may use DES (dynamic encryption 
standard). ECC (elliptical curve cryptography), or AEC (ad 
vanced encryption cryptography) processes. Any symmetric 
or asymmetric cryptographic elements may be used. 
0035. There are two end portions (e.g., each 4-6 digits 
long) on opposite sides of the middle portion of the PAN, and 
at least one of the end portions remains static during the 
transaction process. For example, at least one end portion of 
the PAN, which includes the BIN or bank identification num 
ber, remains static during the transaction process and at least 
the middle portion is changed or encrypted. The BIN (or other 
location identification data element) remains static during the 
transaction process so that the PAN and other transaction data 
can be routed to the issuer. The BIN typically occupies the 
first six digits of the PAN and may be considered a first end 
portion of the PAN. In other embodiments, instead of a BIN, 
the merchant location identifier, financial institution location 
identifier, or even an IP address could be in an end portion of 
the PAN and may remain static. Any of these may remain 
Static in the PAN instead of the BIN. 
0036. In addition to the first end portion of the PAN includ 
ing the BIN, the other end portion of the PAN also preferably 
remains static during the transaction process. The second end 
portion of the primary PAN that remains static preferably 
includes the last four digits of the primary PAN. That is, the 
last four digits of the primary and secondary PANs are the 
SaC. 

0037. There are a number of advantages associated with 
keeping the second end portion of the secondary PAN the 
same as the primary PAN. As noted above, the last character 
of the primary PAN is a check digit or a mod 10 calculation to 
ensure data integrity. It is therefore desirable that at least this 
last check digit not be changed so that the point of sale 
terminal still performs the appropriate checksum verification 
process. Lastly, the consumer is used to seeing the last four 
digits of the PAN printed on the consumer's purchase 
receipts, so it would be desirable not to change the last four 
digits of the PAN. In addition, the last four digits of the PAN 
are typically printed on purchase receipts which are often 
discarded by consumers, so the last four digits are easily 
discovered. There is therefore little benefit in encrypting the 
last four digits of the primary PAN. Thus, in preferred 
embodiments of the invention, the dynamically changing 
numbers of the PAN are typically masked. The last four digits 
are static on a payment card receipt that is received by a 
consumer so that the consumer advantageously does not see 
anything unusual. 
0038 FIG. 1 shows a system 20 that can be used in an 
embodiment of the invention. The system 20 includes a mer 
chant 22 and an acquirer 24 associated with the merchant 22. 
In a typical payment transaction, a consumer 30 may pur 
chase goods or services at the merchant 22 using a portable 
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consumer device 32. The acquirer 24 can communicate with 
an issuer 28 via a payment processing network 26. 
0039. The acquirer 24 is typically a bank that has a mer 
chant account. The issuer 28 may also be a bank, but could 
also be business entity Such as a retail store. Some entities are 
both acquirers and issuers, and embodiments of the invention 
include Such entities. 
0040. The consumer 30 may be an individual, or an orga 
nization Such as a business that is capable of purchasing 
goods or services. 
0041. The portable consumer device 32 may be in any 
suitable form. For example, suitable portable consumer 
devices can be hand-held and compact so that they can fit into 
a consumer's wallet and/or pocket (e.g., pocket-sized). They 
may include Smart cards, ordinary credit or debit cards (with 
a magnetic strip and without a microprocessor), keychain 
devices (such as the SpeedpassTM commercially available 
from Exxon-Mobil Corp.), etc. Other examples of portable 
consumer devices include cellular phones, personal digital 
assistants (PDAs), pagers, payment cards, security cards, 
access cards, Smart media, transponders, and the like. The 
portable consumer devices can also be debit devices (e.g., a 
debit card), credit devices (e.g., a credit card), or stored value 
devices (e.g., a stored value card). 
0042. The portable consumer device 32 may comprise a 
computer readable medium 32(a) and a body 32(b). The 
computer readable medium 32(a) may be on the body 32(b), 
which may in the form a plastic Substrate, housing, or other 
structure. If the portable consumer device 32 is in the form of 
a card, it may have an embossed region 32(c) which is 
embossed with the primary PAN. 
0043. The computer readable medium 32(a) may be a 
memory that stores data and may be in any suitable form. 
Exemplary computer readable media 32(a) may be in the 
form of a magnetic stripe, a memory chip, etc. The computer 
readable medium 32(a) may electronically store the primary 
and/or the secondary PAN in encrypted or unencrypted form. 
0044) The payment processing network 26 may include 
data processing Subsystems, networks, and operations used to 
Support and deliver authorization services, exception file ser 
vices, and clearing and settlement services. An exemplary 
payment processing network may include VisaNetTM. Pay 
ment processing networks such as VisaNetTM are able to 
process credit card transactions, debit card transactions, and 
other types of commercial transactions. VisaNetTM, in par 
ticular, includes a VIP system (Visa Integrated Payments 
system) which processes authorization requests and a Base II 
system which performs clearing and settlement services. 
0045. The payment processing network 26 may include a 
server computer. A server computer is typically a powerful 
computer or cluster of computers. For example, the server 
computer can be a large mainframe, a minicomputer cluster, 
or a group of servers functioning as a unit. In one example, the 
server computer may be a database server coupled to a Web 
server. The payment processing network 26 may use any 
suitable wired or wireless network, including the Internet. 
0046. The merchant 22 may also have, or may receive 
communications from, an access device 34 that can interact 
with the portable consumer device 32. In FIG. 4, the access 
device 34 is located at the merchant 22. However, it could be 
located at any other suitable location in other embodiments of 
the invention. 
0047. The access devices according to embodiments of the 
invention can be in any Suitable form. Examples of access 
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devices include point of sale (POS) devices, cellular phones, 
PDAs, personal computers (PCs), tablet PCs, handheld spe 
cialized readers, set-top boxes, electronic cash registers 
(ECRs), automated teller machines (ATMs), virtual cash reg 
isters (VCRs), kiosks, security systems, access systems, and 
the like. 
0048. The access device 34 may include a reader 34(a), a 
processor 34(b) and a computer readable medium 34(c). The 
reader 34(b) may use any Suitable contact or contactless mode 
of operation. For example, exemplary card readers can 
include RF (radio frequency) antennas, magnetic stripe read 
ers, etc. to interact with the portable consumer device 32. 
0049. In a typical purchase transaction, the consumer 30 
purchases a good or service at the merchant 22 using a por 
table consumer device 32 such as a credit card. The consum 
er's portable consumer device 32 can interact with an access 
device 34 such as a POS (point of sale) terminal at the mer 
chant 22. For example, the consumer 30 may take a credit card 
and may swipe it through an appropriate slot in the POS 
terminal. Alternatively, the POS terminal may be a contact 
less reader, and the portable consumer device 32 may be a 
contactless device Such as a contactless card. 
0050. An authorization request message is then forwarded 
to the acquirer 24. After receiving the authorization request 
message, the authorization request message is then sent to the 
payment processing network 26. The payment processing 
network 26 then forwards the authorization request message 
to the issuer 28, or a third party entity acting on behalf of the 
issuer, of the portable consumer device 32. 
0051. After the issuer 28, or a third party entity acting on 
behalf of the issuer, receives the authorization request mes 
sage, the issuer 28, or the third party entity acting on behalf of 
the issuer, sends an authorization response message back to 
the payment processing network 26 to indicate whether or not 
the current transaction is authorized (or not authorized). The 
transaction processing network 26 then forwards the autho 
rization response message back to the acquirer 24. The 
acquirer 24 then sends the response message back to the 
merchant 22. 
0.052. After the merchant 22 receives the authorization 
response message, the access device 34 at the merchant 22 
may then provide the authorization response message for the 
consumer 30. The response message may be displayed by the 
access device 34, or may be printed out on a receipt. 
0053 At the end of the day, a normal clearing and settle 
ment process can be conducted by the transaction processing 
network 26. A clearing process is a process of exchanging 
financial details between and acquirer and an issuer to facili 
tate posting to a consumer's account and reconciliation of the 
consumer's settlement position. 
0054 Embodiments of the invention can utilize secondary 
PANs in the above-described payment transaction processes. 
Such embodiments are described below with reference to 
FIGS 4-8. 
0055 An encryption method according to one embodi 
ment of the invention may be described with reference to 
FIGS. 4, 5 and 6(a)-6(b). 
0056. In an exemplary embodiment, a consumer 30 uses 
his portable consumer device 32 to pay for goods or services 
offered by the merchant 22. The consumer 30 takes the por 
table consumer device 32 and uses it to interact with the 
reader 34(a) in the access device 34 as described above. The 
primary PAN may be stored in the computer readable medium 
32(a). 
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0057 The access device 34 can then receive the primary 
PAN from the portable consumer device 32 (step 502). The 
primary PAN may be received from the portable consumer 
device 32 using any suitable contact or contactless mode of 
operation. 
0058. Once the processor 34(b) in the access device 34 
receives the primary PAN, it can take the primary PAN and 
can change the middle portion of the PAN, while at least one 
end portion remains static to produce a secondary PAN (Step 
504). Preferably, both end portions including the BIN and the 
last four digits of the PAN are the same in both the primary 
and secondary PANs. For example, FIG. 6(a) shows an exem 
plary primary PAN which is “4592341234563337. The first 
six digits “459234” represent the BIN, may be a first end 
portion, and are static (i.e., the first six digits are the same in 
both the primary and secondary PANs) during the transaction 
process. The last four digits “3337 may constitute a second 
end portion and may also remain static (i.e., the last four digits 
are the same in both the primary and secondary PANs) during 
the transaction process. In this example, the first end portion 
of the secondary PAN (or the primary PAN) includes six 
digits while the second end portion includes four digits. In 
other embodiments, the first and second end portions, and the 
middle portion, may include more or less digits. 
0059 While the first and second end portions remain 
static, at least a majority of the digits in the middle portion are 
changed. Preferably, at least 3, 4, or 5 digits in the middle 
portion, all of the digits in the middle portion, or all of the 
digits except for one digit in the middle portion, are changed 
so that they are all the same. For example, as shown in FIG. 
6(b), the middle six digits are “Zeroed' out in a secondary 
PAN. By doing this, the issuer can be assured that the formed 
secondary PAN is not the same as a primary PAN that is 
associated with another consumer. After the issuer receives 
the secondary PAN, the issuer would recognize that there is 
no account number with six Zeros in the middle, and the issuer 
would then locate the primary PAN at another location (as 
described in further detail below). 
0060. In some embodiments, all digits in the middle por 
tion of the secondary PAN are the same, except for one digit. 
The one digit that is not the same as the other digits may be 
adjusted so that when a checksum calculation is performed on 
the secondary PAN, it will match the checksum digit in the 
primary PAN (i.e., the last digit of the PAN). For example, a 
checksum calculation may result in “7” for a primary PAN 
and the number “7” may be at the end of the primary PAN. If 
all digits in the middle portion of the primary PAN are 
changed to “0” to form a secondary PAN, this may result in a 
different checksum value. For example, after replacing the 
middle portion of the primary PAN with Zeros, the checksum 
value may be different than “7”. However, to “trick” the 
access device 22 into thinking that the correct PAN has been 
received, one digit in the middle portion of the PAN may be 
changed to a number other than Zero so that the result of the 
checksum calculation is the proper one. For example, refer 
ring to FIG. 6(b), the middle portion of the secondary PAN 
may be changed to “000900.” The addition of the number "9" 
to the middle portion may cause a checksum calculation to 
produce the same result (e.g., “7”) as the checksum digit 
associated with an unaltered primary PAN (e.g., “7”). 
0061. After the secondary PAN is created, the processor 
34(b) then stores the secondary PAN in a location where the 
primary PAN is normally located (e.g., Track 2). The proces 
sor 34(b) may then encrypt the entire primary PAN or just a 
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portion of the primary PAN (step 508). The encrypted pri 
mary PAN may then be stored in an area other than the data 
track from which it came (step 510), or in a location other than 
where it is normally stored. For example, if the primary PAN 
was originally stored in Track 2, then the encrypted primary 
PAN may be stored in Track 3 or some other area. The pro 
cessor 34(b) may perform these and other functions and code 
for causing the processor 34(b) to perform these functions 
may be stored in the computer readable medium 34(c). 
0062. The access device 34 may then send both the 
encrypted primary PAN and the secondary PAN (with or 
within an authorization request message) to the issuer 28 via 
the acquirer 24 and the payment processing network 26 (step 
512). The issuer 28 may then receive both the encrypted 
primary PAN and secondary PAN (step 514). 
0063 A server computer 21 at the issuer 28 then analyzes 
the secondary PAN (step 516), and then checks to see if it 
matches the account numbers of any of its customers. 
Because the middle portion of the secondary PAN has a 
majority of its digits repeated, or because a valid PAN struc 
ture is not present, the server computer 21 at the issuer 28 will 
recognize that the secondary PAN does not match of its exist 
ing account numbers. Consequently, the server computer 21 
can then look to the area where the encrypted primary PAN is 
stored. The server computer 28 then locates the encrypted 
primary PAN and then decrypts the primary PAN 518 using a 
key that is stored in the database 23. Once the primary PAN 
518 is decrypted, it is analyzed and the portable consumer 
device 32 is thereafter authenticated. After authenticating the 
portable consumer device 32, the issuer 28 sends the autho 
rization response message back to the merchant 22 indicating 
whether or not the consumer 30 is authorized to conduct the 
transaction. 

0064. Although one issuer 28 is shown in FIG. 1, in 
embodiments of the invention, there may be many issuers. 
Each issuer can determine the area where the primary PAN is 
to be stored, if it wants to encrypt the primary PAN in that 
stored area, and/or the key that is used to encrypt the primary 
PAN. If different issuers use different protocols for storing 
and processing the primary PAN, then the risk of widespread 
fraudulent activity is reduced. For example, if the data that is 
being transmitted from the merchant 22 to the issuer 28 is 
intercepted by an unauthorized person, and if the unautho 
rized person is even capable of determining where the 
encrypted primary PAN is stored and how to decrypt the 
transmitted data, the unauthorized person would not be able 
to use this information to intercept and decrypt PAN infor 
mation passing to other issuers, since the other issuers would 
be using a different data protection protocol than the issuer 
28. 

0065. In the above described example, the secondary PAN 
is created at the access device 34. Thus, data transmission is 
very secure between the access device 34 and the issuer 28. 
However, the secondary PAN could also be generated at any 
other suitable location. For example, to provide even more 
security, the portable consumer device 32 could provide both 
the primary and second PANs to the access device 34 so that 
the access device 34 does not performany data conversions or 
encryption of the primary PAN. The secondary PAN may be 
stored statically on the computer readable medium 32(a) of 
the portable consumer device 32, or may be dynamically 
generated by the portable consumer device 32 if the portable 
consumer device 30 is a smart card or the like. In such 
embodiments, the secure transmission of the primary PAN 
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can be provided from the portable consumer device 32 to the 
issuer 28 to authenticate the portable consumer device 32. 
0.066 Other embodiments of the invention can be 
described with reference to FIGS. 4, 7 and 8. 
0067 FIG. 7 shows a flowchart illustrating an embodi 
ment of the invention. As in the previously described embodi 
ments, in this embodiment, a consumer 30 uses his portable 
consumer device 32 to pay for goods or services offered by 
the merchant 22. The consumer 30 takes the portable con 
Sumer device 32 and uses it to interact with the reader 34(a) in 
the access device 34. The primary PAN may be stored in the 
computer readable medium 32(b). 
0068. The access device 34 then receives the primary PAN 
from the portable consumer device 32 (step 602). The primary 
PAN may be received from the portable consumer device 32 
using any suitable contact or contactless mode of operation. 
0069. Once the processor 34(b) in the access device 34 
receives the primary PAN, it can take the primary PAN and 
can change the middle portion of the PAN, while at least one 
end portion remains static, to produce a secondary PAN (Step 
604). For example, FIG. 8 shows a schematic illustration of a 
16 digit PAN380 that might reside in the computer readable 
medium 32(a) (e.g., a magnetic stripe) in the portable con 
Sumer device 32. In this example, the first six digits (i.e., a first 
end portion) “123456'380(a) of the PAN 380 would corre 
spond to the BIN number. The next 6 digits 380(b) may be 
changed or different from the real PAN's 6 digits and are 
represented by “XXXXXX in this example. In a preferred 
embodiment, the middle six digits may be dynamically 
changed using a counter or the like. This makes it more 
difficult for any unauthorized person to determine the primary 
PAN 

0070 The last four digits 380(c) (i.e., a second end por 
tion) are "9999 in this example, and would remain the same. 
By keeping the BIN and the last four digits the same, the 
transaction will look like a real one to the merchant and the 
COSU. 

0071. In this embodiment, the middle portion does not 
intentionally contain repeating numerical values, so the issuer 
28 may take steps to ensure that the secondary PAN does not 
match or overlap with the primary PANs of other customers. 
For example, the issuer may set aside a set of numbers spe 
cifically reserved for secondary PANs, and not primary PANs. 
0072 The access device 34 then optionally encrypts the 
secondary PAN (step 608) and sends the encrypted secondary 
PAN to the issuer 28 via the acquirer 24 and the payment 
processing network 26 (step 610). The issuer 28 then receives 
the encrypted secondary PAN (step 614), decrypts it (step 
616), determines the primary PAN, and then analyzes it (step 
618). An appropriate algorithm or look-up table (e.g., stored 
in the database 23) at the issuer 28 may be used to link the 
primary and secondary PANs. After the issuer 28 determines 
the primary PAN, the issuer 28 may then authenticate the 
portable consumer device 32 (step 620). The issuer 28 there 
after sends an authorization response message back to the 
merchant 22 via the payment processing network 26 and the 
acquirer 24 indicating whether or not the transaction is autho 
rized or approved (step 622). 
0073. In many of the specific embodiments described 
above, a secondary PAN and/or primary PAN is encrypted by 
an access device 34, a portable consumer device 32, or the 
like. The encrypted secondary PAN and/or primary PAN is 
received at the issuer 28 and the issuer 28 may then decrypt 
the secondary PAN and/or the primary PAN to authenticate 
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the portable consumer device 32 and process the payment 
transaction. It is understood, however, that in other embodi 
ments of the invention, the decryption process may occur at 
the payment processing network 26, before the PANs arrive at 
the issuer 28 in a similar manner as described above. For 
example, after the primary PAN and/or secondary PAN are 
decrypted by the payment processing network 26, the pay 
ment transaction process can proceed as it normally does. 
That is, the payment processing network 26 can receive the 
encrypted primary PAN and/or secondary PAN, decrypt 
them, verify that the portable consumer device 32 is authen 
tic, and then reformat the authorization request message in a 
normal format so that the decrypted primary PAN is located in 
an area where it is normally located. After the authorization 
request message is reformatted, it can be sent to the issuer 28 
as it would be sent in a conventional manner. The issuer 28 
can then send the payment processing network 26 an autho 
rization response message, and the payment processing net 
work 26 may in turn send it back to the access device 34 via 
the acquirer 24 and the merchant 22. Such embodiments are 
advantageous, since security is enhanced compared to con 
ventional payment processes, yet the issuer 28 will see the 
same transaction information that it normally sees in conven 
tional payment processes. 
0074 Also, in many of the embodiments described above, 
the secondary PAN is generated during the transaction pro 
cess. This is not necessary in all cases. Instead of generating 
the secondary PAN at the access device 34, the secondary 
PAN may be stored in the computer readable medium of the 
portable consumer device and it may have a middle portion 
that is different than the middle portion of the primary PAN. 
In such embodiments, the secondary PAN may not be gener 
ated during the particular transaction being conducted, but 
may have been previously generated and stored on the por 
table consumer device 32. In some cases, the primary PAN 
and may be embossed on the portable consumer device 32 if 
the portable consumer device 32 is in the form of a payment 
card, and the secondary PAN may be stored in the computer 
readable medium 32(a) in the portable consumer device 32. 
0075. As illustrated above, in some embodiments, both the 
primary PAN and the secondary PAN may be transmitted to 
the issuer to verify that the portable consumer device being 
used is authentic. If an unauthorized person tries to use the 
primary PAN, then that unauthorized person will not know 
the secondary PAN and cannot fraudulently conduct a pur 
chase transaction without knowing the secondary PAN. Alter 
natively, if an unauthorized person electronically intercepts 
or “skims' the secondary PAN, then the unauthorized person 
will not be able to conduct the purchase transaction without 
knowing the primary PAN. 
0076. In yet other embodiments, as noted above, the 
middle portion of the PAN may be changed dynamically. For 
example, an appropriate algorithm or counter may be used to 
dynamically change the middle portion of the PAN each time 
the portable consumer device is used. This way, even if the 
primary PAN is electronically intercepted by an unauthorized 
person, and the unauthorized person knows the primary PAN, 
the secondary PAN will be dynamically changing. Even if the 
unauthorized person knows the primary PAN and intercepts 
the secondary PAN once, the intercepted secondary PAN 
would be useless, since it is a dynamically changing second 
ary PAN. In this case, the unauthorized person would need to 
know the algorithm used to dynamically change the PAN in 
addition to the primary PAN, the secondary PAN and poten 
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tially any keys that are required for the encryption or second 
ary PAN derivation process. Thus, this embodiment is par 
ticularly useful for conducting secure transactions. 
0077 Embodiments of the invention can have one or more 
of the following advantages. First, there are no major impacts 
on the terminal side. Second, routing is preserved and is not 
impacted. Third, encryption could be card based or terminal 
based encryption. Fourth, there are no impacts on the receipt 
printing and the card holder experience. Fifth, there are no 
impacts on issuer processing as the issuer is receiving the 
clear unencrypted data (if the primary PAN is decrypted 
before it reaches the issuer). Sixth, embodiments of the inven 
tion take advantage of pre-existing data delivery fields and 
standard, publicly available and proven encryption methods 
and algorithms (e.g., the symmetric Triple DES algorithm). 
Seventh, embodiments of the invention would need only 
minor system updates on the acquirer side and would use 
fields that are currently well defined and understood. Eighth, 
since the data are encrypted, embodiments of the invention 
can be used against certain counterfeit attacks rendering it 
difficult to use data obtained at a face to face merchant, mail 
order, telephone, or Internet based environments. As the data 
could be encrypted and dynamic, embodiments of the inven 
tion can help defend against fraudulent attacks on the mer 
chants’ databases as the data is rendered useless. 
0078. It should be understood that the present invention as 
described above can be implemented in the form of control 
logic using computer Software in a modular or integrated 
manner. Based on the disclosure and teachings provided 
herein, a person of ordinary skill in the art will know and 
appreciate other ways and/or methods to implement the 
present invention using hardware and a combination of hard 
ware and software 
0079 Any of the software components or functions 
described in this application, may be implemented as Soft 
ware code to be executed by a processor using any Suitable 
computer language such as, for example, Java, C++ or Perl 
using, for example, conventional or object-oriented tech 
niques. The Software code may be stored as a series of instruc 
tions, or commands on a computer readable medium, Such as 
a random access memory (RAM), a read only memory 
(ROM), a magnetic medium such as a hard-drive or a floppy 
disk, or an optical medium such as a CD-ROM. Any such 
computer readable medium may reside on or within a single 
computational apparatus, and may be present on or within 
different computational apparatuses within a system or net 
work. 
0080. The above description is illustrative and is not 
restrictive. Many variations of the invention will become 
apparent to those skilled in the art upon review of the disclo 
sure. The scope of the invention should, therefore, be deter 
mined not with reference to the above description, but instead 
should be determined with reference to the pending claims 
along with their full scope or equivalents. 
I0081. One or more features from any embodiment may be 
combined with one or more features of any other embodiment 
without departing from the scope of the invention. 
0082 Arecitation of “a”, “an or “the is intended to mean 
“one or more unless specifically indicated to the contrary. 

1. A method comprising: 
providing a secondary PAN associated with a primary 
PAN, wherein the secondary PAN has end portions, and 
wherein at least one end portion is the same as the 
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primary PAN, and at least the middle portion of the 
secondary PAN is different than the primary PAN; and 

receiving approval or disapproval for a payment transac 
tion after providing the secondary PAN. 

2. The method of claim 1 wherein the end portions include 
a first end portion comprising a BIN number and a second end 
portion including four digits. 

3. The method of claim 1 wherein the secondary PAN is 
stored in a computer readable medium in a portable consumer 
device, and wherein the primary PAN is generally known to 
an authentic consumer operating the portable consumer 
device, but the secondary PAN is not known to the authentic 
COSU. 

4. The method of claim 1 wherein the middle portion of the 
secondary PAN dynamically changes with each payment 
transaction, but the end portions remain the same with each 
payment transaction. 

5. The method of claim 1 wherein the secondary PAN is 
encrypted and provided to an issuer of a portable consumer 
device associated with the primary PAN, and wherein the 
method further comprises providing the primary PAN to the 
issuer, wherein the primary PAN is encrypted. 

6. The method of claim 5 wherein the middle portion com 
prises at least five digits that are the same. 

7. The method of claim 1 further comprising: 
forming the secondary PAN, wherein the middle portion 

comprises at least three digits that are the same; 
storing the secondary PAN at a location where the primary 
PAN is normally stored; and 

storing the primary PAN somewhere other than the area 
where the primary PAN is normally stored. 

8. The method of claim 7 further comprising: 
encrypting the primary PAN; and 
encrypting the secondary PAN. 
9. The method of claim 1 wherein the method is performed 

by a consumer using a portable consumer device, wherein the 
primary PAN is associated with the portable consumer 
device. 

10-12. (canceled) 
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13. A computer readable medium comprising: 
code for providing a secondary PAN associated with a 

primary PAN using a portable consumer device, wherein 
the secondary PAN has end portions, and at least one end 
portion is the same as the primary PAN, while at least a 
middle portion of the secondary PAN is different than 
the primary PAN; and 

code for receiving approval or disapproval for a payment 
transaction after providing the secondary PAN. 

14. The computer readable medium of claim 13 wherein 
the secondary PAN is encrypted and wherein the computer 
readable medium further comprises: 

code for providing the primary PAN to the issuer, wherein 
the primary PAN is encrypted. 

15-28. (canceled) 
29. The method of claim 6 wherein the middle portion 

further comprises a checksum digit. 
30. The computer readable medium of claim 13 wherein 

the end portions include a first end portion comprising a BIN 
number and a second end portion including at four digits. 

31. The computer readable medium of claim 13 wherein 
the primary PAN and the secondary PAN both have 13, 16 or 
19 digits. 

32. The computer readable medium of claim 13 wherein 
the middle portion comprises at least three digits that have the 
same number. 

33. The computer readable medium of claim 32 wherein 
the middle portion further comprises a checksum digit. 

34. The computer readable medium of claim 13 further 
comprising code for dynamically changing the secondary 
PAN for each payment transaction, but at least one of the end 
portions remain the same with each payment transaction. 

35. A portable consumer device comprising the computer 
readable medium of claim 13. 

36. The portable consumer device of claim 35 wherein the 
primary PAN is generally known to an authentic consumer 
operating the portable consumer device, but the secondary 
PAN is not known to the authentic consumer. 

37. A sale terminal comprising the computer readable 
medium of claim 13. 


