200826571
ERAZARAE

(ARAER - MARART  BHOEZEH  XLRTTHNAE)
g Py |UHf7Y
R E R D& mpe g Hedl g Heal Dy
- %‘Hﬂ,@ﬁi{;{@ X/ % X))
RRANEEHEMES L2 AR EE RGBT %

ZHHAI(£LA)
BAXLAE (PR/EX)

ERAEEE P
REA(FX/EX) ®TR

EE 2B EAibat ¢ (P X/3#E )
Mo ARE% 1001 5%

B £ (Px/xx) PHERERBETVW
EZBBA (%5 A)

B O&(PX/HEX)
C HRAEF
- BEH
» FRHAL
- B
© BIRIE

Ol = W DN —

B #:(fx/3#x)
(4HR) PHERE TV



200826571

v~ FRFER
V] £REAAFE =+ s BME —RRFHRREZFF £
EXH4EBMAHFE6AIA
[ ##MenTHRE GLE) ¥ E4
[#XHK: XERAR GLE ) ¥38 - FHER EAERL]
BEES PSSR BT T &

(] @xBREAE B+ 5P —BARELHE
(] 2R EHEE =+ AGE—ARNE LM :
[#XFK: $3F8 ~ FHER EF =]
[] £REAEE = H ik toat st :
D B A MM E
B A & {*5‘5&.38{& %:’ﬁ"f%j% ~ B #7 R )llﬁ)%‘.—g;ga]

Bttt [BXHFK: FERE - #4E - 88  5%8E IEFER]

L] #AFFLmMHE
PR AR Y B R s liE G N RAFS -



200826571

o~ R

[ eArr B 2 B itr4E 5% ]
AERAGAEN —RUEHBRERZ 2R A4 BHLE—HEANS

HEMES L THEEARRERBEININREELZLH -

[ L AT #2447 ]
FBERFE T BHE (P2P) 5 FEAREBAH Y B E A

}

BREMREK > BibofTE BB AN MR RA—EL2EE 44

AA
B

B RBWAIR BT So ol B8 B R IR BB IS M B BN AT 2%

m},

2o agpunRRARG@REmEER RASHENEEE (s
) REMEQEZREFRSE (proxy) o 124 » BHSBEF LLLHT

BN EEARER  BARSENBHBREARKX S ERSLEEE bk
A B EER— BRI TR AR B AN SE TR foty i e o Bt
EEHE R A A2 XA B (application-layer) 2R 8 2 45 £ R 4T 48 - 1%
B BTG E R (kemnel space) Rk > B AL E45Mm LR
NEWMATRBTERE  Af > BHBEP IR E LM ERENRE
¥FETY FELEHOAARYENERNERE  dBZ > L&
WEREER P ETUFRAEEX -

AR AL R & 2 B L#4T 0 4o InstantScan & P2PADM % g 4 25 % 3¢
TRALBEBCERRERE ZRHZEMIBLEHN > A TR RRGEB
ZRZEMNBARBERAHE TN REFAKE > HEFTL  WHETS
AR A IR 5 £ (web server packages) ¥ > ko4 BR % HTTPd - A &% 7V

HEt 0 B — e A (in-kernel) B4 2 R % kHTTPd #4318k £ HTTPd



200826571

BEBCERMTY  RABENMBCTEEDENRE  T@#EEHIIREAE
RUEWRRAER L EZRMZ A MRS HTTPd £ &89 5K4E -

JE T4 P2PADM 2 B#REE Tk RA—HMAFE 442 MiE
REH FPHEGOE (DBHLBREARKZEGE 5 QERRELEL
BHERAEX S QHBHE»ZREETRE S OBHRNLRESH
HEBRELEIFSE  RAG)EHBHBBNZEAR - 2w — B2 24
s ER 10 $H A H BB R (L7-filter) 102 #1308 4 048 > b s sg
MRRZ A TS 104 & RIEAR B 2 — X £ 3474 (main thread )
#i®F libipqg X E 122 RAEHECKERLRX 124 FHTNEREHE 4o

BomE - HEPBARKRE TCP F7# > #A%w M 10 9475] 104 + BR4F

& B XEPTHSTY—HERARKXZIHITE > =S EZER
RAWEZAAMZIFE G- RARKZIPTEL T B8y trr
ZREENZHOZTRBREEN

P2PADM #45 5] 104 24 libipq & X, & 122 434 &, ot libipq & & &
122 Z—4#& B AR iptable L2 M# HX B ARHE—EALX N GUL
ip_queue # -G 438 3 0 L ip_queue B oo B 14 A A Netfilter 27 4E1E 22 i

TR B H ENZ - ER 10 R4ERF T 12 2 1% R it P2PADM
SSIREITHCHEE R AR AL RN SRR B EHMAZSEM 10 PHEY

BMEREERM 12 REILILH @ N MR E B € %1% P2PADM Z #47%4

o

)
o

Bt RFARHH LA T BN TR RE-—BGEANLHE



200826571
MBS EXHPNRERLAG ks » AR LR Pk 2 %% 98 -

[#eEmE]
ARAXIIZENARB - HEANBHLEMES L2 WA RET A

S0 RARE-—ola AR EME BEREASARZEN
oAt REBAHT - BEREEE M ENERREALZRENN
RZ BRI -

ABRAZA —BHARB - HRERANLHLMER LRI REE L
B RGRE—RGMRRUAEH A2 RBR/BE P {Lht & B &/F B8
BRERN > FEAALERNMRZH SN H AT ELHE
BREMERITEZHIEMEIET -

ARAZ A - BHARB - BBANBEHLMES L2 HIREEA
%o FARAI R RR B (fastpass) ) ARE R PHMAHOEL TR
EEBAH AR IED > AUGEH OB R Z R TR o

AHELEZ B AEARGE—FREANEHBME R L2 95 RE
Biéh EHRENMEELAS4 T2 (kemel space) » &,4 —if 4 JhH
(connection cache) & — % + & i@ & B (L7-filter) » i 43 R ERIE YL AE B0 3t &, » #)
AEACRBESLHFOIHMETTHE > ENTHRINEGZHE ot
—IEBR S BREAMERE S — OB SRR E B
Rateai)—RARASaa FREAMZHEONBRB AT B
BREE  URE—ERAFEM (userspace) ¥ AT EHH o

AEAARB - REAREABHBMERHRINRETAGLZI S



200826571

HTITH ABHOEAN—BOEH P2z —BERRYIBREHLZRR
IP At ~ B ey IP ik REHIBSR D HA— B L RBIE B Ao EM AT
TRERBBLE > BB WA LN TR RG22 HE L o
RIS R R B H R RETHREES BB OBEE —
CREBXETAMERE | URHA M OB ARITH 2@ N T
BEAEEZ  HORBEAKHOEEN £

BTHEAREEOIFIRA  $REHHMARAZ B -~ R
B HEREATERZAHK

[FH K]

ARAGRB—EEANBHLEMER LI HAHNBRETALYL > Lo —
BT~ AMEAIEANEHBMES L2 HINRERA LT 04—
Z R (kernel space) 20 ~ —4% o4 22 & —46 A £ 2P (user space ) 24 >
EPACER 20 ¢ 8 &4 —i84 8K (connection cache) 202 - — gLk
#BiE & (L7-filter) 203 ~ £ /0 —47%] (queue) 204~ — 4t & B2 & ( packet
handler) 206 & % /> — fE F 42 X T 208 - i 42 42 H 202 A Ui E RIR/ B
IP it ~ B #93& # 3% 5% RE M £ 458 (protocol id) » % i 4 BrER 202 ik
BAAMA LA mE AR ZHE  RRAENELZHE > AFLME 2

WBIEE 203 IHH O HBETIB IR THRNRKLZHEO ik
—ERA I 0 AR BMIGLRZ B QRRAEENTI] 204 ¢ HORK
HAEKX 206 AUk EH @Hh b8 (checksum ) ~ 3% 7] 8 48 ( connection

identification) LA R &3 TCP A% (TCP handling) % #f 637 B & 32 &) 1% |



200826571

Fe R 42 X Rk 208 oF 6 42 X 45 47 AR AL B8 B £ ( section ) BAB A 14 45 R 32 o

BMOEA 2 FED —RALZABE 222 EumAEX T4 208 8y
e RARIZAMA L & FREH X @M T (protocol ) it 47K 32
BRRFEAHEFHA (verdict) s MHEZFZERM I EN NS
5 R STHE ¥ BTA% S 6 S AF SO AR F TR EAME R & 2 M F - @ libipg

B X 26 QIR EN R 48 22 BRAER & 2/ 24 2Bl eg 1

— B TR S H QA EANR GBI 202 ¢ i B 3 .2 KR IP fhk -
( B &) IP ik~ B 693 B850 AR ENM K 463k 2 AR % £ B8k R 203
S ER 20 MEIT )RR KRB Bh B EBiBIER 203 KE

FSAR % A\t L E M6 e A2 X34 (application message ) » & 47
FELH o 2R R®IE S 203 THAH AP REL 0 BB —Fh
EROBHRRNZH O L AR HABENMTF] 204 F 5 o
Z R 20 S RIGHRA IR R B CIER RETHE RIS Bl g
EHORERN 206 BITAERE  $HANERETAKL » €5
B 22 PHEMEALZAESA 222 H AL OB E 22 KITH 6 2@ R

BREREE -

AERAZZ BB €7 schedule & R, » 32 CPU = 4| B K i742
A 0 A& A AR (starvation) #9453 o schedule & X & — {84 7
schedule.c ¥ &) Linux #w & R, > H4ER 4 #4748 (process) #4THERZ © 4o
REF EMATREEER CPU B CPUEZHIHE @B DB AEHALT - it
S REF AT R Z A 4§ 2+ call_usermodehelper & X, SAfE4E Al & % P



200826571

BAREFHMG I/ LA €M Linx B BITEI BRERBYIAS
B BATRB KGR HEETH WS A HF S B & (piece) RiksT
T4 o #%#‘ré?ﬂ"ﬂﬁ)% BEEM 2% >+ schedule & R, » 4m CPU 3= #|# 8
SRR 20 R E AT

ERARNEAZ AL Linux FEA424T B ongo B
= B4 S HE S10 & S12 0 4 Linux 4% o init 474244 » 12 3 — @
AR S BATEE SR CHATH R UBATRE A2 44 > $ B4 Linux B
(shutdown ) B4 #0k 5 A% P9 84 8 3R 22 4% 4 45 37 6938 42 > LA R "% schedule
B XA CPU E#H B0 R ey iT42 08 SARTL I 4 » W H B8 S14 f7
Moo HFho B S16 FIET R FHKEIHE > 2% 0 Al F 8 S16 & S18 pr
¥ > 4 netlink BRAT 4 &3 HEiin EE X F Lok 5 RZ R @258 S14 Bk
-2 schedule & &, ° Netlink & Linux %4 %4 % 2 IP BRABNIH T » L 55
AR B T8 L3 LR RARE S BRI > hoF B S22 At
EHOMREE 0 B2 S ER S14 B R+ schedule & &, °

T EER > B —ANER > Bdo b8 S24 prif 0 ABHZA
SEGRE—MZEREHE D (socket) I BEH L ETHARH TR L4
BATVO 4F > MALKBERZR ORI - HZEITATERE Lo H5 5 S26
B SWBrzHa s TCP F7RE » EMEREFESTRAL ¥
B8 S30 £ S36 ATl » R IAZ A S LUK B 40 4% E o B A 2 A BT 4 (API
thread) RIZH & » K%L A2 XPITHME T @ ey FR (verdict) » kiE
FIRFE RS EEE (drop) KBk -

10



200826571

AEATH R EBA (out-of-order) H 8, > F ik B e Wi B P48 & 7
EMAHE  BREMILEBB WP =B FPZFHHS22 dosb— R » ik
MMM — BB RN E - AANTBMY  2AAEAHGEL &
LRAHORTERES PHRFE (queue) it &y TCP #ro% 3] 5 & #1148 -
FTERREWGR S MAEAT > BUOESKRIIRAH O L% S = E4E R
ACK IR &R 383% > A EMEEH > dN EHE8H L & =4 F & ACK
WK > MmIkd TCP @edmrdl 45 > Akt il k oz Kot MLk o

FOBAMTARRRBBRAAMRBBARRHOBRRE T 28
HERGRE  HOBERFR 0%E SUUBBETIRIEE - R @8 TiHb
FIP Z P 3% 52 FTP MR B sm 2 M ey esf > S B P Toomes @ () ek
AERD  RARRBBRAARRBBR LM ZERNEMLERS 5 L
BQEEFHER > AR S EHBEMTHBD - R E—BHRRAALANE
HOEXRH W MESTHISFMeLE > BEREBMEIA: 2
—HEREAAETHE-—HOX KBS EMEE PR SHE%E - fms
2 FREFEREZHOETHAY > RRBBTRD E 5 ey @Hesn -

HBERCPUEREA—MEZAL TR ERAEYRMBEEELZE K
TREZBRENEOHNBTERRNGET » RFAZ A %S L ATHM P
2 P2PADM 242 @8R CPUR A EZ LB L P E X ARRZ T
CPU £l % » RIS A2 CPUBR % - GB ¥ T4 » AEH2 4
4tt P2PADM &t 20 KRR AR R B AL & M %8E T D Tk
HEBCHARMEREEZM  CRATERD S JHX 9% B -

11



200826571

%t@&%A@%T EABRAZAMRLEEARGRREZBBER
CPU M % o &A%? PRI ARRNEEP M EME P 2 — it
RZHE  GEREELEPRLEHRAE L ENELYEL - R GERR
THWRE 15%2BBE MANABRRAZARTRTHREZN  FAH

BEEMCERMTHIT M CPUBR R R AL RAZALFIER » K F
& CPU & F F K& T E 2] 4 100% -

BRIt REARBZEANBHLEMER L2 HWAURSHEALAE
EF A THREBRENSG B OL B 20T $MAHOE LSRR
HARR BB LA & R o 3 (non-deterministic delays) » E 4544 3T B
RIS WA B B P o R D M B HREAF 22 ey T EE
BEFRED] BIF03 LR IF AL o

A LA EAREAZBRETRA MO » B IERRREAEA
K Z G E o S8 FUR A8 ¥ 3 40 [ A7 3 2 45 B0 R A% P 2y 234 2 844
BG4 BB EAENAREAZ P EEAGEN -

9
\

(EXHERA])

% — B A AT F P2PADM 4 42 - & B o
FoBAAEARANGBHEMNES LI HNRERALZFTAE -
FIBAABERAZ AL THOZARE -

FOBAR SRR RBARAHOEARE T XML BRE -
FERALTREET » AEAL 440 PIPADM A4 2 BB T EH -

.T—
FREALERR QLT KAEAZ 4 %5 P2PADM 4 4.2 CPU 4 A &~

12



200826571

@ °
FLEARAEAZ AR LAASREREZBBELEE -
FNBAREAZAG AR SR MREZ CPUSER R TSR -

R R AR D
10 *7‘\> = N Fﬁﬁ

102 FERiBIER
104 13 7]
12 4% A # % 1
122 libipq & X &
124 st R ER X
20 4% 2% B
202 # &R P
203 BLRiBE S
204 17 %]
206 3R ERER
208 ERAAZXEH
209 2 &K
22 B
222 AL A
24 ERAEZERM

26 libipq & X, &



200826571

B~ PXEARE
AEARB—REANGHLMER L2 HANREEAGLRE &

H AR B 27 (kernel space) F » 3 #4502 B S — A fi 4
RHOHATEREREARKARESC TEARCEMERR  FERTHA
HEGAHETHBAMEE  BASCEM PR E —2 4% MR (connection
cache) A LARIZFTA H 69 RIR/B &9 IP frht RiE 3B > W Ll R W
EMRGF R OLBEET > B BARERThoik N RBIERME

w

BE - ARAHEORITZHE -

N> EXEARE



200826571

T FHEEAHER -

. " REANBHEMES L2 HINREE L% HAGRENMLALT
ZEBERBBEM Y > a2

—#%s R (kernel space) » €,4 —i& 4 Ht B (connection cache) & — %
TR i&IE B (LT7-filter) » MR GRRBUARF L HAUE LR BES
HHZHOXIHBBMETOE > ENTHANEL 26w —R5 %
% BEATATE R E
, —HSHEE ) SRR CERM L SR a T a4 E L —EAE
ABBEFREAMNIAHOHBNYP AT - BERES LA
—{E R & % R (user space ) W%fE A E T M F R mERIZ T o

2. wHFFAEEE | BAAEZRANBHEMER L2 B REE A
B XV ZERRBNARBEEE > ARHELRAZTRAETY &
PR3 S TENRRLRER P o

3. mFHEHEEAE | AFMBZERNBHBMER L2 REE A
B AT SRR RBRGARERM X R IP frsk - By IP frnk R
B -

4 wFFEHREE | AMEZBANBHEMEE L2 RN REE A
B0 AP RBEMIRT EHMEKLE N -

5. W HEAERE | AMEZBANBHBMES L2 WIREEA
B0 BP B BRI TRBRBA AR BE R A E 2 UM AR R EITIE
RAEH] o

6. WwHFEHNERY | BAEZBANEHBMEZS L2 NAIREEL



200826571

S AP ZRtRBRERELSNERBEIZHORNEBLR—FE
AAAGRE » BT -

7. P EAEEAE | AMEZERANBHBMEZS L2 HIRETEA
% R e —H @R B2 K (packet handler) » #4TiE M L2k EH
(checksum) ~ # 42 3% %] & TCP B3| R I 23T B & 18§54k o

8. WwHFEAKEE 7 AMEZERANBHBMEZ L2 NN RSEL
B0 REREED—TF B EA BTN L ABENZTH T
RAEEHESZHORERS -

9. ¥ FFMEEE | AMEXEANBHLEMERZ LI HIRFSEA
%o RP2RAFXZMTERTHES > IR CEHAZBOES
ZEHEHEEE -

0 FHEFEEAF | AMEZRANBHLBMES L2 B REEA
%o RO —HREHX - A LUFITF (process)HEAZ > oF o 3% HE A2 & K, A
HrRRESZIEMBE RO A TRER -

N PHEHEEF 1 AL RANBEHIEMEES LI HINREEA
S RPZER/BRGEHBELAMHORESE -

R FEAEEE | ArdzERANSHEMES L2 HWHNREEA
S AP ZERBRGBREREL AR A4

B-—HRERABHEMESHINREEZLALZ T ik TIN5

BEHEOEA—BOEMPZ—RGBRIYBREZHLZRE IP 12

W~ By IP fiht Rig g8 e



200826571

FIR— 8 CRiBERAEL

h?’:

Bl EAT 7 SRR R R AT L8 > 342
EAE VIEA A VIR R E LS
S E BRI E IR R E L UM AR REATEEIESY B
HEHOREE -—HORBELXABITHNERTE S LA
MA—BOBERESHOZBAHT - BERELL  SHOLAE
RAFZH et £ o
4o ¥ FEABEAE 13 BAREZ BANSHBMER L2 MR SRS
¢ B AP RRGMRERH OEAZNGATY  BFAESHAS TH
NZEHGPRERF o
¥ 5EHEEAE 13 AR BANSEHBMER L2 B REES
o AP RRT RS T
16 ¥ EAHEAE 13 AFMEZEANBEHBMESR L2 93 REEH
EORTHFECRBRBREZ S A EMEIRHOUNEH ALK
AL BEATHBLY
; T FFEAREAE 13 A2 RANSHBMEZ L2 WIREEN
B R PRAMBEREGH SO AREH CRES - 24379 & TCP &7
RIEE o
Blod FEAEEAE 13 Atz BANSHBMER L2 W REEN
AP RECRBIRE B R AR RBA AR R AN — 77
YoRAFEHREZHORERR -

9.0 ¥ FEAERSE 13 AREZRANBHLEMER L2 W REE S

16



200826571

B RV RO R ERR AL — LR E 2 M F T o

20009 FEAREE 19 FEAREZERANSHBEMES L2 9o REE N
B RTERREEZR T ARTRELHS SR CEMABL S
2 EEKk e giE -

20 FHEHRES 13 BAEZERANSHLEMES L2 B REES
o Ra—HE&RA 0 A BRI (process)HER2 0 Y S HEAR R A L
BYARESZEH MRS eTRER -

i FHEAREE 13 AMEZBANGHBMES E2 W REEN

& HF A B A A M AL S R R 2 5 o



200826571

1400
~\ ol
\ FEe B

- Cle T T S T e Ty
. ‘ B ||
\ :‘ \/I\/
s P )
{ bdigy )
r—— AL
( VoI )
N C R )
144" wrmmpie ( IeHdolk®e )
| Zl

B % R \
F&ﬂ@ oo R | mm

| Qi...;ﬁ_;ﬁ
- t t

I ] I 1
o) | ey | [ e
Rk GRWW T ¥ 1034
@miw i TECTHE L) || TUNCTGR ) ||
B — TN B R || BEEEEDE |

_ B

| )




200826571

02 2= uv_m €02
™~ \

c0¢
EEZEAN J s
{mE [ s ﬁ 00 [TV
@W, B WE N
C YRR L )
o~ C T T D) /\/
@O N NECEEIRE F ﬁ 14EdOLTE% € u O N

|
80C ~—"7 ' '
\/\Hﬁ . | Qﬁﬁ .. _ g
507 J ; d di »g il -

i o

\
(T
ﬁ BB w8 BRIV EEHE % [

By 5

> bdiqy N.N
% | bEsp [ %()x

|
S




200826571

¥Zs

U
omw/ﬁ v

SRR
Pad IS S R

[E253:50%2

82ZS ¥
/ﬁ [16EHdO 1 B

0] v
wg/ NI

(A%

vES /ﬁ

oLS

s O Y B S 5

#E F

BIEET

ISR
T 8INpayos il

ENINERE:

H ¢cs

A

W MR L1

> BN VAL H

@t«_s 2V Irgxaury




200826571

8l

(%) R B

g /2

¢ [ 0

.!‘

‘ Iaiﬂ‘hﬂc\*_ T i

\\

[ 2

(SWOOT F T GRE B E 5 —o— (SWOOT ZF ) B G B —e—
(SWOT FINFEEA B L (SWOT FNFEFA E
(SO ET) BEERH S —e—

0
0008
0000T
000ST
00002
0005¢
0000¢

—_—

it
=
i

i
Zm
—~

(7]

(9

(@]
~"

(SW() Z ) B B B —m—




200826571

223.71

.

133.17

98

69

164.68

178.1

2

89

77

<
N
v

)
—

77

O
O
o

o - - S
vay =) Yo () 9\ et
'\ N — —

(SAQN)E FEE

LEEE
BT TR{ETE

" GEATETIERT

777+ eums

\ FE +LVN

LVN

+ s A

+ S HHE

[EEEAERE:

fi4=C)
[E2E AN

B popADM
N A=Az 4

e



200826571

B p)pPADM 25 2CPU 1 AR
B A Z# 282 CPUE R

O p)PADM #% /02 CPU {8 i
O k54 #02CPU %

I T Y

20000000

HEHHH

////’//////////////////////////////////////////

Gz

I T T T Y

G

(%)= NdD

LR
+ S HHE)
B TR FETE

+ s HHlE)
B TRIETE

1Ly b+
B + LVN

4L

74 S+ 1VN

LVN

Z

5



200826571

O Agsians B ABHRM Sl

22371 22377

17

33

-

185.73

68

—
o0
0~

—

164

199.4

LRL
+ s HHE)
GEAYEE

+ S HHE)
ErAbL AR

ligHye 1%

+ s B
3+ 1LVN

li=5
H4F + LVN

ooooooo

o Vel
o (@]

v
g 2 8

(SAQIN) & et

+ [



200826571

O ARBIRARHER I A% 0 CPU SR
B KBRS 28 CPU IR

B AZHARGAL O ZCPU R
W KRR ZCPUM AR

100

(%) s=E{ = NdD

+EREL
+ 5y

+ 22 HHE)
B TERETE

Eid—
+ 2EAE)
EEHTRRETE

+ 82 HHE)

 [EERATEEIERT

#A\E




200826571

EERER :
()~ AERRXB AL -8
() ARERABZAHERESEIHE R ¢

20 A% %R 202 s HRER
203 BERBIREH 204 177
206 stam ERX 208 e A A2 X EHM
209 A E& 22 ke
, 222 R a 224 FopRAZASA
| 24 (& %1 26 libipq & X

AN AREBRCEXFT  FHTREBATEARUMHLEK :



	BIBLIOGRAPHY
	DESCRIPTION
	CLAIMS
	DRAWINGS

