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regarding status of the rekeying of the portion of the file or blocks, and re-
garding a key applied in the rekeying of the portion of the file or blocks,
wherein at least one method operation is performed by a processor. A com-
puter readable media and a system are provided also.
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ONLINE DATA TRANSFORMATION

BACKGROUND

[0001] Encryption and decryption of files are known processes which provide data
security for files. Re-encryption of files involves decrypting the files, using an old key or
keys, and then encrypting the decrypted files, using a new key or keys. Rekeying involves
applying a new key to encrypt files, either as a re-encryption of previously encrypted files or
as a new encryption of previously clear text (also known as plain text), i.e., unencrypted,
files. Rekeying could also involve decrypting files to clear text. Rekeying could be called
for on a regular basis, for data security, for compliance with regulatory requirements or could
be asked for if keys are compromised, among other scenarios. Prior rekey solutions have
required lengthy application downtime or a maintenance window to transform the data.
Input/output (I/O) operations, such as initiated by user applications, are either shut down or
have access denied to files, while the files are being rekeyed during the maintenance window.
This downtime adds overhead to information technology (IT) personnel. Sometimes it is not
possible to finish rekeying within a specified maintenance window. The downtime or denied
access to files is disruptive to the user applications. Therefore, there is a need in the art for a

solution which overcomes the drawbacks described above.

SUMMARY

[0002] In some embodiments, a method for data transformation is provided. The method
includes interleaving input/output (I/O) processing of files or blocks of data and rekeying of
the files or blocks. The method includes blocking from the rekeying the portion of the file or
blocks while the portion of the file or blocks is subjected to the I/O processing and blocking
from the I/O processing the portion of the file or blocks while the portion of the file or blocks
is subjected to the rekeying. The method further includes writing metadata regarding status
of the rekeying of the portion of the file or blocks, and regarding a key applied in the
rekeying of the portion of the file or blocks, wherein at least one method operation is

performed by a processor. A computer readable media and a system are provided also.
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[0003] Other aspects and advantages of the embodiments will become apparent from the
following detailed description taken in conjunction with the accompanying drawings which

illustrate, by way of example, the principles of the described embodiments.

BRIEF DESCRIPTION OF THE DRAWINGS

[0004] The described embodiments and the advantages thereof may best be understood
by reference to the following description taken in conjunction with the accompanying
drawings. These drawings in no way limit any changes in form and detail that may be made
to the described embodiments by one skilled in the art without departing from the spirit and

scope of the described embodiments.

[0005] Fig. 1A is a block diagram of a data transformation system, in accordance with an

embodiment of the present disclosure.
[0006] Fig. 1B is a schematic of the data transformation system of Fig. 1A.

[0007] Fig. 2 is a process timeline diagram of an example operation of the data

transformation system of Figs. 1A and 1B.

[0008] Fig. 3 is an example of metadata, suitable for use in the data transformation

system of Fig. 1A and embodiments thereof.

[0009] Fig. 4 is a flow diagram of a method of transforming data, which can be practiced

using embodiments of the data transformation system of Fig. 1A.

[0010] Fig. 5 is an illustration showing an exemplary computing device which may

implement the embodiments described herein.

DETAILED DESCRIPTION

[0011] An online data transformation system performs rekeying of files or raw devices
concurrently or contemporaneously with accesses to files, for example, by applications

executing in user space. The file accesses are multithreaded, as is the rekeying of files. In
order to provide data integrity, each rekey thread of execution locks whichever portion of a
file is being rekeyed by that rekey thread, against file accesses by applications executing in

user space, and each file-access thread locks whichever portion of a file is being accessed by
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that file-access thread, against rekeying. Each time a key is used for rekeying a portion of a
file, the system writes metadata to track the key and the rekeying status. If some key is used
during one of the file accesses by an application executing in user space, e.g., if the
application is decrypting, encrypting, or rekeying, the system writes metadata to track the
key. Metadata is checked and compared to any applicable policies prior to use of any key, to
make sure the key is available and is the correct key. If applicable metadata is not available,
metadata is created upon an initial such check and then later maintained by the system. File
accesses can thus be interleaved with rekeying, on a timeline basis, with input/output (I/O)
processing (for the file accesses) and rekeying having an atomicity of a portion of a file.
Metadata is consulted in the event of a crash, and applied to reconcile keys and policies, and
to resume or restart rekeying that was in progress at the time of the crash. The metadata
supports data integrity across concurrent rekeying of files and I/O processing of files, through
user access, start, stop or throttling of rekeying, a system crash and/or a system reboot. It
should be appreciated that while the embodiments refer to file accesses this is not meant to be
limiting as the embodiments may be extended to block level accesses as well. For example,
on a UNIX/LINUX system the embodiments may be extended to block level online data

transformation as well.

[0012] Fig. 1A is a block diagram of a data transformation system, in accordance with an
embodiment of the present disclosure. A layered file system module 102 tracks file system
activity, including file I/O for file accesses initiated by applications. The layered file system
module 102 interacts with the underlying file system 104, to read files from the memory 106
or write files to the memory 106. In the embodiment shown, the layered file system module
102 and the underlying file system 104 are implemented as software modules operated by one

Or more processors.

[0013] A management module 108 manages modules in kernel space and communicates
across to user space. Among other modules (not shown in Fig. 1A, but see Fig. 1B), the
management module 108 manages a data transformation module 110. The data
transformation module 110 applies and releases locks to portions of files, i.e., makes
reservations of portions of files and releases the reservations, writes metadata, and performs
rekeying of files in the memory 106. In one embodiment, the data transformation module
110 coordinates threads for rekeying and threads for file I/O. In the embodiment shown, the

management module 108 and the data transformation module 110 are implemented as
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software modules operated by one or more processors. The management module 108 and the
data transformation module 110 could also be implemented, in various embodiments, in
hardware, firmware, and various combinations of hardware, firmware and software executing

on hardware.

[0014] Fig. 1B is a schematic of an embodiment of the data transformation system of Fig.
1A. In the embodiment shown, the various modules are implemented as software
applications (executing on one or more processors, with applicable hardware and firmware),
many of which are available commercially from the assignee of the present application.
Various operating scenarios are described below in context of a description of the data

transformation system.

[0015] User I/O applications 130 (in user space) initiate file system activity through
communication with a layered file system module 112, such as the Vormetric Secure File
System (in kernel space). The layered file system module 112 communicates with a file
system 114 (in kernel space), such as EXT4 (default file system module in Linux) or NTFS
(new technology file system, used in Microsoft Windows). The layered file system module
112 communicates via an API (application programming interface) to the management
module 118 (in kernel space), such as a Vormetric management module, which is configured

to handle metadata (MD).

[0016] The management module 118 manages a policy engine 128, an access control
module 126, an auditing module 124, an encryption module 122, and an online
transformation module 120. These modules are in kernel space. The online transformation

module 120 provides one embodiment of the data transformation module 110 of Fig. 1A.

[0017] A data security manager (DSM) communicates with various applications. In one
scenario, the data security manager communicates via the register host graphical user
interface (GUI) 132, to register a host. The register host graphical user interface 132
communicates with the management module 118. In the case of Windows Systems a

desktop tray graphical user interface 134 and a secure file system daemon (SECFSD) 136
also communicate with the management module 118. In various scenarios, these modules or
applications communicate with the management module 118 regarding the Microsoft Active
Directory (AD), the NTFS volume mount points (VMP) and/or the Microsoft volume shadow

services (VSS). Secure file system services include access control, auditing and encryption.
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[0018] The data security manager communicates with a policy service application 138,
such as the Vormetric metadata service module. In one scenario, the data security manager
communicates a policy, which affects the encryption keys (i.e., keys used in encryption,
decryption, reencryption, rekeying etc.) and usage thereof, to the policy service application
138. The policy service application 138 pushes the policy and configuration changes to the
management module 118. The management module 118 then updates the metadata to reflect
the changes to the policy and the configuration. Particularly, the management module 118
updates the metadata as to keys and usages of keys in accordance with the policy push. The
encryption module 122 and the online transformation module 120 can then consult the
metadata when performing encryption processing. The stored metadata also provides for
recovery of data in case of an unexpected system crash. The policy engine 128 receives
policy pushes, and coordinates with the online transformation module 120 to reconcile keys
in accordance with policies and the metadata. Stored policy-related metadata, relating to files
and portions thereof, can be used for recovery and can prevent using the wrong key on a file.
Stored metadata also can provide a way to recover a file which is restored from an old backup
and which does not match current policy keys. The metadata may also provide forensic
information that an administrator may use to inspect the history of changes to files, including

policy changes, key changes, etc.

[0019] A command line interpreter 142, such as the Vormetric security command line
interpreter (CLI), in user space, communicates with the management module 118. Any
commands that are entered in the command line interpreter are relayed to the management

module 118.

[0020] The data security manager communicates with a data transformation application
140 (in user space), such as the DataXFORM application. The data transformation
application 140 communicates with the management module 118. In one scenario, the data
transformation application 140 initiates rekeying, which is carried out by the online
transformation module 120. The rekeying could be in the form of a legacy manual data
transformation (XF), a legacy semiauto (semi-automatic) data transformation (SAF), or an

online transformation (OXF).

[0021] In one embodiment, the legacy manual data transformation proceeds in batch
mode, first blocking or disabling all other I/O accesses to the files, so that user /O

applications 130 are unable to access the files during the batch mode transformation of the
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data. When transformation of all of the selected files is complete, the blocking or disabling is

removed, and the user I/O applications 130 can then access the files once again.

[0022] In one embodiment, the legacy semi-automatic data transformation proceeds in
batch mode, but waits until other I/O accesses to the files are idle. The data transformation
and proceeds as with the legacy manual data transformation, with the accesses to the files

blocked for all other I/O accesses.

[0023] In various embodiments as described herein, the online transformation proceeds
with rekeying of files and allows concurrent or contemporaneous I/O accesses of the files,
such as initiated by user I/O applications 130, during the rekeying. The online transformation
accomplishes this by having rekey threads lock portions of files in a special protection mode,
when those portions are being rekeyed, so that file-access threads can access portions of files
being rekeyed for read access or other portions of files when those portions are not being
rekeyed at that instant. The special protection mode for online rekey grants read access while
blocking write access to file-access threads. As noted above, the embodiments are not limited
to file level online data transformation but may be extended to block level online data

transformation.

[0024] Fig. 2 is a process timeline diagram of an example operation of the data
transformation system of Figs. 1A and 1B. The timeline diagram is read from top to bottom,
i.e., earlier actions are closer to the top and later actions are closer to the bottom of the
diagram. The participants, i.e., modules, applications, engines etc., in the activities are listed
across the top of the timeline diagram. From left to right, the participants are user
applications 202, system services 204, a secure file system module 206, a physical file system
module 208, online transformation access control module 210, online transformation I/O
control module 212, online transformation encryption engine 214, online transformation
engine 216, online transformation user process module 218, and online transformation user
process recovery module 220. In some embodiments, the modules relating to online
transformation are implemented in the online transformation module 120 of Fig. 1B. In one
embodiment, the online transformation user process module 218 is implemented by or as part
of the data transformation application 140 of Fig. 1. The secure file system module 206
could be implemented using the secure file system daemon 136 of Fig. 1B. The file system
module 208 could be implemented using the file system 114 of Fig. 1B. The operation of the

data transformation system, on the timeline, proceeds as follows.

-6-
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[0025] A policy push 230 is sent from the system services 204 to the secure file system
module 206. The secure file system module 206 initiates a policy validation 232 to the online
transformation engine 216, which sends a return 234. The return 234 indicates that the online
transformation engine 216 has updated metadata in accordance with the policy. If there is no
applicable metadata, the online transformation engine 216 creates the metadata and writes it,
for example, to a persistent storage. If there is applicable metadata, the online transformation

engine 216 updates the metadata in accordance with the policy.

[0026] After the policy validation 232 has been processed, as the return 234 indicates, the
secure file system module 206 initiates a launch transformation 228. For example, the policy
being pushed could indicate one or more new keys are required, and thus a rekeying is called

for, which is why the launch transformation 228 is initiated.

[0027] Meanwhile, one of the user applications 202 requests a file access 226 (i.e., /O
processing), which is sent to the secure file system module 206. The secure file system
module 206 sends a validate file access 236 to the online transformation access control
module 210. The online transformation access control module 210 sends back a return 238 to
the secure file system module 206. The return 238 acts as an acknowledgment of the validate

file access 236.

[0028] In response to the launch transformation 228, the online transformation user
process module 218 sends a start rekey 240 (i.e., a request to start a rekey process) to the
online transformation engine 216. The online transformation engine 216 sends back a return
242 to the online transformation user process module 218. The return 242 acts as an
acknowledgment from the online transformation engine 216, and indicates that the online
transformation engine 216 is available for rekeying. The online transformation user process
module 218 then sends a rekey status 244, which acts as a request for status information of
the transformation. In reply, the online transformation engine 216 sends back a return 246,
which could include status information about the transformation, such as the size or amount
of data which has been transformed so far. The rekey status 244 and return 246 could be

implemented as periodic polling.

[0029] The online transformation engine 216 sends a transform data 248 to the online
transformation encryption engine 214, directing the online transformation encryption engine
214 to rekey a specified portion of a file, or specified portions of files. The online

transformation encryption engine 214 responds with a return 250, to the online
-7-
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transformation engine 216. The return 250 indicates that the online transformation
encryption engine 214 has completed the rekeying of the specified portion of a file, or

specified portions of files.

[0030] In the example shown in Fig. 2, the secure file system module 206 sends a reserve
access context for I/O 252, to the online transformation I/O control module 212, slightly after
the online transformation engine 216 has sent the transform data 248. Since these processes
are initiated independently of one another, in further examples, the reserve access context for
I/0 252 could be sent before, at the same time as, or after the transform data 248 is sent. The
ability to have these processes initiated independently of one another is courtesy of the

concurrent, multithreaded environment of the data transformation system.

[0031] In response to receiving the reserve access context for I/O 252, the online
transformation I/O control module 212 sends a lock file range against transformation 256, to
the online transformation engine 216. This is acknowledged by the online transformation
engine 216, which sends a return 258. Such action locks a range of a file, i.e., a portion of the
file such as a range of bytes of the file, and blocks that portion of the file from access by the
rekey threads.

[0032] Independently of the lock file range against transformation 256, the online
transformation user process module 218 sends an end rekey 260, to the online transformation
engine 216, in order to indicate that the rekeying is done. The online transformation engine

216 replies with a return 250, to the online transformation user process module 218.

[0033] In the above example, if a rekey thread attempts to access a portion of a file that
has been locked against transformation, the rekey thread pauses, and resumes when the
portion of the file is released from the lock against transformation. If a file-access thread,
i.e., a thread performing I/O processing on behalf of one of the user applications 202,
attempts to access a portion of a file that has been locked for rekeying, i.e., locked against
access by the file-access threads, the file-access thread pauses, and resumes when the portion

of the file is released from the lock against access by the file-access threads.

[0034] As the example continues, the secure file system module 206 issues a transform
data 264, to the online transformation encryption engine 214. This could correspond to a user
application 202 reading a file, and then encrypting the file, or decrypting a file, or decrypting
and then re-encrypting a file, etc., none of which are part of the rekeying process that is

overseen by the online transformation user process module 218. In other words, while the
8-
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rekeying is going on, user I/O accesses could include reads and/or writes, or could even
involve encryption processing up to and including rekeying. The online transformation
encryption engine 214 sends a return 266 to the secure file system module 206, indicating

completion of the data transformation requested by the secure file system module 206.

[0035] The online transformation user process recovery module 220 sends a recovery
needed 268, to the online transformation engine 216, which then sends a return 270 back to
the online transformation user process recovery module 220. A recovery could be requested
in the event of a crash and reboot, for example. Once the online transformation user process
recovery module 220 has received the return 270, the online transformation user process
recovery module 220 sends a check policy and key 276 to the online transformation engine
216. The online transformation engine 216 acknowledges with a return 278, to the online

transformation user process recovery module 220.

[0036] During the recovery, the secure file system module 206 issues a fall through to the

file system module 208, which sends back a return 274.

[0037] Upon completion of the I/O operations, the secure file system module 206 issues a
release account context for I/O 282, to the online transformation I/O control module 212. In
response to this, the online transformation I/O control module 212 sends the unlock file range
284 to the online transformation engine 216. The online transformation engine 216 replies
with a return 286, to the online transformation I/O control module 212. The online
transformation I/O control module 212 sends a return 288, to the secure file system module

206. The secure file system module 206 sends a return 224, to the user applications 202.

[0038] Meanwhile, as part of the recovery process, the online transformation user process
recovery module 220 sends use this policy and key 290, to the online transformation engine
216, which sends a return 292 to the online transformation user process recovery module 220.
The online transformation engine 216 applies the key in accordance with the policy, during

the recovery.

[0039] Fig. 3 is an example of metadata, suitable for use in the data transformation
system of Fig. 1A and embodiments thereof. In various embodiments, the online
transformation module 120 of Fig. 1B, the various online transformation participants 210,
212, 214, 216, 218, 220 of Fig. 2, the rekey threads, the management module 118 of Fig. 1B
and/or other modules, applications, processes etc. can create, update and/or maintain the

metadata. Particularly, the metadata is useful in administering the locks, and in recovery.
-9-
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Metadata could be created initially, based on policy, and then updated as keys are applied.
For example, the metadata could be updated when a user application accesses a file, when a
rekey thread or process applies a key to rekey a file or a portion thereof, or when rekeying is
started, stopped, throttled down or throttled up. Metadata could include a status, such as
done, error, or started but not complete. In one embodiment, metadata is written to persistent
storage, so that the metadata is available after a crash and a reboot. One of the functions of
the metadata is to maintain a record of keys that are in usage across a data region. In one
embodiment, the metadata has two copies of selected portions. In the event of a failure, if it
is determined that the two copies of the metadata differ, the system could then apply this
information to reconcile the keys. In one embodiment, the metadata relating to each file is
preserved for the entire life of the file. This allows tracking of keys and key usage all the
way back to the origins of the file relative to the data transformation system. In a situation
where I/O processing of a file involves use of one or more keys, and rekeying of the file
involves use of one or more keys, the metadata is used in tracking and coordinating the use of

the keys.

[0040] Fig. 3 shows portions of a file 302, annotated as to status of a rekey process. In
the example shown, the file is broken out into byte ranges, from zero bytes to the end of a
first range of bytes, which is marked “done” (i.e. the rekeying of the first range is completed),
a second range of bytes, which is marked “done”, a third range of bytes, which is marked “in
progress” (i.e., the third byte range is in the midst of being rekeyed), a fourth range of bytes,
which is marked “not started” (i.e., the fourth range is not yet started being rekeyed), and so
on to the end of the file (EOF).

[0041] Fig. 3 further shows metadata 304 associated with the file 302. It should be
appreciated that the metadata 304 could be cast in various formats, and that other versions of
the metadata could include fewer or additional types of information or variations of the
information depicted in the example. The metadata 304, for the file 302, is broken out into an
upper portion pertaining to the entire file, and a lower portion pertaining to various ranges,
e.g., byte ranges, within the file. The upper portion, pertaining to the file, is shown having
entries at time points “1” and “2”. For example, at time point “1”, the transformation begins
at “offset 07, i.e., at the beginning of the file, the transformation is “not started”, and the
transformation will be “clear to key 17, i.e., transforming clear text to encrypted data using a

first key. At time point “2” the status shows that the transformation is in progress.

-10-
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[0042] The lower portion of the metadata 304 is broken out into multiple ranges, or
multiple types of metadata for the range, such as “range metadata 17, “range metadata 27,
“range metadata 3” and so on. The first of these, “range metadata 1” is broken out to show
what is going on in a selected byte range, i.e., in a particular portion of the file 302 being
transformed. In this specified range, there is an “offset” (a particular number would show the
offset into the file), the operation is “clear to key 1” (a transformation of clear text to
encrypted data using a first key or a key identified as key 1), there is a “write count” (a
number telling how many bytes have been written in the selected range, as rekeyed by a
rekey thread), and there is a “read count” (a number telling how many bytes have been read
in the selected range by a file-access thread). The “write count” and the “read count”, as
metadata, track progress within locked portions of files, and are used for both tracking (i.e.,
status) and recovery purposes. In some embodiments, the metadata includes an indication of
which process locked which portion of which file. The metadata can thus support recovery

and resumption of rekey threads and file-access threads, in the event of a crash.

[0043] It should be appreciated that, although range-based locking, i.e., byte range
locking (locking a range of bytes), is illustrated above as a mechanism for locking a portion
of a file, other mechanisms for locking a portion of a file, and other types of portions of files
besides byte ranges, can be applied. Reproduced below is a table showing an example of
code applicable for implementing some of the metadata of Fig. 3 and elsewhere. The

example code defines byte ranges to be applied in transforming files, e.g., rekeying the files.

[0044]  Table I:

#define

OXF VORM MD NAME "Vormetric"”
#define

OXF_VORM MD NAME LEN (9)

#define
OXF_VORM MD NAME W L"Vormetric"”
#define
OXF_VORM_RANGE_NAME "VormR"
#define
OXF_VORM RANGE NAME W L"VormR"
#define
OXF_VORM R1_ NAME OXF_VORM RANGE NAME # "1"
#define
OXF_VORM R1 NAME W OXF_VORM RANGE NAME W # L"1"
#define
OXF_VORM_R2_ NAME OXF_VORM RANGE NAME # "2"
#define
OXF_VORM R2 NAME W OXF_VORM RANGE NAME W # L"2"
#define
OXF_VORM_R3_NAME OXF_VORM RANGE NAME # "3"

#define
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OXF_VORM R3_NAME W OXF_VORM RANGE NAME W # L"3"
#define

OXF_VORM R4 NAME OXF_VORM RANGE NAME # "4"
#define

OXF_VORM R4 NAME W OXF_VORM RANGE NAME W # L"4"
#define

OXF_VORM_R5_NAME OXF_VORM RANGE NAME # "5"
#define

OXF_VORM_R5 NAME W OXF_VORM RANGE NAME W # L"5"
#define

OXF_VORM_R6 NAME OXF_VORM RANGE NAME # "6"
#define

OXF_VORM_R6 NAME W OXF_VORM RANGE NAME W # L"6"
#define

OXF_VORM_RMD NAME LEN (5)

#define

OXF_VERSION (0x400)
#define

OXF_MD_ID (400)
#define

OXF_RANGE_MD_ID (401)

#define

OXF_GLOBAIL MD (1)

#define

OXF_RANGE_MD (2)

#define

OXF_GP_MD (3)
#define

OXF_MD_HDR (4)

[0045] Fig. 4 is a flow diagram of a method of transforming data, which can be practiced
using embodiments of the data transformation system of Fig. 1A. One embodiment is
implemented in a concurrent, multi-threaded environment having one or more processors

coupled to memory.

[0046] In an action 402, rekey threads and file-access threads are operated concurrently
or contemporaneously in some embodiments. The rekeying 404 process, applying rekey
threads, is shown on the left side of Fig. 4, and the I/O processing 420, applying file-access
threads, is shown on the right side of Fig. 4. It should be appreciated that in the rekey
threads, files are accessed in order to read, rekey, and then write the data, and in the file-
access threads, encryption processing up to and including rekeying, is allowed to occur (but

not required).

[0047] In the rekeying 404, each rekey thread undergoes the actions 406, 408, 410, 412,
414, 440, 442, 444. In the action 406, a rekey thread applies a first lock to a portion of a file.
The first lock blocks (or protects) the portion of the file from (or against) I/O processing 420,
and indicates the portion of the file is being subjected to rekeying 404. The first lock thus

blocks file /O by processes other than rekeying 404. In an action 408, the rekey thread
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rekeys the first-locked portion of the file (i.e., the first lock is applied to the portion of the
file, and that portion of the file is then rekeyed). In an action 410, the rekey thread writes the
metadata. For example, a name or other identifier of the key or keys used in rekeying, and
the status of the rekeying, relative to the portion of the file, could be written to the metadata,
by the rekey thread or by a process or application overseeing the rekeying. Upon completion
of the rekeying of the portion of the file, the first lock is released, in an action 412. In an
action 414, a next portion of the file (not necessarily sequential) is sought for rekeying 404,
and flow cycles back to the action 406 to apply the first lock, rekey, write the metadata, and
release the first lock. In variations, the same rekey thread could be given a new range or
other portion of a file to rekey, or the thread could be terminated and a new thread issued
with the new range or other portion of the file to rekey. In parallel processing with multiple
CPUs (central processing units), or concurrent processing with one or more CPUs, many
rekey threads could be launched, each rekey thread associated with a specified portion of a
file. The number of rekey threads released could be controlled based on resources or based
on a specified setting, for example a throttle setting. Throttling up would involve a larger
number of rekey threads and/or shorter waiting periods, and throttling down would involve a

smaller number of rekey threads and/or longer waiting periods.

[0048] In the I/O processing 420, each file-access thread undergoes the actions 422, 424,
426, 428, 450, 452, 454. In the action 422, a file-access thread applies a second lock to a
portion of a file. The second lock blocks (or protects) the portion of the file from (or against)
rekeying 404, and indicates the portion of the file is being subjected to I/O processing 420.
In an action 424, the file-access thread accesses the second-locked portion of the file (i.e., the
second lock is applied to the portion of the file, and that portion of the file is then accessed
for I/O processing 420). This access could include reading from, writing to, decrypting,
encrypting, re-encrypting, and/or rekeying, the portion of the file. Upon completion of the
access, the second lock is released, in an action 426. In an action 428, a next portion of the
file (not necessarily sequential) is sought for I/O processing 420, and flow cycles back to the
action 422 to apply the second lock, perform the access, and release the second lock. In
variations, the same file-access thread could be given a new range or other portion of a file to
access, or the thread could be terminated and a new thread issued with a new range or other
portion of a file to access. In parallel processing with multiple CPUs (central processing

units), or concurrent processing with one or more CPUs, many file-access threads could be
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launched, each file-access thread associated with a specified portion of a file. The number of

threads released could be controlled based on resources or based on a specified setting.

[0049] Moving back to the rekeying 404, in a decision action 440, for each rekey thread,
the question is asked, is a second lock applied to the portion of the file being sought for
rekeying 4047 If the answer is yes, a second lock is applied to the portion of the file, then the
rekey thread is paused, in an action 442. Flow loops back to ask the question again, in the
decision action 440. If the answer is no, a second lock is not applied to the portion of the file
being sought for rekeying 404, then the rekey thread is resumed, in an action 444. Flow
loops back to ask the question again, in the decision action 440. These loops serve to pause
and resume operation of a rekey thread if the rekey thread encounters a second lock, blocking

rekeying 404.

[0050] Moving back to the I/O processing 420, in a decision action 450, for each file-
access thread, the question is asked, is a first lock applied to the portion of the file being
sought for I/O processing 4207 If the answer is yes, a first lock is applied to the portion of
the file, then the file-access thread is paused, in an action 452. Flow loops back to ask the
question again, in the decision action 450. If the answer is no, a first lock is not applied to
the portion of the file being sought for I/O processing 420, then the file-access thread is
resumed, in an action 454. Flow loops back to ask the question again, in the decision action
450. These loops serve to pause and resume operation of a file-access thread key if the file-

access thread encounters a first lock, blocking I/O processing 420.

[0051] It should be appreciated that the lock, unlock, blocking, pausing and resuming
illustrated in the flow diagram of Fig. 4 can be implemented in various ways in a multi-
threaded concurrent environment supported by one or more processors and associated
memory. Mechanisms for coherency of the locks, and prevention of deadlock, can be
employed. The method of transforming data, as shown in Fig. 4, can be applied to physical
computing environments and to virtual computing environments as supported by physical
computing environments, and can be scaled up or down for multiprocessing or single

processor applications.

[0052] Rekeying and I/O processing can operate on differing files, or differing portions
of a file, or can overlap onto the same file or even the same portion of the same file. A rekey
thread and a file-access thread can operate on the same file at one instant in time. For

example, a rekey thread could be operating on a first portion of a file, and a file-access thread
-14-
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could be operating on a differing file, a differing portion of the same file, or paused from
operating on the first portion of the file and ready to resume operating on the first portion of
the file when the rekey thread releases the first portion of the file. As a further example, a
file-access thread could be operating on a second portion of a file, and a rekey thread could
be operating on a differing file, a differing portion of the same file, or paused from operating
on the second portion of the file and ready to resume operating on the second portion of the
file when the file-access thread releases the second portion of the file. The I/O processing
and the rekeying are thus interleaved, and have an atomicity of a portion of a file. That is,
each of the I/O processing threads (file-access threads) can operate on a portion of a file, as
can each of the rekeying threads, and I/O processing of portions of files and rekeying of
portions of files can be interleaved in time. I/O processing of a file can overlap in time with
rekeying of the file. As noted above, the embodiments are not limited to file level online data
transformation but may be extended to block level online data transformation, e.g., for a

UNIX/LINUX system.

[0053] It should be appreciated that the methods described herein may be performed with
a digital processing system, such as a conventional, general-purpose computer system.
Special purpose computers, which are designed or programmed to perform only one function
may be used in the alternative. Fig. 5 is an illustration showing an exemplary computing
device which may implement the embodiments described herein. The computing device of
Fig. 5 may be used to perform embodiments of the functionality for data transformation in
accordance with some embodiments. Graphical user interfaces (GUIs), for interacting with
various applications, can be implemented on the computing device of Fig. 5. The computing
device includes a central processing unit (CPU) 501, which is coupled through a bus 505 to a
memory 503, and mass storage device 507. Mass storage device 507 represents a persistent
data storage device such as a floppy disc drive or a fixed disc drive, which may be local or
remote in some embodiments. The mass storage device 507 could implement a backup
storage, in some embodiments. Memory 503 may include read only memory, random access
memory, etc. Applications resident on the computing device may be stored on or accessed
via a computer readable medium such as memory 503 or mass storage device 507 in some
embodiments. Applications may also be in the form of modulated electronic signals
modulated accessed via a network modem or other network interface of the computing

device. It should be appreciated that CPU 501 may be embodied in a general-purpose
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processor, a special purpose processor, or a specially programmed logic device in some

embodiments.

[0054] Display 511 is in communication with CPU 501, memory 503, and mass storage
device 507, through bus 505. Display 511 is configured to display any visualization tools or
reports associated with the system described herein. Input/output device 509 is coupled to
bus 505 in order to communicate information in command selections to CPU 501. It should
be appreciated that data to and from external devices may be communicated through the
input/output device 509. CPU 501 can be defined to execute the functionality described
herein to enable the functionality described with reference to Figs. 1-4. The code embodying
this functionality may be stored within memory 503 or mass storage device 507 for execution
by a processor such as CPU 501 in some embodiments. The operating system on the
computing device may be MS DOS™, MS-WINDOWS™, 0$/2™, UNIX™, LINUX™, or
other known operating systems. It should be appreciated that the embodiments described

herein may be integrated with virtualized computing system also.

[0055] Detailed illustrative embodiments are disclosed herein. However, specific
functional details disclosed herein are merely representative for purposes of describing
embodiments. Embodiments may, however, be embodied in many alternate forms and

should not be construed as limited to only the embodiments set forth herein.

[0056] It should be understood that although the terms first, second, etc. may be used
herein to describe various steps or calculations, these steps or calculations should not be
limited by these terms. These terms are only used to distinguish one step or calculation from
another. For example, a first calculation could be termed a second calculation, and, similarly,
a second step could be termed a first step, without departing from the scope of this disclosure.
As used herein, the term “and/or” and the “/” symbol includes any and all combinations of

one or more of the associated listed items.

1P+ N1

[0057] As used herein, the singular forms “a”, “an” and “the” are intended to include the
plural forms as well, unless the context clearly indicates otherwise. It will be further
understood that the terms “comprises”, “comprising”, “includes”, and/or “including”, when
used herein, specify the presence of stated features, integers, steps, operations, elements,
and/or components, but do not preclude the presence or addition of one or more other

features, integers, steps, operations, elements, components, and/or groups thereof. Therefore,
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the terminology used herein is for the purpose of describing particular embodiments only and

is not intended to be limiting.

[0058] It should also be noted that in some alternative implementations, the functions/acts
noted may occur out of the order noted in the figures. For example, two figures shown in
succession may in fact be executed substantially concurrently or may sometimes be executed

in the reverse order, depending upon the functionality/acts involved.

[0059] With the above embodiments in mind, it should be understood that the
embodiments might employ various computer-implemented operations involving data stored
in computer systems. These operations are those requiring physical manipulation of physical
quantities. Usually, though not necessarily, these quantities take the form of electrical or
magnetic signals capable of being stored, transferred, combined, compared, and otherwise
manipulated. Further, the manipulations performed are often referred to in terms, such as
producing, identifying, determining, or comparing. Any of the operations described herein
that form part of the embodiments are useful machine operations. The embodiments also
relate to a device or an apparatus for performing these operations. The apparatus can be
specially constructed for the required purpose, or the apparatus can be a general-purpose
computer selectively activated or configured by a computer program stored in the computer.
In particular, various general-purpose machines can be used with computer programs written
in accordance with the teachings herein, or it may be more convenient to construct a more

specialized apparatus to perform the required operations.

[0060] The embodiments can also be embodied as computer readable code on a computer
readable medium. The computer readable medium is any data storage device that can store
data, which can be thereafter read by a computer system. Examples of the computer readable
medium include hard drives, network attached storage (NAS), read-only memory, random-
access memory, CD-ROMs, CD-Rs, CD-RWs, magnetic tapes, and other optical and non-
optical data storage devices. The computer readable medium can also be distributed over a
network coupled computer system so that the computer readable code is stored and executed
in a distributed fashion. Embodiments described herein may be practiced with various
computer system configurations including hand-held devices, tablets, microprocessor
systems, microprocessor-based or programmable consumer electronics, minicomputers,

mainframe computers and the like. The embodiments can also be practiced in distributed
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computing environments where tasks are performed by remote processing devices that are

linked through a wire-based or wireless network.

[0061] Although the method operations were described in a specific order, it should be
understood that other operations may be performed in between described operations,
described operations may be adjusted so that they occur at slightly different times or the
described operations may be distributed in a system which allows the occurrence of the

processing operations at various intervals associated with the processing.

[0062] The foregoing description, for the purpose of explanation, has been described with
reference to specific embodiments. However, the illustrative discussions above are not
intended to be exhaustive or to limit the invention to the precise forms disclosed. Many
modifications and variations are possible in view of the above teachings. The embodiments
were chosen and described in order to best explain the principles of the embodiments and its
practical applications, to thereby enable others skilled in the art to best utilize the
embodiments and various modifications as may be suited to the particular use contemplated.
Accordingly, the present embodiments are to be considered as illustrative and not restrictive,
and the invention is not to be limited to the details given herein, but may be modified within

the scope and equivalents of the appended claims.
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CLAIMS

What is claimed is:

1. A method for data transformation, comprising:
interleaving input/output (I/O) processing of files and rekeying of the files;

blocking from the rekeying a portion of the file while the portion of the file is
subjected to the I/O processing;

blocking from the I/O processing the portion of the file while the portion of the file is
subjected to the rekeying; and

writing metadata regarding status of the rekeying of the portion of the file, and
regarding a key applied in the rekeying of the portion of the file, wherein at least one method

operation is performed by a processor.

2. The method of claim 1, wherein the I/O processing is initiated by a first application and

the rekeying is initiated by a second application.

3. The method of claim 1, wherein writing metadata includes writing an identifier of the key

to a persistent storage.

4. The method of claim 1, wherein I/O processing of a first file overlaps in time with

rekeying of the first file.

5. The method of claim 1, wherein:

I/O processing of a first file includes applying one of: decrypting, encrypting, or re-

encrypting, to the first file;
the rekeying includes applying decrypting and re-encrypting to the first file; and

use of at least one key in the I/O processing of the first file and the rekeying of the

first file is tracked and coordinated via the metadata.
-19-
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6. The method of claim 1, wherein the metadata supports data integrity across concurrent
rekeying of a plurality of files and I/O processing of the plurality of files, wherein the I/O
processing and the rekeying are contemporaneous and multithreaded, and wherein the I/O

processing and the rekeying have an atomicity of a portion of a file .

7. The method of claim 1, wherein:

writing the metadata includes writing an indication of which process has a lock on the

portion of the file;
the lock on the portion of the file is range-based; and

each of a plurality of threads maintains a lock and a applies a range to the lock.

8. A method for data transformation, comprising:

operating a plurality of rekey threads and a plurality of file-access threads

concurrently;

each re-key thread performing a first lock on a portion of a file, rekeying the first-
locked portion of the file, and unlocking the first-locked portion of the file, in sequence, and
writing metadata regarding at least one key and rekeying status of the first-locked portion of
the file, the first lock protecting the first-locked portion of the file against access by the file-

access threads; and

each file-access thread performing a second lock on a portion of a file, accessing the
second-locked portion of the file, and unlocking the second-locked portion of the file, in
sequence, the second lock protecting the second-locked portion of the file against access by

the rekey threads, wherein at least one method operation is performed by a processor.

9. The method of claim 8, further comprising;:

pausing a rekey thread, responsive to the rekey thread encountering the second-locked

portion of the file; and
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un-pausing the rekey thread, responsive to the unlocking the second-locked portion of

the file.

10. The method of claim 8, further comprising:

pausing a file-access thread, responsive to the file-access thread encountering the

first-locked portion of the file; and

un-pausing the file-access thread, responsive to the unlocking the first-locked portion

of the file.

11. The method of claim 8, wherein at least one of the plurality of rekey threads and at least

one of the plurality of file-access threads can operate on a same file at one instant in time.

12. The method of claim 8, wherein the metadata supports recovery and resumption of the
plurality of rekey threads and the plurality of file-access threads, in an event of a crash, and

wherein the metadata provides forensic information for the file.

13. The method of claim 8, further comprising:

decreasing a number of active rekey threads, responsive to a directive to throttle down

the rekeying.

14. A tangible, non-transient, computer-readable media having instructions thereupon,

which, when executed, cause a processor to perform the method of claim 8.

15. A data transformation system, comprising:
a data transformation module having a processor configured to:

apply a first lock to a portion of a file for rekeying, the first lock blocking file
input/output (I/O) by a process other than the rekeying;

rekey the portion of the file having the first lock applied;
21-
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create and update metadata with status of rekeying and identifiers of

encryption keys applied in the rekeying;

release from the first lock the portion of the file having the first lock applied,
upon completion of the rekeying of the portion of the file having the first lock applied;

apply a second lock to a portion of a file for the file I/O, the second lock
blocking the rekeying;

release from the second lock the portion of the file having the second lock
applied, upon completion of the file I/O of the portion of the file having the second lock
applied;

pause a first file I/O that attempts to access the portion of the file having the
first lock applied;

resume the first file I/O, responsive to the first lock being released;

pause rekeying that attempts to access the portion of the file having the second

lock applied; and

resume the rekeying, responsive to the second lock being released.

16. The data transformation system of claim 15, further comprising;:

a layered file system module, configured to track file system activity including the file

input/output (I/O).

17. The data transformation system of claim 15, further comprising;:

a management module, coupled to the data transformation module, the management

module configured to manage modules in kernel space and communicate across to user space.

18. The data transformation system of claim 15, further comprising;:

a policy engine, configured to receive policy pushes, wherein the data transformation
module coordinates with the policy engine to reconcile keys in accordance with policies and

the rekeying.
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19. The data transformation system of claim 15, wherein the data transformation module is
configured to interleave the rekeying and the file I/O, at an atomicity of a byte range within a
file.

20. The data transformation system of claim 15, wherein the data transformation module is
configured to coordinate threads for the rekeying and threads for the file I/O, at an atomicity

of a byte range within a file.

21. A method for data transformation, comprising:

operating a plurality of rekey threads and a plurality of block-access threads

concurrently;

each re-key thread performing a first lock on a block of a set of blocks, rekeying the
first set of -locked blocks, and unlocking the first set of -locked blocks, in sequence, and
writing metadata regarding at least one key and rekeying status of the first set of -locked
blocks, the first lock protecting the first-locked blocks against access by the block-access
threads; and

each block-access thread performing a second lock on a further block of the set of
blocks, accessing the second set of -locked blocks, and unlocking the second-locked set of
blocks, in sequence, the second lock protecting the second-locked set of blocks against access

by the rekey threads, wherein at least one method operation is performed by a processor.

23-



WO 2015/112509

PCT/US2015/012086

1/6
File System y
1 Acti)\//ity ‘ t User Space
102~ 108~ l Kernel Space
File System [ ,|  Management
Filter Driver Module
1 Data
Transfromation ~_
104~ | Module 110
File System
A
106~ v
Memory

FIG. 1A



PCT/US2015/012086

WO 2015/112509

2/6

dl Ol

0cl NNF vmv @NF 8¢l
‘ £ Y
T
4X0  |uondfioug| Bunipny _o,w%w@ m\@_w%ﬂw \ “
. d4
w:/ﬁ AW JwbwwA les| HYWA
§ , , ——ldV )
02 Zhl
sddy apojy [auiay o
sddy apopy Jasn > W S > N
% ‘ = = %
.t 10 s = >
T oo = 1
S 03SWA & 3 o
> & S E
- arl R 1%
177 SR
« = 90INI9g
- Insa as403s N-gg)
" R Y
< | S3IMBS NS
) NSd > pwp fesy dopisaq O/148sn
~—
et %/5 051
< »  ]SOH
NG sesibey | el

R et —




WO 2015/112509

202

204 206

3/6

212

216

PCT/US2015/012086

208 210 214
@/ @) /7 / / &/ 4/
Mﬂ& _ oXE- oXF- oXF- oXF-Engine: _ oXFU
User/App{® — Mﬁ uﬁl AccessConElJ loConirolfA| EncryptionE[®|| OXF-Engin[] Mﬁ Recovery.f3
T T Polishpush | T T T T T T
I7_’u ] 232I 234I | | I
| Ve ) I Polishvalidation | |
1230 i <<er>>l 1 /1] e |
FileAccess : r r -I . Lunch TransformatlorL1240

Validate

} t
File Access . |

:‘236'“
8

< <return> >|
4

2661 5,

Transform

Lock File Range Against XFﬂ 256 |

: Start Rekey
<gour > 1244

|
| Rekey Status

<<retun>> |

| 264

< <return> >
‘_

Data

< <return>

7————
1 Re

FallTthrough...

léase AccCetx for lo

/Unlook File Range

J'] End Rekey I 260

< <return>> I

|
| 2621
| Recovery Need.ed
270 /1
| _/ 268 <<eur> |

|
|
|
|
l
|
|
|
i
250 246 i
l
l
l
|
|
|
|

Check Pollcy and Key

/ 278
276/ I < <return> >

T T I-———=-- >

T
< <return> > |
e~ -~ = 5 - -

|
|
JJ290 ' i
|
|

L /Use this Pollcy and key

|
I <<return> >

»l
|
X




WO 2015/112509 PCT/US2015/012086

4/6

In Not
Done | Done IProcessI StartedI

I
| | | I | eee |1
0 3\02 EoF

File @ @
L Metadata—— Clear to Key 1
Not Started k Progress
Offset

304
— Range Metadata +——— Offset

—Range Metadata2  [—Clear to Key 1
—Range Metadata 3 | — Write Count
. — Read Count

FIG. 3



WO 2015/112509

402~

PCT/US2015/012086

402~

Operate rekey threads and file-access threads concurrently

404
Rekeying

406~ 4

420
/O processing

Rekey thread:
apply first lock
to portion of file
blocks 1/0 processing

422~ 4

File-access thread:
apply first lock
to portion of file

408~ 4

blocks rekeying

Rekey
portion of file

410~ 1

Write metadata

412~ v

Release first lock

414~ v

Next portion of file

424~ ¥
Access
portion of file
426~ v
Release second lock
428~ v
Next portion of file

440

Second lock
applied to
portion of file

442~

Pause rekey thread

450

First lock
applied to
portion of file

452~

Pause file-access thread

M4~

Resume thread

454~ ¥

Resume file-access thread

FIG. 4



WO 2015/112509

6/6

PCT/US2015/012086

509~
Input/Output

501~ 503~

CPU Memory
505~
BUS
507~
Mass
Storage
511N
Display

FIG. 5

Device




International application No.

PCT/US2015/012086

INTERNATIONAL SEARCH REPORT

A. CLASSIFICATION OF SUBJECT MATTER
GO6F 21/62(2013.01)i

According to International Patent Classification (IPC) or to both national classification and IPC
B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)
GO6F 21/62; HO4L 9/28, GO6F 17/30, GO6F 11/14, GO6F 12/00, GO6F 21/02, GO6F 11/00

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched
Korean utility models and applications for utility models
Japanese utility models and applications for utility models

Electromic data base consulted during the international search (name of data base and, where practicable, search terms used)
¢KOMPASS(KIPO internal) & Keywords: thread, I/O process, re-key, meta data

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

A US 7685462 B1 (JAMES LEONG et al.) 23 March 2010 1-21
See column 3, line 64 - column 4, line 2; column 7, line 10;
column 8, lines 29-37; claims 1, 10, 18; and figure 1.

A US 2012-0210045 A1 (CHING-WEN CHANG) 16 August 2012 1-21
See paragraphs [0077]-[0084]; and figure 8.

A US 2009-0196414 A1 (HEMANT MITTAL et al.) 06 August 2009 1-21
See paragraphs [0039]-[0046]; and figure 4.

A WO 2012-094367 A1l (APPLE INC.) 12 July 2012 1-21
See paragraphs [0028]-[0033]; and figure 4.

A US 8560578 B2 (KARAN MEHRA et al.) 15 October 2013 1-21
See column 6, line 19 - column 8, line 16; and figure 2.

|:| Further documents are listed in the continuation of Box C.

See patent family annex.

* Special categories of cited documents:

"A" document defining the general state of the art which is not considered
to be of particular relevance

carlier application or patent but published on or after the international
filing date

document which may throw doubts on priotity claim(s) or which is
cited to establish the publication date of another citation or other
special reason (as specified)

document referring to an oral disclosure, use, exhibition or other
means

document published prior to the international filing date but later
than the priority date claimed

g

"

o

wpn

"T" later document published after the international filing date or priority
date and not in conflict with the application but cited to understand
the principle or theory undetlying the invention

document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive
step when the document is taken alone

document of particular relevance; the claimed invention cannot be
considered to involve an inventive step when the document is
combined with one or more other such documents,such combination
being obvious to a person skilled in the art

document member of the same patent family

gn

myn

ngn

Date of the actual completion of the international search
31 March 2015 (31.03.2015)

Date of mailing of the international search report

01 April 2015 (01.04.2015)

Name and mailing address of the ISA/KR
International Application Division
& Korean [ntellectual Property Office
189 Cheongsa-1o, Seo-gu, Dagjeon Metropolitan City, 302-701,
Republic of Korea

Facsimile No. ++82 42 472 7140

Authorized officer

AHN, Jeong Hwan

Telephone No. +82-42-481-8440

Form PCT/ISA/210 (second sheet) (January 2015)




INTERNATIONAL SEARCH REPORT International application No.

Information on patent family members PCT/US2015/012086
Patent document Publication Patent family Publication
cited in search report date member(s) date
US 7685462 Bl 23/03/2010 US 7328364 Bl 05/02/2008
US 2012-0210045 Al 16/08/2012 TW 2012-34177 A 16/08/2012
US 8914587 B2 16/12/2014
US 2009-0196414 Al 06/08/2009 US 8712035 B2 29/04/2014
WO 2012-094367 Al 12/07/2012 CN 103299315 A 11/09/2013
EP 2661714 Al 13/11/2013
JP 2014-509418 A 17/04/2014
KR 10-2013-0101147 A 12/09/2013
US 2012-0173882 Al 05/07/2012
US 8924739 B2 30/12/2014
US 8560578 B2 15/10/2013 US 2009-327367 Al 31/12/2009

Form PCT/ISA/210 (patent family annex) (January 2015)



	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - claims
	Page 22 - claims
	Page 23 - claims
	Page 24 - claims
	Page 25 - claims
	Page 26 - drawings
	Page 27 - drawings
	Page 28 - drawings
	Page 29 - drawings
	Page 30 - drawings
	Page 31 - drawings
	Page 32 - wo-search-report
	Page 33 - wo-search-report

