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A METHOD AND COMPUTER PROGRAM PRODUCT FOR PROVIDING A REMOTE DIAGNOSIS
WITH A SECURE CONNECTION FOR AN APPLIANCE AND AN APPLIANCE PERFORMING THE
METHOD
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A method and computer program product for providing a remote diagnosis with a secure connection for
an appliance and an appliance performing the method. The method comprises the following steps: receiving
a command from a console; performing an authentication/authorization/auditing (AAA) module to check
the command; in response to the enabling of a remote diagnostic module determining if a secure connection
with a remote appliance has been established; and passing the command via the secure connection to the
remote appliance.
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A METHOD AND COMPUTER PROGRAM PRODUCT FOR
PROVIDING A REMOTE DIAGNOSIS WITH A SECURE CONNECTION
. FOR AN APPLIANCE AND AN APPLIANCE PERFORMING THE METHOD
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A method and computer program product for providing a remote diagnosis
with a secure connection for an appliance and an appliance performing the
method. The method comprises the following steps : receiving a command from
a console; performing an authentication/authorization/auditing (AAA) module
to check the command; in response to the enabling of a remote diagnostic
module determining if a secure connection with a remote appliance has been
established; and passing the command via the secure connection to the remote

appliance.
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A METHOD AND COMPUTER PROGRAM PRODUCT FOR
PROVIDING A REMOTE DIAGNOSIS WITH A SECURE CONNECTION
FOR AN APPLIANCE AND AN APPLIANCE PERFORMING THE METHOD

[ Eefisos]
[0001] AZEEARRAN R —RIGZEIC 85T R R T Eift—%
HaxfE R L Z20REERE RN T - REEEMEAES -

GEIEST D

[0002] BH —&EAXM B2 SHEMEZME (Internet
Appliance) > BNEHMESEEN) L EAE—FEDIREHEEE - BlaRGEss -
B EHER ST IR AT SRE (Network Attached Storage) 55 » X410 © #E4R
waES Az (Access Point) ~ B EETEE L &x(set top box) - HERSHE R E (file
sharing) AR 25 % - ERZ EAL A 2ZIBM® WebSphere® DataPower
Series SOA Appliances B Tivoli® ISS Appliances ®) " IBM | -

'WebSphere |~ " Tivoli ; fInternational Business Machine/\ B]#E 5 & /2K,
X fb x ®H H= M@ B\ & )
(http://www.redbooks.ibm.com/abstracts/redp4366.html ) -

[0003] #HEHFNEAE(General Purpose)EINEEE - BAIE R
TRIRIESRT € BB B IR ELET - LAEI TR ERYAE S (transaction) » (KT
EABERIREE - BV EAIVESEE " AR ) EERE THH
L EREE KRR A THY R EARE - IR EREE R B EARER (%
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BeEEZL) -

[0004] ZEEEREHHA L #EEE(cluster) T - B "G, AT (B
AJ#EEE (Reliability, Availability & Serviceability * RAS ) | B2 B E(RE
e i S BRI A » 8 FIRAELR (ensure) Z{E(RIARESIE AL
(Appliance) o] FZR R 3£ 575K (business needs ) o B FREE R IEE 4]
& (Demilitarized Zone, DMZ ) th{>3£ 7 pR I B ST HIE AR A & - BIA T 78
TE T, 7T P MEBA T HERE [ (Reliability, Availability & Serviceability » RAS) | 2
= M B OB o " 2 F T F M H
http://en. wikipedia.org/wiki/Reliability, availability and_serviceability (compu
ter_hardware) HYEREH -

[0005] — %% A% 158 % & £ ELAEB& 1 6 F (network interface
card » NIC) EfR i EH BB B F[IR (serial port) MM AKEE S
(administrators)i2(diagnose) R RIREE LR - BXAMEEE N H R —IRBIR L E
TCP/IPHEE LT, —TCP/IPE#E(TCP/IP connection),Z — & B 5 Fr (system
on chip, SOC)8{— %FPRFEFITERSEERS (application-specific integrated circuit,
ASIC) - EELTCP/IPHES » B AR R RE L — B B AR fERE R
R TCP/IPERS - ZREER TR ETIR - HEARM LR
RFREFEh— &/ Tl (console Yt RS SR EEE B I TROBNERMETE -

[0006] ELEHIBEETIRIENE RN # (security HIE R  BET
SIS — IR R E TSR TR « & — AR B H(crashes)ifi &
(i) BGE BT L RARRIRE - B R T EH TE(functional) » & B /A
RS - BEREERNRTIRERB ARG TR - LT
HE1E - It - HREEA B B L 2P#EC A DS & RiibE
1T RERHET - RIRBFIEY -

[0007] MREIHBEI AW BRKM > LRGBS TIE
(task) - REEZEAXMANIFE FIEDMZTES — KA B AR

e



201509151

(Reverse Proxy )LA& Hil F P imBU B AHMEGR G R EHRUMEES RIARES v — 1%
imfER (backend) Bf » RS - AE A REREEFENIEE HIEDMZh
AL 20 5l (AIB5KHE  AZ(E#(intrusion detection system,
IDS)8 AfZTERG R M (intrusion Prevention System, IPS ) %5 ) » SE{H 53Rkl
T TIEE IR - SR EImZ2ETEE ) (facilities) » WHERTIR TIRATE
AR R Eaak i + R R REE IR T2 Al s AR B B & S i
HYB R R DI TEAMEE < BT TIEF (routines) » [E41 - KRR MZIBRINE
PERFE] (downtimeRFEZERS E B RAETEE -

[0008] 4 H - FFAE—Eefi F RELHEITRMET » A0FIF (leverage) 4R
N RER R OEFERE TN AR E TR MRIEREE -
IMM(Integrated Management Module) - IMME & IPMI 2052 RS TH
gE « AL ELNEANZENIFEFHEDMZ B - WEREZE
B EaAak i - IR IR E @ DMZHHTEfE iRt 1k 8 - 2057 #2x{(dictionary)
W > A]HERE By B (compromise) SZHEREARAH -

[BHAZE]

(00091 AR —Z B A — MR B WS (trusted) FHEE
i > LUETTRZ 2088 O min2 Bissl - BER s FIEE e iH i
R—BWESIR - TIEAMA = FE F B 2 S A AR R (BUS B B8 E)
[N B 05 MRS - RN BB F B R R R ]
B A DARE R L AR S (polling) {753 » i —2 BEZREL K (hacker)
BT RAER B R 2RI SEE DUBUSIEHIRE -

[0010]  HfAE%tE(bridging) F B aAGK 1 B 5% B IEEE B (RO AFEE]
TSR ERIEE - A AR AN METR BRI BX20h#
EEAEREER AR - RILER2ESHI BT E N - It - FEhF
AREAEARBRZEZREE b A A E E Role-Based
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Management -+ RBM) N ~ & 5 / & # /| ¥ ¥
(Authentication/Authorization/Auditing > AAAMWRFH » & E| 222 B E
2E— FE Ml (fine-grained) < FFHI%H] - HAPfERZ (auditing)— B RFHfE 2 5
#R(accounting) » FHEHEHAE TR -

[0011) FrE Bl (& oR s S ) AT e B B - AR 1
LB - FR BIEEEE A A (initiate) E @477 5 ( Command Line
Interface » CLI) » BIRZS3 H IREEE 0] F (available) » HIEZREREC BAR
IRER R EREE NECEEGD  TEREEEZEEEB Y HSTT
FUH - HRBE R R T R E SRS RGN R) » Bisss EE
B MRS N E R AT RS R B R RREN B aE
SREERTIR - R SRS EE S B A R AR

[0012] #a2 - EERImEHEHIZE S TIIEE,

. FRAER AR AT - EEm2ER B - ZERAE
Al fiid — i U AR PR HERE (internet FHY. ;

2. BRI E TR E L HIREBE M O - e ML
(5] 25 B < B fte L PRI -

[0013] IRIBAFH—EME LR TERE—ETRHELS

[0014) PBLEERGCRIMRET AL - AR EES BT | Bk
B#m T BT R S (AAA NS DI R e B —
HEiZETEH SR » PlERECHE —BIn A AR ML — B L 2R
S ER ) RIRHBARRIEES  HREGSE RIS AR -

[0015] IfRIBABHIZ—EHMG LR —TERE—EARKELR
Phee S =M MY 5 - BT EEES BT ¢ (ERE—AR0REE
R R TV A - BRI —TEE 2 FE IR (RECE T S E A
axfi IPAIHE R 3R - DIBET AR B ERRE TR 5 T B (SR A AR ML
2R ARG STRECLIEF A H » AiIEEaL2h#E e



201509151

EGEE A ST TR ECLIRR P A/ -

[0016] RIBAFAS—HP Hign—EEMEESTE—H
AR B ATERE - SR —EAR M L ITR - BERARTRE A
7 DRt —&e AR i B L 2R Eimae i -

[0017] MRURAFAS—EHS - HBE~—TEERRE - S

—MEFLHE 5

—iolehe - EEREIENE - EbEciREa s —HES

—EFPZENRPE B IT - PR TR » D
TTAIRTZ 71 » DRt — B AR R B R 2 R R imaa i -

[0018] AGREAEFATIRKAVRE - B2 - SEMREH AT E
N AILAABIHERTE RO EREEARA M E AR
PR - M2ERE - A kERNRE A REESEBERMIFTEL
HURFERFE « BEL - SR RESEARRNED— AR ERAIA - Kt »
RRAS RN O ER - REUFRES AR aE LS EhmeE
B (BRFRLEE -

[0019)  jt4) - WIMEMGE A E— RS EEMERELITES
REEHAFTIR (1  (BE - KRFE - MR ETEN D - IES AR CHBE
HEBl <~ iR B B BRI B T - IR B AR - EEAET
TERE - RrE R E RS AR G R BB AR R AR AN ATE R
RERESIT T -

[0020] 2811 BH K FEHS R S B B B BRI FR AN T s AT A
FANE - BT E IR AR E S 6 R R, -

(EEvitE)
[0021) 557 TrERARA TR EES B BB I B s o B
THEH] » SIS E SRR A S - e S BT e A 5
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Ry HA BAS E He B0 K LA ELR SR IR R AR EAEIR A B L T » 2FHE
DAEESIBHHE M B ER SRR A A SRR - Bzl -

[0022]) 1R ARH— PR E RSP E S E M EERR M
BENERRE T RERE

[0023] @2 RIRBAFHERY C ERZHZ AHEBORE
;

[0024) EIBABTRIRIZAFHAEEE BRI ABRENRE
;

[0025] BB UIRARIAE Y IR M EE RTS8
RIF(RE TR msTTHRE (CLL) #EIT2ESEE &\ E FER
PR 5

[0026] E4ABBIRAFEAE Y] 2R HRTEE

[0027] E4BIEFIRIBAFHEEYZ A EXEEEHRBM)Z H
AR E

[E#EG=]

[0028] AEREAE " —HEEFHY , BEEUFRE NS ARG
ERERERIFTIARERE B8 - REREEEASHNES—
HEEROTD - Hit > E4ARAET T E-RERERAT ) REURES
T\ FHRERIHEUR L FEME RN B RS BB -

[0029] PuELREEEEH ARHAIERSETS N - HESERE
fafe N EMLC BRGNS - Wit > ABATLERREER L - fiins
ERRFIREIES] - T2 REERS (B - HEEE - HEABE)
BE/RA B RS R RV E e - ELU T RS TR TR
BT R o IS AR R MRS PR A B S EERE S
HEFEMAERAESREENREL -

L



201509151

[0030]  — {538 % {8 B8 S W 16 o P PR B B O AL & AT AR
A - BPIZGR - BRI T LR (EXERRR) BT -
R ~ JEERHY ~ TERGHT ~ ALSMRAUBCAP BRI R - FE - S H iR
12 - FRBRENAEINGEE ST LMERE TR GERENSIR)
A —{E S [EE AR AT AR RE R - P E ISR - TR - B8
NG IERERAM) « HEFFEIEROM) - A SRR X e E RS
(EPROMEIRITECIERS) » JEH - FI=z0OLERF (CD-ROM) ~ SLEBEETFEERE -
HEaS (B0 AEES (Internet) B I T HERE (intranet), ZEERSEEE )  SRA;
FEFEE - TEEE - B BT RS 5 AT DB AR B A H]
FRAEEZSIETIRE EME SRR T ERE T L EEE5E - fla
FEHCR R ERARECE M - ARERE - s M S I LE R
HH O RRUTHESFFNERTERT - A+ - BETHEART
IR AT IR M ARRET - /7 - E2 - ERsEEE SR -
DI EAE BRI IE R TR - BESEHAERE - B mI Aas ]
BREH Eﬁﬁﬁﬁﬁ?ﬁﬂéﬁ]ﬁﬂﬁiﬂﬁ%%@%éﬂsﬂﬁ NPV -3
(baseband) BB TR BB HITURE o TR FRFR =R (5 ] DA AT
RERIEEE - i (EITIR) R - B - LR - 5HERDE -

[0031] RIRETAZRFRFHNEMEBTLE A —ERSER
F\ah B AU SRR EEMHEAERGES (FliJava - Smalltalk + C++
EEMARNE ) DU ERIERFEZGES (FINCIE=EE S B E RS
hE ) A2 A DUBN IR IR E A RYTE R e B A F B 1 BB 3T Bh
DIERERIE LT - SER M B PR ER -

[0032] FALITAZHANERICEE 2 RIRBARHABE R
Baflaxm ~ ik K ERTE S E ML TR R K B 5 SRIE A TR - AT
B EREE K SROGRETE BT - URRER R S5
B SRS - ATME R EEE RSN RE G - BREEEES
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] G B R A B R R B R R E AR B At T AR S B R R R B T AR R,
HUBERSKEATT » e R B E M TR B R B R EE
TEsiAZ R K BT SR AR AR TIRESHRAE -

[0033) EELEEMME I DINAT i REF /o B A oY AR | DU
TREMBEM RS B R R A E SR TR ERITHRE - T REFEE
e rTRRER S EIE R — R, - BN EEZERTERRER L
BT SR TR ATER IR DIREBHRAE -

[0034] FERSEIERIRATHERA BB S th AT A2 LBk R
HERE > DENEMSEMATEINMUEE DET R KRS R
RS HA RS E LTI TR E A B E e F LR L E
K/ B ITHRE TP ATEREA TUREBERLF -

[0035] HX H2REIZET FEXPENMORARALSEE
PIRREAG R ~ T35 R ERE U & T BRI 58K - Thie RiRfEZ Ttz
K IT5RE - KIL - FURESCOI BRI S E TR AR R - R - =X
ez - HES—EERSETRTES - DB ErBEThEE
SEEES  FEEMOEREIT - ARSI KB FTRZ
TEFPETT - BRPIZRER - MR R SRS BRI T E LR DURRT » 5%
IRFTZEW BIRYTHRE AR B NN DURBIRAER B30T - I ReR
ERE - SEVHE R SSRERR IR - DR STHE R, SRR E T
PG » AIREFRENRIR B RIS R B e - BCE FE Rk B HRE
AR SHENSETRUES - REITR ERITIRESHRE -

<BEREERIE>

[0036] MR RAFH—FUREERIHESEEEEARRS
RENERERESETHREE - fE—EiEfF - ZFERI00EE3EEAR
(100a, 100b, 100c) - LB AT LIZIBM WebSphere DataPower Series
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SOA Appliances B(Tivoli ISS Appliancesf R REZEHE - %11 ( 100a, 100D,
100c) EHRHEGLUSTEBOERREN  BEREURESEEANE
S BN AZEE MR AR BB N » DRGEE TS
RrEREITH - EEMERSIS - ABHELTERSEMEN - MEE
L EE A HAMSEE TS - 10007 WEEZEFLE (100a, 100,
100c) &R E @RS 12080 B] 2 SR B R (A BiHE )R
AR BEEERGRENEEANT AR EE RS L —RiEER
(backend) - AR I AR —4 « —TCPHRE—%5) -

[0037] ZNE1F7R - BaAEKHH (100a, 100b, 100c) 7] A ERHEER10 -
FC = A2 2088 A/EHH(/O)BLTT40 - BZ8R A/ (VO)ETHERT B — s 5B %
REFLHE > BIAIPCl-eREFHE - (EHERIEGTEEEIR T DI - HE %
A& VOB TSR ] LIRS B ST R A8 - BUR BB R85
=\ B A/EE(VO) BT th RIS — RS0 ~ EIRAERG(LAN)BD 28560 -
A BRI EC 2 2560 - EIAELAH (100a, 100b, 100c) HEABFH—#ER%120
El—F Fin B @S - MRS AT B RB AR S8R > BiEEEEE
BB B (LAN) SR ISR B (WAN)EERR - S0F] A RERR HE RS AR $R (8 AR g
B RN - FARNEREREREEEAR » FIULEEGSM - 5
Wi-FiSER MRS B Pl B R E - RIME T /% » MR~ E MR
BREE P (BIAIARS IR AR - BREESS ~ B A TSR & - TR
H220 ] BFERFIGCIRIS(RAM) - MEERC IRRS(ROM) » ATHRRRTE (L MESEED
[SEE(EPROMEIREIECIEES) - SCIRRE20 LI RIEERS - HBNIERRE
3, (application) BAARIEIZHAPZ ERER L EET, - (EL R
#x 10 L¥T > FIZRIFRR IR BEEAREAE (1004, 100b, 100c ) Hr & REITI4-AI$ZE
Hl - TERER SR 10 ] AT IR RS20 » DITEREAP - B HBHEAERE
SRR E BB ERBMERET » DAETTRENR 5 BALMHER
5 DR EIKRERIERE. -
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[0038] EREXAPHIEFE—AFEH L —2ERE K —Aa g EE
M - At VEEEEE DS — B R/ RS AA A A5
HHiZ —3E1K(delegated /{FEARAH - AR ETIRE R aX A VB B H miEfE =0
B e - HERARE —BEL2IEERS RS EN G © 3%
P kA NEEEE TR AR EE » S EERER
(Daemon):Z 5Z\E M - EAEHAMBEHESI - FULUREAE X Bk
KEE - 2R N A G EEEHEE AR BT AR E4A
K ABAFTERIH R 7 (A -

[0039] SAELEEREFERTH > B1 -FATRE R H (100a, 100b, 100c)
HRERS Al DUKIRT RN B IESIME & B8 - e H e AETEEEssEE
Sl - PIANIRDOMERREC GBS (Flash ROM) ~ ERHIFRIESEECINAS - SOLRME
FF o AJLAMHINSE R | FrReiEss -

[0040] 28 TIRIBARHE D BARM S RHERETE
> X E e LSRRI S BT R L R A S R — MRS T 230 -

[0041] BEARMASEE— QL% (kemel) 22220 2 BAR A E
ERM222 > BATHA—{FE F B 22812107 #87% FUH (web interface)212 - §54547
FE214 K —AEEEEHERBM) 216 - FAAAEEZERBM) 21604
— B BB REFEIZ(AAANERH21 TR S IH  — e R EUEAE218 - B
B TR ZEE220 5 K TOEAEZER210 ) ZFEERREA - RIS RISE TS
H :

http://www.linfo.org/kernel _space.html
http://www.linfo.org/user_space.html

[0042]  ERCE/BME/FERZ( AAANEAH21 TE HiZEEE G R (check) » LIZIE
ELHEAZEABEWATFERZLET RN - BERTRECZOTB M
B ETRHI R S (AISIE) - B0 MR AR EE B v — R
iR A% (Backup user)" B FI% - R BER A R fHIESE 22228

10
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R RISIRABRI A - BXRRas /ML AA A1 72— B X057 - BE
T A EEEERBM) | K " RE/AEAEIZ(AAA) 1A | & FEIERER -
AoRIZ2E TYIME ¢

http://www.redbooks.ibm.com/abstracts/sg247901.html1?Open

http://searchsecurity.techtarget.com/definition/authentication-author
ization-and-accounting 2,

http://en.wikipedia.org/wiki/AAA_protocol

[0043] ZEERRKf1E 2 RAT 222 R HE—AH AT AR A MERE R 212 R

NITHRE214Z874 © RERE SUE 212 Kan 1T S E2 14 B . F P i
FREABHUBITRR A S - A P RERRE A LU — R B
Bar - —R25ERBUE (secure shell » ssh) AR B TIERF 2485
(console) - EFZATRENITHY - FAGANEEHEHERBM) 2168 EEHHE
X TERAM2227] > FITH 2N - BNL 2B E(ssh) B2
ZEEAIEREE - A2 T

http://www.ssh.com/manuals/server-admin/32/Introduction_to SSH

_Secure_Shell.html

[0044] FEURAFEUAE2 1 8(AARB Z A% LAY — » HHRHE—R
At 2 {5 FH 2 P RS R AR PR R EL A R (RE TR AR) - — R (BT %)
RBTEFE R AL E (configure)FFEV FRUKBRA R - &R BRI — B
L ENiE I EE (I TCP/IPHE ) B AE R # £ (SR — IS B R (3R
Holax i) - EXRARMEARTOREATER - #0882 (kernel panic)zk
TREEHE L DRI — 2B 232ER R R B E AT — B
R CEEEL T EEAMEET M) - #3F RN EE SN
EEAR LRTo TR R2EERCRR) - RISREDEE2 18R
® » e RHRHE L2 2 TCP/IPEE A B AW R (& RS
fi) ©

11
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[0045] EZfERSTE <2300 & —TCP/IPHED - RIMAERT —EEE0 L
ANEX I ESE R EERR <« TCP/IPEERS - MRS E £330 B FE S — R4t
B AL (SOC)B—RAMEFTEIEERS (ASIC) - HEBNE R230FEE—2
ETEAH232 - B ETMEAH232RAR A S— 1 WM - IR EnEAE2324
REEL—H L 2Ph# R — TSR AMEET ) - B RS
SERERIBIRFINRERT - SR (EE L) Z PRI R IRSE (port) &
FWRELR BRI 232 - DU LRI - R Erisiia 23240
B E R (SR FR— R (G R )2 R B R - B AMEE A
B f) T A K ROIRAERS S 232 Rt T — B R 25T BT Y
SRR - R ARMEE M) B EHE AR E 2 EEE < &
T AR EMEAE 232K B (direct) FTE FIRERR BN/ B H RS AR - Bz
HIFTH EREES IR IR A/ (3 - BVE T BRI AR TR 2
EF -

[0046] EEIARMEETNR)EARGRER > TRAFRN S &
REEREE - DPEREHIBRMEET M) aafT RAE21425 7]
#%2 A (initiate) o

1) BRBAREEFZ WS AEGSTAE (CLL) » BIsiE
AT - AR E AR EE TR A B BB T2 B
B WEREOZGNEZERRE G TRECLIES » Bl
EEZHBERE T TREERF -

2) BRBAM arn TR EEESEAERTTR) - BIRESRT
MRS R T [ (redirect) HHHER AR EH B AREECE
MM BRI E RSB IREF T EERM - BIFTRAZ AR
ARMEE S2ERMMENE NIRRT R - K ARk E
H{EREARM o - HEPET REERANE B Y RfRIE
% B BN IERER T RIREEER - BIR " 2EmiE232 , & TiEIRE

1]

12
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& -
fisB

HEAH218 | ZHE— SRR 2 R E4A S4BT

<BEEHB FE H 61>

[0047] EBABRRBABEEGE RIS AERENRE
MEBAFTR - REE—@E L EECERARMBAR—KBZEHHR
> ORI EESHERE2 A RS AN - AR R - EEARMHBL

Bk IRBARAE FEPIER G BREFZAT ¢

D) Bt ERFARIMBRET - BIARMBZ 2EMEH33 200 B A5 58
LEFERIEAR] - B —HE L 205 TCP/IPESRS - DIALEFEARIHFA
ZIEURTFIURAE3 | 8aRE (I G EAR B I IR RE - —R1ETY © RIE AR
[ F] LARS A5 (key pain) BRGEASINE -

2) —MERMEEREERR)BATTRMAZHRTTRE (CLI)
314aZi¥m /I H © BB & WSR2 -

3) REHERA - H(EERZEHENCHD) - ZHakhEAR
AL LB REFEIL(AAAWERH3 1 TalgrR - BN ER BN BAZE
HEWARFEAREAR - BER TR SRR ERAEG AT
FHF R D EIBIHE) - — B BB - BRRBAZ FEIk
IV 1 8o T I A B R R a4y -
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