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(64) Abstract Title

Telephone call blocking using voice recognition

(67) A method for blocking unwanted telephone uses voice recognition as the primary characteristic for
blocking as opposed to a simple dial source number block. The system thus allows call blocking from any
phone anywhere, since the dialing number is immaterial for the decision to block. It is in a server 10

connecting a LAN and the PSTN 16.

CALL
SERVER

ANALOG PHONES

At least one drawing originally filed was informal and the print reproduced here is taken from a later filed formal copy.

FIG. 1

[ TRUNK ]
10
16
22
DESTINATION
{PC & PHONE

v 991 09€ ¢ 99



1/4

| ANALOG PHONES

CALL
SERVER
20
N
& /1 IP PHONE
22
Kr
| DESTINATION
S (PC & PHONE




LAN

2/4

CALL SERVER

| DATABAS

(vmcep
' 26
‘ AUTO
{ ATTENDANT
€ e
s, .
BLOCKING 4
FEATURE ! S~
- 1
24 ! |
‘ ! RECOBNITION
I APP 28
1
1
T J
< DSP'S
TRUNKS| [ LINES

FIG.2




INIOddN4 HO4
TIVIN 3I10A

4%

INIOdaN3

3/4

bl 2>

¢ ‘9id

EL[INER
ONDIJ0TE TTVD

PR——

1041NOD

INVANLLY 01NV

TV

RELLCE

NOILYOI1ddY
NOILIND0J3H JI10A

8¢

144

HNIMI0TE 113 A319¥Nd J010A




4/

v 9l

N

UOIJedlpul Ou s} 218y} j|

|
ulodpu3 4o |ieJy 8910\ 0} Juss aq] L

< PINOYS (89 Jeup Sareaipui Juuid 801on )

| paY20|q 84|
} PINOUS {182 Jeu} Sayealpul Julid 89i0A I
d |
8104 pusg H_
| ™oy
uudt w1 oy jeo spuss
Q99104 189 [0J3U09 |89
| | | |
Julodpu3 uoneayddy
wiodpu3 10} 93I0)\ Buiyoojq ieg|  Juoniudoasy saiop| fiuepusny oy | | j0au0q (19 LT




10

20

30

400UV 100

VOICE INVOKED CALL BLOCKING

The present invention relates to a telephone call blocking method and
more particularly, the present invention relates to a method for blocking

telephone calls by voice identification.

Typical call blocking arrangements for blocking unwanted calls are well
known. The existing methods, the call is blocked based on the number from
which it is dialed. Accordingly, if the person whose number is blocked calls
from a different phone number, the call will be processed and the unwanted

caller connected to the party not wishing to speak to the caller.

The present invention addresses this limitation in the art and provides a

device capable of overcoming the shortcomings in the art.

In accordance with one aspect of the present invention, there is provided
a method of blocking an unauthorized user at a first location from connection
with a user at a second location, each user being connected over a public
network communications system, comprising the steps of:

providing an auto attendant connected to the second location;

providing voice recognition software connected to the auto attendant and
a line for receiving incoming calls;

identifying the user at the first location to be connected to the second
location with the voice recognition software;

confirming the validity of the user at the first location; and

blocking or permitting connection of the user at the first location with the

user at the second location.

in accordance with a further embodiment of the present invention, there
is provided a method of limiting access of a caller to a call recipient on a public

network communications system, comprising the steps of:
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providing a local area network connected to the public network
communications system, the local area network including a plurality of
telephones connected thereto;

providing a server connected to the local area network and the public
network communications system, the server including an auto attendant, voice
recognition software and a database containing voice information;

identifying a caller by voice with the voice recognition software;

comparing the voice of the caller with the information of the database;
and

blocking or passing the caller through to the call recipient.

In accordance with a further aspect of the present invention, there is
provided a communications system for the public network for limiting access of
a caller to a call recipient, comprising:

a local area netwerk connected to the public network, the local area
network including a plurality of telephones connected thereto;

a server connected to the local area network and the public network, the
server including an auto attendant, voice recognition softiware and a database
containing voice information;

voice recognition software connected to the auto attendant for identifying
a caller by voice; and

an information database for comparing the voice of the caller with the
information of the database to determine whether access to the call recipient

may be granted.

Having thus generally described the invention, reference will now be
made to the accompanying drawings, illustrating preferred embodiments and, in

which:

Figure 1 is a schematic diagram of the overall communications system

for use with the present invention;
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Figure 2 is a schematic view of one embodiment of the server of the

present invention;

Figure 3 is a schematic view of the overall operation of one embodiment

of the present invention; and

Figure 4 is chart illustrating the event sequence associated with the

present invention.
Similar numerals employed in the text denote similar elements.

Referring to Figure 1, shown is a block diagram of one possible
arrangement for the phone system to be discussed herein. The known
arrangement includes a LAN connecting a call server 10 having analog phoners
12, 14 and a trunk communicating with a public network and representative
phone, 16 and 18, respectively. An internet protocol phone 20 and typical PC
and phone 22 are also connected to the LAN.

In Figure 2, the call server 10 is shown in greater detail. The server 10
includes a call controller 24 for directing incoming calls from trunks and from
lines. An auto attendant 26 communicates with the call control 24 and with a
voice recognition application 28. The voice recognition application analyses the
voice patterns by breaking spoken words down into small sections and creates
a voice print. The analysis of the spoken word is done by a speech engine
which is the foundation of the voice recognition application. All current voice
recognition applications use a speech engine. The voice print is then sent back
to the auto attendant 26 and subsequently on to a database 30.

At database 30, a search is conducted with the voice print submitted and
the records of the database 30. If the caller user is authorized to proceed
based on a successful match of the data and voice print, the call is processed

to voice mail 32, the required destination (shown in the example as a PC and
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phone) 34 or the call is blocked entirely. These features are illustrated in

Figure 3.

Referring now to Figure 4, shown is a chart indicating the sequencing

associated with the methodology.

Any of the suitable voice recognition speech engines available may be

employed and it will be appreciated by those skilled which are useful.

Although embodiments of the invention have been described above, it is
not limited thereto and it will be apparent to those skilled in the art that
numerous modifications form part of the present invention insofar as they do
not depart from the spirit, nature and scope of the claimed and described

invention.



CLAIMS:

1. A method of blocking an unauthorized user at a first location from
connection with a user at a second location, each said user being connected
over a public network communications system, comprising the steps of:

providing an auto attendant connected to said second location;

providing voice recognition software connected to said auto attendant
and a line for receiving incoming calls;

identifying said user at said first location to be connected to said second
location with said voice recognition software;

confirming the validity of said user at said first location; and

blocking or permitting connection of said user at said first location with

said user at said second location.

2. The method as set forth in claim 1, further including the step of

providing a database of voice prints for confirming identification of a user.

3. The method as set forth in claim 1, wherein connection at said
second location comprises connection to one of a voice mail site or said user at

said second location.

4. A method of limiting access of a caller to a call recipient on a
public network communications system, comprising the steps of:

providing a local area network connected to said public network
communications system, said local area network including a plurality of
telephones connected thereto;

providing a server connected to said local area network and said public
network communications system, said server including an auto attendant, voice
recognition software and a database containing voice information;

identifying a caller by voice with said voice recognition software;

comparing the voice of said caller with said information of said database;

and
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blocking or passing said caller through to said call recipient.

5. The method as set forth in claim 4, wherein said call recipient

includes of voice mail.

6. The system as set forth in claim 4, wherein said voice information
is exchanged with said auto attendant, said database and said voice

recognition software.

7. A communications system for the public network for limiting
access of a caller to a call recipient, comprising:

a local area network connected to said public network, said local area
network including a plurality of telephones connected thereto;

a server connected to said local area network and said public network,
said server including an auto attendant, voice recognition software and a
database containing voice information;

voice recognition software connected to said auto attendant for
identifying a caller by voice; and

an information database for comparing the voice of said caller with said
information of said database to determine whether access to said call recipient

may be granted.

8. The system as set forth in claim 7, wherein said server includes

call control means for controlling incoming calls from trunks and lines.



ine
Patent -

Yooy
Ofhce '
— d"‘/\”"
Application No:  GB 0005285.2 Examiner:  BJSPEAR"
Claims searched: 1-8 Date of search: 19 September 2000
Patents Act 1977

Search Report under Section 17

Databases searched:

UK Patent Office collections, including GB, EP, WO & US patent specifications, in:
UK Cl (Ed.R): H4K (KF54, KBHF, KBHG)
Int Cl (Ed.7): HO4M 1/66
Other: Online:WPI, EPODOC, JAPIO

Documents considered to be relevant:

Category| Identity of document and relevant passage Relevant
to claims
X | GB2285365A (Cosmic) Whole document, eg Abstract, Fig.15 and 18
last 2 lines of description.
X | GB2260670A (Norm Pacific) Whole document, eg abstract, Fig.1 13
-3 at least
andp6113-p9119.
X | GB2148569A (NV Philips) Whole document, eg Abstract, Figure 13 at least
,Pp2 175-p 3131 and claimsl,2.
X | GB2144944A (Mitel) Whole document, eg Abstract Fig. 1. and 1.3 at least
claim 1.
X GB2098830A (Mitel) Whole document, eg Abstract and Fig.1. 1-3 at least
X EP0935378A (IBM) Whole document, eg Abstract, Figs. 1,2
. 1-8
(unit 22) and pp 1-7
X | EP0751658A2 (AT&T) Whole document, eg Abstract Fig. 1 and 13 at least
claim 1.
X | EP0598469A2 (Dunlevy) Whole document, eg Abstract, Fig. 2
1-3 at least
andp5114p911
X  Document indicating lack of novelty or inventive step A Document indicating technological background and/or state of the art.
Y  Document indicating lack of inventive step if combined P Documentpublished on or after the declared priority date but beforethe
with one or more other documents of same category. filing date of this invention.
E Patent document published on or after, but with priority date earlier
&  Member of the same patent family than, the filing date of this application.

An Executive Agency of the Department of Trade and Industry



