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(57) Abréegée/Abstract:

A system adapted to condition access to a network over an |IPsec session to clients providing a proper one-time-password, even
though the network access control uses IKEv1, which does not support one-time-passwords. An authentication service receives
from a client an access request including the one-time-password, and provides the one-time-password to a service that checks the
password. The one-time-password service returns a cookie when the password Is successfully validated and the client is properly
authenticated. The cookie I1s passed on to the client computer, which uses the cookie as part of a request for a certificate. A
certificate authority generates a certificate If a request for a certificate Is received from an authenticated client, which in turn may be
used to form the |IPsec session for access to the network.
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not support one-time-passwords. An au-
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password to a service that checks the
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certificate. A certificate authority gener-
ates a certificate 1f a request for a certifi-
cate 1s received from an authenticated
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the IPsec session for access to the net-
work.
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ONE TIME PASSWORDS WITH IPSEC

AND IKE VERSION 1 AUTHENTICATION
BACKGROUND

[0001] For most private networks, some form of authentication 1s required before a
client computer 1s allowed to access resources on the network. A client computer may be
authenticated when the computer, or the user of the computer, provides authentication
information, which may be based on one or more “factors.” A factor may be something
possessed by the user, such as a smart card, or something known to the user, such as a
password, or some attribute of the user, such as a fingerprint or eyelid reading. The
number and nature of these factors required for authentication may depend on the risk of
improperly granting access or likelithood that a client computer 1s not authorized to access
the network.

[0002] Authentication information may be based directly on one or more of these
factors. In other instances, authentication information may be derived indirectly from one
or more of these factors. A client computer may provide one or more of these factors to a
source trusted by a network administrator, which may then issue a certificate, identifying a
device as a valid client. The certificate, whether alone or with other factors, may
authenticate the client computer. Regardless of how the information 1s obtained, 1t may be
used as part of an exchange between the client computer and an access control mechanism
such that the access control mechanism only grants access 1f the client can be
authenticated.

[0003] Various mechanisms may be employed to enforce a determination of whether to
orant or deny access to a client. Typically, following an authentication process, an
authorization process 1s performed using the authentication information together with
additional parameters to determine the access rights of the specific client. The specific
mechanism by which access 1s limited based on access rights of a client may depend on
the implementation of the transport layer of the network. In general, once a client 1s
authenticated, the transport layer will route messages to or from the client that are
consistent with the access rights of that client. For devices that are not authenticated, even
1f physically connected to the network, the transport layer does not pass messages to or

from the device.
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[0004] Onec mechanism to enforce an access determination mvolves the use of a protocol
called IPsec. If a client 1s not authenticated, the network transport layer will not form an
[Psec session for the client to send and receive network communications.

[0005] One type of authentication, which 1s regarded as providing strong security, is a
one-time-password. There are multiple technologies that enable generation of one-time-
passwords, such as an electronic device tied to a clock that generates a new password at
periodic intervals or a pre-printed list of passwords. Regardless of the form 1n which the
passwords are generated, they enhance security because the passwords can be used to gain
access to the network for only a limited period of time, which may be defined by a
relatively short time interval or by use of the password. Therefore, even 1f a malicious
third party gains access to the password, that third party 1s unlikely to be able to use the
password to access the network.

[0006] Unfortunately, though IPsec 1s widely used for access control, many
implementations do not support one-time-passwords. Forming an IPsec session may entail
using an Internet Key Exchange (IKE) protocol. The widely used version 1 of the Internet
Key Exchange protocol (IKEv1) does not support one-time-passwords. Though version 2
of the Internet Key Exchange protocol (IKEv2) supports one-time-passwords, IKEv2 1s

not widely used, particularly for remote access control for corporate networks.

SUMMARY

[0007] The inventors have recognized and appreciated that improvements 1n network
security may be made by adapting a network access control system, which does not
inherently support one-time-passwords, to restrict access to the network to only those
clients presenting a valid one-time-password. The access system includes an
authentication service that, upon receiving an authentication request from the client
containing a one-time-password, submits the password to a one-time-password service.
The one-time-password service checks the validity of the password and, 1f validated,
returns an indicator that the one-time-password was validated. This indicator may be
returned to the client, which may then submit the indication 1n connection with a request
for a certificate. A certificate authority will 1ssue a valid certificate upon receipt of the
indicator. The client may then use the certificate to form a connection.

[0008] Because the certificate authority selectively 1ssues a certificate based on the
client submitting the indicator that the one-time-password was validated, access 1s limited
to clients having a valid one-time-password. In this way, an access control mechanism

that relies on a valid certificate allows access to those clients with valid-one-time
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passwords and denies access to clients without valid one-time-passwords, even if the access
control mechanism does not, itself, use a protocol that supports one-time-password
authentication. As a specific example, the access control mechanism may use an IPsec

security association formed using IKEv1 to enforce access control decisions.

[0008a] According to one aspect of the present invention, there is provided a method of
operating a computing device to establish an IPsec session, the method comprising: sending a
first communication to an authentication service, the first communication containing a one-
time-password; receiving, from a one-time password service, in response to the first
commutation a reply comprising an indication that the one-time-password was successfully
validated; sending a second communication to a certificate authority, the second
communication containing the indication that the one-time-password was successfully
validated by the one-time password service in response to the first communication; receiving,
from the certificate authority, in response to the second communication a certificate, the
certificate comprising the indication that the one-time-password successfully validated; and

establishing the IPsec session with the certificate provided by the certificate authority.

[0008b] According to another aspect of the present invention, there is provided a system
comprising: at least one processor coupled to a network, the at least one processor
implementing: an authentication service a one-time-password service; a certificate authority;
wherein: the authentication service is adapted to receive over the network a first
communication from a client, the first communication containing credentials associated with
the client and a one-time-password, the authentication service is adapted to validate the
credentials associated with the client and convey the one-time-password to the one-time-
password service; the one-time-password service is adapted to validate the one-time-password
and return to the authentication service an indication of results of validation of the one-time-
password; the certificate authority is adapted to receive over the network a second
communication from the client, the second communication including the indication of results
ot validation of the one-time-password from the client and to selectively issue a certificate
when the results received from the client indicate that the one-time-password was successfully

validated by the one-time password service wherein the certificate includes an indication that

the one-time password was successfully validated.
3
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[0008c] According to still another aspect of the present invention, there 1s provided at least
one non-transitory computer-readable storage medium having stored thereon computer-
executable instructions that, when executed by a processor of a client computer, perform a
method of forming an IPsec session, the method comprising: sending a first communication to
an authentication service, the first communication containing credentials of a user of the client
computer and a one-time-password; receiving from the authentication service in response to
the first commutation a reply comprising an indication that the one-time-password was
successfully validated; sending a second communication to the authentication service, the
second communication comprising a request for a certificate from a certificate authority and
containing the indication that the one-time password was successfully validated in the first
communication; receiving from the authentication service in response to the second
communication the certificate, the certificate comprising an indication that the one-time-
password successfully validated; and establishing the [Psec session with the certificate used 1n

an Internet Key Exchange version 1 (IKEv1) protocol.

[0009] The foregoing is a non-limiting summary of the invention, which is detined by the

attached claims.

BRIEF DESCRIPTION OF DRAWINGS

[0010] The accompanying drawings are not intended to be drawn to scale. In the drawings,
each identical or nearly identical component that is illustrated in various figures is represented
by a like numeral. For purposes of clarity, not every component may be labeled 1n every

drawing. In the drawings:

[0011] FIG. 1 is a sketch of an exemplary network environment in which client devices may

be authenticated according to some embodiments of the invention;

[0012] FIG. 2 is a schematic illustration of a process of obtaining a certificate based on a

one-time-password according to some embodiments of the invention; and

[0013] FIG. 3 is a schematic illustration of a process of gaining network access based on the

certificate 1ssued in the process of FIG. 2.

3a
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DETAILED DESCRIPTION

[0014] A network that uses access control that does not support one-time-passwords may be
adapted to use such passwords. The adaptation may be implemented by providing one or more
services that can validate a one-time-password and issue an indication that the one-time-
password for a client has been authenticated. A certificate authority may condition grant of a
certificate used to gain network access on a client requesting such a certificate to have

recerved an indication that its one-time-password was validated.

[0015] In some embodiments, this technique may be used in a corporate network to grant or
deny access to clients based on whether the client has a valid one-time-password. In this way,
a corporate network with a remote access control system that does not support one-time-
password authentication may be adapted to implement an access control policy based on
one-time-passwords. In some embodiments, the technique may be used with legacy network
access control systems. As an example, a system that enforces access control through an IPsec
security association using IKEv1 may be adapted to require a valid one-time-password for

network access.

3b
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[0016] The techniques described herein may be employed 1n any suitable network
environment. An exemplary embodiment of a network environment 1n which
embodiments of the invention may be practiced 1s illustrated in FIG. 1.

0017] FIG. 1 shows a sketch of a computer system 100, which may be constructed from
devices as are used 1n conventional computer systems. However, computer system 100
differs from a conventional computer system in that devices within computer system 100
are programmed to require a one-time-password to gain access to a network.

[0018] Computer system 100 includes a private network, here illustrated as managed
network 120, with multiple resources, such as server 124, connected to the network.
Client devices may connect to the network and access the network resources. Though, the
network 1s private because access to the network may be limited to only authorized client
devices.

[0019] In this example, managed network 120 may be a network within a company or
enterprise. Alternatively, managed network 120 may be a domain or other portion of a
larger network. Managed network 120 may be managed by an individual or entity that
provides access criteria for the network. In the exemplary system described herein, the
access criteria include a one-time-password and other information from which an
authorized client device may be 1dentified.

[0020] As to the information from which an authorized client device may be 1dentified,
any suitable information may be used. In some embodiments, the device may be
authenticated because a user of the device 1s authorized to access the network and has
input into the client mmformation that serves as proof of that authorization. In those
embodiments the authentication information may relate to a user of a device, and may be a
user name or other code. In other embodiments, the information may relate to only one of
multiple users associated with multiple user sessions on a computer. For example, 1f a
computer supports multiple user sessions, only a subset of the user sessions may be
authorized to access the network. In those embodiments, the authentication information
may relate to a specific user session or sessions. Accordingly, the mnvention 1s not limited
by the type of entity for which authentication 1s provided.

[0021] As shown in FIG. 1, managed network 120 includes network devices such as
server 124 and clients 110B and 110C. Here a wide area network (WAN) 122 1s shown
interconnecting the network devices. This configuration 1s shown for simplicity of
1llustration, but the network for which access 1s controlled may contain multiple

interconnected networks or contain different or additional interconnection architectures.



10

15

20

25

30

CA 02798024 2012-10-31
WO 2011/142971 PCT/US2011/034188

Likewise for simplicity, a small number of network devices are 1llustrated, but a managed
network may contain numerous devices.

[0022] Devices may connect to managed network 120 through a gateway that provides
access control. For stmplicity, a single access control gateway 116 1s shown. Access
control gateway 116 may be part of a wireless access point, hard wired access point or any
other type of access point, whether now known or hereafter developed. Though, 1n the
example 1llustrated, access control gateway 116 1s connected to a public network 130, such
as the Internet. Such a connection to a public network may allow client devices 1n remote
locations to access managed network 120, provided the remote clients can comply with
access control policies enforced by access control gateway 116.

[0023] In the example of FIG. 1, access control gateway 116 includes a switching device
118 and access control server 112. Access control server 112 may be configured through
user interface 113 or m any other suitable way. Switching device 118 represents any of a
number of types of switching devices that may be included 1n a network. Here switching
device 118 1llustrates a component of the transport layer of the network. Switching device
118 may be a device such as a router, switch, hub, gateway, or any other suitable
switching device. In a commercial implementation, there may be multiple switching
devices involved 1n the routing packets as appropriate through a network, but only one
such device 1s shown for simplicity.

0024] The example of FIG. 1 shows that client 110B and 110C have already been given
access to managed network 120. Conversely, FIG. 1 shows client 110A seeking to
connect to managed network 120 through access control gateway 116, and 1s thus
1llustrated outside the managed network 120. In operation, as a client such as client 110A
seeks access to managed network 120, an access control device determines whether client
110A should be given access to managed network 120. In the embodiment illustrated, that
access control device 1s implemented 1n access control server 112. Though, it should be
appreciated that other embodiments are possible, including embodiments in which a
network device being accessed serves as the access control device. In an embodiment 1n
which an access decision 18 made 1n access control server 112, access control server 112
may be programmed to determine whether to grant or deny network access based at least
in part on whether a client supplies an appropriate one-time-password.

[0025] Additionally, access control server 112 may be configured to condition access on
other factors. For example, access control gateway 112 may authenticate clients and

verify that clients report a hardware or software configuration complying with a “health”
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policy for the network. Regardless of the number and type of aspects of a client
authenticated, access control server 112 does not indicate that a client should be granted
network access unless all required aspects are validated.

[0026] Access control server 112 communicates a determination of network access to an
enforcement mechanism. The enforcement mechanism may be contained within the
transport layer of network 120, which 1s represented by switching device 118, but may
contain numerous different or additional devices. In the embodiments 1llustrated, the
determination that a client 1s to be granted network access may be enforced by requiring
remote client, such as client 110A, secking access to managed network 120 to form a
security association.

[0027]  Security associations are known 1n the art and may be employed by one
networked device joined by a security association to determine that a network
communication originated from another device that 1s part of the security association.
Security associations may also be used to allow a networked device to ensure that
communications from another device that 1s part of the security association were not
altered after they were transmitted. Additionally, a security association may be used to
encrypt communications between devices that are linked through the security association.
These uses of a security association are sometimes referred to as authenticity, integrity and
confidentiality.

[0028] In the embodiments described herein, an access control gateway may use a
security association to provide authenticity, integrity and confidentiality. Messages
passing through the gateway to an authorized device may be encrypted by the gateway
such that they may only be decoded by an authorized client that 1s part of a security
association 1f the messages have not been altered. Similarly, messages received at the
gateway may be forwarded onto managed network 120 only 1f they can be decrypted and
authenticated. Though, in other embodiments, the security association may be used only
to ensure authenticity, and the gateway may pass messages 1f they have been
authenticated.

[0029] Regardless of the specific way in which the security association 1s used 1n the
gateway, the security association may be formed by exchanging messages 1n a protocol
that results 1n a device and the gateway sharing secret information. This secret
information may be subsequently applied by the client or the gateway when sending
information to the other to sign or encrypt that information using known cryptographic

functions. The recipient, also having access to the secret information that 1s part of the
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security association, can decrypt the information and/or validate that the information was
signed by another device sharing the security association.

[0030] In the example of FIG. 1, access control server 112 may interact with a client
110A seeking network access over network 130. As a result of these interactions, access
control server 112 and remote client 110A may form a security association. Switching
device 118 may be configured such that communications from client 110A are not directly
allowed onto managed network 120. Rather, those communications may be first
processed 1n access control server 112. If access control server 112 determines that the
communications were sent using an established security association, those
communications may be routed onto managed network 120. If the communications are
encrypted, access control server 112 may use the security association to decrypt the
communications, allowing other network devices, such as network server 124, to access
communications from client device 110A.

[0031] Conversely, for communications sent from devices on network 120, switching
device 118 will only allow such communications to pass onto network 130 if they have
been encoded according to a security association formed by access control server 112 with
an authenticated client. Because the network communications are encrypted according to
the security association, other devices, even those that can access the communications
over public network 130, can not derive their content. In this way, messages can be sent
to or recerved from devices on managed network 120 by remote clients, such as client
110A, only 1f those remote clients that can form valid security associations with access
control server 112.

0032] Therefore, security associations are formed 1n a way that allows only authorized
clients to form them. Prior to forming a security association, access control server 112
may receive authentication information about a client, such as client 110A. The
authentication information may be obtained 1in any suitable way. The authentication
information may be based in whole or 1n part on information input into client device 110A
through a user interface of that device. Alternatively or additionally, the authentication
information may be based in whole or in part on interactions between the client and an
external device. In these scenarios, the authentication information may be evidence of a
successful authentication performed by the external device. Such evidence may be 1n the
form of a certificate, which access control server 112 may use to determine whether to
orant access. Certificates for demonstrating proof of authentication with an external

device are known 1n the art, and access control server 112 may accept a certificate 1n a
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known format, though information in any suitable format that demonstrates authentication
with an external device may be used.

[0033] In the embodiment 1llustrated i FIG. 1, authentication server 150 1s an example
of an external device. Authentication server 150 may authenticate a device 1n any suitable
way. As illustrated, authentication server 150 may maintain a data store 152 of
information about authorized devices that may be used to 1dentify whether a device 1s
authorized. For example, data store 152 may contain a list of authorized devices and
security information, such as information that authentication server may use to determine
whether a device provided a valid password. Though, any other suitable approach may be
used and data store 152 may contain different or additional types of information, including
pre-stored keys for authorized devices or other security information used 1n authenticating
authorized devices.

[0034] In the embodiment illustrated, client 110A 1s shown to access authentication
server 150 over a public network 130, such as the Internet. In this embodiment,
communications between client 110A and authentication server 150 may be encrypted or
otherwise secured using public key/private key encryption. Though, any suitable
mechanism may be used for communication between client 110A and authentication
server 150.

[0035] Also, in the embodiment 1llustrated, authentication server 150 1s shown outside
network 120. Other embodiments are possible, including having authentication server 150
on network 120. In such an embodiment, switching device 118 may provide limited
connectivity to authentication server to unauthenticated devices.

[0036] Regardless of the location of authentication server 150, a mechanism for
communication between authentication server 150 and access control server 112 may be
provided. In the embodiment illustrated, that mechanism may be through a certificate.
Authentication server 150 may 1ssue a certificate to client 1 10A upon successful
authentication of that client. The certificate may be signed using security information held
by authentication server 150 that access control server 112 can validate. As an example, a
certificate may be signed or encrypted with a private key of a public key/private key pair.
If access control server 112 has the public key of this key pair, access control server 112
may validate that the certificate was 1ssued by authentication server 150. The certificate
may contain information identifying client 110A that 1s signed by authentication server
150 to ensure integrity of the information such that access control server 112 can

determine that the certificate was 1ssued to client 110A. Accordingly, access control
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server 112 may rely on the certificate to determine that client 110a 1s authenticated for the
purposes of forming a security association with client 110A.

[0037] Components of the computer system of FIG. 1 may be implemented using
network components of the type that are known in the art. However, authentication server
150 may be adapted to only 1ssue a certificate to devices that present a valid one-time-
password. In this way, even though access control gateway 116 does not recognize one-
time-passwords, access to managed network 120 1s nonetheless restricted to clients having
valid one-time-passwords. Accordingly, access control techniques as 1in system 100 may
be employed with existing networks for which access control gateways have been
implemented without the capability to require a one-time-password.

[0038] The inventors have recognized and appreciated that there are many such
networks. In particular, many networks enforce access decisions by requiring that a client
seeking access to the network form a security association with an access control
component using the IPsec protocol with an internet key exchange protocol, version 1
IKEv1). Access control gateways using IPsec with IKEv1 are prevalent in corporate
networks. Accordingly, addition of an authentication server 150 or modification of an
existing authentication server in such a network may adapt the network to implement an
access control policy requiring one-time-passwords.

[0039] Turning to FIG. 2 a process by which a client, such as client 110A, secking
access to a network may obtain a certificate 1s illustrated. As shown in FIG. 2, client
110A may communicate with authentication server 150. Communications between client
110A and authentication server 150 may be transported in any suitable way. In the
example of FIG. 1, these communications are transported over public network 130, such
as the internet. Though, use of the internet 1s not a limitation on the mvention.

[0040] In the embodiment illustrated, authentication server 150 provides multiple
services. Those services include authentication service 210, one-time-password service
212 and a certificate authority 214. Such services may be implemented using
programming techniques as are known 1n the art to adapt a computerized device to interact
with other devices over a network and provide certain functionality as a service. Protocols
for such communication are known, and may be used for communications between client
110A and authentication service 210, one-time-password service 212 and certificate
authority 214. Though, any suitable techniques may be used to implement the services

any suitable format may be used.
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[0041] Regardless of the specific format of the communications, the process of client
110A obtaining a certificate from authentication server 150 may begin with client 110A
sending communication 250 to authentication service 210. Communication 250 may be
sent, for example, as one or more packets conveyed over public network 130. Regardless
of the specific format of communication 250, communication 250 may convey from client
110A to authentication service 210 credentials for client 110A. The credentials contained
within communication 250 may include any number of credentials of a type as 1s known 1n
the art. These credentials may include, for example, information about a user of client
device 110A or about the client device itself. User information, for example, may include
a user name and password or some information generated based on input of the user name
and password.

[0042] In addition to credentials are known 1n the art, communication 250 may include a
one-time-password. The one-time-password within communication 250 may be generated
by a hardware component attached to client 110A. Though, such a one-time-password
may be entered by a user or otherwise made available to client 110A.

[0043] Though FIG. 2 1llustrates communication 250 by a single arrow, 1t should be
appreciated that communication 250 may contain multiple transmissions from client 110
to authentication server 150. Additionally, one or more of these transmissions may be sent
1s response to communications from authentication service 210. As a specific example,
authentication service 210 may transmit a challenge message to which client 110A must
generate an appropriate response as part of communication 250.

[0044] Also, though communication 250 1s said to contain credentials, 1t should be
recognized that, as the term contain 1s used herein in conjunction with credentials or other
security information, 1t encompasses the possibility that communication 250 actually
contains information from which it a recipient can verify that the sender had access to the
credentials or other security information, which does not require sending the security
information.

[0045] Regardless of the format of communication 250, authentication service 210 may
process the received information as part of processing 252. Processing 252 may entail
authentication service 210 validating that the credentials contained in communication 250
correspond with a client authorized for access to network 120. Such validation may be
performed using techniques as are known 1n the art.

[0046] Additionally, processing 252 may entail selectively generating communication

254 to one-time-password service 212, depending on whether the credentials correspond
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to an authorized client. Authentication service 210 may form communication 254 based
on a one-time-password recerved from client 110 contained 1n communication 250.
[0047] One-time-password service 212 may process communication 254 in process 256.
In process 256, one-time-password service 212 may determine whether communication
254 contains a valid one-time-password.

[0048] Any suitable techniques may be used 1n processing 256 to validate a one-time-
password, including techniques as are known 1n the art for validating one-time-passwords.
Validation may include determining both that password corresponds to a valid password
and that 1t 1s presented at a valid time. The password may be invalid, for example,
because 1t has expired or has been previously used. Though, the specific technique used to
validate the one-time-password 1s not critical to the invention.

[0049] As with communication 250, communication 254 1s shown as a single arrow.
However, 1t should be recognized that communication 254 may entail one or more
messages passed between one-time-password service 212 and authentication service 210.
Additionally, though not shown 1n FIG. 2 for simplicity, the information in
communication 254 may be generated based on information 1ssued by one-time-password
service 212. As a specific example, one-time-password service 212 may 1ssue a challenge
that 1s provided by authentication service 210 to client 110A. The password information
as sent by client 110A may include the challenge 1ssued by one-time-password service 212
encoded with the password by client 110A. Accordingly, though communication 254 1s
said to contain the password, that password may be represented in an encoded format or 1n
any other suitable way.

[0050] Regardless of the format in which one time password service 212 receives the
one-time-password from client 110A, one-time-password service 212 may 1ssue a
communication 258 indicating the outcome of the attempt to validate the one-time-
password. Communication 258 may indicate that the one-time-password was successfully
validated or may indicate that the password was not successfully validated. Processing
252 on authentication service 210 may be conditional, based on the content of
communication 258.

[0051] If communication 258 indicates successful authentication of the one-time-
password, authentication service 210 may 1ssue a cookie 260 that 1s transmitted to client
110A as part of communication 262. In this example, cookie 260 indicates both that
authentication service 210 validated credentials of client 250 and that one-time-password

service 212 validated the one-time-password supplied by client 110A. Though, 1t should
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be appreciated that authentication of client 110A and validation of the one-time-password
may be indicated separately.

[0052] Authentication service 210 does not 1ssue cookie 260 1n communication 262 1f
cither of those conditions 1s not met. More generally, authentication service 210 does not
1ssue cookie 260 unless all requirements for network access have been met. In some
embodiments, communication 262 may be omitted entirely 1f cookie 260 1s not provided.
Though, 1n other embodiments, communication 262 may be provided without cookie 260
1f all requirements for access are not satisfied by client 110A.

[0053] Cookie 260 may be 1n any suitable form, including formats as are known 1n the
art. For example, cookie 260 may contain information that 1s signed or encrypted by
authentication service 210 in such a way that a recipient of cookie 260 may subsequently
validate that cookie 260 was 1ssued by authentication service specifically to client 110A.
[0054] Regardless of the format of cookie 260, communication 262, including cookie
260, allows client 110A to demonstrate to certificate authority 214 that i1t has successfully
presented credentials that authentication service 210 and one-time-password service 212
have validated such that client 110A may be deemed to be entitled to network access.
Accordingly, client 110A may incorporate cookie 260 into a communication 270.
Communication 270, in this embodiment, is sent to authentication service 210. In
processing 272, authentication service 210 forwards the request along with the cookie
contained within communication 270 to certificate authority 214 in communication 274.
Communication 274 may be formatted as an enrollment request to certificate authority 214
using a protocol as 1s known 1n the art.

[0055] In processing 276, certificate authority 214 may process enrollment request 274
using techniques as are known 1n the art. However, that processing may be contingent on
the enrollment request containing cookie 260. If, in processing 276, certificate authority
214 determines both that cookie 260 was generated for client 110A and the original
certificate request in communication 270 were 1nitiated by client 110A, certificate
authority 214 will 1ssue a certificate to client 110A.

[0056] Processing 276 may use techniques as are known 1n the art for validating that the
certificate request 1s generated by a specific client for which a certificate 1s requested.
Known techniques may also be used for validating that cookie 260 was both 1ssued to
client 110A and forwarded by client 110A. That validation may be based on information
contained within cookie 260 1n combination with encoding of that information using secret

information available to client 110A. The secret information available to client 110A, for
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example, may include a key for which certificate authority 214 holds a corresponding key.
As a specific example, the secret information may be a private key of a public key/private
key pair for which certificate authority 214 holds a public key. Though, any suitable
mechanism may be employed for certificate authority 214 to validate cookie 260 and the
source of the request for a certificate.

[0057] Regardless of how this validation 1s performed, if certificate authority 214
validates the information, certificate authority 214 will 1ssue a certificate which 1s
conveyed in communication 278. Authentication service 210 may forward the certificate
to client 110A 1n communication 280. In this scenario, the certificate 1n communication
280 does not directly contain information 1ssued by one time password service 212.
However, client 110A does not receive a certificate from certificate authority 214 unless it
has successfully presented a valid one-time password accepted by one-time password
service 212. Accordingly, though the certificate 1ssued by certificate authority 214 may be
in a format as 1s conventionally used 1n forming security associations, the certificate may
nonetheless be a mechanism to enforce a policy requiring a valid one-time password.
[0058] Turning to FIG. 3, a process by which client 110A may use this certificate to
gain access to a network 1s illustrated. The process of FIG. 3 begins with client 110A
initiating network interactions 310 with access control server 112 to form a security
association. Network interactions 310 may entail communications as are known 1n the art
between network devices for establishing a security association. In the embodiment
1llustrated, network interactions 310 result in the formation of an IPsec security
association, provided that client 110A and access control server 112 properly authenticate
to each other.

[0059] In the embodiment 1llustrated, network interactions 310 include a phase in which
IKEv1 1s used to establish shared secrets between client 110 and access control server 112,
Additionally, network interactions 310 may include client 110A transmitting certificate
312 to access control server 112. Certificate 312 may be the certificate issued by
certificate authority 214 (FIG. 2). As described above 1n connection with FIG. 2,
certificate 312 1s 1ssued only upon client 110A demonstrating to certificate authority 214
that client 110A successfully presented a valid one-time-password to one-time password
server 212. Accordingly, though access control server 112 does not expressly validate that
client 110A presented a one-time-password, access control server 112 nonetheless does
not form a security association with client 110A unless client 110A presented a valid one-

time-password. Accordingly, though processing 314 performed by access control server
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112 may be conventional processing as 1s known in the art to form a security association
using IKEv1, a security association 1s nonetheless not formed unless client 110A presented
a one-time-password, thereby restricting access to managed network 120 to only clients
that can present a valid one-time-password, 1n addition to any other required credentials.
[0060] If client 110A presented a one-time-password, and therefore can present the valid
certificate 312, processing 314 results 1in the formation of an IPsec security association
320. Based on the security association, an access enforcement component within the
transport layer 318 of network 120 may allow communications between client 110A and
network devices such as network device 124. The specific component within transport
layer 318 1s not critical to the invention, and any suitable component or combination of
components may be used to enforce an access control decision. However, in some
embodiments, the access control decision may be enforced by a switching device 118 or
other similar component as 1n the example of FIG. 1.

[0061] Regardless of the specific component that enforces the access control
determination, network interactions 322 sent by client 1 10A using the IPsec security
association 320 may, based on processing 324 within the transport layer, pass on to the
managed network 120 as network interactions 326 with the network devices 124.
Network devices 124 may receive network interactions 326 and perform processing 328
on the inbound interactions and generate outbound network interactions 326. Such
outbound network mteractions 326 may pass through transport layer 318 as interactions
322 within the security association 320.

[0062] However, 1f an IPsec security association 320 1s not formed, transport layer 318
does not pass communications from client 110A on to network 120 and such
communications are not received by network devices 124. Conversely, network
communications sent by devices 124, even 1f directed to client 110A, are not passed out of
network 120 by transport layer 318. In this way, client 110A 1s blocked from
communicating with network devices 124 unless 1t formed a valid security association
320, which 1n turn required a certificate, which client 110A obtained only upon
presentation of a valid one-time-password.

[0063] Having thus described several aspects of at least one embodiment of this
invention, 1t 1s to be appreciated that various alterations, modifications, and improvements
will readily occur to those skilled in the art.

[0064] As one example, embodiments are described 1in which a client computing device

gains access to a managed network to access a network resource such as a server 124. 1t
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should be appreciated that a “client” need not perform any specific function with respect
to any network resource. A client may be regarded as any computing device that seeks to
interact with a service to form an IPsec security association, regardless of the nature of
that service or a specific configuration of a device on which it 1s implemented.

[0065] For example, FIG. 2 1llustrates that authentication service 210, one-time-
password service 212 and certificate authority 214 are contained within a single device,
authentication server 150. There 1s no requirement that these components be contained 1n
the same physical device and the functions of these components may be distributed over
any number suitable devices.

[0066] Further, though access control server 112 and authentication server 150, there 1s
no requirement that these components be implemented 1n separate devices.

[0067] As an example of yet another possible variation, FIG. 2 shows communications
with one-time-password service 212 and certificate authority 214 p[assign through
authentication service 210, this 1s not a requirement of the invention. Client 110A, for
example may communicate directly with certificate authority 214,

[0068] Also, though 1t 1s described that authentication service sends request
communication 256 after 1t authenticates client 110A, this order 1s not critical.
Authentication service may, for example, attempt to authenticate client 110A after 1t
receives reply communication 2358.

[0069] Further, FIG. 3 1llustrates an embodiment 1n which IPsec 1s used 1n an IPsec
tunnel mode. In this embodiment, an [Psec tunnel 1s formed between the client 110A and
the gateway 116, and then the gateway directs the traffic to an end resource, such as server
124) The IPsec tunnel 1s terminated on the gateway, {from there the communication can be
sent clear, or via IPsec.

[0070] In an alternative embodiment, IPsec may be used 1n an IPsec transport mode. In
this embodiment, an end-to-end IPsec connection may be created between client 110A and
an end resource, such as server 124. In this case the access control device may be part of
the end resource rather than 1n a separate access control device, such as server 112.

[0071] Such alterations, modifications, and improvements are intended to be part of this
disclosure, and are intended to be within the spirit and scope of the invention.
Accordingly, the foregoing description and drawings are by way of example only.

[0072] The above-described embodiments of the present invention can be implemented
in any of numerous ways. For example, the embodiments may be implemented using

hardware, software or a combination thercof. When implemented 1n software, the
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software code can be executed on any suitable processor or collection of processors,
whether provided 1n a single computer or distributed among multiple computers. Such
processors may be implemented as integrated circuits, with one or more processors in an
integrated circuit component. Through, a processor may be implemented using circuitry
1In any suitable format.

[0073] Further, it should be appreciated that a computer may be embodied in any of a
number of forms, such as a rack-mounted computer, a desktop computer, a laptop
computer, or a tablet computer. Additionally, a computer may be embedded 1n a device
not generally regarded as a computer but with suitable processing capabilities, including a
Personal Digital Assistant (PDA), a smart phone or any other suitable portable or fixed
clectronic device.

[0074] Also, a computer may have one or more input and output devices. These devices
can be used, among other things, to present a user interface. Examples of output devices
that can be used to provide a user interface include printers or display screens for visual
presentation of output and speakers or other sound generating devices for audible
presentation of output. Examples of mput devices that can be used for a user interface
include keyboards, and pointing devices, such as mice, touch pads, and digitizing tablets.
As another example, a computer may recerve input information through speech
recognition or in other audible format.

[0075] Such computers may be interconnected by one or more networks 1n any suitable
form, including as a local area network or a wide arca network, such as an enterprise
network or the Internet. Such networks may be based on any suitable technology and may
operate according to any suitable protocol and may include wireless networks, wired
networks or fiber optic networks.

[0076] Also, the various methods or processes outlined herein may be coded as software
that 1s executable on one or more processors that employ any one of a variety of operating
systems or platforms. Additionally, such software may be written using any of a number
of suitable programming languages and/or programming or scripting tools, and also may
be compiled as executable machine language code or intermediate code that 1s executed on
a framework or virtual machine.

[0077] In this respect, the invention may be embodied as a computer readable medium
(or multiple computer readable media) (e.g., a computer memory, one or more floppy
discs, compact discs (CD), optical discs, digital video disks (DVD), magnetic tapes, flash

memories, circult configurations in Field Programmable Gate Arrays or other
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semiconductor devices, or other non-transitory, tangible computer storage medium)
encoded with one or more programs that, when executed on one or more computers or
other processors, perform methods that implement the various embodiments of the
invention discussed above. The computer readable medium or media can be transportable,
such that the program or programs stored thereon can be loaded onto one or more different
computers or other processors to implement various aspects of the present invention as
discussed above. As used herein, the term “non-transitory computer-readable storage
medium” encompasses only a computer-readable medium that can be considered to be a
manufacture (1.e., article of manufacture) or a machine.

[0078] The terms “program” or “software” are used herein 1n a generic sense to refer to
any type of computer code or set of computer-executable instructions that can be
employed to program a computer or other processor to implement various aspects of the
present invention as discussed above. Additionally, it should be appreciated that
according to one aspect of this embodiment, one or more computer programs that when
executed perform methods of the present invention need not reside on a single computer or
processor, but may be distributed in a modular fashion amongst a number of different
computers or processors to implement various aspects of the present invention.

0079] Computer-executable mstructions may be 1n many forms, such as program
modules, executed by one or more computers or other devices. Generally, program
modules include routines, programs, objects, components, data structures, etc. that
perform particular tasks or implement particular abstract data types. Typically the
functionality of the program modules may be combined or distributed as desired 1n various
embodiments.

[0080] Also, data structures may be stored in computer-readable media in any suitable
form. For simplicity of 1llustration, data structures may be shown to have fields that are
related through location 1n the data structure. Such relationships may likewise be achieved
by assigning storage for the ficlds with locations 1n a computer-readable medium that
conveys relationship between the fields. However, any suitable mechanism may be used
to establish a relationship between information 1n fields of a data structure, including
through the use of pointers, tags or other mechanisms that establish relationship between
data clements.

[0081] Various aspects of the present invention may be used alone, in combination, or in
a variety of arrangements not specifically discussed 1n the embodiments described 1n the

foregoing and 1s therefore not limited 1n 1ts application to the details and arrangement of
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components set forth 1in the foregoing description or 1llustrated in the drawings. For
example, aspects described 1n one embodiment may be combined in any manner with
aspects described in other embodiments.

0082] Also, the invention may be embodied as a method, of which an example has been
provided. The acts performed as part of the method may be ordered 1n any suitable way.
Accordingly, embodiments may be constructed in which acts are performed 1n an order
different than 1llustrated, which may include performing some acts simultaneously, even
though shown as sequential acts 1 1llustrative embodiments.

[0083] Use of ordinal terms such as “first,” “second,” “third,” etc., in the claims to
modify a claim element does not by itself connote any priority, precedence, or order of one
claim element over another or the temporal order in which acts of a method are performed,
but are used merely as labels to distinguish one claim element having a certain name from
another element having a same name (but for use of the ordmal term) to distinguish the
claim elements.

[0084] Also, the phraseology and terminology used herein 1s for the purpose of

description and should not be regarded as limiting. The use of “including,” “comprising,”

7% 66 2% 66

or “having,” “containing,” “involving,” and variations thercof herein, 1s meant to

encompass the items listed thereafter and equivalents thercof as well as additional 1items.

18



10

15

20

CA 02798024 2016-04-27

51331-1298

CLAIMS:

1. A method of operating a computing device to establish an IPsec session, the

method comprising:

sending a first communication to an authentication service, the first

communication containing a one-time-password;

recelving, from a one-time password service, in response to the first commutation

a reply comprising an indication that the one-time-password was successfully validated;

sending a second communication to a certificate authority, the second
communication containing the indication that the one-time-password was successfully

validated by the one-time password service in response to the first communication;

receiving, from the certificate authority, in response to the second
communication a certificate, the certificate comprising the indication that the one-time-

password successtully validated; and

establishing the IPsec session with the certificate provided by the certificate

authority.
2. The method of claim 1, wherein:

establishing an IPsec session comprises establishing an IPsec session for

remote access to a corporate network.

3. The method of claim 1, wherein:

the indication that the one-time-password was successfully validated comprises

a cookie in the reply.

4, The method of claim 1, wherein:

sending the second communication comprises sending a parameter encrypted

with a private key of the computing device.
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. The method of claim 1, further comprising:

generating a value in the second communication with a private key of the

computing device.
6. The method of claim 1, wherein:

sending the first communication comprises sending the first communication

addressed to an authentication service; and

sending the second communication comprises sending the second

communication addressed to the authentication service.
7. The method of claim 6, wherein:

receiving the reply comprises receiving a message containing a cookie

generated by a one-time-password service; and

recerving the certificate comprises receiving a certificate generated by a

certificate authority.
8. The method of claim 1, wherein:

sending the first communication comprises sending the first communication

addressed to an authentication gateway; and

sending the second communication comprises sending the second

communication addressed to the authentication gateway.
9. A system comprising:

at least one processor coupled to a network, the at least one processor

implementing:
an authentication service

a one-time-password service;
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a certificate authority;
wherein:

the authentication service 1s adapted to receive over the network a first

communication from a client, the first communication containing credentials associated with

the client and a one-time-password,

the authentication service 1s adapted to validate the credentials associated with

the client and convey the one-time-password to the one-time-password service;

the one-time-password service is adapted to validate the one-time-password

and return to the authentication service an indication of results of validation of the one-time-

password;

the certificate authority is adapted to receive over the network a second
communication from the client, the second communication including the indication of results
of validation of the one-time-password from the client and to selectively issue a certificate
when the results received from the client indicate that the one-time-password was successfully

validated by the one-time password service wherein the certificate includes an indication that

the one-time password was successfully validated.

10. The system of claim 9, wherein the authentication service, the one-time-

password service and the certificate authority comprise an authentication gateway.

11. The system of claim 9, wherein:

the credentials associated with the client comprise credentials of a user of the

client; and

the authentication service is adapted to authenticate the credentials of the user.

12. The system of claim 9, wherein:
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the system further comprises a corporate network, the corporate network

comprising an access control gateway; and

the access control gateway is adapted to selectively form IPsec sessions
granting access to the corporate network to client computers having certificates issued by the

certificate authority.

13. The system of claim 12, wherein:

the corporate network does not support remote access control based on one-

time-password authentication.

14, The system of claim 13, wherein the corporate network uses IKEv1 access
control.
15. The system of claim 9, wherein:

the certificate authority 1s adapted to perform a public key encryption based

authentication of the client; and

the certificate authority selectively issues the certificate when the client
successfully authenticates using the public key encryption based authentication and the results

indicate that the one-time-password was successfully validated.

16. At least one non-transitory computer-readable storage medium having stored

thereon computer-executable instructions that, when executed by a processor of a client

computer, pertorm a method of forming an IPsec session, the method comprising:

sending a first communication to an authentication service, the first

communication containing credentials of a user of the client computer and a one-time-password;

receiving from the authentication service in response to the first commutation a

reply comprising an indication that the one-time-password was successfully validated;
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sending a second communication to the authentication service, the second
communication comprising a request for a certificate from a certificate authority and containing

the indication that the one-time password was successfully validated in the first communication;

rece1ving from the authentication service in response to the second
communication the certificate, the certificate comprising an indication that the one-time-

password successfully validated; and

establishing the [Psec session with the certificate used in an Internet Key

Exchange version 1 (IKEv1) protocol.

17. The at least one non-transitory computer-readable storage medium of claim 16,
wherein the method further comprises formulating at least a portion of the second
communication based on a private key of a private key/public key pair of which the public

key 1s shared with the certification authority.

18. The at least one non-transitory computer-readable storage medium of claim 16,

wherein:

the indication that the one-time-password was successfully validated comprises

receiving a cookie generated by a one-time-password service; and

sending the second communication comprises sending the cookie as part of the

second communication.

19. The at least one non-transitory computer-readable storage medium of claim 18,

wherein:

establishing the IPsec session comprises performing two-factor authentication,

with the certificate providing one authentication factor.

20. The at least one non-transitory computer-readable storage medium of claim 16,
wherein the method further comprises remotely accessing a corporate network using the IPsec

sess10n.
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