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SERVICE FOR DETERMINING WHETHER DIGITAL CERTIFICATE
HAS BEEN REVOKED

TECHNICAL FIELD
[0001] The present invention relates to a service such as that which
may be provided by a networked server or the like, where the service may be
queried by a client to determine whether a particular digital certificate to be employed
by the client has been revoked. More specifically, the present invention relates to
such a service where the client may query the service on a real-time or near-real-

time basis such that the client need not maintain any local revocation lists or the like.

BACKGROUND OF THE INVENTION

[0002] As is known, digital certificates are being employed in
networked environments to, among other things, act as a proffer that the owner of
the certificate is indeed the entity named in the certificate, and also to act as a proffer
that some corresponding element to which the certificate is related is authentic
and/or trustworthy or the like. For example, a digital application that is to be
operated on a computing device may be accompanied by an application certificate
proffering that the application can be frusted to operate in a particular manner.
Likewise, a user operating such a computing device may be represented thereon
and/or elsewhere by a user ceriificate proffering that the user is a particular person,
has particular user rights, belongs to particular user groups, etc. As may be
appreciated, other instances where a digital certificate may be employed include in
connection with digital constructs such as digital files, digital content, digital licenses
for employing digital content, and the like. Similarly, a digital certificate may be
issued for a computing device itself, and various of the hardware elements (the hard
drive, the processor, the video card, etc.) and software elements (the BIOS, the
operating system, the graphics sub-system, etc.) within the computing device may
each have a digital certificate.

[0003] Typically,n a digital certificate is issued by a particular
certificate authority as identified in the certificate to the named owner as set forth in
the certificate, and includes therein one or more cryptographic keys such as for
example a public key from a public-private key pair. Especially in the case where
such key is indeed a public key, a corresponding private key is associated with such
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c&ﬁtﬁ’t‘tf‘a%‘én&%?s”ﬁwéls&ftﬁ’wﬂably held closely as a secret by the named owner of the
certificate.

[0004] Thus, among other things, the named owner may employ the
private key to digitally sign some sort of electronic document, and may attach the
certificate to the electronic document. A recipient of the electronic document with the
certificate may at some point then validate the digital signature with the public key
from the certificate, as is known, to confirm that the electronic document has not
been modified, among other things. Of course, digital certificates may also be
employed in many other circumstances.

[0005] As is known, a digital ceriificate as issued by a certificate
authority may include a chain of digital certificates leading back to a root digital
certificate from a trusted root authority, where each certificate in the chain includes a
public key that can be employed to validate the signature of the next certificate down
the chain, presuming that a client with the chain of certificates has knowledge of the
public key of the root certificate. Thus, for a client to validate a particular certificate
with an attached chain of certificates, the client first validates each certificate in the
chain from the root certificate down to the particular certificate. In addition, if any
further certificate is issued based on the particular certificate, i.e., is signed by the
private key corresponding to such particular certificate, such further certificate can be
validated by continuing the process down the chain to such further certificate.

[0006] Significantly, a certificate authority that issues a particular
certificate typically has the power to revoke same. Reasons for revoking a certificate
are many and varied, and can for example include age of the certificate and/or the
underlying entity represented by the certificate, and changed status. Principally,
though, a certificate is revoked when the information in such certificate can no longer
be relied on to be accurate. Notably, a certificate may be revoked by the issuing
certificate authority if it is determined that the private key corresponding to such
certificate has been publicized or otherwise disclosed, with the resuilt being that
anybody with such private key can employ same to digitally sign, and not just the
owner of the certificate. Also notably, a certificate may be revoked by the issuing
certificate authority if such certificate authority discovers that the named owner is
improperly employing the certificate, such as for example by misrepresenting that an
element can be trusted based on the certificate, or by employing the certificate for a
different purpose than that which the certificate was issued.
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T L ER %Mﬂf A4k revoke a certificate, the issuing certificate authority or the

like may for example publicly listing the public key associated with the certificate in
an accessible location. Heretofore, such accessible location was a digital revocation
list that was periodically provided to each client, for example as an attachment to
another digital construct. Thus, the client in verifying any particular certificate to
authenticate the corresponding element may obtain from the issuer thereof a
corresponding revocation list and review same to determine whether the certificate is
revoked, and if so may refuse to honor the certificate and correspondingly refuse to
honor / authenticate / trust / etc. the digital element to which the certificate
corresponds.

[0008] However, and significantly, obtaining and reviewing revocation
lists can quickly become cumbersome if not oppressive for a client, especially if the
client requires revocation lists from multiple certificate authorities, and also especially
if the revocation lists become large and/or complicated in structure. Moreover, and
at any rate, it is to be appreciated that inasmuch as revocation lists are not
necessarily provided immediately to a client and/or are not necessarily obtained
immediately by a client, a certificate that has been revoked may nevertheless be
honored by the client for quite some time until a corresponding revocation list is in
fact in the possession of the client.

[0009] Accordingly, a need exists for a centralized service with
access fo current revocation information such that a client can in a prompt and
current fashion determine whether a particular digital certificate has been revoked.

In particular, a need exists for such a centralized service that can access multiple
repositories of revocation information such that the client can contact the service to
obtain revocation information relating to a certificate as issued by any of a plurality of
certificate authorities. Moreover, a need exists for such a centralized service that
allows for easily adding additional repositories of revocation information and that is
easily configured to locate the appropriate repository of revocation information for
any of a plurality of particular certificates.

SUMMARY OF THE INVENTION
[0010] The aforementioned needs are satisfied at least in part by the
present invention in which a revocation determination service determines for a client
whether a particular digital certificate as issued by a particular certificate authority
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the client, where the query identifies the particular certificate and the CA that issued
the particular certificate. At least one provider is resident at the service, where each
provider corresponds to a revocation information repository and represents the |
corresponding repository at the service, and connects to the corresponding
repository. Each repository has revocation information from at least one CA. Each
provider in response to the query from the client being forwarded thereto determines
whether the particular certificate is identified within the corresponding repository as
being revoked.

[0011] The service also has a configuration store that includes a
configuration information record corresponding to each provider resident at the
service. Each configuration information record includes an identification of the
provider and of each CA that the repository corresponding to such provider has
revocation information for. The engine based on the received query, then, refers to
the configurétion store to identify a particular provider resident at the service and
corresponding to the identified CA of the received query to process same, and in fact
forwards the received query to the identified provider to determine whether the
identified certificate of the received query is identified within the corresponding
repository as being revokéd. The service can pracess queries from the client
regarding a digital certificate issued by any of multiple CAs by way of having access
to one or more corresponding repositories, each by way of a corresponding provider.

BRIEF DESCRIPTION OF THE DRAWINGS

[0012] The foregoing summary, as well as the following detailed
description of the embodiments of the present invention, will be better understood
when read in conjunction with the appended drawings. For the purpose of illustrating
the invention, there are shown in the drawings embodiments which are presently
preferred. As should be understood, however, the invention is not limited to the
precise arrangements and instrumenfalities shown. In the drawings:

[0013] Fig. 1is a block diagram representing a general purpose
computer system in which aspects of the present invention and/or portions thereof
may be incorporated;
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certificate revocation determination service in one embodiment of the present
invention;

[0015] Fig. 3 is a block diagram of the certificate revocation
determination service as employed by the client of Fig. 2 in one embodiment of the
present invention; and
J [0016] Fig. 4 is a flow diagram showing key steps performed by the
revocation determination service of Fig. 3 in servicing a query from the client of Fig. |
2 to determine whether a particular certificate has been revoked, in accordance with
one embodiment of the present invention.

DETAILED DESCRIPTION OF THE INVENTION

COMPUTER ENVIRONMENT ‘
[0017] Fig. 1 and the following discussion are intended to provide a

brief general description of a suitable computing environment in which the present
invention and/or portions thereof may be implemented. Although not required, the
invention is described in the general context of computer-executable instructions,
such as program modules, being executed by a computer, such as a client
workstation or a server. Generally, program modules include routines, programs,
objects, components, data structures and the like that perform particulak tasks or
implement particular abstract data types. Moreover, it should be appreciated that the
invention and/or portions thereof may be practiced with other computer system
configurations, including hand-held devices, multi-processor systems,
microprocessor-based or programmable consumer electronics, network PCs,
minicomputers, mainframe computers and the like. The invention may also be
practiced in distributed computing environments where tasks are performed by
remote processing devices that are linked through a communications network. In a
distributed computing environment, program modules may be located in both local
and remote memory storage devices.

[0018] As shown in Fig. 1, an exemplary general purpose computing
system includes a conventional personal computer 120 or the like, including a
processing unit 121, a system memory 122, and a system bus 123 that couples
various system components including the system memory to the processing unit
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{2”‘?“ WH%“Sys“M\mbfhg %3 may be any of several types of bus structures including a
memory bus or memory controller, a peripheral bus, and a local bus using any of a
variety of bus architectures. The system memory includes read-only memory (ROM)
124 and random access memory (RAM) 125. A basic input/output system 126
(BIOS), containing the basic routines that help to transfer information between
elements within the personal computer 120, such as during start-up, is stored in
ROM 124,

[0019] The personal computer 120 may further include a hard disk
drive 127 for reading from and writing to a hard disk (not shown), a magnetic disk
drive 128 for reading from or writing to a removable magnetic disk 129, and an
optical disk drive 130 for reading from or writing to a removable optical disk 131 such
as a CD-ROM or other optical media. The hard disk drive 127, magnetic disk drive
128, and optical disk drive 130 are connected to the system bus 123 by a hard disk
drive interface 132, a magnetic disk drive interface 133, and an optical drive interface
134, respectively. The drives and their associated computer-readable media provide
non-volatile storage of computer readable instructions, data structures, program
modules and other data for the personal computer 20.

[0020] Although the exemplary environment described herein
employs a hard disk, a removable magnetic disk 129, and a removable optical disk
131, it should be appreciated that other types of computer readable media which can
store data that is accessible by a computer may also be used in the exemplary
operating environment. Such other types of media fnclude a magnetic cassette, a
flash memory card, a digital video disk, a Bernoulli cartridge, a random access
memory (RAM), a read-only memory (ROM), and the like. -

[0021] A number of program modules may be stored on the hard
disk, magnetic disk 129, optical disk 131, ROM 124 or.RAM 125, including an
operating system 135, one or more application programs 136, other program
modules 137 and program data 138. A user may enter commands and information
into the personal computer 120 through input devices such as a keyboard 140 and
pointing device 142. Other input devices (not shown) may include a microphone,
joystick, game pad, satellite disk, scanner, or the like. These and other input devices
are often connected to the processing unit 121 through a serial port interface 146
that is coupled to the system bus, but may be connected by other interfaces, such as
a parallel port, game port, or universal serial bus (USB). A monitor 147 or other type
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video adapter 148. In addition to the monitor 147, a personal computer typicalty
includes other peripheral output devices (not shown), such as speakers and printers.
The exemplary system of Fig. 1 also includes a host adapter 155, a Small Computer
System Interface (SCSI) bus 156, and an external storage device 162 connected to
the SCSI bus 156. ‘

[0022] The personal computer 120 may operate in a networked
environment using logical connections to one or more remote computers, such as a
remote computer 149. The remote computer 149 may be another personal
computer, a server, a router, a network PC, a peer device or other common network
node, and typically includes many or all of the elements described above relative to
the personal computer 120, although only a memory storage device 150 has been '
ilustrated in Fig. 1. The logical.connections depicted in Fig. 1 include a local area
network (LAN) 151 and a wide area network (WAN) 152. Such networking
environments are commonplace in offices, enterprise-wide computer networks,
intranets, and the Internet. The personal computer 120 may also act as a host to a
guest such as another personal computer 120, a more specialized device such as a
portable player or portable data assistant, or the like, whereby the host downloads
data to and/or uploads data from the gueét, among other things.

[0023] When used in a LAN networking environment, the personal
computer 120 is connected to the LAN 151 through a network interface or adapter
153. When used in a WAN networking environment, the personal computer 120
typically includes a modem 154 or other means for establishing communications
over the wide area network 152, such as the Internet. The modem 154, which may
be internal or external, is connected to the system bus 123 via the serial port
interface 146. In a networked environment, program modules depicted relative to
the personal computer 120, or portions thereof, may be stored in the remote memory
storage device. It will be appreciated that the network connections shown are
exemplary and other means of establishing a communications link between the
computers may be used.
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REVOKED
[0024] As was set forth above, and turning now to Fig. 2, in a client

10 such as a computing device or the like, some form of authentication process 12
performs functions including validating certificates 14 and chains thereof 16 that
each are associated with an entity 18 to authenticate such entity 18. Significantly, as
part of validating each certificate 14, the authentication process 12 ensures that the
certificate14 is not revoked by the cettificate autharity (CA) that issued such
certificate 14 or the like. Upon determining that the certificate 24 has not been
revoked, the authentication process 12 can employ the non-revoked certificate 24 on
the client 10 to perform operations, presuming of course that certificate otherwise
validates.

o [0025] Note that the client 10 and the authentication process 12
thereon can be any client and authentication process without departing from the
spirit and scope of the present invention. For examplé, the client 10 may be a
corhputing device such as a personal computer, a portable player, a server, an
intelligent appliance, a networked portable device, or any other digital processing
device that employs digital certificates 14. Likewise, the authentication process 12
may be a part of a rights-management system on the client 10 to ensure that digital
content or the like is rendered only in accordance with rights as set forth in a
corresponding digital license or the like.

[0026] In one embodiment of the present invention, a certificate 14 is
revoked by the certificate authority (CA) that issued same or the like by being
identified within a revocation information repository 20 (Fig. 3) or the like as indeed
being revoked. Significantly, such repository 20 may include a list, a database, a file,
or the like with information relating to each certificate 14 that has been revoked, and
may include a server or the like (not shown) for serving revocation determinations in
response to corresponding requests. Thus, the authentication process 12 of the
client 10 need not necessarily be provided with information on revocations by way of
revocation list or the like. Likewise, such authentication process 12 the client 10 can
by way of appropriate request determine by way of a corresponding repository 20 a
current revocation status for a particular certificate 14, without latency that is
incumbent in a revocation list.
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BT L ii%@ﬁ A one embodiment of the present invention, and turning now
to Fig. 3, the client 10 obtains revocation information with regard td a particular
certificate 14 by way of a query to a revocation service 22. As may be appreciated,
such service 22 may be local to or remote from the client 10, and in the latter case is
connected to the client 10 by way of an appropriate network connection. Moreover,
in one embodiment of the present invention, the service 22 can service requests
from the client 10 regarding a certificate 14 from any of multiple CAs by way of
having access to one or more revocation repositories 20, each by way of an
appropriate provider 24.

[0028] As may be appreciated, each repository 20 may have
revocation information from one or more CAs, and the revocation information as it
appears in the repository 20 may take any appropriate form without departing from
the spirit and scope of the present invention. For example, the revocation
information may merely list each certificate 14 that has been revoked, or may list a
number of series of revoked certificates 14, as appropriate. Likewise, the revocation
information for each revoked certificéte 14 may merely by a simple assertion of
revocation, or may include.further details, such as for example a date of revocation
and/or a reason for revocation. In fact, it may even be the case that a determination
of revocation requires the use of logic or computer code, in which case such fogic or
computer code may be included within the revocation information. Each repository
20 may be local to or remote from the service 22, and in the Iatte\r'case is connected
to the service 22 by way of an appropriate network connection.

[0029] As may also be appreciated, each provider 24 is resident at
the service 22 and represents a corresponding repository 20 to the service 22. In
one embodiment of the present invention, each provider 24 is in the form of a plug-in
module or the like that can be added to or removed from the service 22 at will. Thus,
adding or removing access to a repository at the service 22 is generaily a matter of
adding or removing a corresponding provider 24 to / from the service 22. In
response to a query from a client 10 as received at an engine 26 of the service 22,
then, the provider 24 includes functionality necessary to interact with the engixne 26
to receive some form of the query therefrom, to connect to the repository 20, to send
the query to the repository 20, to receive a response in return from the repository 20,
and to in turn return some form of the response to the engine 26. Such functionality
is known or should be apparent to the relevant public, and therefore need not be set
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f&%‘ﬂ@%iﬁ\ﬁfﬁa%‘*ée{la{lﬁ Accordingly, any appropriate type or version of such
functiohality may be employed without departing from the spirit and scope of the
present invention, presuming of course that such functionality in fact allows the
service 22 to obtain appropriate revocation information from the repository 20
corresponding to the provider 24.

[0030] Note that each provider 24 may include all necessary
configuration information for configuring the service 22 to employ such provider 24,
or may include less than all of such configuration information with the expectation
that the remainder of such configuration information is obtained elsewhere for the
service 22 and/or is manually entered into the service 22. Principally, for each
provider 24, the configuration information corresponding thereto should include an
identification of each CA that the repository 20 corresponding to such provider 24
has revocation information for. In addition, such configuration information generally
should include a particular form in which the query should appear from the engine
26, if indeed the service 22 allows variation in such form, and a particular form in
which the returned response to the engine 26 appears, again if indeed the service 22
allows variation in such form. Of course, the configuration information may include
other information without departing from the spirit and scope of the present invention.
For example, and among other things, it may be the case that the configuration
information includes connection information relating to how the corresponding
provider 24 is to connect to the corresponding repository 20.

[0031] In one embodiment of the present invention, a record of such
configuration information for each provider 24 at the service 22 is stored at the
service 22 within a configuration store 28, along with an identification of the provider
24. Such a configuration store 28, then, would have a record of configuration
information for each provider 24 currently resident or ‘plugged-in’ at the service 22,
and as may be appreciated thus acts as a map to identify a provider 24 that handles
a query for revocation information regarding a certificate 14 as issued by a particular
CA. Thus, based on each query as received at the engine 26, where the query
includes an identification of a particular certificate 14 and an identification of the CA
that issued the particular certificate 14, the engine 28 identifies or maps to a provider
24 to process the query from the configuration information in the configuration store
28 according to the CA that issued the certificate 14.

-10 -



WO 2007/059198 PCT/US2006/044314

R D %5@21& Jibte that the identification of a particular certificate 14 and the
identification of the CA that issued the particular certificate 14 as may be found in a
query from a client 10 to the service 22 can be in any particular format without
departing from the spirit and scope of the present invention. Typically, though, such
identifications are obtained by the client 10 from the particular certificate, where the
identification of the particular certificate 14 is in the form of a serial number as issued
by the CA and as set forth within the certificate 14, and where the identification of the
CA is in the form of the public key of the CA as set forth within the certificate 14, |
perhaps in a hashed form (Fig. 2).

" [0033] Atany rate, and turning now to Fig. 4, the engine 26 upon
receiving a query from a client 10 for revocation information for a particular certificate
14 (step 401) locates the identified CA and the identified certificate 14 within the
query (step 403), locates a record of the configuration information in the
configuration store 28 that corresponds to the identified CA (step 405), and identifies
from the located record a corresponding plugged-in provider 24 to process the query
(step 407). In addition, and if necessary, the engine 26 may locate within the located
record the particular form that the identified provider 24 expects to receive the query
from the engine 26, the particular form that the identified provider 24 will return the
response to the engine 26, and/or other information, if necessary.

[0034] Based on the located record of the configuration information,
then, the engine 26 can appropriately format the query for the identified provider 24,
if necessary, forward the query to such provider 24 (step 409), and await a returned
response. Note here that the query as forwarded to the provider 24 should at least
contain the identification of the certificate 24. Of course, if necessary, the query as
forwarded to the provider 24 should also contain the identification of the CA,
especially if the corresponding repository 20 handles revocation information from
more than one CA.

[0035] At any rate, and as may be appreciated, the provider 24
based on the forwarded query further forwards some version of same to the
corresponding repository 20 (step 411), receives a returned response therefrom with
appropriate revocation information corresponding to the identified certificate 14 (step
413), and forwards some version of the returned response back to the engine 26
(step 415). With such returned response, then, the engine 26 determines whether

-11 -
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L ﬂth’é“.ij&‘h’t#tédgér"h*’hc% ”’fﬁéf has been revoked (step 417) and returns a response to
the querying client 10 regarding same (step 419).

[0036] Note that the returned response from the engine 26 to the
querying client 10 may be in any form without departing from the spirit and scope of
the present invention. For example, the returned response may simply state whether
the identified cerlificate 14 has been revoked, or may provide additional information
including some or all of any additional information as provided by the provider 24.
Examples of such additional information include but are not limited to a date and/or
circumstances of revocation if available and applicable. As may be appreciated,
such additional information may be of value to the querying client 10, especially if the
client 10 employs same to produce a final determination of revocation.

[0037] Note that especially in a high-throughput environment where
the service can be expected to receive many queries for revocation information from
clients 10 and where many of the queries are with regard to the same certificates 14,
it may be advantageous to include a front-end caching service 30, as is shown in
Fig. 3. As may be appreciated, and in one embddiment of the present invention,
such a caching service 30 would act as a first line that would initially receive queries
from clients 10 and for each query would determine whether such caching service 30
has relatively current cached revocation information that could be employed to
respond to such query. If so, the caching service 30 would respond to such query
with such relatively current cached revocation information without the need to
forward the query to the service 22. However, if not, the caching service 30 would
instead forward the query to the service 22 for further processing in the manner set
forth above. In addition, and as should now be appreciated, upon the service 22
returning a response to the client 10 as at step 419 of Fig. 4, the response woulid be
passed through the caching service 30 to cache same for responding to a future
query as appropriate.

[0038] Note that any appropriate form of caching service 30 may be
employed without departing from the spirit and scope of the present invention.
Inasmuch as caching is generally know df should be apparent to the relevant public,
particulars of such a caching service 30 need not be set forth herein in any detail.
Note, too, that defining whether cached revocation information is relatively current
may be performed in any manner without departing from the spirit and scope of the
present invention. For example, it may be the case that cached information older

-12-
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S ch%*&i‘ E tﬁben[é)l{:i'{gf*”t}fn‘?e”’such as for example 12 or 24 hours, is to be deemed not
current. Similarly, it may be the case that cached information is deemed to be not
current based on a varying scale that varies according to how often the cached
information is accessed.

CONCLUSION
[0039] Although the present invention is especially useful in

connection with a client 10 such as a personal computer, a server, or the like, the
present invention may be practiced with regard to any appropriate client 10, all
without departing from the spirit and scope of the present invention. Accordingly, the
client 10 is to be interpreted to encompass any appropriate device that employs
certificates 14 and has a‘need to determine whether a particular certificate 14 has
been revoked.

[0040] The programming necessary to effectuate the processes
performed in conhection with the present invention is relatively straight-forward and
should be apparent to the relevant programming public. Accordingly, such |
programming is not attached hereto. Any particular programming, then, may be
employed to effectuate the present invention without departing from the spirit and
scope thereof.

[0041] In the foregoing description, it can be seen that the present
invention comprises a new and useful centralized service 22 with access to current
revocation information such that a client 10 can in a prompt and current fashion
determine whether a particular digital certificate 14 has been revoked. The
centralized service 22 can access multiple repositories 20 of revocation information
such that the client 10 can contact the service to obtain revocation information
relating to a certificate 14 as issued by any of a plurality of certificate authorities
(CAs). Each additional repository 20 of revocation information can be easily added
by way of adding an appropriate corresponding provider 24 to the service 22>, and
the service 22 by way of each provider 24 can easily be configured to locate the
appropriate repository 20 of revocation information for any of a plurality of particular
certificates 14. It should be understood, therefore, that this invention is not limited to
the particular embodiments disclosed, but it is intended to cover modifications within
the spirit and scope of the present invention as defined by the appended claims.

-13-
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CLAIMS

1. A revocation determination service for determining for a client
whether a particular digital certificate as issued by a particular certificate authority
(CA) has been revoked by such CA, the service comprising:

an engine for receiving a query from the client, the query
identifying the particular certificate and the CA that issued the particular certificate;

at least one provider resident at the service, each provider
corresponding to a revocation information repository and representing the
corresponding repository at the service, and for connecting to the corresponding
repository, each repository having revocation information from at least one CA, each
provider in response to the query from the client being forwarded thereto for
determining whether the particular certificate is identified within the corresponding
repository as being revoked; and

a configuration store including a configuration information record
corresponding to each provider residént at the service, each configuration
information record including an identification of the provider and of each CA that the
repository corresponding to such provider has revocation information for, the engine
based on the received query for referring to the configuration store to identify a
particular provider resident at the service and corresponding to the identified CA of
the received query o process same, and for in fact forwarding the received query to
the identified provider such that the identified provider determines whether the
identified certificate of the received query is identified within the corresponding
repository as being revoked,

’ whereby the service can process queries from the client

regarding a digital certificate issued by any of multipie CAs by way of having access

to one or more corresponding repositories, each by way of a corresponding provider.
2. The service of claim 1 wherein each provider is in the form of a

plug-in module that can be added to or removed from the service at will to add or
remove access to the corresponding repository.

-14 -
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3. The service of claim 2 wherein each provider includes at least
some configuration information for configuring the service to employ such provider
and corresponding repository, the included configuration information being stored in
the corresponding configuration information record in the configuration store when
the provider is added to the service.

4, The service of claim 1 wherein in response to a query from the
client as received at the engine, each provider interacts with the engine to receive
the query therefrom, to connect to the corresponding repository, to send the query to
the corresponding repository, to receive a response in return from the corresponding
repository, and to in turn return the response to the engine.

5. The service of claim 1 wherein the configuration information
record corresponding to each provider in the configuration store further includes a
particular form in which the query as forwarded from the engine is to appear, and a
particular form'in which a returned response to the engine is to appear.

6. The service of claim 1 wherein the configuration information
record corresponding to each provider in the configuration store further includes
connection information relating to how the provider is to connect to the
corresponding repository.

7. The service of daim 1 further comprising a front-end caching
service to initially receive the query from the client and determine whether such
caching service has relatively current cached revocation information that can be
employed to respond to the query. '

8. A computing device having instantiated thereon a revocation
determination service for determining for a client whether a particular digital
certificate as issued by a particular certificate authority (CA) has been revoked by
such CA, the service comprising:

an engine for receiving a query from the client, the query
identifying the particular certificate and the CA that issued the particular certificate;

- 15 -
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<L "M Belddst one provider resident at the service, each provider

corresponding to a revocation information repository and representing the
corresponding repository at the service, and for connecting to the corresponding
repository, each repository having revocation information from at least one CA, each
provider in response to the query from the client being forwarded thereto for
determining whether the particular certificate is identified within the corresponding
repository as being revoked; and

a configuration store including a configuration information record
corresponding to each provider resident at the service, each configuration
information record including an identification of the provider and of each CA that the
repository corresponding to such provider has revocation information for, the engine
based on the received query for referring to the conﬁguratioh store to identify a
particular provider resident at the service and corresponding to the identified CA of
the received query to process same, and for in fact forwarding the received query to
the identified provider such that the identified provider determines whether the
identified certificate of the received query is identified within the corresponding
repository as being revoked,

whereby the service can process queries from the client
regarding a digital certificate issued by any of multiple CAs by way of having access

to one or more corresponding repositories, each by way of a corresponding provider.

9. The computing device of claim 8 wherein each provider is in the

- form of a plug-in module that can be added to or removed from the service at will to

add or remove access to the corresponding repository.

10.  The computing device of claim 9 wherein each provider includes
at least some configuration information for configuring the service to employ such
provider and corresponding repository, the included configuration information being
stored in the corresponding configuration information record in the configuration
store when the provider is added to the service.

11.  The computing device of claim 8 wherein in response to a query

from the client as received at the engine, each provider interacts with the engine to
receive the query therefrom, to connect to the corresponding repository, to send the
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it ihy
E‘E i) o tﬁ‘e corrgsrﬁoM%g repository, to receive a response in return from the
corresponding repository, and to in turn return the response to the engine.

12.  The computing device of claim 8 wherein the configuration
information record corresponding to each provider in the configuration store further
includes a particular form in which the query as forwarded from the engine is to
appear, and a particular form in which a returned response to the engine is to
appear.

13.  The computing device of claim 8 wherein the configuration
information record corresponding to each provider in the configuration store further
includes connection information relating to how the provider is to connect to the
corresponding repository.

14.  The computing device of claim 1 wherein the service further
comprises a front-end caching service to initially receive the query from the client
and determine whether such caching service has relatively current cached
revocation information that can be employed to respond to the query.

15. A method for a revocation determination service to determine for
a client whether a particular digital certificate as issued by a particular certificate
_authority (CA) has been revoked by such CA, the method comprising:

receiving a query from the client, the query identifying the
particular certificate and the CA that issued the particular certificate;

referring to a configuration store including a configuration
information record corresponding to each of at least one providers resident at the
service, each configuration information record including an identification of the
provider and of each CA that a repository corresponding to the provider has
revocation information for, such referring comprising identifying a particular provider
resident at the service and corresponding to the identified CA of the received query
to process same; and

forwarding the received query to the identified provider to
determine whether the identified certificate of the received query is identified within
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thﬂe cg)'rrespon n *répos?tory as being revoked, then identified provider representing
the corresponding repository at the service and:

connecting to the corresponding repository; and

determining from the corresponding repository whether
the particular certificate is identified within the corresponding repository as being
revoked,

whereby the service can process queries from the client

regarding a digital certificate issued by any of multiple CAs by way of having access
to one or more corresponding repositories, each by way of a corresponding provider.

16.  The method of claim 13 comprising:

receiving the query from the client for revocation information for
a particular certificate;

locating the identified CA and the identified certificate within the |
query,

locating a record of the configuration information in the
configuration store that corresponds to the identified CA;

identifying from the located record a corresponding provider

-resident at the service to process the query;

forwarding the query to the identified provider, the identified
provider forwarding the forwarded query to the corresponding repository and
receiving a returmned response from the corresponding repository with revocation
information corresponding to the identified certificate.

17.  The method of claim 15 wherein each provider is in the form of a
plug-in module that can be added to or removed from the service at will to add or
remove access to the corresponding repository, and wherein each provider includes
at least some configuration information for configuring the service to employ such
provider and corresponding repository, the method further comprising storing the
included configuration information in the corresponding configuration information
record in the configuration store when the provider is added to the service.

18.  The method of claim 15 wherein in response to a query from the
client as received at an engine of the service, the identified provider receives the

~18-
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L q%%n"f ’%“r‘ioﬂt‘ﬁ*'the“eﬂlgﬁ"fe&; c&onnects to the corresponding repository, sends the query to
the corresponding repository, receives a response in return from the corresponding
repository, and returns the response to the engine.
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