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VIRTUAL FILE SERVER

BACKGROUND
{0001} A file system is used in computing for controlling the slorage and
retrieval of data. In particular, file systems are used {o identify and separate data into
individual units, and sach unitis considered a "file” of the system. The overall file
system is the logic and structure used {0 locale, store, refrieve, and manage groups
of information or files. A file server can be a computer ussd {0 provide the location for
shared disk access, which is the shared storage of computer files, and to enable the
retrieval of data while computations are made by computers on the network. A virtual
file server consists of a virtualized device configured o store any means of compuler
files and information. These computer systems and data identification and retrieval
technologies are used throughout many different businesses and for a myriad of

appiications.

BRIEF DESCRIPTION OF THE DRAWINGS

0002] Certain examples are described in the following detailed description

and in reference o the drawings, in which:

{0003] Fig. 1 is an example block diagram of a computer system for biock
replication, virtualization, and migration of a file server;

{0004] Fig. £ is a block diagram of a storage area on an exampie file system;
[0005] Fig. 3 is a process flow diagram of an example method for creating a
detachable file server;

{0006} Fig. 4 is a process flow diagram of an exampie method for migrating a
detachable file server between storage arrays; and

{00671 Fig. 5 is an example block diagram showing a non-transitory,
computer-readable media that holds code that enables the migration of a virtual file

[erver.

DETAILED DESCRIPTION OF SPECIFIC EXAMPLES

{0008] In computing, block replication is a technigue used {0 ensure

consistency between resources like hardware and software, and to improve the

sharing and accessibility of information and the reliability those processes. Server
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virtualization for computing systems allows software to convert a physical server info
multiple virtual machines or virtual servers. Through server virtualization, a virtual
server acts as a physical compuling device that can run its own operating system.
[0009] The concept of multi-tenancy is the use of a single object of software
that is run on a server and serves mulliple client entities or tenants. The architecture
of multitenant applications is configured 1o partition data and configuration
information virtually, with sach tenant receiving its own virtualized appiication. A
detachable self-contained file server is described herein that adds to these existing
computing techniques with new methods. The technology herein combines block
and file replication technigues with concepts from server virlualization to create a
self-contained file server that can easily migrate from one storage array o ancther.
[0014] Virtualization of servers and a multitenant architeciure saves physical
computing space, and can provide more widespread access o information. File
servers may provide the location for shared disk access. A challenge is o
provide a file server solution that could provide multi-lenancy features in order to
facilitate use, for example, in larger businesses with centralized information
technology resources serving many departments, or a in a service provider
environment for a cloud file server solution. A virtualization for a layered solution
leveraging server can be used {o provide a tenant container where sach fenant is
supported by one or more virtual machines (VMs) serving as a gateway to the
underlying storage. However, scaling to a larger number of tenants requires
significant computing resources in order to support the VMs, especially when there
ara hundreds or thousands of supported YMs.

{00111 Examples discussed hersin provide a low cost and sffaective disaster
recovery (DR) solution for a file server product. Generally, the file system is lightly
coupled to the clustering software running on the file server gateways, making i
necessary {¢ boot the gateways from volumes on the storage arrays and replicate
those boot volumes along with the user data to the second site. Inthe case of a
failover event, a second set of physical file server gateways is booted off the
replicated boot volumes from the first site, with ownership of the replicated user data
transferred 1o the sacond site as well. Some scripts would be run on the servers {0
adjust for changes in hardware belween sites. This leverages a cluster of physical

file server gateways at one site layered on block siorage, and replicates the data o
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a second site using block replication features of the array. This setup is difficult fo
maintain and does not practicably scale in a8 many-{o-one replication scenaric that
might be found in a remote-office/branch-office use case.

0012] in examples disclosed herein, file services technology are used in
combination with block storage technology of storage arrays. A mulli-protocol array
can be used to deliver block slorage, file storage, and object storage. For block
storage, Fibre Channel (FCYinternet Small Computer System Interface (iSCS1YFibre
Channel Over Internet (FCok) attachment can be utilized. For file storage, Server
Message Biock (SMB)/Network File System (NFS)Hypertext Transfer Protocol
(HTTPYFile Transfer Prolocol (FTP) over Ethernet can be utilized. The examples
herein provide a DR feature set similar to a remote copy for a storage array for block
storage volumes, but applied to both the file and object data of the combined
product. Examples provide a solution for file server consolidation, file server mulli-
tenancy, and file server business continuity.

{8013} Some axamples described herein implement a meathod for
transparently migrating a virtual file server, including replicating blocks of the virtual
file server belween a first storage and a second storage, wherein the virtual file
server comprises a server layer and a data layer. The method includes migrating
the virtual file server across a storage cluster boundary from the first storage {o the
second storage. The method includes retrieving identily information from the server
laver for the second storage. The method also includes updating the identity
information so the instantiation of the virtual file server on the second storage
appears the same as on the first storage.

[0014] An exampile described herein uses a delached data store, including a
storage region, {0 house a virtual file server. The virtual file server includes a server
layer and a data store layer. The server layer includes server identity information.
The data store layer includes a drive of the storage region. The virtual file server is
detachable from the storage region, and the virtual file server is migrated to a
second storage region.

{08015] Fig. 1 is an example block diagram of a computer system 100 for block
replication, virtualization, and migration of a file server. A computer device 102 may
process and store a file systern. The computer device 102 may be, for example, a

laptop computer, a deskiop computer, a smariphone, or a computing tablet, among
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others. The computer device 102 may include a processor 104 that is configured o
execute storad insiructions, as well as a memory device 106 that stores instructions
that are executable by the processor 104. The processor 104 can be a single core
processor, a dual-core processor, a mulli-core processor, a computing cluster, or the
like. The processor 104 may be coupled to the memory device 106 by a bus 108
where the bus 108 may be a communication system that transfers data betwesn
various components of the compuler device 102, In embodiments, the bus 108 may
be a PCH, I8A, PCl-bExpress, HyperTransport®, NuBus, or the like.

{0016} The memory device 106 can include random access memory (RAM),
a.g., SRAM, DRAM, zero capacitor RAM, eDRAM, EDO RAM, DDR RaM, RRAM,
FRAM, read only memory (ROM), e.g., Mask ROM, PROM, EPROM, EEFROM,
flash memory, or any other suitable memory systems. The computer device 100
may also include a siorage device 110. The storage device 110 may include non-
volatile storage devices, such as a solid-state drive, a hard drive, an optical drive, a
flash drive, an array of drives, or any combinations thereof. The storage device 110
may include a number of modules configured to provide the computer device 102
with block replication and migration functionality. The slorage device 110 includes a
physical file system 112, The physical file system 112 includes file system
information used {o identify and separate data into individual units, and includes the
logic and structure used fo locatle, storg, retrieve, and manage files. The physical file
system 112 includes virtual file server (VFS) 114, The VFS 114 will configure a
name, network address, and authentication mechanism for access to the VES 114 or
physical file systemn 112. The VFS 114 includes server layer 116 and data layer 118.
The server layer 116 is where the concepis of server identity are bound, such as
name, IP address, and autheniication mechanism, for example. The data layer 118
corresponds 1o a storage drive, for example, the C and D drive in a Windows file
server. The configuration of file sharing is bound o the data layer 118, and a
directory can be shared at the root or below within the data layer 118.

{00171 A network interface controller (NIC)Y 120 may also be linked to the
processor 104. The NIC 128 may link the computer device 102 1o the network 122
through a physical connection, or through a wireless connection. The network 122
can connect (o a separate computing device 124 through another NIC 126, or a

similar natwork connection. Tha network 122 allows the computer device 124 {o
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natwork with rasources, such as the internet, printers, fax machines, email, instant
messaging applications, and with files located on the other computing device 102, or
storage servers 125, for example. Compuler device 124 includes processor 128,
memory 130, and bus 132 that are described as above with respect to processor
104, memaory 106, and bus 108. Computer device 124 includes storage 134 to store
physical file system 136. The physical file system 136 includes a virtual file server
(VFS) 138 thatis a replica of the VFS 114 on physical file system 112, The VFS 114
can be virtually detached from computer device 104, migrated to computer device
124, and corfigured as VES 138. In some exampies, the physical file system 112
can be disconnecied from compuler device 102 and moved to ancther computer
device, e.¢g., computer device 124 {0 migrate the VFS 114 as VFS 138, The sever
layer 140 and data layer 142 of VFS 138 correspond to the server layer 116 and
data layer 118 of VFS 114, The virlualizalion of the physical file system 112 on VFS
114 and the replication of the VFS 114 {o the VFS 138 on physicatl file system 136
provide a mechanism for disaster recovery (DR) without using dedicated hardware
on standby at the target site.

[0018] Anocther computer device 144 can be connecled (o compuler devices
102 and 124 through the network 122 through NIC 146, Computer device 144 can
include processor 148, memory 150, and bus 152 that are described as above with
respect to processor 104, memory 106, and bus 108, The processor 148 may be
connected through the bus 152 to an input/output (VO) device interface 154
configured {o connect the computer device 144 to one or more VO devices 156, The
/O devices 156 may include, for example, a keyboard, a mouse, or a pointing
device, wherein the pointing device may inciude a touchpad or a louchscreen,
among others., The YO devices 156 may be built-in components of the computer
device 144, or located exiernally to the computer device 144, The processor 148
may also be linked through the bus 152 io a display inlerface 158 configured o
connect the computer device 144 o display devices 160, A display device 160 may
be a built-in component of the computer device 144, or connectad externally 1o the
computer device 144, The display device 160 may also include a display screen of a
smartphone, a computing tablet, a computer monitor, a television, or a projector,
among others. Computer device 144 also includes storage 162 o store data and

instructions. A user may irnteract with computer device 144 and configure or initiate
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the block replication and virtualization of a file server incated on another computer
device, for example VFS 114 on a first storage 110 associated with computer device
102 is transparently migrated {o VFS 138 on a second storage 134 associaled with
computer device 124,

[0019] The block diagram of Fig. 1is not intended to indicate that the
computer system 100 is to include all of the components shown in Fig. 1. Further,
any number of additional components may be included within the computer system
100, depending on the details of the specific implemeantation of the described herein.
For example, a virtual machine (VM) can be utilized instead of computer device 144
by a user to configure or iniliate file server migration. Further, the components
discussed are not limited to the functionalities mentioned, but the functions could be
done in different places, or by different moduies, if at all,

{0020} Fig. 2 is a block diagram of a storage region in an example file system
200. The file system 200 is stored by some form of storage, for example, a storage
davice or storage array. The file systemn 200 is used 0 manage access {0 the
content of files on the sforags, as well as the metadata about those files. The file
system 200 can automatically provision a set of volumes to meet a requested size
and create a virtual file server (VFS) 202, A file store {not shown) within the VFS
202 can be created, and one or more shares can be created using SMB/NFS/HTTP
of folders within the file store.

{0021} In some exampies, a file system 200 is created based on porting of an
ADVES file system from HP-UX {o Linux, for example. This can include a volume
manager that can aggregate multiple underlying block devices into a domain. The
process of domain discovery allows information about the contained file systems to
be determined and imporied into a cluster configuration. In some examples, a
logical file system can be layerad on {op of the physical file system 200, and can be
used to implement a scale-cut file system. Scale-out storage is a networked-
attached storage architecture where disk space can be expanded, even if new target
drives exist on a separate storage array. The logical file system provides policy
containers leveraged to store relevant policy information that described the identity of
the VFS 202. Virlualization of file servers presents a logical space for data slorage,
and controls the process of mapping the logical space o the actual physical location

of the data.
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[0022] The VFS 202 includes plugins {o implement different pieces of
functionality to manage the sysiem. These plugins include a data policy layer 204,
and a server policy laver 206, which are the two primary layers of policy containers
within the file system 200. The VFS 202 can include a piatform management layer
208 for clustering and manageability. The platform management layer 209 can
provide an infrastructure for implementing policy and manageability, in addition fo
management of cluster formation and maintenance. The plalform management layer
208 is instantiated per file services cluster and is not replicated across sites, for
axample, from one array {o another.

{00231 Instead of capturing the networking, authentication, and file sharing
policy in a cluster level file siore, these policies are now stored within the file system
itself using the policy containers. Additional plugins (not shown) can be used {o
implement value added services such as, for example, anti-virus, guotas, and
snapshols. The services will have associated policies stored in the VFS 202 on
sither the data policy layer 204, or the server policy layer 206, and not in a platform
management store, or the like. The data policy later 204 comrespondstoa Cor D
drive in a Windows file server, or the like, and is where the configuration of file
sharing is bound.

[0024] The server policy layer 206 includes metadata 208 and authentication
data 210, and is where concepts of server identity are bound, such as name, P
address, and particular authentication mechanism. By storing the file sharing
information within the server layer 206 rather than in a cluster level file store, the
sharing information is automatically recoverad when the virtual file server 202 is
migrated to a separate storage cluster.

[0025] A feature of the file system 200 of Fig. 2 is {o provide a file server
solution that incorporates multi-tenancy features. The inclusion of efficient muiti-
tenancy features facilitates use of the current technology in larger companies with
centralized T serving many departments, as well as in a service provider
environment for a cloud file server solution, for example. A technology like a
SPAR™ array, for example, including a VM running on each 3PAR™ controller node
can be used o implement the techniques described herein.

{0026} A feature leveraged by the file system 200 is the block replication of a

VIS 202 between arrays, where options for both synchronous and asynchronous
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replication are available. Block replication is for replicating the VFS 202 making up &
file system from one array 1o another so the file system 200 can be presented to a
file services clusler {nol shown) on the remote array without any a priori knowledge
of the file systermn 200. Another included feature is the creation of block snapshots {o
provide a protection mechanism against corruption of the file system 200 that may
not be recoverable through file based snapshots. Another included feature is
technology that allows for migration of VFS 202 transparently from one array ©
ancther. Such file server migration techniques can be used for cases such as, for
axample, load balancing, or retirement of an array.

{00271 The block diagram of Fig. 2 is not intended to indicate thal the file
system 200 is to include all of the components shown in Fig. 2. Further, any number
of additional components may be included within the file system 200, depending on
the details of the specific implementation of the described herain. For example, the
components discussed are not limiled {o the funclionalities mentionad, but the
functions could be done in different places, or by different components, if at all.
{00281 Fig. 3 is a process flow diagram of an example method 300 for creating
a migratable file server. The method 300 may be implemented, for example, by the
computer devices 102, 124 described with respect to Fig. 1. In particular, the
computer device can be configured to permit the block replication, file server
viriualization and migration techniques that are disclosed herein. The method 300
begins at block 302.

{00291 Al block 302, a virtual file server is moved from a first storage array.
The movement of the VIS can be physically performed, for example, by
disconnecting a drive from the first storage array. In some exampies, the VFS can
be virtually moved by copying of the storage blocks that make up the VFS.

[0034] A typical file server is a computer altached {0 a nefwork that is {0
provide a location for shared disk access that can be accessed by other computers
that are attached to the same network. File servers are related {o storage and
management of data, and storage virtualization is {¢ enable betier functionality and
advanced features within and across storage systems, including a number of disk
drives or a disk array. Block virlualization refers to the separation of logical storage
from physical storage so that logical storage may be accessed without respect {0 the

physical storage or a heterogeneous structure. Virtualization of storage can achieve
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location independence by separating or abstracting the physical location of the data.
For storage that is virtualized, replication is implementad above the software or
device that is performing the virlualization.

{0031} At block 304, the virtual file server is migrated {0 a second storage
array. The migration may be performed by physically connecting a drive that has
been disconnecied from a first siorage array 1o a second storage array. The
migration, as well as the replication, of the virtual file server contained in this physical
file system is transparent s¢ files are able 1o be moved without another client having
access o the files knowing. The replication and migration of the virtual file server
supports the scalability and multi-tenancy features described herein. In another
example, the blocks that have been copied from a first storage array are written info
the second storage array.

{0032] Al block 306, identity information for the virtual file server is retrieved at
the second storage array. After being moved or replicated and before receiving the
identity information, the file system is unmounted from the first sforage array using
the virtual file server and an ownership change for the virtual file server is initialed to
give the second slorage array priority.

[8033] At block 308, the identity information is updated at the second storage
array. VMs on storage clusters of the second sforage array will detect the new
virtual file servers and read the metadata from the virtual file servers as part of a
domain discovery. Through this domain discovery, basic information about the file
systermn contained on the virtual file server will be provided, and a mount operation
can be performed on the virtual file server and file system {o the second storage
array.

{0034} implementation of method 300 results in a multiprotocol array,
delivering FOASCSIFCok attachment for block storage, SMB/NFS/HTTR/FTE over
Ethernet for file storage, and, for example, OpenStack Swifi™ (over HTTP), or the
like, for object storage. The techniques described herein deliver a DR feature set
similar to that used for block storage volumes, but applied to the file and object data
that are being added into the combined product. The techniques disclosed simplify
the DR scenario by decoupling the file server configuration from the storage clusier
that is hosting the file server. Furthermore, this method 300 and method 400 below

efficiently allows mulli-tenancy without requiring dedicated containers, like a VM, for



WO 2016/018446 PCT/US2014/066017

-10-

gach tenant. Finally, the techniques herein facilitate balancing load across hardware
resources by allowing a file server to migrate across physical cluster boundaries.
[0035] The process flow diagram in Fig. 3 is not intended lo indicate that the
method 300 is {o include all of the components shown in Fig. 3. Further, the method
300 may include fewer or more steps than what is shown, depending on the details
of the specific implementation.

{0036] Fig. 4 is a process flow diagram of an exampie method 400 for
migrating a detachable file server between storage arrays. Method 400 embeds file
server identity inio a policy container within a virtual file server within the file system,
and makes the file system easily delachable from the original host environment for
the file system. Block replication technigues are able o effectively move, or replicate
and migrate virtual file servers between physical hosting environments without
needing to worry about replicating an entire operating syslem, as is lypical for
previous solutions. The method 400 begins at block 402.

[8037] At block 402, a virtual volume selis created and comprised of virtual
file servers within a physical file system. The virtual volume set will automatically
provision 1o meet a requested size virtual fils server or number of viriual file servers.
At block 404, a share is created using a protocol within the file system. The profocol
is typically related to file storage and can be, for example, Server Message Block
(SMB), (Network File System) NFS, or HTTP. At block 406, the virtual volume set is
sither physically moved or is replicated from a first storage array 1o a second storage
array. Method 400 does not rely on a file system being tightly coupled to dlustering
software running on gateways. This method 400 avoids the possibility of some
scripts needing 1o be run on servers to adjust for issues where the O8 was expecting
to have one sel of hardware altached and instead different hardware was present. it
is therefore not necessary to boot the gateways from volumes on the first storage
array and replicate those bool volumes along with the user data to the second
storage array, thus permitting the techniques discussed herein o be more efficient
and cost effective.

{0038} At block 408, the file system is unmounted from the first storage array.
The unmount operation of the file system is triggered by the initialion of an
ownership change for the virtual volume set so that an array other than the host

array becomes designated as the primary array. The unmount operation includes
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disabling the network addresses owned by the virtual file server. After the unmount
operation completes, an application programming interface (AP1) call will be made to
remove the record of the file server from the platform management store of the first
array. This will be done without actually performing any operation on the virtual
volumes. At block 410, the virtual file server is unpresented from a VM running on
the first storage array. At this point, the first storage array is ready fo relinquish
ownership of the virtual file server.

{803%9] Al block 412, the physical file system that spans the virtual file server is
brought-up on the second storage array. The second storage array now owns the
virtual file server and 3 slorage discovery operation can be requesied and
performed. The VMs will detect the new physical file system and the virtual file
server associated with it and the virtual volumes therein and read related metadata
as part of domain discovery, thereby providing basic information about the file
system contained on the virtual volumes. A request is then made to import the file
system into the cluster, at which point a record of the file system is made in the
platform management store on the second storage array. At block 414, a mount
operation can now be performed for the file system on the second storage array.
[38044] At block 418, policy information about the virtual file server is retrieved
from a policy container in the file system. The policy information is retrieved during
the mount of the file system on the second sforage array. At block 418, the network
addresses associated with the virtual file server on the second slorage array are
enabled. Al black 420, the shares are presented over a network interface for user
access to connected devices throughout the network. A user may configure the file
server replication and migration from a compuler device that is unrelated 1o the first
or second storage arrays, and thereby remotely initiate the method 400 described
herein. From the perspective of the client of the file server, the instantiation of the
viriual file server on the second storage array looks the same as it did on the first
storage array.

{8041} The process flow diagram in Fig. 4 is not infended to indicate that the
method 400 is to include all of the components shown in Fig. 4. Further, the method
400 may include fewer or more steps than what is shown, depending on the delails

of the specific implementation.
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{00423 Fig. & is an example block diagram showing a non-transitory,
computer-readable media 500 that holds code 1o enable file server virtualization and
migration. The compuler-readable media 500 may be accessed by a processor 502
over a system bus 504. The code may direct the processor 502 to perform the sieps
of the current method as described with respect {o Figs. 3 and 4. For example, the
VS 202, including data layer 204 and server layer 200, described as above with
respect to Fig. 2, can be stored on the computer-readable media 500. The VFS 202
is configured to be migrated from computer-readable media 500 to some other
storage, such as a slorage array or storage cluster.

[0043] A block replication module 506 is configured to provide synchronous or
asynchronous replication between storage arrays for virtual volumes, which make up
a file system, and ultimately VES 202. The block replication module 508 allows the
file system 1o be presented to a file service clusler on a remole storage array without
the array having a priori knowledge of the file systermn. The concept of the file server
identity is embedded info a policy container of the VIS 202, specifically the server
layer 206 within the file system and the file sysiem itself, is then easily separable
from the host environment. The block replication module 5086, along with the
migration module 508, aliow a set of VFS 202 to migrate between physical hosting
environments without the need o replicate an entire boot drive or operating system,
and while stil providing an sffective DR solution for a file server product.

{0044} The migration module 508 transparently migrates the VIS 202 so files
are able {o be moved over the network without ancther client device, of a plurality of
client devices, knowing. The replication and migration of the virtual file server
supports mulli-tenancy without the need for each tenant being supported by its own
VM. The migration module 508 is {o initiate an ownership change for a VFS 202,
designating a second storage as primary. The migration module 506 allows the VES
202 to unmount from a host storage. The migration module 506 can remove the
record of the file systemn from the host storage without modification of virtual volumes
or the VIS 202, The migration module 508 is also to present the newly owned VFS
202 to VMs on the second storage. The VMs will detect the new VFS 202 and read
the metadata from the VFS 202, thereby allowing the VMs [o access the underlying
file system associated with the VIS 202, The migration module 508 is also to import

the file sysiem to the second storage, and make a record of the file system on a
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platform management store ¢of the second storage. The migration module 508
ultimately mounts the file system through the virtual file server to the second storage.
{0045] An identity update module 510 is configured to complele the mount of
the file sysiem on the second storage by, for example, refrieving policy information
from the server layer 206 of the VS 202, Network addresses associated with the
file system are enabled by the identity update module 510, Shares are then
presentad over varicus network interfaces for user data access throughout a
network. The identity update module 510, as well as the block replication module
506 and migration module 508, are {0 operate transparently to client devices on the
network, such that instantiation of the VFS 202 on the second slorage appears the
same as on the host storage environment.

[0046] The block diagram of Fig. 5 is not intended {o indicate that the
computer-readable media 500 is o include ali of the components or modules shown
in Fig. &. Further, any number of additional components may be included within the
computer-readable media 500, depending on the details of the specific
implementation of the file server virtualization and migration technigues described
herein.

{0047} While the present technigues may be susceplible to various
modifications and alternative forms, the exemplary examples discussed above have
bean shown only by way of exampie. It is to be understood that the technigue is not
intended 1o be limited to the particular examples disclosed herein. Indeed, the
present technigues inciude all allernatives, modifications, and equivalentis falling

within the true spirit and scope of the present technigues.
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CLAIMS
What is claimed is:
1. A method for transparently migrating a virtual file server, comprising:

rigrating a virtual file server between a first storage and a second storage,
wherein the virtual file server comprises g server layer and a data
layer;

retrieving identity information from the server layer for the second slorags;
and

updating the identity information so instantiation of the virtual file server on the

second storage appears the same as on the first storage.

2. The method of claim 1, whersin migratling the virtual file server is
performed by:
detaching a physical file system that comprises the virtual file server from the
first storage; and

attaching the physical file system (o the second slorage.
3. The method of claim 1, wherein migrating the file server is performed
by repiicating blocks of the virtual file server from the first slorage o the second

storage.

4. The method of claim 1, wherein migrating the file server is performed

transparently to a client of a plurality of clients on a nelwork,

5. The method of claim 1, comprising retrieving metadata and

authentication information from the virtual file server.

5. The method of claim 1, comprising binding file sharing to a drive level.

7. The method of claim 1, wherein migrating the file server comprises

configuring for ivad balancing between storage arrays.

8. The method of claim 1, comprising creating block snapshots.
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A detachable data store, comprising a storage region, comprising:

a virtual file server, wherein the virtual file server is comprised of a
server layer and a data store layer;

wherein the server layer comprises server identity information;

wherein the data store layer comprises a dala level of the storage
region; and

wherein the virtual file server comprised code that automatically
instantiates the virtual file server when the detachable data store

iz coupled to a storage system.

10.  The detached data store of claim 8, wherein the detachable data store
is configured {o be delached from a first storage array and attached o a second
storage array, and wherein the detachable dala store is configured to automatically

instantiate on the second storage array.

11.  The delachable data store of claim 8, wherein the server ideniily
information from the server layer comprises metadata and authentication

information.

12. The detachable data store of claim 11, wherein the meladata
comprises the information about the location of files and access information, and
wherein the access information includes a type of drive, a list of drives, a list of users

with access, or any combination thereof.

13.  The detachable data store of claim @, wherein a configuration for file

sharing is bound to the drive level of the slorage region.

14, A non-transitory, machine-readable medium comprising instructions
that when executed by a processor cause the processor {o:
activate a virtual file server that has been disconnecled from a first slorage
array and connected to a second storage array;

retrieve identity information from a server layer in the virtual file server; and
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update the identity information to make instantiation of the virtual file server on

the second storage array appears the same as on the first storage array.

15. The non-transitory, machine-readable medium of claim 14, further
comprising instructions that when execuied by a processor cause the processor {o
migrate the virtual file server by replicating blocks associated with the virtual file

server from the first storage array to the second slorage array.
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