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FIG. 3

TO VALIDATE THIS PRODUCT, PERFORM THE FOLLOWING:

{a} Scraich the grea on the right of this tag

{b) Selectanumberfrom 1o 4

{c) Send the string from the top line followed by the 1) 4357

number, you have selected to the telephone number. 2}
1-800-PRO DUCT ! 3469

. : : - 3} 1248

{d} In retum you will receive a 4-digit number 1) 6538

{e) Compare the number that you recaived with )

the corresponding numbser in the box

(F) if the numbers do not match - YOU HAVE AN

UNAUTHENTICATED PRODUCT! DO NOT USE T
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SYSTEM FOR PRODUCT AUTHENTICATION AND TRACKING

FIELD OF THE INVENTION

The pregent nvention refates 1o the feld of product authentoeton, especally
with regard to the detormination whether & product bought by & customer is an
authentis produst or & fake, and with regard & securs methods of communication for
product suthentication and trackisg.

BACKGROUND OF THE INVENTION

Many companies suffer fom counderell produnhs produtsd by plrate
marufackirers and their distridutens, These faks producte are manufactursd o ook
ke the authentic original products, bt are Iy fact not 80, Counderfeiting i a major
probiem in many makel segments ~ phammaceutical drugs, tosmetics, cigarsties,
jewelty, chothing & shoes, aufo parts. Tens of billons of dollars of counerfeited
products are sold every year, resulling in hoge fosses fo the manufachuses of the
genuing products.

Currently, although 8 number of means are psed I validate the authenticlly of
prociucts, such methods are not always reliable or user Fendly Tor the purchaser of
ihe product The most common method used cursntly for the authentivation function,
& by adding to the package & speclal cormponent such 88 g Mologram, which is meant
0 be unigues fo He manufanturer,

The problems with thes approach am
&} The hulograms thamgselves tan be faked by the product pirates, such that they
jaok fike the origingl hologram,
by Many consumers came! fell the difference even # the fake hologram &
somewhat different than the onigingd one.

& The sost of 3 hologram makes § unpractical for bwcost iems such as

sigaroties.

There i thorsfore 3 need for & simpie and refiable method o slow the
consigver & vabdate the authendicity of the prodoct that he has purchased, whether in
2 shap, vis mai delivery. over the inlermet, or otherwise.
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The uke of Radie Frequenty Rentity Tags (RFID tags) o provent fakes and
sounterell products B grovang, despide the fot that RFID has & number of
disadvastages, sush as:

{al Cosl & compuratively high. and RFID thus only mekes sense for High valus
products,

{b} Most users do net have RFID readers, 5o they have no msany to check the
autheoticly of the RFID and the product, in thelt homes or aven al the point of
pUIChase.

(e Low-oost BEID ohips can be prodused. but such types are offen insecure and oah
sasty be clonsy

i 10 be aotad that although the term RFWD & formally used for identily tags
wineh R¥ gommunicate with the pufside world by means of the (EEE 80213 protocad,
the ferm RFID is used in this application in its ganeric sense. 1o mean an identity tag
which comvruncates 8 wfomation by radic freguency, wheiher or not it sirictly
sonforms with the conventional communication profosol, and e ivvention & not
meand o be Emited therte.

There & {herefore also 2 need for 8 simple and reliabie method (o alfow the
consumer & inmterogate an alestone g on 8 praduct, {o validats the authentiony of
the product that he hes purchased, yet withowl the need for special RFID reading
sqiipment,

¥ such sctess to an elechronic g could be enabied, the means of
communication cowld then be used i tackle not only verfication, but also othey
problems relafed o baging and fracking of producis. There exist in the prior art 8
number of such systems for dynamie product inkymation exchansgs, such as U8
Faterd No. 71238481, for "Methods. Systems, Devices and Computer Frogram
Froducts for Providing Dynamic Product Information in Short Range Communication”,
asnigned fo the Nokia Corporation, and other arl cited thersin, However, this method
and system bases iself on the wioormation stored on the tag, and ulifized by means of
applications based on & celivlar phone having acoess o an sutside server earying
supporiing applications. No access o & full database of produsts s desoribed. There
therefore axists & need for s suthentication, verification and racking comwwmisation
systern which has sooess to o full database of products. Adgitionally, whare such a full
database of products Is rogavded as commercially sensitive date, thera it neet for a
method of authentication using the databass, bl avoidging such 8 sensifive
concentration of data.
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The disclosures of sach of the publications menfioned in this sechon and &
other sections of the specification. are hereby Incormorated by reference. each in s
eniiraly.

SUMMARY OF THE INVENTION

The prasent jovention sasks o provide @ new suthenfication sysiem it
avarcamas same of the disativantages of prior arf systams, from 8 number of aspecis.
Arvording to the vanous smbadiments of the present invention, the system enables 2
customer fo verify the authenticity of the produd be has of is going o purchase, i g
foolnef, secure ang simpie manmner.

Agcording to 2 first preferred smbodimernt. the aystam operates by assoviating
with each product fo be suthenticated, a unique number sel, comprising one o more
thavacler sequencas. The sumber sels are generated by tie product supplier ang
pretorably storsd at 8 remote central register of numbsr sels, which can be tele
accessed by the customer. This number sel can preferably be prinfed on e produnt
of s packaging o a hidden manner, such as under & screich-off layer. Altematively
and preferably. § can be included as a packing slip inside fhe product packaging, After
purchase, the cusiomer tevealy the mumber sel, any accesses the suppliers remote
central register of number seds. where #s presence can be wsed o authenticate the
product a8 an original and not 8 ke, The remote checking system S returns the
coreeponding response o the customer. However, if the response s simply an
afiinnation or denial as to the authenficly of the product in the form of a simple
AUTHENTIC or FAKE response, depanding on whather or not the character ssquenes
sent by the sustomer exists in the coniral mgister a8 conesponding o a genuine
maniier assoviated with an authentic product, it would be simpie fo¢ the pounisefeiters
o jschude & bogus commumoation address with the prduct. contact with which
Ahways lums an AUTHENTIC venfication answer,

Therefore, acconting to this frst proferred embodiment of the present
fvention, the nimber set preferably comprisas al least a pair of charachy sequenoes,
onre of which & a challenga sequente, which the customer sends I the suppliers
revacie oentsal regster of numbers, preforably slorad on & remote server, and anather
1S 2 ISSPONSe senuence. pradetermined fo be associatod with that specific challenge
senuence, and storsd on the romole cenleat register of sumbers. The Remwple
Gheckinyg Systern thary semis back the response sequence matohing  the chaterngs
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sequance. if the refumed Rosponse sequence matohes the segond seguancs of the
nunsber sel associated with e proguct in his haod, the cusiomer kaows with high
fevel of probability thay Ms produst is authentic. if the response disagrass, he prodast
s likely o be & fake. The Romols Checking Sysiem can alsa optionally apply checks
fo the Uhallenge - the most important one baing that the response & pnly genensisd
once - the firsl ime that that particuler Ohatlenge s received. thus thwartiog atempts
fa croumvent the system by e wholesale use of 8 single authentic number sef an
numennus sounterfad producks.

According 1o ihis ambodiment, the present invention thus generally somprises:
1. Secrel sets of individus! numbers, where sach set may preforably be divided mio g
Challenge and one or more Responses,

&. Association of & slogle different one of these secet sels fo sach Hem witich & is
desdrad o protedt
3. A remote checking syster whers the number set associated with the product can
be authenticated.

o8 fyplcxl case, o0 {or rare) seorel sels A associaled with a product
praferably wiher by covert punting on the packaging of by placing nmde the
packaging The secret sat should preferably be scoessible for viewing by the and user
anly after the purchasing s done. and by affecting the packaging or some slemernd of
¥ Onoe the consumer has purchased the product and wishes fo authenficate & be
axposes the secret set {o.5. by scralching off the faver used fo render the printing
unobservable, or by opening the prodit package) and sends the Challenge part of
the secrs! st to the Remote Checking Sysiem. The Remote Checking System then
apphes some checks on the Challenge —~ the mwoet imponand one being 1o asceriain
that this is the first Hime that s particular challenge has been presented. This check
is ousential to ensure that each number st & used only onee, 1o ensire tha! persons
using sivlen of used seored numbers canndt achivve repeatsd access o the sysiem
with 2 single munber set f the checks are correctly passed, the Ramote Checking
Syster then sends back the torec! response sssosialed with that Chatienge, and
disenabies or deletes the set from it storage, © ensure that the set is not used 2
second tvie by seoret numbes thieves, The consumer then comparas fhe esponse
received with the Raypond numbers on bis packaging snet i they match, he thows
with high Jevet of probability that be has perchased an origing! product,

This prefersed smbodimen: i generally useful for application fo real, physicsl
products sech gy madicines, food, clothy, toys, lugury Rems, sle. but cannot be used
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i @ simple manner on ‘diglal products such as Sies of coment or soffware utifies,
which could be dodtorad 10 genatate Hier own, JREBVS-LONTES! rESPONS s,

Accarding 10 2 second preferrad smbodiment of the prosent invention, as
alectromic fag i used for identifying the protug? being checked. In order o provide the
commonication Bk between the lag and the manufacturers central register of
mumbers withoud the need for @ dedicaled RPID reader. the srodust is verfiisg ysing a
reqular cellular phone Attached i tw product 5 2 secre sheolranic fag baving a
SECEIe sigrature and ancryplion scheme. The system giffws froms those of the ey
&t o which the tag is powered by means of chavging generated From % own short
fange communication channel, i thal in this inerntion, the somparatively strong
celiular phone transmission signat is vsed to charge the fag. The tag then roadeasts
iy information in ong of the standand cellulsr phone short range communnation
methotds. such a8 Blusiooth, NOC, I, o simiter The collular ghone tansmils the
informalion 1o & serees. which can sither haye &t duplex communication with the fag
of i can perfamm e authentication fself, The mathad thus anables the powetng of &
comTuneation dewos by means of e ransmission fram & different convmursication
channel, According to Rurther profered embodiments, the strang celbuder fransmission
fan b used 10 power mors than ong short ange commanication channel, sach
having s owrn anfenna for picking up the celiular transmission, such as Slustasth and
a converdiong! RFID channel,

Beswes Hs use for the communication of authentication data, fivs embodimen
of the present invention can also be used for general pupese comwmanication of
product dal, s 2 method for enabling 8 short range communication device. such as
Hlustooth (8T}, fo conmunicals with & celiular handset by ufiiizing the celuler jong
rangs transmission sinal io produce powear for the devics aperation.

According fo a thid preferred embodiment of the present vantion, there is
provided & sovel verdor lag verfication system, in which slacironic tags attached to
the end user prodict, are wsed for frack and trece purposes awd for authentication
ant-eounterfeling purposes, using a cellular telephone having the ability io enable the
validation act. The phone communicates the fag 1D information io an exiemal server
containing @ database with defalls of afl of the tagged products, and handies fhe
fransier and digplay of any information refumed from the server to the user. Acoording
to this embodiment, for e vedification aspects, the user's aoivation of the validation
application causes the sever o send a shatienge fiwough the users phone to ihe tag,
which responds throngh the phons o he server, which i tum decides whether e
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rasponss fa corest of not, and refuma @ response fo the enquirer. For the fracking
aspects, the server genarally stoves the responss received from the g s pard of e
databage of ihe boation and delalis of products. which can then De mearcessad for
provading wformation about the location or delass of any particular product According
o a hurther preferred embodiment. e colidar phone pan provide o the server Re
shyseal ocafion, which s genenally close & the produgt being verified, such Biat the
Servar oan use this indomation o spdate a stooy Bst of the atiual boation of nradues
being tracked,

Trackingiverificabion sysioms of this king genenally involve acoess o B
cormplele manidscturer of primavendor database of & of the products sald for the
whole of the ffetime of the product fine. Such & dafabase wilh generally ocordain
commercially sensitive product volume and statis dite. such as the total aumber of
products soitl, the nurber of products rejected, the seral numbers of progucts whoss
explry date hag been renched, e number of products sivlen, angd e ke The
manufachirer or vendors siay nof wish such dats to be accessible in any manner from
otsde thelr ows inhoese dels base, such that use of an axternally arcessible
Satabase with this nformaton may not be advisatia.

fevording fo 2 luther preferred embodiment of the present invention, 8
tacking/verificalion system & provided w which the rackingiverification prooess
nvoles initial ancess o @ main server which, uniite the previous embodiment. does
ool have the oniine product database. and therefore cannot give the varfication
response fsell. inslead, the main server containg only information as o where the
daia relating to that particular prothunt s kept on # sateliie of sanondary seneer. Thus
for inslance, on receipt of a product number guery, the mailn sorver sends owt &
eaponise, proferably encrypled, which condaing a secondsry server location D
associated with that product number, and access s provided just o e dals on that
secondaty server. i sach secondary server 1 associsted, for instance, with a speaific
vendor of those produsts. then sach enquiry for authentivabion or fracking of a
particular product is dirscted o the sever of the vendor who supplied the particalar
producd queried, Fach vendor database could only conteln 3 fraction of e tolal
product database, such that the comrsrcial seorecy of the total produst detabese is
maintgined  The main server gocessed does not need 1o oontain any relevant date
about the prodect queried, other than 2 preferably encrvited database of vendors,
which provides fhe idenlty of the secondary server sssociated with the vendor of that
pathoular produet. That secendary vender datebase then decides what Bmited
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nfommation wil be presented hack o the and user o o the store making the enquiry,
and retums the information Yor display on the arxpurers oeliular telephons. This
embodiment has beer describerd with the pradust infarmation beng sdfuated on @
series of vendor servers, since IMs &8 & fogicai ibcation for that information. Howewver,
i fo be undarstiood that e isvenbon & nat mesa be livnited o information being
mantained on vendsr servers, dut that any remote oofiection of servers can axually
wall be used in orer b disperse and thus 1o protect the integrity of the complets
mroduct database,

Allersatively ang preferably, the server jocation srformation for each produnt
eoidd be condained i the K carded by the alectronic iag, whish would than have two
parts, an @ for the produst ieell amd en ID o Hhe deniily or locafion of the
Secandary server on whinh fhat product date w kept, Aceanding o this embadiment,
the mair server does not keep data relating o the sscondaty server associated with
any praduct K. since this is provided by the alectronic fag el insiead, the main
e operaies 28 2 moting server, divecting the preforably encrypled product server
information to the appropriate secondary sarver. In ordst o snable the sacondary
Server iivtmation on the {sg o be amended B necessary, such as when stook i
moved, or is handied by g different vendor, according o thlh emboatiment. the
secandary server i) or bration i preferably caried on the tag in & rewdlabie or Hash
FIErROTY.

The system of this foarth preferrad ambodiment san be used for track and
trave appheations, suoh tial the niganization logistics feam can determing the evags
sixe, location and status of any fem of the stack, spread over numersiis focations, yet
without compromising the sum iolat of the omanization’s stock situation on B0y ong
centsl server

The sysiem sccording o this fourth profored embodiment i described
generally it itns application as sultable for use with methods of werrogation of
slectronic fags using celular slephones, wherably the phone sends the tag
wiommation 10 the mam server, which simply passes § on to the sscondary vengor
server after determining which vendor server conlping $he particalar wdormation
requesiad. Howaver, § & 10 be undersfond fhat the method s equally applicable, &t
toast for varification use, 1o systems wheve ihe praduct information & not sontained on
an alectronio tag, but rather on o packet anclosure. or g sovertly printad sarial numbas,
an descdibed for the first embodinment of the presant inveniion,
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in genersl, he aotivation of the authentication pronass can be executed by any
Suitable method, whathar by key strokas on the celluiae phone that activale a routine
on the phone, or by the consumet calfing & number that reaches & response nenter, or
By sending sn SMS o @ response Serter by sending a0 Instant Message o a
RBpONSR Senler, of by any similar msthod of commuication svalisble. Furthermors,
he oale flow Iself can be inllnded aither by the fag, moanng that the handse! asks
e tay for 2 verification code and then sends 8 o the saner, of by the ceflular phong
handset, meaning ha! Be handse generates 8 "Chalenge™ o by the server
maaning that the handset first aske the server for a *Challsnge”, and then sends R i
the tag.

There s thux provided w accoriance wih a praterred embodimant of the
present invention, @ sysiem kv authenticating 2 product selected from & group of
progusts, the system surmprising:

{} & fag associated with the producs, the fag condsining information refating {o the
whendity of the produgd,

{i} & phurality of secondary servers, gagh cordtaining & dalabase of indormation relating
0 a different part of the tolat group of products, and

(i a delabase sarvied on o contrad server, the dalabase comprining date regarding
the idently of the secondary server which confaing information relaling fo at isast
some of e praduets of 8w group,

whereln the infematon on the fag i tansfernxd to the contral server, which, on Bhe
basis of &s database, ransfers the information io the appropriate sesondary serverfor
agtivading suthentication of the product,

in ihe above described sysiens, the dalabase on the nentr servey prafursbly
associates the sevondary server wenity of the product with the information ralating 10
the idenlity of the product Addifionally, the delabase on each of the seooriary
saevars may contain information salating 10 @ common commerial aspedt of the part
of the wial group of products contgined on et dalshase. and e common
compnercial aspect may preferably be the vendor of aff of the products in that part of
{ha Wotal group of produsts.

The informabon relaling to sssentially alt of the producte of the group &
preferably sil contained on one of ihe secondary servers, but ao singrle server should
contan @ database of nformation relating & he entire group of the produsis.
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There s further provided in accordance with yat anniher proferred ambodiment
of the present invention 2 system as descdbed above. and wherelt the nforration on
the fag & travsferred & and fron the centrsl server hrough 8 callufar phose,

i weoonrdance with bl another preferred smbodiment of the present invantion,
the secondmy servey preferably atther activales suthentication of the proddet by
checking information reganding the product on iis database. and sonfirming or denying
authenticlly based on e nformation. o § activaies authgntication of the product by
chcking information regarding the product on iy database, amd sending & challengs
baok & fhe fag on the produst sush that the proguct fag can respond 1o the challenge,
11 the lalter case. the secondary sever preferably may defermine the authenticity of
the product acoording fo the response received back from e product fag. it any of
thaee cases, the fag may preferably either be an slectronic {ag, and the response is
generated wectronically by the tag or & may be a physically visible ag, and the
fesponse & generaled by & user raatling the information on fhe lag. i the iatler case,
the wiosmation on the lag © preforably inacoessibie ts the user gt the product is in
he possession of the user, suck as by wirtue of covert printing,

There & funher provided 1 sccondance with ol another praferred embodiment
of the present invention, 8 system for Authenbicaling 8 produnt seiected from & group
of products. e system TOMpTiRinG.

{i} & tag associated with the product. the fag containdng information relaling o the
identity of the produst snd 1o the wlonily of a secondary sever an which addional
irdoerniation ragarding the product i contained,

{5 » plurality of secondary sarvers, each sontaining a database of infommation relating
1o & different padt of the total group of producis, ang

(i} & cantral server, meeiving the product iently nformation and the secondery
servar dentity information. and routing at least the product sdeatity information © the
appropriate sepondary server,

wherein the appropriate secondary server ulilizes e infotmation on is database for
activading authentication of the produst,

In such 8 sysiem, the appropriste secondary sarver preferably either activates
suthentivation of the produst by checking inforrmation regarding the produnt an #s
dutabase. and confirming or denying authenticdy based on the information, or 8
activates suthertication of fhe product by checking information ragarding the product
o s datebase, and sendng a chalienge back to the 1ag on the product, such that the
produnt fag can raspond o the ohadienge. In the latler case. the secondary senar may
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defermine the authenticly of the progus acoordng 1o the response reosived back
from the product fag. In any of these cases, the formation an he {ay s preforably
transterned o and from the central server fhenugh & cellylar phone. Furtharmona, the
rpmmation transfered betwean e praduct tag and &t bast the ceniral server may
preferably be ancrypten.

In socortance with & further preferred embodiment of the present invention,
there & aisd prowded & methoed for determinng the authanticity of an em compesing:
{i} genevating a plurailty of secrst seds of individua! characier sequences, sach seoret
sel somprising a challenge and 8 reaponse, and assecisting a different one of these
santet sals 1o aach lom,

{H storage of the seornt sels on & checking system, sunh that mput of 8 chaliengs o
e system generntes the reliem of the meponse connected with the challenge,

{it) sending o the checking system, the Chaflenge pant of a secret set sssociated with
the dem whose asuthenticlly ¥ is desved o determine, and

(v} comparing the responss ratumad fram the checking system wilh the responge
assotialed with the fem.

Aooerding ©© this melhod  the response preferalily cunprises a8 least one
sequence of chasacters, and may preferably comprise more than one soguenee of
characters, each sequence havng s twn fabal and the challenge then preforably
incipdes a request for the sequence of charanters in the fasponse assodiated with 2
seiacied labeal,

s any of these mathods, the checking system i preferably adapled © send
hack the response associnied with 2 secref set ondy ange,

i accordance with yat 8 Arher prefersd embadiment of the presant irvention,
it any of the above-menbonad methods, the secrat set is prefarably associnted with
the ltem by any one of printing smbossing, engraving. fnprinling and stamping on any
ong of the fem iself the packaging of the e, an nsert wilhin B packaging of tha
gery, sl & labal atiached o the Bom. The secret sel should preferably not be visualy
aocessiie W @ cusfomer untl the customer has physical access fo the dem
Prelorably, the secrat sef may be vovered by an opague scraich-off yer

i1 accordance with shill another preferred embodiment of the present invantion,
the secrel sel s associated with the Hem iy such 3 menner e evidence s ol after
visual access fo the secrst sel has besn schisved. Finally, @ any of the abow-
desoribed mathods, the chalienge pat Ay be sent W the shecking system by say
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one of @ phone. 2 computer connssted o i internet, & setlos box, and & batooda
render connaoted {5 a network,

There s further provided it accordance with yet anolher preferred smbodiment
of the prosent inventon. § sysiem for detarmining e suthenticly of an Hem
coraprising.

& & secrst number sl comprising 2 chatllenge and 2 response, e senret number set
being altached 1o e Rem in 3 manser such that the sacret number sef can be viewad
only after he e has heen purchased,

() @ first entity thet possesses the secret number sef and wishes fo defenming the
authenticdy of the tem, and

{8} 8 secondt enbly that has knowiadge of the secrat number set, whereln the first
enity sends only the chaflenge %o the sagong anlity, the second entity, based on the
chalengs, uses the secet number sel 1o send 8 responise back to ihe Orad snlity, ang
the first entdy checks  the response sent 15 entical to the resnonse known io the
first antity.

In the above-mentioned system, e response preferably comprises at east
ane sequence of characters, and may preferably comprse more than one seauence
a? characters, euach sequence having Rs own labsl, and the chalienge then preforably
includes 8 request for the sequence of characters in the response associated with &
selecied abal

in either of these systems. the checking syslem s preferably adapled 1o send
back the response associated with a secret sef only onve.

In scoordance with yel & further preferred smbodiment of the present invention,
0 any of the above-mentioned systems. the first emity is 2 purchaser of the fam, ang
the senet set is preferably associated with the dem by any one of prnting. embossing.
engraving, imprinting and stamping on any one of the e isef, he packaging of the
tem, an nsert within the packaging of the lem. and » bel attachad o the Bem. The
seorel set shouki preferably sot be visually accessible to & purchaser of the Bem anfil
the purchaser has physical access fo the fern. Preferably, the seoret sef may be
coverad by at opague sorafch-of layer,

i aconrgdance with shill ancther prefarad embodiment of the present wention,
the seoret sel w sssociated with the dew v such 8 mannes that evidenoe i lefl alter
visual access o the secrs! sel hay been achisved, Finally. In any of the above-
desorbed systems, the st entity prefeably sends the ehallangs to thie seoand anfily
by any one of 3 phone, 8 compuder connecled o the Intemet. @ selop box, and a
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har-oode reader connesiag 19 & notwork. Finaly, i such @ system, the second antity
may preferably be 2 remots server which contains & plurally of secret number gots,
2ach sucred number s&t being asaociated wih a diflerent pradetermined dem.

i acoordance with il ancther preferned embodiment of the prosend invention,
there is further provided a system for pnabling shert fangs sommdeation between an
aleckonis device and ¥ celiular phons comprising:

{f} &n anterng on the devige agapied 1 renetee celinlar fangression from the phone,
ang

{ii} ¥ shon range communicaton channsl other than the celular tranemission,
between e electronic device and e phone,

wherels the slactrome device & powenssd by the cellular ransmission eoeved trongh
the antenna.

&ooording o varous praferred embodiments of the present nvention, the show
range commumeation channel may be any one of 3 Bluetooth fink, Radia Fraquency
identification (RFID} channel, Near Figld Communicalion {NFGCY an infra-red oplical
fink, and a WIFL Wiblax or WiBree netwark. The slontronic device may preferatdy ba 8
tag containing information refating o e guthentiody of ar Bem, and the information &
transvitied to the phone over the short range communication channel, Alternatively
and preferably. the gentronic device may be any one of an earphone, 2 microphons,
and o heagsst,

i acoordance with stilt more preferreg ambodimaents of the prosent nvenbon,
i this yystem. the slecironis device TEY Comprise 8 provessing cirouit and 8 short
range comuication device, both of which are powered by the cellidar transmission
reneived tuough the aolomna. The dewce may frther comprise @ separate Radie
Froquenay identification RFID channe! having s own RFID antenna, such that the
devwe s also able lo be powsmsd and conmsmunicate by REID tansrvssion. In the
fatter case. the dewice may be a dual mots tay containing information ralating io the
authanticlly of an dem. In afl of these iast mentoned systemns inchaling a short range
communication channel, the cemmunicalion between the phone and the slectronic
device may preferadly be wxeciled using 8 communication agplication sctivated by
the phone usas.

In avcordsnce with & further proforred embodiment of the present inventias,
ihere is alse provided & syslem for enabling shott range commusmeation beheean an
slectronic device snd & cefiviar phone opersting on a fisst communication channel. the
syslem comprising:
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{} an anlenna on Hhe device adapled to rocelve rollulas ransmission from the phone
on the first communication channe!, ang
{8} & second, shorl range sommunication channe! betwees the slsciionic devics and
the phone
whersin the electronie device & powersd by racaption of fransnission through the
Ardenna from 2 soures other e s own communication chansel. in Bus sysiem, the
somnursation belwean the phone and the elecironic devncs is praforably sxscuted
using & commuritation spphoaton activated by the phone uyser,

There & slse provided. Iv asoordance with vet a further praferrsd embodiment
o the present invention, & system for determuning the suthenticlly of an iem,
comprishyg:
{ an slecirome {ag containing information rafating to the o,
{8 & celiular phone providing celiutar fansmission, the phone being adaplted fo
LommUncate with the 18g ower 8 shont range communication channe! other Sun the
coliular ransoussion, sod
i) an antenns taned & roceive the soliular transoission,
whereln the slecironic fag is powersd by ihe ceflular fransmission receivad Brough
the antenny, it this system, 1he communcation between the phane and the slectronis
device s proforably executed waing & commumsation spplication acthvaled by the
phome uaer

There & avan further provided in acoordance with 3 praforred embodiment of
the present invention & system for determining the authenticity of a product selested
from a group of products, the system comprising:
{i » product tag containing information retating o the identity of the produs,
{6} 2 dalabase caviad on 3 servar containing delwiz on at least some of the products
B groLp, and
(i} a veliuly telephone programmed fo communivate dale between the g and the
[OVRY,
wherein the phone bansters the information on the tag to the server, which confimns to
the phone the authenticlly of the product according fo the detalls of the product on the
database

i this systam, the “at lpast some of the products in the group” may preferably
sompnse assentially alf of the prodects in the group. The date communionted betwesn
the tag and the server through the phone may preferably be enenypted, and the dala
may prelerably be communicated bebssen e lag and the phone fhrough & shot
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Enge comvnanicabion channel in the jaty cese e shon faNGS comrnImestion
chamel may be any one of 3 Blustosth fink Radie Frequeney identification (RFID)
channel Near Field Comvnunication (NFC). an infre-red optical sk, and 8 WiF,
Willax or Willree network. O the other hand. the data behwosn the phone and fhe
ferver i preferably communicated through & celivlar phone nedwark, which could
operate as vither one of BPRS and 3G service. Finally, the information rokdding o the
product authenticlly may prefetably be displayed on tha screen of the celluiar phone,

Furthermore, it acoordance wiilt yet ancther prefarren enbodiment of the
prasent invantion, thers & provided 3 system for getermining the authenticity of a
praduct selecled fom & growp of produnts provided by & peoduct supplier, e system
SOmMmprising:

{1} @ product tag contanung inforvation relating o the identity of the product,
{5 a dalabase sarded on 2 remo server sonisining detalis oo af least some of the
prohucls in the groug, ang
iy a coltular tolephone grogrammend {o communicate data betwaen the tag and the
server,
whetein the phone Irensfers the ideatity Information on the g 1 the savvey, which
mvokes 8 bidkectional intervogation session wilh the tag through the phone, the
response of the tag being ased by the server to verily the auhentioty of the produst
in this system, the server is preferably adapied io send a chatlengs via the
phone 1o the tag, such that the tag oan respond o the chalienge on the basis of &
precetennined respuree agsociated with the tag. the response baing used by the
server to determine the authentioly of the product. In such a case, the predetermined
TRSPONSE can preferably slther be conlained on 2 visible record assotialed with the
fag. such tat the user can read the response from the recond and retum e rRSPONSE
to the server twough the phone, or § san be generaled according to preprogrammed
wriferia by @ logle rogram asssoniafed with the tag, and the ganstated response
transferted o the server firough the phone.

i this system. the “al Jeas! some of the products in the group® miay preferably
comprise essentially all of the products in the groop. The date coswmsicated between
the tag and the server through the phone may preferatly be enctypted. and the data
may preferably be communicated bebween the fag and the phone through 8 shart
range commuracation ohannel Iy the latler case, the shot range communication
channel may be any one of & Blustooth tink. Rastio Frequency identification R
channel, Newar Flald Commanioation (NFC) an inframd optiesd ik, snd a WiFL
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Wiklax or Willeae nedwork On the nifer hand, the dala betwesn the phone and the
sarver jo preforsbly communicaled thinough a ceflular phane network, which could
aperate a3 oither one of GPRS and 3G service Finally, the nfamaton relating o the
product authenticlly may referably be displayed o the streen of the cellular phong.
The various smbodiments of the present invention have generally been
deacribed It th applicstion in relsbion o authentication use, such as for ant-
coigtierieliing purposes. However, | 5 10 De undersiood that the same syaiems and
mefiods are equally applicalle for use i trackandirace spplications and the
rvention as desoribed and caimad, is not intanded 1o be limited to elther one or the

oitar.

BRIEF DESCRIPTION OF THE DRAWINGS

The present lvention will be understond and sppreciated mors fully from the
foliowing datailed description, taken 1 conjunction with the drawings i which:

Fig. 1 is » schematic view of » Seoret Sat gensration syshom and provedurs for
uBe i product authenboation, acsording o a first preferred smbodiment of e prasent
Hvantion

Fig. 2 s » schematic view of a system and provedure for atfaching & sacrel sat
generated by the system of Fig. 1, o & product

Fig. 3 is & schamale view of the steps of a produet authendioalion proocess,
using the seoret sals shown it Figs. Yand 2

Fig. 4 is & schematic view of a secure 18g. according to 3 furtier preferrad
embrodivnent of the presard invention:

Fig. § {ustrales schematicelly & tag used for the exsculion of product
authentication acoording % a further preferred embodimant of the present invention,
using & cefiular phone ransmission for powering the tag:

Fig. § Hlustrates schematically 8 method by means of which the fagof Fg. &
communicates with the sdemal suthantication system:

Fig. 7 i 3 schomatic view of 8 Ruther preforred smbodiment of the present
nveniion, wheveby & dusl mode fag serves both 335 an electronic tag and as & celiuar
soramiication ag

Fig. B is @ schamalic view of 3 tag which sommunicates wil the selivler phone
wsing kefrared (IR} signaly)
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Fig § Hlustrates schematically & tackingverification systens sonstucted and
aperative according o a further preforred arabodiment of the prosant vvention,

Fig 10 flusirates schematically 2 frackingfvenfication system conatructed and
operative according fo & further praferred embodinent of the presant ivention: Similar
t0 et of Fig. 8 butwith the addtional use of seoondary {vendor) servers; angd

Fige. 14 12 and 13 are schematic flow charls of affernative and relerred
eihods of perforung the verification process using the systems of Figs. § and 10,
fronn e product fag o the decryption server viz the phone tewninal

DETAILED DESCRIPTION OF THE INVENTION

Though the first preforrad smbodiment of this invention can be sxecuted in fs
simpiest form using @ simple single string of digite andior letiers as the seoret mumber
sel, there are & number of reasons for preferad use of a more somplex secret numper
format, as witl be useq below in this defalied deseription of preforred emboriments of
he invention where @ muliple selection reaponse number system is describad.
Firstly, 8 more complex set decraases the Felitond of unauthorized noness fo e
sysiam using forged of stolen sumbar safs In sddifion, the prefared smbodiment
described involves the purchasers active partivipation i the validation prosess, thus
increasing customer confidence in the system. Thirdly, using multiple sets of EIPONSE
numbers, {8 posaible 1 repeal each guery for & specific product that number of
Umes for addiiona! safely, on conditon thal fhe ohecking system has been
rrogrammed o aliow sech multiple challenge. Finally, in the svent Hat one of ihe
response numbers becomes known, only part of e seoret number s compromised,
srud the sel can sUl be used as furthar verification.

Howsver, B & {o be undersiond e the mvention i squally opsrable walh
simpler number sels which require simpler validation responses. as sxplained
hersingbove in the Bummary Section of this appication.

Reforance s now made o Figs. ¥ to 4, which fustmate e use of 3 fiest
preferred embodirent of the posent invention, showing & "Challenge and Response®
authentication system and #s pards, and preferably comprsing at least some of the
folfowing components.

{1} A Secrel Set, 10, Hhat hus the fom of {0, Bin], where:
Gothe Challenge®, & 5 siing of digls & aters, praferably betwooen § sl 8
characters, axd
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R, "the Response”™ 1 8 veolor of & numbers. where 1 e fypoadty 4, and aach number
has & fow digits. proforablvrom € 0 § gigiis.

s fo be undersiood that these numbers of dighls and characlens are chosen for pase
of use, combined weih @ suffident number of anigue sals, dul thet the vention s not
maant {o be Sniled by these panticilar examples.

(&} A Securlly Server 2. that can produce milions of Secret Sely 10 sither by
means of @ generating funchion or by creating a predelemmined database of such sels
{3 A Response Server 10, thal. on receipt of © and a user selectad namber { which
may typically be 1 o 4, preferaby perlorms some checks on the past use of that
particutar C, ang then responds with R

{8} An associating device that aftaches one of more of e Secret Sels fo the end
product, Typically i is & Printing Device or @ mourting device 14 that prints or mounts
the Secret Set on the given product or o8 s packaging, and then masks it with an
sasdy removable opaque material, such ag that used in seralch-off iotlery cands, 30
that ondy after the consumer scratches off the covering layer does the secret set
become vieible. According 1o an alternative and preferred srvbodiman, the secrebset
s printed on the inside of the packaging. or contamed on @ package hsen, or on the
product fisell, such that only aller opening the packaging. can the consumer view the
gt

{3} A Calhback utiy 15 which ls 2 ulillty that @ gsed o provida 200888 {0 the
Response server 13 fo check the authenticity of the product. #t can be s shone, a PO
connested lo the sel & set lop box that is connected to a cai-back server, @ barsods
reader network connested 1o the Response Server, or any afher dedicated devive Tor
thess pUIBOSeS.

{8 A Secret Database 18 for storage of the Sevret Sets 10 prodused in siep {3} and
{7} & Tag 17 mrinted on the Snal product 18 o be aulhenticated, or included within or
on the packaging of the fnsl product,

There are preferably thrae phases o the anthentication process;
{fy Creation of Seoret Sets {Fig 1.)
Referting now o Fig. 1. e Seouwrity Server, 12, which s typically 2 strang PO
generating large rumbers of Seoret Sels, 10, A seorst set may preferably take the
formy of & challenge nember. and 3 response set, for instanne:
{Re i3, I87, 3&-&& 12435, BS38p
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where 83130 s the Uhallenge, namely the siring thal the user sangds 1o the Response
Server 13, In addition fo this sidng the user preferabily sends a number K. preferably
from 1 10 4, which will be used by the Response Server fo deside which answer io
serdd Back i the user

n e preforrad example shown o Fig. 4, 4357, 3480, 1245, 8538} is the Response.
Thewe are the four potential answers that the user wil oot back from the Response
Sarver 13, The exact angwer received will depang on the value of K entered by the
user,

There are heo genent methads for deriving the Responses © each Challengs:

{8} A Secure Database 18, In this method 28 the numbers ame pre-gensrated
randamly, and are sioted i o huge database, 18,

{b} A one-way function. in this method, only e Challenge is random and the
Responses are saloulsted by cryptographic means. One prefered method s fo have &
Secret §, sed fo perfors & one-way functios such as MDS on 0 & S, In olvet words R
* F (8] where F & 2 strong, known, one-wy funcltion The advaniages of this
method are that thare is no need (o store huge databases, and any securs device that
knows the secret 8. can caiculate the required response, The disadvantage is that this
method s based on the secreny of 8, and ¥ by some means, $ becomes
eompromised, the production of Secret Sels. or the provision of the correst PESPONSES
to a challengs en becomes public knowiedge, snd hence worthless,

it is possible that in cerfam systams, both metheds for dariving the Responses
are used, whereby for sfes with a high security rating, use is made of 2 dalabase of
soorel humbers. while for eltes with 3 bower secerfly ratiog. the selfgenersted
rasponse mathod s suffivlent
Al the end of the provess the Securily Server 12, will have sted all the Secret Sats 4D
i g Secret Databage 18,

{u} Associabing Secrst Seis with the endwproduct (Fig 3

fa) The Mounting Machine 4. selects 80 unusad set 11 of sacrst numbers fom the
Secrat Database 18, and wewks § of in the Detabase a8 used, {ogether with some
praduct related information. such as the date, location, type of product, e,

{t} The Mounting Machineg then preferably prints the selected set onte the packaging.
or somewhery on the product Wself 18, or on an insert for inclusion within the proaduc
package, fogether with some additional user instrusfions as 1o how fo perforn the
suthentication process. This could preferably be iy the form of & tag 17, Referance is
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made 1o Fig. 4 wheh shows how 5 typical tag could ok, The shaded mes on te
right of the fag s the sovert sred, which Bas 1o be soralched by the user 1 revesl the
dats beneath,

{¢} Acconding o the preferrad embodiment using & package insert, the Mouniing
Uovice 14 samply prinks the Sacret Set inside the packaging, sither diractly. sich a8 on
he wner side of 3 cigarelte box, or on a separie slifs of paper that is hsertad infe he
dox. This embudiment aobvistes the nead for the covert and soraieh process. The
disagvaniage of this method i that the user needs fo open the dackage it order fo
suthenticate the product.

{#) Consumer authentication of the produn {Fig. 3}

Roference is now made o Fig, 3. which llustrates schamatically a prederred
procedure by which the sonsumer 185, having purchased the produdt and wishing to
authenticate f, follows the nstucions on the tag and sands the chatlenge, O
praferably with the user selected number from the lag {as13n3 In e axample used
herewdihing to the response server 13 by means of & wility mathod.

the user 15 oan preferably use one of seversi ways for contatiing ihe Response
Berver

(&} An Inferactive Voics Response {IVR; based phone systern. where the usey msans
the Chatlenge using the keypad

{) Phone system using Speech Recognition, so thet e user tan simpdy say the
Challenge

{3 An SMS gystom

{d} Use of the Infermat from 3 PC or other device

{8} A Sebdop Box. whersby the user inserls the Challenge and number selsat
frformation vis Remote

{f} Dedicated werminals, senfiar to barcode readers, with keypads and displays, boated
al the point of sale of the product

The Response Server 12 looks for the value O in the Seoret Set Dalabase 18,
and preferally performs oo of move of the Roliowng cheoks:

Is the challenge in the database? Does & make sense {o acoept suoh a
chaflenge? For instance, ¥ the product undergoing aufhantication was intendsd,
according fo the manufactursr's of dstibutor's reconds, fo be sold i 8 specifi PRG0N,
and the reneest comes from another saglon, of ¥ e praduct has aleady sopwrad -~ e
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Senver san noffy the relevant systems about the anomaly. and refuse 10 supply the
response. This & done 1o profect aganst a0 allacker, who, by sanding random
numbiers to e syslem, causes 1§ fo deny seevice to bons Bide gousumens, since thase
transmifted numbers will be signaded a8 ‘used’.

s this the firsd time this number is baing used? The Response Server 13 will
preferably answer only once per challenge. This is done fo ensure that used fags
sannot be reused. ¥ the tag being quastioned had been ‘used', the server praferably
nolfies the consumer atnot the passibifity ihal this praduet is not original.

The sarver then proferably willes n the databace that this Chadlange has been
requested fogether with the specific selected index number, R oxw alsa swile at this
stage other information, suoh as the date. time. gengraphical origin of the chalienge.
&iC.

i the consumaer is enfitied o receive € the sener than preferably sonds the
canedt response 19 back o the consumer preferably vis one of the methods that e
oonsurmar wsed o send the Chaliengs.

According to furthar preferred smbodiments of the prasent wvention, Hhe
system can also be designed 1o aperste where the Response veckor somprises vy &
single number. The Secrst Set thus comprises ouly twe numbers & and R, Buck an
amhadiment ® simpler o use dut does not insorponade e concaptunl step by which
the user is actively operative in dutermining which of several responses he will be
rogkiving fromn the response server. Such active participsfion by the customer also
decreases the danger that pueates may set up their own response site and server, o
servioe thelr own cloned product tags. In such an operation, the mrates may intercept
8 Gustamer Ghallenge call and use the sngle Response infercepted, out of the set ol &
Responses possible, but ihe will severely limit the custoner frust n the Reqponge he
recebias frovy the supposediy authentio site he socessed.

In order {o anvourage consumer participation in authenticating products. he
method can alsy preferably be pombined with remuneratve opliveg, such as the
chance fo win g prize.

Ahaugh the above described embodiment s based on & remole. securs
RIPONSE SRIVRY, 3 sland-alone rosponse server osn also be ulitzed if the DROROSANY
seourity requirements wre deploved.  One preferred sxampls s use of 2 system that
uses te function F {6 gorerate the seoret sels, and & PO or Set-fop Box with a
Secwre SmanGand ngomorating the Secret angd capable of generating the respoms
without conasation o the Remots Server
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Acoarding to further praferred smbodiments, use can be made foe the identity
lag of moterials, such as the hase paper or the ink, that, affer sxocawe B ihe
almospheric oxygen, o fo some other chemical tigger, become unreadable aket &
pravefined period of ime, such a8 24 hours. This drevants the use of 'oid bt unused
segrel sels on fake producis.

The system osn saslly be snhanced to snebls mulliple sulbentiogtions per
product. This is doos by associating mulliple Secret Setk with the prodint.

The seratohoff ik printing described hewelnsbove is & widely known
tachmgue. s appled o & wide mnge of puposes: loflery tokels, game nards,
soratch-off cands, magazing inserts, raffle postoards, and promotional novelties. The
scrateh-off ik printing process generally involves oReed printing the ovarsll desgn,
inohuding the concealed part. applying varnish, aad then sppiving sifver ink by soreen-
prnlting over the ares 10 be concealed. This prind method is not penarally avatlable for
faod products because of e ink residue geneaed when the sirface is soratched off
For this reason, @ new printing technique has been developed known as ‘adhesive
tape peeling,’ In which geavure-prinded adhesive Wade is used o peel off the surfacs
WK Jayer. A special ink that is spplicable Swogh serpen-printing 10 prodiuce aghesive
@pes w available as TT1048S Silver from the Toye Ink Company of Addison. L, USA.
altowing flexibility in smalier lot processing The DNP America Corporstion of New
York, NY, USA has also developed 8 new ink 12t produces » residue-free sarsioh. Ag
thig ink cortuing matonial that i harder than 2 ooin. the coin sdge is soraped while
scratching and s particles stk io the ink-printed part 1o show the hidden design. This
is the equivalent of the penciling (Decomatie} poat method hat uses coins instesd of

Hefersnce is now maads io Fig. §, which Slustrates schemadically & tag 30 used
far the execution of product authenticalion, construsted and operative acconding to
further preferred embodiment of the present invenbon, using a celiular phone handset,
The tag i infended to be atached to praducts whose suthantication is desired, Bach
fag conlaing & unique key. The fag 20 comprises an anlenna 2, which i uned for
raception of celiular phone transmission and is comnacted fo capaciior 33 which i
charged with power received by the antenna 21. The fag comprises a microprocessor
£3 having 8 power nput 24, and » short rsange cellular nommunication maduls 23 for
ransmifling dats o and from 2 celivler phone In the vicindy, by means of Blustooth.
Wiklax, WiFi or @ similar systern. The communication unit 25 is powered through
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power inpal 38 Both of the powar inputs, 24 and 28 receive their inputs from the
sapacitor 22, witeh is charged from celinlar recestion anfsnna 34,

Refersnce fs now made 1o Fig. 8 which Hlustrales schomatically & proferrsd
smbodiment of & methed by means of which the lag communicates with the sxternal
authenticabon system. The fag 20 which receives the ceflular ransmission shows i
Fig. & = connecied vis a shotrange communication standand such as Bluetaath, o a
ceflular handsel 27, whith & seif connected preferably through 3g/GPRS @ the
irternat and sorver 28

In order fo oporale the syslem. special software & baded info the osliular
handset of users wishing B tse the suthartication aystem. When the pser wishes fo
suthenticate & ftegged product. the authentication application in the handse: s
aclivated. The activation of the authenticaion application sauses the cellular handset
o gt into 8 ransmission mods. This can be o an wnaginany nisnber, ov o 3 resd
numbey, Did the sifect of the transmission i that the antenng 21 » the {30 moehes
the celkdar signal and thus charges the capacitor 22, {hatging of the tapacitor also
cacurs whaenever the cellular handset s active, snd not only when the authertication
application &8 running. The anlennz 22 & tuned o secelve signais af the celliar
tranamission wange. The oapeciior i connecied o the power inpid 4 of the
mivroprocessor 23 and fo the power Input 26 of the communication device 28, Ta
optimize the charging effect. § may be advantageous i the user holds the cellular
phone close 1o the produc? 1o be verifisg,

Qunoe powered, the lag microprocessor 23 wakes up and sends the
authentication fornation from (he fag key through the short range comewnication
ok o the cellby handsed 7. Bluclooth & surrestly 8 preferred shod range
communication system, but ¥ can alse be RFID, Nesr Fieki Compensation {NFCY,
WiFL Wibree, infra-red {IR), o any other form of communication. The suthentioation
process is then commenced, such 88 by one of the methoos desoribed hersinabove.
The authentication tan be done either ocally at the celiar phone handset 27, or
remoialy, by the server 28,

i the case of local authentication, the system may preferably be based on &
Zew Knowledge Algorithm such 88 the Flat-Shamir scheme . as describes on pages 8-
10 of the aticke by G. 1 Simad entitled "A Primer on Zero Knowledge Prolocols®,
publishad by Universided Nacional del Sur, Argenting, The phone 27 then acls as e
Verifier and the Tag 20 as the Prover. Both devices nesd to have pseudo-randonr-bits



WO MR PG04S

generators. Aveording 1o e embodiment, the phong will not sead & LRITY WYy
specific seorets, but § will need o sarry 8 list of revoked devices.

in the simpler case of remule authentication, the Prover in the tag dsends s
centficale to the Server 28, inttially o 1he celiular phone handset 22 by the short rangse
Lormmunication Bok, and then from the cellular phone handset 22 {o e sever 28 by
iong range comsmusication. such as OPRS o 3G. From the fansmitted perfificats, the
Senver knows the Tag's ssoret so # can retem o B 2 random challenige that &
encrypled under the Tag'e secret The sulhentic Tag wil gdaarypd the challenge and
send i back W the Berver as proot of e dentlly, while the bogus tag wil not be able
i do so.

Reference is now made fo Fig 7, which Hustates schematically a furthes
preferred embodiment of the prasent invantion. in which the fag 30 is & dusl mode 18y,
which serves both a8 an electronic fag and as a celulay communication tag. Asinthe
g of the ermbodiment of Fig. 5, te tag includes an antenng 21 tuned for raception of
selitlar phone transmission, and ¥ short range celiular sommunication module 25 for
ransmitting date to and from the ceilidar phone by meansg of Blustooth, Wil or 8
similar system In addition, the: tag of Fig. 7 also includes an RFID antenna 31 tuned
for RFID signals which charge the capscitor 22 when present and an REID
communication module 32, powered by an input 33 from the capasiior 20, The BEID
communication module 32 enables connection of e microprocessor 23 with the
sxemal workd by means of an BFID ik, as shown. in use, the mizroprocessor i
programmed o check § R has received & valid RFID communicabon, in which pase #
serves as an RED device, or § & has received & Slustooth signal, in which case #
serves as @ Biuetosth device, as described in Figs. 5 and § havainabove.

Avcording o o furiher preforred embodiment of the present ivention, as
shown wt Fig. 8, the lag 34 conununicales with the cellular phone using infrared (4R}
signals. The fag then needs {o be an active device and 1o contain a battery 38, The
iag includes & photoelestric detecinr 35, which convens the received hight signals o
slecirical signals which wake up the processing slemants, and a0 emifting element,
such aw a LED 37, for transmisson back fo the phone 38, According to yel further
preferrad embodiments, the communication tan be established iy RYSIgE rockesing,
wherehy the tamera in the phone images and desiphers information on the package
or the product el

Acconfing 0 » Ruther preforrad pmbodiment of the present invention, the
cefiular bansadselon signal can De ulitced o peovide power for ww ofher alement
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assooated with the phone, suth 88 an emrphone, which can fus be povested o
sommuticate with the phone by means of @ shart communication standart. sueh as
Blustooth. This arangement thes saves the nesd & provide separate power for the
extonal device goruTRimcation Bk

Reforence i now made i Fig. 8 which Slustrales schematicaly @ trackingf
verificabon system construcied and operative acording fo o hother prefersd
ambodiment of the present iwenlion. The systan comprises three soraponent sul-
systems — the product fag 41, 8 celiular telenhone 42 operating as the lag reader. and
the deciyplion server 43,

The product fag 41 8 assonied with the produnt 45, and also preferably
ircludes & wireless communication devics 48 for finking with the paliular phone €2
such a8 an REID ik, an IR tink, Busiooth, of any ather short rangs commumsation
method, and opfionally also ar encryption system 47,

Communicabon with the product tag 41 is accomplished USINY corrnunication
gevite 48, which is i conjact with the wirsless communication devige 48 of the fag
41, The phooe 42 may also preferably include a decryplion appiication 48 for secure
communication witl the encryption system 47 of the tag 41, The phone may also
include 8 notdication application 51, & comunication device 82 such as GPRS or 38
is preforably used for communicating with the sutheaticalion server 43,

The autheotication server 43 preferably ingludes & wirslesa communication
device 55 of any sultable type for commuricating with e celiular phone, & decryption
apphoaten 55 and 8 product dats base for responding to the request coming from the
pefiuiar phone,

According to & preferred embodiment, the system may oparate in the fofiowing
manner. The user activates the culiuler phone anamission by disling fo the number
proviling access fo the verificationftracking senvice and beging povmunicetion with
the suthentication server 43, which thus now sxpads o receive 8 request from e
phone 42, The phone sivs sommunicates with e product tag 41, such as by meang
of Busioolh, and requesis the tag's identification D). preferabiy in an encrypled
massage The fag will be powsred and able fo respond sither because of the
operation of the celdar phone in the vicinily of ihe lag. as per the previous
smbodiment of iy iovention, o aimply because of the presence of 3 Binsiooih
transisslan. The fag then sends s preferably encrypled ) back o the phane.
whose application Iy programmed o fonward # on io the authentication senver 43, This
server than responds, sooordny o 8 prafered mode of apempbon, by checkdng
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whether the product I appesrs on e st of genuing produnts 1t ¥s database, anag i
SO, serchng 3 approval back i G phane. According io snother prafered made of
opevation, based on {w sl prefored embodiment of S presenmt invendion, as
described hersinabove, the server responds by sending 8 challenge back fo the
phone, which forwards # o fhe fag. The lag respondds in any pradetermines mannes
that engures fhat the msponse io e shallenge i genuine. According fo one preferred
ambodimen, the tag inchwdes @ Jogic program, which cas generaie the sppropnais
response fo the specific chatlenge sent, gcoonting 1o preprogrammen oriteria. The {ag
then sends fe rasponge back lo the phone. which foreards ¥ o the sthenticglion
server or decryplion and verification. § e response i verified, the server they
feporis back {o the phone, and hensee the veer, tha! the product s authentic,

According Yo ol prefsrad embodiments, the system can operate withowt the
aead for the g ¥ send an i b simply by means of a challenge sent from the
server. i this embodiment, the phone initially sends its requast slraight do the sarver,
without the need first fo intermagate s lag. in such @ case, when the {ag recsives the
challenge fam the server via the phone, i adds s own i {o the response, 5o that
shoe s response s verified. the server kaows which produnt o sutheniicats, based
on the 10 which & received from he tag These prefermsd methods of operation are
described more boefly in fow chart diagrams in Figs. 11, 12 and 13 halow,

Refergnce s sow made o Fg 10, which Bustrates schematically a
tracking/verification system constructed and operative accanding o & further pveformed
ambodiment of e present invantion. This smbodiment s similsr © hat shown in Fig.
8 with the exvephon that by the use of secondary vendor databases for storing
product Information on secondary servers, the manufacturers database of products is
belter protecied. This system preferably comprises four component sub-systoms - the
product tag €1, the tay reader 42, the authentation sevver 43 and the saleliie
servers 44 {only one is shown m Fig. 10}, which may preferably be configured as
vendar senvers, sach hokding part of the complete product database.

As with the system of Fig. & the product tag 41 s associated with the product
45, and includes & wireless comminication device 48 such as an REID link, an IR fink,
Bliustoolh. or any other short ranga method, and aptionally alet an encryption system
47,

The tag reader terminal 42 can prefecably be sither & dedicated fsg reader
such as & pleve of store equipment, or @ cash repister. or 8 user celular phone
handsel.  Communication with the procict fag 41 I accomplished  using
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Srnunication devics 48, which & = contact with the wirsless commmunicatinn device
48 of the tag 41, The lerminal may also prefarably include o decryplion application 48
for secure commmirscation with the snoryotion sysiemy &7 of the tag 41, The reader
may alsa inchede & notification application 81 and 8 communication sevice 52 such as
GPRE or 3G for commuanitating with e servar 43

The deoryplion Server 43 proferably inviudes o wirsloss communication device
35 of any sultable tyoe for comvemeativcating with the tag eader terminal €2, 8
denryption application 58 and 8 commumication system §7 o the vender data hase,
which is jocated on server 44,

Vendr server 44 preferably includes & comynunication device 58 fo the
decryplion server 3, this communication preferably being scoormplished over the
internet system, ang the vandor data base 58,

Reference is now made t5 Figs 11 fo 13, which are schematic flow chars of
the methods described above of performing the vedfication process. Fig 11 relstes o
the system of Fig. 8. ¥ig. 12 o that of Fig. 10, and Fg. 13 w & simplified mathod of
using e systens of Fig. 8. v Figs 41 and 13, the verifioation process proceeds from
the protudt lag 41 o the deoryplion server 43 vis the terminal 43, in these
proveduras, e verification process & initisted by the end user irough the ermingl
tag reader 42, which mey preforably be 3 celular phone of store tagreading
equipment. Al the end of the verification segquence, either the decryplion server 43 or
the cell phonadag reader 42 will have & verified product 1D or a verificstion faliere. In
case of & failure, the user will be notified by & message on e coliudas phone or fag
reader. if the verification prosess has succeeded for the 4-slage ambodiment of Fig,
10, the savver detects the vendor, hasad on the vender identity containsd it the main
server database  The procuest ID & hen sant o e appropriste vendor senver 44,
which retums the information & wants {0 display on the cell phone or tag reader 42,
This respanse van be programmed fo be either wentification and validity of the
progiugt, which is one abjest of the snquiry, or any other proguct nforrston which i i
desied {0 fransfer 1o the enguirer, or @ product offer or adherlisement. Acconding fo
further preferred embodiments. such addsional product information sould inciuge auch
detalls ar the expity date of the Hom, ¥ relevant: the nalnitionat vatug, ¥ 2 foodstuff: &
waming ¥ tobacco or sicohsl; and dosage or precautions ¥ a madication. Additionally,
besides 8 simple verification message. the enquirer can be provides with further
instructions relating fo authenticity, such as to lnspect the packaging for expry dade, or
for 2 special code relating o verifiestion, i Furthormore, sdormation relsting to the
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vendor isalf could be weluded © the response, such as 3 refusal fo authenticats any
product held by & vendor o a distributor whose credi status is deficient.

Relerring now lo the delsils of Fig. 11, in slep 80, the wser activates the
authentivation apploation on s phone. n step 81, an enpulry 8 sent from the celiular
phong o Be tag {o rotieve the 10 of the product i slep 82, the fag rehuns W the
phone the product 1D, in step 83 the phong ther tansfers the 10 o the decryption
seveer, witioh, based on e 1, In sted &8 ralens 8 grypte challenge o the phong,
which then applies # back fo the produgt fag v slep 88, The {og responds & the
chafienge in slep 85, with a response, which is forwarded to the decryplion server i
step 87 I the prodhunt | suthentie, tha response s verified as oorract by the sewver in
step 88, and ihe verifioation resit is sent in slep &8 girgclly back o the phons, for
displaying the appropriate message on fhe soreen.

Refersose i now made io Fig. 12, which is appdicable for the system of Fig.
10, which includes the use of vendor servers, Sleps H to 77 are ssseninlly identinal
io steps 80 o 67 of the method of Fig. 11, At diep T8, the main server checks ihe
authenticity of the response, snd f authentic. sends the 1D &b the appreoptiate
secondary sever, preferably wih 3 message as o the statug of the mdhentination.
The secondary server, in step 78, then verifies the product’s detalis on s database.
and sends a sonfirmvation message back o the main server, which in step 30, returne
the message fo the phone, for display in step 81 on the phone's sowsen, this
completing the suthentication process.

Reference s now made 1o Fig. 13, which is an sltermnative simipder procedurs for
periomming the verification process from the product {ag, for the smbodiment of Fig. 8,
fy step 82, the phove beging by contacting the semer to refrieve 8 chalisnge. The
sarver retutns the challenge to the phone i step 83, from where § is ditested o the
tag in sfep 84, In slep 85, e lag provides & response ngluding He snorymed 1D The
phone, it step 88 fuwards s response o the decryplion server, whare, ¥ the
response B found 1o be corrent for the challange, the decrypled ) & verified 55 valid
§7. and the verification result I8 send directly batk io the phone for disnley on the
phong's soreen For the ambadimant of Fig. 10, wsing secordary servers, the covmot
vansor server would be quastionad for verifioation delails of the spacific product,

Agsording to yef ancther prefierred smbodiment of the present invention, there
i a futher method of purforning the vedfication process. bl s methad is
perfarmed by the cali phone el without need of an infenrediany sener,
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There is & puble modulus ¥ 11024 bits] which is 2 result of mullintication of 2
gecre! prima rambers P& O

From the 1D {ypically § byles), & value V 11034 bils] o computed, winoh is 2
rrsult of hash fusction ke VDS operating on 1D: ¥ = Hash a0

The system than compides S such Bt 88 mod N =
8} The Cell Fhone asks for an 1D fom the Tag and computes V
&} The Tag picks 3 random number R {1028 bits] and send 1o the phong Y=R52 mod
N
o} The phone picks § or { and sends 210 the fag
1} i the phone sends 0 - the Tag sends back R {1024 bils]. and the phone checks if
indead RA2 = ¥
d2) If the phone sends 1 - the tag sends back Z=R°S mod N 1024 bils]. and the
phone checks ¥ mdeed 748 mod Nw Y™ mod

Agcording to futher preferred ambodiments of the present inversion, prodiuct
sriormabon may be condained glectronically in the fag and sent to the cel phone,
which can than display §.

# is approcisted by persons skilied i the art it te present nvention is oot
fmited by what has been parficularty shown and described henenabove. Rather e
seope of ihe present invantion Inclisies subcombinations and combinations of various
features desoribed hereinabove as well as variations and modBications therele which
would acour 1o 3 person of sidll i the st upon reading the above description and
wiich are aol in the prior art. € & aiss i be ungdorsiood that the phraseplegy and
tenninology smployed herein are for the purpose of describing the ivendion, and
should not be regarded as fviting the nvention.
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Thare may alse be provided embodiments as defined by e followng numbersd
} v
claunes,

1. & systarn for authentioaling & procus! salected From a group of protiuis havng
tags which comprise iformation dentifving the product associated with & tag, the systam
COMPIISRE
a celiuler phone recaiving the infarmation identifving the produdl and
forwarding the information o & §rat server, and
& pluraidy of secondary servers compnsing deta relaled fo the praduets,

wheveln, hased on the indormation ideniifing the producl, ihe first setver In
sdapied 1o roule data related o the groduct o one of the secondary servars,
& The systam of clause 1, whersin the first server is able b achvals authentivation
of the produst ulifzing the daia related o the prododd.
3. The system of ciause 1, whereln the secondary server & able o aclivale
suthentivation of he product ullilizing the data related to the producl
4 The system of any of the previous clauses, wherein the dala related I the
product comprises the information ideniifving the product.
3 The system of any of the previcus clauses, whersin different secondary servers
comense dela relating to @ conwmon commercial gapeat of different ponions of the fotat
group of produdts on witich the seeondary sarvers store dala
g, The systam of clause B, wherein the product's vendor is the common commercial
aspest of the portion of the {olal groug of peadusts,
7. The syslem of dause & wharsin data relating b essentally alf of the products of
the group is stored on ang of e secondary semnvers.
&. The system of chause 5, whersin no single server stores data rafating to the entirs
group of the sroducts.
& The systern of clause 8, wherain the firsl server i incorporated within the celiuiar
ghone,
1. The system of clause 3, wherain the secondary server aclivates authentication of
the product by checking information regarding the produst on its dalebase, and
sanfirriing or demang authanticlty bagsed on the nformation,
11, The system of clause 3, whersin the sepondary server activales authentication of
the pradunt by checking information regarding the product on ite database. and sending
& chaliengs o the tag.
12, The sysiem of clause 11, wherpin the sscondary server detamings the
authenticlty of the product according i & response o the chailenge received from the

produnt g,
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A mathod comansng:
assoogling 8 plumilly of tags with & plurgiity of produsts, sach isg
somprising information deniifying s agsociated produst
recaiving Fom g lag the mformation idenlifying he associated product;
forwanding the wiormstion identifeng the product fo & finst server; ang
baaed on the information entlving the praduct, routing dats related
the product rom e firs! server o 3 selacted one of 2 pluraidy of secorkiary senvers,
14, The method of dause 13 Ruther comprising the slep of acthvaling 8 produnt
authantizglion procass by means of the selectad sectaidary setver,
The mathod of either of clauses 13 and 14, wheren the indormation identifving the
product s raceived on 3 ooliviar phone. and the firs! server rung on the celllar phane,
1 The method of any of clauses 13 to 15, whersin the data related {o the produgt
somprises the information daniifying the product,
18 The method of clause 14, whersin the step of aclivaling the produdt
aulhenticalion progcess comprises checking informgtion regarding the product, and
sonfinrning or denving suthenticlty hased on the information.
17 The mathod of clause 14, whersin the step of aclivaling the product
authenticaton process somprises shecking information reganding the proadust, sending @
chalienge to the tag, and receiving the response of the {ag fo the chalienge.
18, The melhod of dause 18, further comprising the step of determining, by the
secondary ssnvar, the suthenticily of the prod! according 0 the respanse recelved
from the tag,
W, The method of dlause any of douses 13 fo 18, wherain the step of forwarging the
information identifying the produst 10 the first server tokes place after & user has bought
the product associnted with the tag.
0 A system for authenticating & product selected from a group of products, the
sysiam oomprising,
§ g assoomted with the product, the lag comprising information
identifying e product;
g comoarication channet for comreurueaiing with the g and for
forwarding the formation idenbifving the produs ©© & first server and
& router for mubng dals reiated 1 the prodigt rom the Brst server R 3
saipcled one of & plurality of ssoundary servers,
21, The sygiem of clayse 21, further conpmaing 8 systam for activating the produd
sutheniisation process by the ssvondary server
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22 The system of either of clauses 21 and 22, wheraln the sommunication chammel
for communicating with fhe tag comprises & celivler phone, and the frst server runs on
the celludar phore.
2% The svsten of any of clauses 21 to 23, whersin the cata refated t» the produdt
gomprises the infarmation wentifving the produdt
34, The sysiem of any of ciauses 21 to 24, wherein ihe communication shannet for
cormmunicating with the lag comprises a celhdar phong,
28 The sysioem of any of cheuses 21 10 28, further compnsing & system for confirming
ar danying the authenticlly of the g
28, The system of any of chuses 21 10 28, wherein the secondary server aclivates
authaninaton of the product by checking miprmation regarding the product on its
daiabase, and sending a chaliengs o e g
27, A wsthod compristyn

communicating with a {30 having dentity infermation and receiving the lag
dentity wformaton

chaoking the authenficity of the lag by means of & man senver;

§ authentic, sending the tag <emlity information fo an appmpriste
saecondary ssnver

oking for the Wy wenthy information in & Julabase siored on the
secandary server and

serding tag identity information related data 1o the main seyver,
28, The method of dause 28, wherein the siep of communicaling with the lag &
ngemenied by & celiular phone, and the main server rung on the celldar phona.
28, The method of sither of clauses 28 and 28, further comprising the step of the
sarxding of an advertisement 1o the cellutar phone by the secondary sarver.
30 The method of any of clauses 28 fo 30, wheran the step of sending the tag
identity infrmation o the appropriate secondary secver compnses sending an inquiry
ragarding the status of the suthentication,
4. The method of any of clausss 38 10 31, wherein the tag ienlily information
related datg comprises authentioalion status data.
3% The meihod of any of clauses 28 o 32, whersin the lag wdentily information
related date conprises mformation related fo @ produtt associated with the tag identity
information,
33, The mathod of any of ceuses 28 to 33, further comprising the stepr of sending &
message Fom the main server © @ celiular phone based on the recelved tag deniity

wformation related duda
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34 The method of any of clauses 28 o 34, further compeiging, prior {0 the slep of
senging the g entity information o the approntisle secondary server, e step of
seleciing the secondary server frors a plurality of secondary sgevers

38 A system for authenficatiwg products with which are associated tags, the system

a ceiiuler phone for communicating with a tag: and

a first server on winch 18 storad 2 st of vendors. ang which provides the
identity of 3 secondary server with acoess 1o information relating to ihe vendor of the
aroduot with which the tag s associated;

wharein the secondary server grovides information relating 1o the authentiolly of

the product, ftr sending to the coliular phone,
38, The system of gisuse 38, wherein the secondary sarver sends the information for
dizplay an the celludar phone,
7. The system of ether of clsuses 38 and §7, wherein the information relating o the
authenticlty of the product compnses an instruckon for the cellular phons to contadt 8
rESRaNgS seder,
38 The system of clause 38, whargin the information o be sent fo the celfular phore
further comprises advartising material,
38 The sysfem of ciause 38, whargin the information {o be sent o the cellular phane
further comprises produd related information.
40 A mathad for tracking produdts porpising

sonrrunicating with a tag coupled ¥ @ product using 2 celiular phong;

providing I a server information related to the fag;

storing on the server the information received from the fag and additional
data providad by the celiular phone; and

based on the siored information, providing information aboit the tag.
41, The mathod of clsuse 41, wherely the additonal data provided by he celliar
ahong comprises s physical location, and the step of providing information about the tag
comprises providing the esthnated physical eation of the ey,
42,  The method of aither of clauses 41 and 42, whersin the atditonal dala provided
by the celiular phone comprises s physicat looabon, the method further comprising the
step of using the physical jocation infermation to update a stock Hst of the physieal
incations of the tracked produchs.
43, The mathod of any of clauses 41 ©o 43, frther compnsing the step of

suthunticating the g,
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44, The meing of clause 44, whareln the step of avthenticaling the g sompngas
ihe steps of providing the tag with information from the server sad widizing the 88
response for authenticaling the fag.

45, The meinod of any of causes 41 o 48, whersin the information recaved om e
12g polis 10 One O MO SECONTANY KNS,

A8, The method of clauss 48, whevsin the one nr more senondary senver belongs B0 8
store or & slove chain,

£7. The melthod of any of clauses 41 1o 47, whereln the information received from the
tag poirds 1 the phvsical lotation of the product

A8, Asystem for fracking tags, the system comprising:

a communication channel for sommunicating with & {ag and providing o a
server information refated to the tag and Infcrmation related 1o the physical keations of
the tag. the server being adapled o store the recervest nformation; and

an information syatem for providing information aboud the {racked tag.

49, The system of clause 48, wherein the communisation channsl for communicating
with the at least one 1ag is 8 cellular phone, the sysiem further compnging an updating
system for updaling a stock fist of the physioal locations of the tracked tags.

50, The system of sither of dlauses 48 and 50, further comprising an authenticating
gystem for agthenticating e tags.

1, A aystem for determining the authenticlly of & product sefected fom a group of
products, the system comprising

2 180 comprising information relating to the identity of the product;

a server storing & datebase containing delafls of af least some of the
products in the group; end

& colidlar phone programmed o communicate dala bebween the fag and
the server,

whatem the celiiar phone ansfers the information on the tag 1o the server. whith
gonfirms 10 the caliidar phone the authenticlty of the produet gocording fo the detalls of
the product on i delabase.
82,  The system of clauss 52, whereln the dalabase contang data on essentially ol of
the products it he group.
83 Tha system of either of clauses §2 and 53, whersin he dala communitated
hetween the fag and the server rough the celiular phone is enorypled,
H4,  The system of any of ciauses 82 o 54, wherein the daty s communicated
belwasn he kg and the celidar phone through a shan range communicahon channed,
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85 The systen of clause 58 wherein the short range communication shannal s any
one of 3 Blustoolh link Radic Prequency ienfificaton (RFIDY chamnel, Near Fiek
Commurmcation (NFC)L an Infra-rad oplica! ink. and & WiF, Wikdsx or Willres network.
58,  The svslem of clause 58, wheren the date & communicated between the celludar
phore and the sanver through & oollular phons network.
87, The systam of clause 57, wherein the celiular phone network operates a8 either
one of GPRY and 3G sanvics,
88, The system of any of clauses §2 o 88, wherein informaton relating o the produst
suthanticly is displayed on the soreern of e oeliidar phone.
889, The system of any of dauses 82 1o 87, whevein & product related adverisement
i slisplaved on the streen of the cellular phons,
§0. The system of sy of clauses 52 to 80, whersin product refated information s
dispiayed on the sorsen of the callular phone,
81, The sysfem of any of slauses 52 1o 81, whavein the suthentication by the veflular
phane compises calling 8 response center. of sending & Messags 1o 8 rESpOnse certey.
&2 A system for determining the authenticly of g product selsoted from a group of
products provided by & product suppler, the systam comprising:

a product tag conyuising information relating In the idenfity of the product

a ramate server sionng & database containing delails on at iesst some of
the products in the group; and

a cefidar phone programemed o communicats dala betwsen the tag and
the sarver

wharein the celiular phone translers the identity information on the {8y o the server,

the sener being adapted o imvoks o bichrectivnal interrogaton session with the tag
through the caliular phong, sunh hat the server can verlfy the suthenticity of the product.
83 The systerm of dlause 83, wherain the server it adapled & sand & challangs via
the celular phone i the lag. such that the tag san respond o the challengs on the basly
of & pradefermined response associated with the fsg. and the server uses the
gragetamuined response © delermineg the authenboity of the product.
84, The system of clause 84, whergin the predelormined response v gensrated
acontding o preprogrammed oriferia by 8 logic sesccisted with the g, snd the
genarated response is ransferred o the server fuough the cellular phone.
88 The system of clause 84, whereln the predeterminid response is contsined on @
visible recond associalad with the tay. such that the user can read the responss from the
recors ang can retum the rasponss 1o e garver through the phang,
88.  The system of any of clauses 83 t 88, wherein the dale communicated batwoean
the tag and fhe server through Hhe celiuar phong & sncrypted.
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§7.  The system of any of clawses 83 10 87, whesin the data v communivated
betwean the tag and the celiular phone thirough 8 shor range sommunication channel
$8.  The system of ceuse 88, wherain the shorl range communication chamnel i any
ona of & Blustooth iink. Radie Frequency entification (RFID) channel, Near Field
Corenurdestion INFQ, an infrawced optical fink. ang & WIFL, WiMax or Willree network,
§9. The gsvalem of clause any of clauges 83 jo 68, whisrem the dais is communicaled
hetwaan the oefiular phone and the server through 2 coliar phone netwaork,
TR The aystem of olause 74, wherain the celiular phone nehwork operates as sither
one of GPRS and 30 service,
1 The gystemn of dlause 70, wherein information relaling o the product authentinity
i chaplayed on the sorean of e celiular phone,
T2, The system of any of clauses 83 {o 72, wherarn the authentication by the celluiar
phone comprises adher one of calling 8 response cerfer and sending & messags 10 &
FESpPONSE Cariey,
T3 A raethod comgrimng

activating an authentication application on & celitiar phone;

sending an anquiry from the celiular phone 0 & ey 1o relisve dendly
information gn the tag,

rmoaiving the tag identity information on the ceflular phone and ansfering
tha tag Wdaniity bdermation 1o & decryphon sarvan

rocehing back from the decryplion server, Wia the celludar phone, a ryplio
chalienge based on the fag ideniity wiormstion

sendding the eryplo chatienge to the fag:

reoeiving & response 1o the oryplo challengs from the tag and forwarding
the response o the decryplion ssever, and

authentivaling the {ag using date slored on he decryplion satver,
T4, The method of clause 74, futher comprising the slep of asnding he
authendiontion resull {0 the crltiar phone.,
78, The method of sither of clauses 74 and 75, further comprising the siep of
powsring 1he g using the cellular transmission,
78 A mathod compyising:

activating & celldar phone trenemission and communicating with an
suthantication server;

raceiving & challangs from e authenticalion server

poweaning @ lag usng e celhular ranamission:

forwarding e challengs o the {ag uliang the celiular phone
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seeaning 8 TeRponse 10 the cnalisnge o the lag, the response incluting
seanity miormaton reisting 1o the ey and

forwarding  the tags responge io the authentication server i
gutheatication,

wharshh the authenticabon server uses the received lag identity information In Order

o identify the product o be authenboalsd,
7P The meihod of dause 77, wherain the step of astivaling the cellular phone
fransmussion comprises digling 3 vedfcaton servive rnumber.
78, A mathod for delerminng the suthentiolly of an tlom comprising:

generaling a plurality of secred sats of indbwdugl characler sequences,
sach seorst ool comprising # chaliengs and 8 responss;

aysociating differant secrel sels with different tems:

siofing the seorel sels on an authantication system, such thal inpit of
chatlengs 10 the system generaies the responga connscled with the challengs:

sanding fo e authentication system the ohalienge part of 8 secret s&t
associated with the tom whose suthentioly i v desired & delsmine; and

companing the regponse retured from the suthentication system with the
raspanss sssociated with the em,
78, The method of clause 79, wherein the rasponse compnses al least one sequenics
of characders.
B0, The method of clause 79 or 80 wherainy the response comprises morg than one
soruance of characters, each sequence having s own label, and the challenge inciudes
a request for the sequence of characiers in the regponse sssociated with 8 seiecled
fabet,
81, The method of any one of clauses 79 v 81, wheraln a user sands {o the
authentication system the chafienge part of § secrat sef uliliang 8 user interface selectad
from the group consisting of: a phone, & computer, and a Set-lop Box rermite controt.
§2. The method of any one of clauses 79 to 82, whereln the authenticabon system 9
adapted in send the response associated with 3 soorel ool only oncs.
§3. The method of any one of clauses 78 to 83, wherein the secrel st is associated
with the Hem by any ong of printing, embossing, sngraving, impnnting and stamping on
any ore of the dom Hself the packaging of the ltem, an insert within the packaging of the
fem, and ¥ Bbel sttached (o the tem.
84, The mathod of any one of clauses 78 to 84, whersih the seared st i not visually
sopussitie 102 user Wil the user has physical accass to the Ham
85, The mathod of any of clsuses T8 1o 85, ahergin the secret sel is coverad by an

opague soratch-off fayer,
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88 The mathod of clause 38, wherain the seorel sel s axsosiated with the Ramy iy
such 2 manner thal swdence of visugl acosss in the seorel st i Rt alfler sooess has
heen aohivved.

87 The mathod of any one of slauses 79 io 87, wheraln the chalienge part is senilo
the authertication system by any one of & phone, 8 computer connecied 1o the inleme

& seddop box, angd 3 bae-code reader connasted 10 8 nelvork

88 A produst authenticatinn machanism somprising:

a pluralty of soorsl sois sesociated with s plurality of different jtems.
whersin the ssovel sets compnse individual chavacter sequancex of challenges and
FREDONBAS

8 server oparative {6 receive a challenge and redly with the response
corvasponaging 1 the received challengs; and

8 systam for snabling the comparison of the recsivad response with the
assocaisd response,

88, The product authentication mechanism of clause 88, whetsin 8 user suppies the
server with the challenge utilzing s user interlzoe selerted from the group ol & phone
system, a computer, or & Sel-fon Box remole conlral.

80 The produn authentication mechanism of sither of clauses 88 and 80, whersin
e plunalty of sacrel sefs s associated with the plurality of Gifferent tems by means of
visual markings covered Dy 3 sorarchabie ayer

81, The produst authentivation mechaniem of either of clauses 88 and 8D, wherein
the plurslify of secrst god i assoniaied wilh the plursiity of differsnt toms by msans of
visual markings placed within the ey’ packages.

82, The product suthentization mechanism of any of clauses 8% o 82, whenein the
comparieon of the moeived respongs with e associated response i enabied by means
of & celiuler phone, 3 computar commected 10 the Intemst, or a setdop bax, which is able
o disnlay the posived responss,

83 The produd authenfication mechaniam of any of clauses 8% to 83, wherein the
server is avapied o sond the regponss coresponding 1o & received chalienge only onee.
84, A gystem for defermining the authenticlty of an item comprising:

# seoret muenbier sat comprising 8 chatfenige and 2 response, the seoret
manbar sof haing attachad fo the Bam in & manner such that the secrst number set nan
be viewed only aflsr the Ham has been purchasad;

o firs! antity thal possesses the seoret number set and wishes ©
datermine the suthanticlly of the ey and

3 seonnd enbly that has knowiadge of the secret numiber sel
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wharaln the first entity sends ondy the chalionge o the seoond enlaw

the second anfity. basad on the chalienge, uses the seorst number sel v sand an
authenticaling nesponse fo the firsl entdy; and

the first entity checky i the suthanticating responga 1o Wdenticgl ©© e response
Erenent {0 the Aest endity,
88, The system of clause 85, whereln the response comprises at leasl one sequeng
of charanhs.
S The sysiem of either of clouses 85 gnd 88, wharenn the frst entily & 8 purchaser
of the fom, and the seorsl numbey set & associnied with the item by way of any ong of
prnnng, ambossing, eagraving, imprintng and stamping on any ane of the item sell, the
packaging of the tem, au ingert withinn the packaging of the em, and a label alisched fo
the &am,
a7 The system of any of clauses 88 to 87, wherein the Rnown response comprises
more nan one seguence of sharacters, each sequence having s own label and the
challenge incluades & request for an authenticaling response that is sssodiated wilh the
sequence of characters in the seleoied label.
88 The gsystam of any of causes 28 to 98, wheraln the sscond enlity I8 & remole
sarvar which stores 8 plurality of seoret number sels, sach secrst number set balng
aesociated with a difterent predetermined ony,
Q8. The system of any of clausss 88 o 88, wherein the second entity is adapted 1o send
the autheniicating responss assodiated with the seoret number st only onge.
100, The system of any of clauses 87 fo 100, wherein the secra! number sel i not
visually accessible o a purchaser of the fem uniil the purchaser has physical sccess o
the ttem.
131, The systen of any of clauses 85 to 101, wherein the sacret sel 8 covered by an
apiagus soratch-off fayer.
102 The system of any of clauses §7 1o 102, whersin the seorel set s associaled with
the Hary in such & manner tha svidence is lefl of the purchaser's visual acoess o the
georel mimber sal,
QA The system of any of clouses §7 fo 103, whereln the first endily sends the
challenge fo the seonnd sntily by any one of & phane, a compuler connectad o the
tarnat, 3 sebdop box, and & bar-oode reader ponnediad 8 network.
104, The system of any of cleuses 88 o 103, whargln the finst enlity sorgly the
chaflenge o the second entily ulifiting a user nmerface selecled from e g
consisting oft & phone, & compussr, or & Bet-iop Box remols cortrol
108, A mathod for determining the authentiolly of an flem camprising
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attaching & secrel number s& compriaing 2 challenge and 8 response o
the ftam suoh thal e secrs! number sef can be viewead only after the ltern has been
purchassl

senciing the challengs from g st ondity, which possesses the secel
number 881 1o 3 second entlity, winch bas knowisdge of the searel number ssi;

uging the challenge recewved by the secored entify, for sendmg an
authenticating response © the Sest entity, and

chacking, by the lirsf antity, If the authenticating response is wentical fo
he re3ponss knowrn to the firgd antity,

108, The method of clause 108, whermn the rosponse comprises al least one

saqusnog of characters.

107, The method of aifher of clauses 108 and 107, whereln the firsl entity is &

purchaser of the Hem, angd the secvet number sot js associated with the ilem any one of

printing, embossing, sngraving, imgrinting and slamping on any ane of the e liself, the

packaging of the dem, an inser! within the packaging of the e, and 2 labe! altached o

the dem

I8, The method of any of cisuses 108 o 108, wherein the second ently sends the

guthenticating response assyviated with the saotel number set only onoe

9. A gystem for gnebling shon rangs communisation bebtwean an eletironic device

and 3 celiular phone operating on @ first comymunication channal, the system comprising!
an ardanng on the device adapted o receive cellular transmission from

the celiular prone gver the first comnumncation channel, and

a second channe! for enabling short range sommurdication batwesn the
slectronie device and ihs cellular phons,

wharaln inilistion of celitar transmission over the firgd communicstion channst
anables the slactronio device to be powerad by roceiving the ransmission over the first
sormmnication channal heough the antenng,
110, A system according o clause 110, and wherain communication betanern the
catiular phone and the ascironie device is executed using & communication appiication
acthvated Dy use of the phong,
111, A melhnd comprising:

activating & cellufar phone lansmission and a communication fink
natwean the ceflular phone and ant authantication server;

powering 2 g heving dentily information, by means of the celiular
transviasion;

sommunicaing witly the tag utiiaing he caliular phone;

racarang the lag wenlily informanon on the seiiular phane; and
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forwarding e lag identity miormation from the celiuler phone 1 e
authentioaton semver for suthentcation
T2 The methot o clause 112, whersin the step of recetving the lag wenlly
nformation ulllizes so engrypiad message.
112, The muethod of aither of clauses 112 and 118, whereln the server somprises @
databage of lag wentily miormaton. the method further comprising the step of checking
whather the tag Wentily information appears on e dalghase.
114 The method of any of clauses 118 o 114, wharain the autheniation comprises
the steps of sending & challenge From he server io the {ag, reosiving the lay's response
at the sarvar and veriiving the eeponse on the serves,
118 The methad of clause 115, Guther nomprising the step of raporing the
suthentivation result to the oellular phone,
118 The mathod of any of clauses 112 o 118, wharsin the step of adtivating the
celiular phone ransmigsion comprises dialing s verification servics number.
118 A system for suthenticating 8 produdt selected from a group of products. sakd
system comprising: 8 ten sseockied with said product. said fag containing information
retating o the wendity of said product; & plurality of secondsry servers, gach containing a
database of information relating o o different part of the total group of products; and &
daiabase carted on & cental server, seitl dotabase compising dala regardng the
sfentily of the secondary sarver which containg information milating o af lsast some of
the products of said group, wheveln said information on said lag & transterred o said
senfral genver, which, on the basis of #s database, fransfers said informalion lo the
appropriate secondary server for aclivating suthentication <f eaid product,
119, A system acconding to clause 118 | wherein sald dstabase on saud ceniral server
associales saig secondary server idenity of said procuct with the Information refating fo
fhe iandity of said product,
120, A syslem scoonding fo eddher of clauses 118 and 118, wheran the database on
each of said secondary servers containg information relaling 10 & commaon commearciat
aspect of sald part of the lolal group of producds contained on that database.
1F1L A system seeording o any of clauses 118 o 120, and wherein sald commaon
commercial sspect is the vendor of all of the produnts in that pant of the fotal group of
products,
1320 A sysiom according i any of clauses 118 fo 121, wharsin information refating o
essentinly all of said pradunts of said group & conteined on one of sad secondary
SRIVErs
123, A system according o any of clauses 118 o 122, wherain no single server
containg a datsbass of mformastion relating t© the entire growp of said pradugts.
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124, A system acoording 10 sy of clauses 11810 133 and whereln said formation on
sand fag 15 fanaferred 1o and Fom sad centrat server through & celular phone

138, A system ancording fo sty of clauses 118 to 124, whereln said sectyidary server
activates authentication of said srodunt by chesking information regarding sald product
ort s database. and confirming or denying authenticlly bassd on said informabon

128, A gystem aocording fo any of ciausss 118 1o 125, whereln eald secondaty setver
activatos auhentication of saxd produet Dy checking formation regerding saig protiudgt
o s cinlabase, and sending a chalienge back 1o the tag on said product. such that said
praduct {ag can raspond o sad challengs,

127, A systerm secording to claues 128, whersin said secondary server determines the
authenficity of said produst accarding 1o Ihe respones recenert back from sald product
G-

128 A system soserding fo either of clauses 128 and 127, wheran said tag is an
alecirong tag, and said responss is generaled aiectronwcally by said tag.

§28. A system gocording R oither of clauses 128 and 127, wheroin said lag s @
physically viells tag, and said response is generated by @ user reaging the information
an said g

130, A sysiam acoording o Slause 130, wharsin said information on said g &
inascessible in said user unil saig product is in the possession of said user.

131, A system soconding fo clause 130, whersin seid information on seid tag
naccessible v said user Dy virhua of covert printing.

132, A system for authenticating & produt selected from & group of progicts, sald
systam somprising: @ tag assocmied with said product, sald fag containing information
relating o the igentity of said produst and lo the identily of a secondary server on which
addiional mformation ragarding sald product & condsined: 8 pluralily of secondary
servers, esch containing 8 dalsbass of informaton relating fo a different part of the total
group of producss, and @ central server, receiving said produst wlentity information and
said secondary server identity information, and rouling a3t jeast said produpt identity
adormation o the appropnale secongary server, whereln said appropriste secondary
surver ulitizes saw information on iy datebase for sclivating suthentication of sald
groduct,

133, A syxterm sccording o olause 132, wherain sald appropriate secondary server
activates suthentication of said product by chetking information regarding said product
an s dalabase. and confirming or denwng authenticlly based on said information.

134, A sysltem aocording o clause 132, whereln said apprognate sesondary server
activates suthentioation of sald product by chacking information regarding ssid proaduat
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on fe database, and sending & shallengs back 1o the g on said produc, such that eaid
product tag can respond o sad challenge.

135, A system ascording o dlause 134, wheramn said secondary server determings the
apthanticity of salt prodiust sosarding {o the response recsived back from said produst

d

8.
138 A system scoording o any of dauses 132 to 138, wherein said information on
gaid g is ransfored tp and rom said central server through 2 celitdar phone.

137 A system scoording o any of olauses 132 to 136, whereln said informalion
ransferrad btwesn said product fag and ol least said contral server js enarypled

138 A& method for defermining the authentiolty of an flem compnsing: genenaling a
pluralily of seoret sefs of indnddial characler seguances. sach secret sst comprising &
challenge and 2 respange. and assoviating a differant one of sexd secrel sels to pach
o storage of said seoret selk on @ checking system, sush that mput of a challenge
said aystem generales the refum of said response connecled with seid challenge;
sonding to said checking system, the challengs part of a secrel set associaled wih said
fom whose guthentioty ¢ is desivad {o determine; and comparing said response retumed
from sakd cheoking system with said response assonmied with sald Hem,

138, A method according o clause 138 and wheran said response comprises a3t least
one seguence of charactars.

140, A method aconrding 1o olause 138 and whereln said response comprises more
fhan gne sequence of charactors, each sequsnoe having ds own label, and eaid
challenge inclutes & request for the sequence of characters in said response sssociated
with 2 selscted ishsl

141, A maethod acoording to any of clauses 118 o 140 and wherein said checking
system & adapted 1o send back sakd response sssociated with & secrst sel only once.
142, A method asoording fo any of clauses 118 1o 141 and wherein sad secrel set is
associalod with said fem by any one of printing, embossing, engraving, imprinting and
stamping on any ane of said dem isell, the packaging of said Hem, an insert within e
packaging of saud Bern, and » abel atiached to said Hem,

143, A methed according fo any of clauses 118 lo 142 and wherein said Secret set is
not visually accessible o 8 cusiomer untll said customer has physical access I said
e,

144, A method aooording to any of clauses 118 o 142, and whergin saitd seorel set is
sovared by an spanue soratch-of inyer

148, A moethod according b aither of clapses 143 and 144 and wherein gaid secrel st
is associnted with swid Bem in such 8 manner fhat evidencs is ot aller visual gocess o

sald sorel sat hag baen achisved,
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148 A mathod according 1o any of clauses 118 ©© 145 and wheraln sald challengs pant
£ ool i onid chagking system by any ane of & phone, & compulsy connaciad © the
ternst, & setiop box, and & baroode reader ponnecied 1o a nelwork

147, A system for determining the authantioty of an Bem compnang: a seorst number
sl conpeising & chaliengs and o responsg, said sedre! number et heing atlsched o
gard dany i g mgnner susch that sald secrel number set san de viewed only after the tem
has boan purchased; » first antity that possesses suid seoret number set and wishes {o
detering the suthenticily of said ey and 3 second snfity that has knowledge of said
sporet number set wherain said Srst entity sonds ooly said challenge o sald sedond
entity: said secondd snbly, based on sad challengs, usas sald seore! number 38t {o send
& responss hack 1o sad frst ontlty, and said first enflty checks f sald sent response s
antical 1 said response known 1 said st entity,

1498 A systern socording 1o dause 147 and whersin said response comprises al least
o segquencs of characlars.

148, A system stoording & clauss 148 and wherein said rasponse comrizes more
than ong seguence of characters, each sequence having He own labal and said
challenge hcludes & request for the sequence of characlers in said response assosialed
with a setacted label

180, A system according to any of clauses 147 o 149 and whered said second anfity
is adapled o send back sald response assosiated with eaid seorst number sel only onge.
181 A system agoording 1o amy of clsuses 147 to 150 and wherein said fisstentity is a
purchaser of said Bem, and smd secrst numbsr sel is sssociated with sald ftlem by any
ang of printing, embossing, sngraving, imprinting and slamping on any ohe of saxd dtem
s, the packaging of said tem, s inser! wathin the packaging of sad Hlem, and & label
stlached o said e,

182, A gyslem according to any of clauses 147 fo 181 and wharein said seoret number
sat is not visually accessibie o 2 purchaser of said flem untll said purchaser has physical
aecess o said Hen,

183 A system according 1o any of dauses 147 o 182 and wherein said seorsl sel is
govarad by an opague seratch-off layer,

184, A eystem acoorting fo adher of clauses 182 and 183 and wherein said secret sal
s asyociated with said Hem in such a manner that evidence is b afier sad purchaser
hag genad visual aceess fo said sedrsl number gat.

158, A system agccording o any of clsusss 147 {o 1584 and whersin saxl firgt entity
sends said chalienge to said second entity by any ang of @ phane, & compuler sonnscted
o the intemsl, 2 seldop box, and ¥ barcode reader sonnedied 1 & natwork.



42

von
o

&8

bt
wn

&

&4

188, A system aseording o any of ciauses 147 & 185 and wherain said sacond entity
18 8 ramole servar winch contains 8 shirally of seorst numbaer sefs. each seoret number
ssf baing asscciatad with o different predelermnined tem,
157, A system for enadling short range communination betwesn an slectronic device
and & calitdar phans. compPrsny an antenna on said device adapied b recewve celiular
fransrnission from sald phone: and & shord range communication channel, other than the
cafluiar tansmission, betwesn sa slectronic device and said phomey whareln said
slectronic devine is powearad by said celiulay frarsmiss:on reeaived Hrough sail sntanna,
158, A sysiem according o cisuse 187 and wherein said short rangs commuynioation
charmel i any ong of 1 Blustooth ink, Radio Frequengy identification {RFID) channel,
Near Fieid Commumation (NFCL an infra-rad oplicst iink, and 8 WiFI, WilMax or WiBree
srotwark.
188, A systomn ascording o either of clauses 157 and 158 and wherein said slsctronic
device is 2 fag containing informalion relating io the suthenticly of an Hlem, and whersln
sald information & ransmited fo sadd phone over sald short mange communisation
channed,
B0, A gystem according to any of ciauses 187 © 158 and wherein said slechonic
device 1 any one of an agrphong, 8 misrophone, and a haadsel
181 A gystam sopording {o any of cisuses 187 to 180 and wheran said elecimnio
device comprises & pracessing croult and & short rangs communication devee. both of
which are powsred by said celluiar transmussion reostvad through said antenna,
182, A system avcording to any of clauses 157 to 181 and wherein saud device further
comprives @ separate Recho Frequeney kiantifivation RFID chanmel having s own BRRD
antennag, such that said device » alse able to be powared and communicate by RFID
frangmission.
163, A sysiom according o clause 182 and whersin said device is 8 dusl moede tag
sontaining information ralating 1o the suthenticlly of an em,
164 A syslern ascording W any of clesusas 157 o 13 and whargln sad
communication between said phone and said slectronic device i sxecuted using 2
communication applicaton activated by the phong user,
8. A system for enablng shorl range communication betwesn an sleciranic device
ard & coeliviar phons opevgling on g firsl comounication channel, sard gyslem
comprising: an anferma on suid devios adapted 1o recsive calislar franemission from said
phong on said frst communication channel; and a second, short range commurdontion
c&a el batween swid sleotroniy devios and said phone: wheten sad glscironse device i
powsrsd by reception of ransmission through saitd antsrna fram a source oifer than s

QW carmnunination channal,
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185, A system stoording 3o clsuse 185 and whersin saul communination belwsen
said phone ang seid sectroniz device e evecsulnd using & commurnication appiicahon
activated by the phone user.

¥ A system for delerminng the authenticly of an dem, comprising: an siactronie 1ag
contaning  dormation relnting B said Hem: a oelivlar phone pmwading osliular
fransmission, said phone being adapled o communicate with sald tag over a shorirangs
somausication channet oiher than said celiidar ansenission; and an anlenna tned o
recelve said celiular ansmission; whergln sa alectronic fag Is powarsd by said celiular
fransmission received through said anterwma,

188, A gystem according © clause 187, and whereln sald communication between
sald phong and saic fag & sxecutad using 8 communication application activated by the
phOng user,

168, A system for delermining the authenticity of & produdl sslected from a group of
products. sail system comprising: & produdt fag containing information relating fo the
idantity of savf product, & datebase camad on @ server containing defalls on at least
some of said products in swd gmud and @ oeffuler felephone programmed to
communicate data hetwean sad {ag and said sarvern whersin said phone fransfers sawd
formation on sald fag io said sener, which confirms fo said phone the suthenticity of
said product gocording o saig detatlle of seil praduet on said dadabase.

178 A system asccording o clause 188 and wherein said af least some of saw
products in sad group, comprises essentially alf of said products in said group

171 A system seoerding o sither of clauses 188 and 170 and wherein said data
communicatsd betwsen said tag and said server thyough said phone i encrypted.

178, A systom according 10 any of olauses 188 to 171 and whereln said data 8
sommunicated between soid {ag snd sald phore tough & shott range communioation
channa

173, A system according 1o dlause 172 and whersin said shart range sommunication
channsl is any one of a Bluelooth fink, Radic Freguengy Rentification {(RFID) channel,
Near Fleld Commurnication (NFC), an Infrawred optical link, and a WiIF, WiMax or Wilreg
netwerk,

74 A system sccording 10 sny of deuses 188 {o 173 and wherein said data i
communicyied betweean sakd phone and said server through a cellular phone network.
175, A system soocording o ohiuse 174 srd wherein sake celitdar phone nelwork
operates &8 sither ane of GPRY and 36 service.

{76, & system acooeding to sny of dauses 188 o 175 and wherein information relating
o said produst authantiolly is disdlayed on e soreen of sald cellular phong,
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177, A avsiem for determining the authenticlty of & product sslected from & groug of
produsts provided By @ prochiot suppher. said svslem comprising & produdt fag
sontalnng nformation relaling fo the identity of swd product; & database carripd on @
samote server containing detalls on al feast some of the products in sard group; ant a
cefidlar telephone programmad o communioate dats batwean aald tag and said senver
whereiny said phone ransfars said identity information on said tag to said server, winch
wwokes a Dhufirections! terrogation session with smg lag trough sald phone, the
response of sad g bemg used by sed servey to verlly the authentioclty of said produet.
{78 A systen aocording io cleuse 17T and wherein sau! server © adapted o sand 2
shallange via sald phone 1o said iag. such that sald tag can respond to said challenge on
the bagis of 8 prodetormined regponse associated with said tag, said response being
weed by sawd sarver 10 determing the authentiolly of said produst,

178, A system acconding o ciause 178 and wherein said pradelervingd response 18
sontained on & Viside record associated with said tag, such thal said user can read said
rasponse from said record and retum sakd response 1o sald server through said phane.
188, A gysiem according io clause 178 and whereln said predetemuned response s
generated sooording lo preprogrammesd oriteria by a ibgic program agsotiated with said
tag, and said genersted rasponise is ansferrad o geld server through sald phone,

181, A system ancurding to any of clauses 177 to 180 and whersin said at least some
of sad products in sad group, comprises assentislly all of sald products In sald group.
182, A sysiem according B any of clauses 177 o 181 and wherein said data
communicaied hetwaen said lag and said server through said phane 1§ snorypled.

183, A sysfem according o any of clauses 177 fo 182 and wherein saild dats is
communicated betwoen said tag and said phone through a shorl range communisation
sharmsl,

184, A system according o clause 183 and whergln said short range sommunisation
shannel is any ane of & Bluatooth fink, Radio Frequengy identification (RFID) channel,
Near Flait Sommunication (NFQ), an infra-red opticat fink, and 8 WiFIL WiMax or Willree
nabwork,

185 A system acoording o any of olauses 177 o 184 and wherein said data 8
sommumcaied between said phone and sald server through a celiular phone network.
188, A system actonding o olause 185 and wherein said cellular phone network
operates as gither one of GPRS and 3G servica.

187, A systars ascording 1o any of clagses 177 to 188 and wherein information relating
io said product asthanticty is displaved on the screen of said ceflular phoane,
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% A system for delsmuning the suthenticlly of @ produd! selecled from g group of
products grovidedt By 8 proadunt supplier, the system comprising:

a product isg comprising miormation relghing 10 the ”antly of the product

2 remcte server stoning s database containing delalls on &l ivast soms of
the praducts o the group: and

& cellular phone grogrammed {o communicate date betwaen the tag and
the sarver,

wharain the celidar phone ransiars the wenlity information on the 1ag 10 the server,

the server being adapied o woke 3 bidirechonal interrogation session wilh the tag
through the cefluiar phane, such that the server can verify the authenticity of the product.

2. The systam of olaim 1, whersin e server is adapted o send a challengs via the
ceftular phons 10 the tag, such iat the lag can respond o the challenge an the basis of a
predetermned raspones assoeiated wilh the tag, and the server uses the pradsiermined
rasponas o dotermmne the authanticly of the pradust

3 The syslem of olam 2, whergln the predeferminad response 18 generated
gocording o preprogrammed oriferia by 8 logic associsied with the g, and the
generatad responas i ranstarred o the sarver irough the celiular phane,

4. The system of glaim 3, wharain the predetermined response is contained o &
viside record associaied wilh the {ag, such that the user can read the respange from the
rocornd and gan return the rasponse 1o ths server thraugh the phone.

8. Tha systen of any of daims 1 @ 4 whersin ihe dale commuricated between the
tag and the sanver Svough the cellular phone is enarypled,

&, The system of any of claims 1 to §, whersln the dala & communicated belwaen
the fag and the caliular phone fhwaugh @ shorl range communication channel,

7. The systemn of olaim 8, whersin the short range connuniogtion channg! I8 any one
of & Bistoolh Bnk, Radic Frequangy idenfification (RFID) channel, Near Field
Communioation (NFC), sn infraved oplical link, and a WIFL WiMax or WiBree nelwark.
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8 The system of ciaim any of claims 1 o ¥, whorsin the dala s commicated
batwaen the celiular phone and the server through a celfuiar phang network.

8, The system of olaim &, wharsin the celiidar phone nebaork operales as either oane
of GPRY ang 3G sendce,

10, The system of diai 8. whererm informabon relating to (e product authenticlly s
displayed on the soreen of the selfular phone.

11, The system of any of claims 1 R0 10 wherein the authenlivation by the celiular
phona comprises aither one of caliing a response center and sending & message to @
reaponse oander,

12, A mathod comprising:

aclivating an authertication sppiication an a ceilular phoneg,

sending an engury fron he celiular phane © 2 g I retrisve ideniily
irdormation on the fag;

receiving the tay identity information on the celiular phone and transfsrring
the tag idantity infermation {0 & dearyplion sarves;

roceiving hack from the decrypbon server, via the cefiular phone, & Srypio
chatienge based on the lag idently information:

sending the enyplo challengs to the lay

racalving a nesponse io the cryplo chalienge from the fag and ferwarding
the raspongs 1 the deoryplion server, and

suthenticating ihe 8y using dala stored on the decryplion server.
13 The mathod of claim 12, further comprising the step of sending the sutherlication
result 10 the cellular phane,

14, The mothod of sither of clatms 12 and 13, further compnising the step of powering
the ey using the celiular ransmigsion,

15, A msthad comprising:

activaling & coliular phong frgnsmission and communicaling with an
authenbicalion sernver

receiving a challenge from the authenticalion server;

powering & g using the oadlular ransmissions

forwarding the challenge 1o the tag utihzing e coliuiar phong;
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reoshing B responss 1o the chalienge from the tag, the regponse noluding
ideniity ndormation relating lo the tag: and
forwarding  the tag's response fo the acthentication server for
suthentivation,
wheran the authendication server uass the reosvad By identily information in onder
0 wientfy the produet to e suthanticated.

1. The method of claim 15, wherein the step of aclivaling the oelular phone
fransmission comprices digling 8 verification service number.
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