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PERSONAL IDENTIFICATION VIA ACOUSTICALLY STIMULATED
BIOSPECKLES

BACKGROUND

[0001] Computing technology has revolutionized the way we work, play, and
communicate. However, the increased presence of computing technology in day-to-day
life has led to a significant increase in security risks relating to digital data and computing
resources. To control access to data and computing resources, a password and/or username
have been used as an initial authentication measure within conventional computing
devices. While a password can provide at least an initial level of security, passwords are
only beneficial when they cannot be guessed or otherwise derived by a malicious actor.
[0002] Due to the difficulty users tend to have with remembering increasingly longer and
more complex passwords, many computer security systems have begun to incorporate
biometric authentication. A common method of biometric authentication involves digitally
imaging an individual’s fingerprint and matching the fingerprint to an authorized user. As
such, biometric authentication can allow a user to have a highly complex biometric
password (e.g., a fingerprint), while not necessarily requiring the user to recall from
memory a long and complex password. Unfortunately, recent research has made it
increasingly clear that conventional, simple fingerprint authentication schemes can be
readily defeated. For example, in at least some cases, a fingerprint scanner can be defeated
with a simple picture of an authorized individual’s fingerprint.
[0003] The subject matter claimed herein is not limited to embodiments that solve any
disadvantages or that operate only in environments such as those described above. Rather,
this background is only provided to illustrate one exemplary technology area where some
embodiments described herein may be practiced.

SUMMARY
[0004] At least some embodiments described herein relate to a computing system for
identifying a user through a biometric signature. An acoustic transducer can acoustically
stimulate tissue belonging to an individual. A laser (also referred to herein as a “laser
device”) can also illuminate at least a portion of the stimulated tissue. An optical sensing
device can then receive a speckle pattern generated by the laser’s interaction with the
stimulated tissue. A computing device can identify one or more characteristics within the

received speckle pattern. The computing device can then identify a match of the one or
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more characteristics to a user biometric signature stored within a storage device. Based
upon the identified match, the system can authenticate a user within a computer system.
[0005] Additional embodiments described herein relate to a biometric security device for
authenticating one or more users based upon a speckle pattern. The biometric device can
comprise an acoustic transducer positioned near a tissue-receiving portion of the biometric
security device. The acoustic transducer can be configured to stimulate tissue belonging to
an individual. A laser device can be configured to illuminate at least a portion of the
stimulated tissue. An optical sensing device can be positioned to receive a speckle pattern
generated by the interaction of the laser with the stimulated tissue. A computing device
can be configured to determine an identity of the individual based upon one or more
characteristics of the received speckle pattern.

[0006] Further, at least one embodiment described herein relates to a method for
identifying a user through a biometric signature. The method can comprise receiving at an
optical sensing device a speckle pattern generated by a laser’s interaction with the
stimulated tissue. The method can also comprise identifying at a computing device one or
more characteristics within the received speckle pattern. Additionally, the method can
comprise identifying a match of the one or more characteristics to a user biometric
signature stored within a storage device. Further, the method can comprise authenticating
a user within a computer system based upon the identified match.

[0007] This Summary is not intended to identify key features or essential features of the
claimed subject matter, nor is it intended to be used as an aid in determining the scope of
the claimed subject matter.

BRIEF DESCRIPTION OF THE DRAWINGS

[0008] In order to describe the manner in which the above-recited and other advantages
and features can be obtained, a more particular description of various embodiments will be
rendered by reference to the appended drawings. Understanding that these drawings depict
only sample embodiments and are not therefore to be considered to be limiting of the
scope of the invention, the embodiments will be described and explained with additional
specificity and detail through the use of the accompanying drawings in which:

[0009] Figure 1 illustrates a schematic of an embodiment of a biometric authentication
system.

[0010] Figure 2 illustrates a side-view of an embodiment of a biometric authentication

system embedded within a hardware device.
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[0011] Figure 3 A illustrates a schematic of an embodiment of a biometric authentication
system.

[0012] Figure 3B illustrates a schematic of an embodiment of a biometric authentication
system.

[0013] Figure 3C illustrates a schematic of an embodiment of a biometric authentication
system.

[0014] Figure 3D illustrates a schematic of an embodiment of a biometric authentication
system.

[0015] Figure 3E illustrates a schematic of an embodiment of a biometric authentication
system.

[0016] Figure 3F illustrates a schematic of an embodiment of a biometric authentication
system.

[0017] Figure 4 illustrates a chart depicting an embodiment of a Fourier transform of a
laser speckle pattern and an acoustic signal.

[0018] Figure 5 illustrates a schematic of an embodiment of a biometric authentication
system.

[0019] Figure 6 illustrates a flowchart for an embodiment of a method for biometric
authentication.

[0020] Figure 7 illustrates another flowchart for an embodiment of a method for biometric
authentication.

DETAILED DESCRIPTION

[0021] At least some embodiments described herein relate to a computing system
for identifying a user through a biometric signature. An acoustic transducer can
acoustically stimulate tissue belonging to an individual. A laser (also referred to herein as
a “laser device”) can also illuminate at least a portion of the stimulated tissue. An optical
sensing device can then receive a speckle pattern generated by the laser’s interaction with
the stimulated tissue. A computing device can identify one or more characteristics within
the received speckle pattern. The computing device can then identify a match of the one or
more characteristics to a user biometric signature stored within a storage device. Based
upon the identified match, the system can authenticate a user within a computer system.
Thus, a system is described that authenticates a user based upon a speckle pattern.

[0022] In various embodiments described herein, a biometric authentication system
can authenticate an individual based upon identifiable characteristics in a speckle pattern

that is generated from acoustically stimulated tissue (also referred to as “biospeckles™).
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While the laser speckle pattern can be generated by a laser illuminating any tissue
belonging to a target individual, for the sake of simplicity and clarity, the exemplary tissue
discussed herein will relate to an individual’s finger and associated finger structure;
however, the biometric authentication system disclosed herein can be practiced with tissue
other than a finger. As such, embodiments of the present invention comprise a laser
illuminating a target individual’s finger, an acoustic transducer stimulating the finger, and
an optical receiving device for receiving a speckle pattern generated by the laser light’s
interaction with the finger.

[0023] The optical receiving device can communicate the received speckle pattern to a
computing device for analysis. As used herein, a computing device can comprise one or
more processor, one or more remote computing platforms, a field programmable gate
array, an application specific integrated circuit, or any other electronic computation
device. In various embodiments, the computing device may be located locally with the
optical receiving device or may be located remotely, such that at least a portion of the
speckle pattern is analyzed at a remote server. In any case, the computing device may
identify, within the speckle pattern, one or more characteristics that are associated with
user identification. In particular, the one or more characteristics may comprise elements of
the speckle pattern that are influenced by the acoustic stimulation of the individual’s
finger.

[0024] For example, the acoustic stimulation of an individual’s finger may cause the
individual’s finger bone to vibrate. The various unique characteristics of an individual’s
finger bone may influence the interaction of acoustic waves with the bone. For instance,
an individual’s finger bone may absorb, or dampen, specific, unique acoustic frequencies.
In various embodiments, the unique interaction between an individual’s finger bone,
acoustic stimulation, and illumination by a laser may also generate a unique laser speckle
pattern that accounts for unique characteristics of an individual’s soft tissue and/or unique
characteristics of an individual’s bones.

[0025] Accordingly, a biometric authentication system that utilizes laser speckle
patterns caused by acoustically stimulated tissue can provide several benefits. For
example, the acoustic stimulation of an individual’s bone can generate a unique speckle
pattern that is influenced by unique surface and shape characteristics of the individual’s
finger bone. As such, embodiments of the above mentioned biometric authentication
system may utilize biometric signatures that are extremely difficult to maliciously

replicate because the biometric signatures rely upon minute differences in an individual’s
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bones. In contrast, for example, an individual’s fingerprint may be replicated from a
picture of the individual’s hand.

[0026] Turning now to the figures, Figure 1 illustrates a schematic of an embodiment
of a biometric authentication system 100. In at least one embodiment of a biometric
authentication system 100, the system can be configured to actuate an acoustic transducer
120. The acoustic transducer 120 can be positioned such that it stimulates a target
individual’s finger 150. The acoustic transducer 120 can be configurable to transmit white
noise, Gaussian noise, random noise, and/or specific frequencies of noise. In at least one
embodiment, acoustic stimulation of tissue can include the acoustic stimulation of an
individual’s finger bone — causing the finger bone to vibrate.

[0027] A laser 130 can illuminate the stimulated tissue 150, causing a dynamic laser
speckle pattern to be generated. The laser 130 may operate within a visible light spectrum,
within an ultraviolet spectrum, an infrared spectrum, or any other spectrum suitable for
generating a detectable speckle pattern. Additionally, the laser 130 can be configured to
pulse light at specific frequencies and/or patterns (i.e., “frequency markers”). Modulating
the laser 130 at the specific frequencies and/or patterns can make the resulting speckle
pattern much more difficult to maliciously fake or manipulate.

[0028] For example, in at least one implementation, a computing device (e.g., one or
more processors) 110 in communication with an optical sensing device 140 can determine
whether the received speckle pattern demonstrates the specific frequency markers, such as
frequencies and/or patterns of the laser light. If the received speckle pattern does not
demonstrate the expected frequency markers, the speckle pattern can be discarded as
potentially manipulated or faked. For instance, the laser 130 may alternate between
different frequencies and/or patterns each time a biometric authentication is attempted.
The computing device 110 may be aware of the particular frequency and/or pattern that
the laser is utilizing each time. If the computing device 110 determines that the detected
speckle pattern does not demonstrate the expected frequency markers, it may be due to a
malicious actor attempting to utilize a previously recorded speckle pattern signal to
inappropriately authenticate as a user. As such, utilizing one or more unique laser
frequencies and patterns can generate a distinguishably unique speckle pattern for each
authentication attempt.

[0029] Once the optical sensing device 140 has received an acceptable speckle pattern,
the computing device can identify within the speckle pattern one or more characteristics.

The identified characteristics may comprise phase information within the speckle pattern,
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frequency information within the speckle pattern, amplitude information within the
speckle pattern, or any other derivable characteristics within the speckle pattern.

[0030] In at least one embodiment, the computing device 110 can identify within the
speckle pattern one or more characteristics that relate to the acoustic stimulation of the
individual’s finger bone. For example, the computing device may identify within the
speckle pattern frequency information that matches frequencies used by the acoustic
transducer 120. Additionally, the computing device may identify that specific frequencies
used by the acoustic transducer are attenuated more significantly than other frequencies
used by the acoustic transducer. The attenuation of the specific frequencies may be due
unique characteristics of the individual’s finger bone.

[0031] Once the one or more characteristics within the speckle pattern have been
identified, the computing device 110 can access a storage device 160 that contains one or
more user biometric signatures and determine if the one or more characteristics match the
one or more biometric signatures. The storage device 160 may be located within the same
device as the optical receiving device 140 or it may be located at a remote storage device
that is network accessible by the computing device 110. In at least one embodiment of the
biometric authentication system 100, the biometric signature is encrypted, or otherwise
securely stored, to prevent the signature from being improperly accessed.

[0032] If the computing device identifies a match within the stored one or more user
biometric signatures, the computing device 110 can authenticate the individual (i.e., “the
user’) within a computer system. The biometric authentication system 100 described
herein may be utilized in a wide variety of different situations. For example, the biometric
authentication system 100 may be used to authenticate a user on a mobile device, within
an electronic payment system, within a building security system, or within any other
system capable of verifying a user’s identity.

[0033] Figure 2 illustrates a side-view of an embodiment of a biometric authentication
system 100 embedded within a biometric security device 200. As depicted, the various
components 110, 120, 130, 140 of the biometric authentication system 100 can be
positioned in a variety of different configurations. For example, in Figure 1, the laser 130
is above the finger 150, the acoustic actuator 120 is directed towards the tip of the finger
150, and the optical sensing device 140 is positioned below the finger 150. In contrast, in
Figure 2 all of the components 110, 120, 130, 140 are positioned below the finger 150
such that a biometric reading can be received from a finger placed within a tissue

receiving portion 230 on the biometric security device 200.



10

15

20

25

30

WO 2017/044616 PCT/US2016/050763

[0034] In at least one embodiment of the biometric authentication system 100, the
optical sensing device 140 and the acoustic transducer 120 are positioned within an
optimal distance from each other. In particular, the optical sensing device 140 may be
positioned at a focus point of acoustic signal with respect to the acoustic transducer 120.
As stated above, the acoustic transducer 120 may be configured to project an acoustic
wave 220 into the finger 150. In at least one embodiment, at least a portion of the acoustic
wave 220 may deflect and change course as it travels through the layers of tissue of the
finger 150 and reflects off of a finger bone 210. The reflected acoustic wave 220 may then
travel back towards the surface of the finger 150. In some embodiments, the initial travel
path and reflected travel path of at least a portion of the acoustic wave 220 may form a
banana-shaped acoustic wave 220. The optical sensing device 140 may receive a laser
speckle pattern that comprises more information associated with the acoustic wave 220 if
the optical sensing device 140 is positioned at the exit point of the banana-shaped acoustic
wave 220 (i.e., the focus point). The exit point of the banana-shaped acoustic wave 220
may be identifiable through simple experimentation and/or calculation. Additionally, the
shape and positioning of the banana-shaped acoustic wave may be generally the same
across a wide-array of users such that a general positioning between the acoustic
transducer 120 and optical sensing device 140 may be used across a wide-array of generic
devices.

[0035] In various embodiments, the biometric authentication system may position the
various components 110, 120, 130, 140 in a variety of different configurations that may
each provide different advantages. For example, Figure 3A illustrates a schematic of an
embodiment of a biometric authentication system comprising a lens 300. In the depicted
embodiment, the optical sensing device 140 receives the speckle pattern 305 through a
lens 300 that is positioned between the optical sensing device 140 and the stimulated
tissue 150. The optical sensing device 140 may be positioned such that it is within an
image plane 310 of the lens 300 with respect to the speckle pattern 305.

[0036] Due to its position within the image plane 310, the optical sensing device 140
may receive a two-dimensional image of the speckle pattern. To accommodate the two-
dimensional image, the optical sensing device can comprise an array of optical sensors. In
at least one embodiment, an optical sensing device 140 positioned within an image plane
is more sensitive to translational movements of the finger 150 and/or finger bone 210 than

an optical sensing device 140 positioned outside of the image plane 310.
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[0037] As an additional embodiment of a biometric authentication system, Figure 3B
illustrates a schematic of an embodiment of a biometric authentication system comprising
a lens 300 positioned between a finger 150 and an optical sensing device 140. The optical
sensing device 140 is positioned within a focal plane 320 of the lens 300. In at least one
embodiment, the lens 300 can function as a summation mechanism for optical sensing
devices 140 positioned within the focal plane. For example, the optics of the lens 300 may
cause optical sensing device 140 to receive a summation of phases and intensities from the
speckle pattern 305. As such, in at least one embodiment, the lens 300 may provide a
helpful mathematical function for analyzing the laser speckle pattern by providing a
summation of characteristics of the speckle pattern. Additionally, in at least one
implementation, the optics of the lens 300 allows a single photodetector to be used as the
optical sensing device 140.

[0038] As another embodiment of a biometric authentication system, Figure 3C
illustrates a schematic of an embodiment of a biometric authentication system that does
not comprise a lens 300, but instead utilizes just the optical sensing device 140 to detect
the speckle pattern 305. In order to function properly, the absence of the lens 300 may
require that a higher intensity laser 130 be used to illuminate the finger 150 and/or that a
higher sensitivity optical receiving device 140 be used to receive the speckle pattern 305.
As such, the embodiment depicted in Figure 3C allows for manufacturing cost decisions to
be accounted for in designing a biometric authentication system. For example, an
appropriate lens 300 may cost significantly more than a higher powered laser 130 and/or a
more sensitive optical detecting device 140. Accordingly, in at least one embodiment a
designer can lower the overall cost of the biometric authentication system by not using a
lens 300.

[0039] As yet another embodiments of a biometric authentication system, Figure 3D
illustrates a schematic of an embodiment of a biometric authentication system that utilizes
reflectance within the finger 150 to receive information relating to the speckle pattern. In
particular, the optical sensing device 140 is positioned directly adjacent to the stimulated
tissue 150. The optical sensing device 140 can receive the dynamic speckle pattern 305
through reflectance of the laser within the stimulated tissue 150. As such, embodiments of
a biometric authentication system can place all of the necessary components 120, 130, 140
of the system on the same side of the finger 150 — this may allow for more useful design

configurations for end-user devices.
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[0040] Figure 3E illustrates a schematic of an embodiment of a biometric
authentication system that utilizes transmittance of the laser speckle pattern through the
finger 150. In particular, the stimulated tissue (i.e., the finger 150) is positioned between
the laser 130 and the optical sensing device 140. The optical sensing device 140 can then
receive the speckle pattern 305 through transmittance of the laser through the stimulated
tissue 150.

[0041] Figure 3F illustrates a schematic of an embodiment of a biometric
authentication system that utilizes a lens 300 and an optical sensing device 140 that
comprises image sensor array 140 to receive the speckle pattern 305. In wvarious
embodiments, the image sensing array may comprise a charge-coupled device (CCD), a
complementary metal-oxide-semiconductor (CMOS), or any other suitable imaging array.
In at least one implementation, the image sensor array 140 may comprise a camera that is
integrated within a mobile device, such as a smart phone or tablet.

[0042] While the above described embodiments of biometric authentication systems
depict and describe various different configurations, the examples are not meant to limit
embodiments of biometric authentications systems to only those depicted. Various
alternate implementations may be otherwise configured to meet the particular needs of a
given design. Additionally, while the previous examples depict the laser 130 illuminating
a finger nail, in various alternate embodiments, the laser 130 may be directed towards any
portion of the user’s tissue.

[0043] Turning now to various different embodiments of signal processing that can be
used to match a speckle pattern to a particular individual, Figure 4 illustrates a chart 400
depicting an embodiment of a Fourier transform of a laser speckle pattern 420 and an
acoustic signal 410. As depicted, the acoustic signal 410 comprises white noise of equal
intensity across the spectrum of interest. In alternate embodiments, however, the acoustic
signal may comprise random noise, specific frequency ranges, or any other signal
spectrum.

[0044] The depicted Fourier transform of the speckle pattern 420 comprises multiple
exemplary characteristics 430, 432, 434. In particular, the depicted characteristics 430,
432, 434 comprise ranges of frequency where the relative amplitude of the Fourier
transform of the speckle pattern 420 drops. In at least one embodiment, the drops 430,
432, 434 may occur based upon the specific interactions of the acoustic frequencies
produced by the acoustic transducer and the individual’s finger bone. Speckle patterns

from different individuals may demonstrate different specific frequency attenuations. As
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such, the characteristics 430, 432, 434 may be utilized to verify the identity of an
individual by matching the detected characteristics with a biometric signature stored
within a database.

[0045] While the above example describes the use of attenuation points 430, 432, 434
in a signal 420 as being characteristics, in various alternate embodiments other aspects of a
received speckle pattern can be used to identify an individual. For example, specific phase
changes, specific intensity changes, a wavelet transform, similarities in a Fourier
transform, correlation between speckle patters, or other similar signal analysis techniques
can be used to match a specific speckle pattern to a particular user. In each of the various
methods for identifying a user, a specific threshold or confidence factor can be built into
the user authentication process such that matches must have a pre-determined level of
precision to be acceptable. As described above, the acoustic signal 410 can also be utilized
in identifying an individual. In particular, the interaction of the acoustic signal with an
individual’s tissue can effect a resulting speckle pattern. In various embodiments,
knowledge of the acoustic signal characteristics can assist in identifying a user based upon
a received speckle pattern. For example, a sine wave or a chirp signal can be used within
the acoustic signal to identify the acoustically influenced aspects of the speckle pattern.
[0046] Additionally, in at least one embodiment of a biometric authentication system,
a specific acoustic signal can be utilized to identify an individual. For example, upon
initially attempting to authenticate within a computing system, an individual can enter a
username associated with the individual within the computing system. The individual can
then place a finger within a tissue receiving portion of the biometric authentication system.
Upon receiving the individual’s username, a computing device can direct an acoustic
transducer to emit a specific set of frequencies that are associated with the username. The
specific frequencies may be selected based upon a previously identified set of frequencies
that exhibit a particularly pronounced response from the individual.

[0047] In addition, the specific frequencies may also include one or more control
signals. The control signals may comprise specific acoustic frequencies that are applied to
all individuals by the particular biometric authentication system. When authenticating the
individual, the computing device may first identify the presence of the control signals
within the speckle pattern. The identification of the control signals can be used to verify
that the system is properly functioning and also to potentially identify signal spoofing.
After identifying the presence of the control signals within the speckle pattern, the

computing device can then authenticate the individual against the user’s known biometric
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signature, which is associated with the username. In particular, the computing device can
identify the particular pronounced responses that are associated with the specific
frequencies that are associated with the individual’s username. As such, in various
embodiments, unique acoustic signals can be utilized to authenticate an individual based
upon an initial user identification of the user.

[0048] In various embodiments of a biometric authentication system, the biometric
signatures can comprise multiple matrices that each contain signal amplitudes over a
specific range of frequencies. Each matrix can represent the biometric signature of a user,
in the form of stored frequency data from the respective user’s speckle pattern. As such,
upon receiving and processing the speckle pattern, the computing device can compare the
amplitude and frequency information of the received speckle pattern to the various
biometric matrices and identify a nearest match. The computing device can then determine
whether the nearest match falls within an acceptable threshold or confidence factor. If the
match falls within the acceptable threshold or confidence factor, the computing device can
authenticate the user. Otherwise, the computing device can deny authentication.

[0049] In addition to relying upon an acoustic signal’s interaction with a finger bone,
in various implementations additional biometric information may be utilized to
authenticate a user. For example, Figure 5 illustrates a schematic of an embodiment of a
biometric authentication system 100 that also comprises pulse oximetry components 500,
510. In particular, the biometric system 100 comprises an optical sensor 500 and a
photoelectric device 510. One of skill in the art will understand the functioning of the
pulse oximetry system in its various embodiments. One or more components of the laser
speckle pattern components 120, 130, 140 and the pulse oximetry components 500, 510
may be shared between the two systems. For example, the optical sensor 500 and the
optical sensing device 140 may comprise the same component such that a single sensing
device is receiving both pulse oximetry information and laser speckle pattern information.
[0050] The use of additional biometric information may be useful to further verify the
identify of a user and to avoid spoofing of biometric information. For example, in the
embodiment described above, the pulse oximetry information may be useful for verifying
the presence of a pulse with the accompanying laser speckle pattern. The presence of a
pulse may indicate that the laser speckle pattern is being generated by actual living tissue.
[0051] In addition to the use of pulse oximetry, in various embodiments, other
biometric information may be used to authenticate a user. For example, the biometric

authentication system 100 can capture photographs of a fingerprint, capture fingerprint
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information through laser speckle analysis, capture finger print information from a
capacitive analysis, retinal scanning, voice recognition, or any number of other biometric
techniques. As such, embodiments of the laser speckle biometric authentication system
can be incorporated into a wide variety of other security schemes.

[0052] Accordingly, Figures 1-5 and the corresponding text illustrate or otherwise
describe one or more components, modules, and/or mechanisms for biometric
authentication using a speckle pattern generated by acoustically stimulated tissue. One will
appreciate that implementations of the present invention can also be described in terms of
computer-executable instructions within a computing system that when executed comprise
one or more acts for accomplishing a particular result. For example, Figure 6 and the
corresponding text illustrate or otherwise describe a sequence of acts from instructions
within a computing system for authenticating a user with a laser speckle biometric pattern.
The acts of Figure 6 are described below with reference to the components and modules
illustrated in Figures 1-5.

[0053] For example, Figure 6 demonstrates that a system for biometric authentication
using a speckle pattern generated by acoustically stimulated tissue can comprise computer-
executable instructions that when executed comprise an act 600 of acoustically stimulated
tissue. Act 600 can include acoustically stimulating, with an acoustic transducer 120,
tissue belonging to an individual. For example, as described in Figure 2 and the
accompanying description, an acoustic transducer 120 can stimulate an individual’s finger
150 and/or finger bone 210. The acoustic transducer may comprise a speaker, a
piezoelectric transducer, an electromagnetic acoustic transducer, or any other component
capable of electronically generating an acoustic wave.

[0054] Additionally, Figure 6 shows that the system can include computer-executable
instructions that when executed comprise an act 610 of illuminating with a laser the
stimulated tissue. Act 410 can include illuminating with a laser 130 at least a portion of the
stimulated tissue. For example, as described in Figure 1 and the accompanying
description, laser 130 illuminates the individual’s finger 150 with a laser. During at least a
portion of the illumination, the user’s finger 150 is being stimulated by the acoustic
transducer 120.

[0055] Figure 6 also shows that the system can include computer-executable
instructions that when executed comprise an act 620 of receiving a speckle pattern. Act
620 can include receiving at an optical sensing device 140 a speckle pattern generated by

the laser’s interaction with the stimulated tissue. For example, as described in Figure 1 and
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the accompanying description, the optical sensing device 140 can receive a laser speckle
pattern generated by the laser’s interaction with the finger 150. In various embodiments
described above, the optical sensing device 140 can be positioned in a variety of different
location with respect to the finger 150, the laser 130, and the acoustic transducer 120.
[0056] Additionally, Figure 6 shows that the system can include computer-executable
instructions that when executed comprise an act 630 of identifying characteristics in the
speckle pattern. Act 630 includes identifying at a computing device one or more
characteristics within the received speckle pattern. For example, as described in Figure 4
and the accompanying description, a speckle pattern can be processed with a Fourier
Transform and analyzed to identify various characteristics. For example, the frequency-
domain chart of Figure 4 depicts three characteristics 430, 432, 434 in the form of distinct
frequencies that are attenuated relative to other frequencies.

[0057] Further, Figure 6 shows that the system can include computer-executable
instructions that when executed comprise an act 640 of matching the identified
characteristics to a biometric signature. Act 640 includes identifying a match of the one or
more characteristics to a user biometric signature stored within a storage device. For
example, as described in Figure 1 and the accompanying description, upon identifying
characteristics within the laser speckle pattern (e.g., characteristics 430, 432, 434), the
computing device 110 can access a storage device 160 that stores one or more user
biometric signatures. The computing device 110 can then match the identified
characteristics to a biometric signature stored within the storage device 160.

[0058] Further still, Figure 6 shows that the system can include computer-executable
instructions that when executed comprise an act 650 of authenticating a user. Act 650 can
include based upon the identified match, authenticating a user within a computer system.
For example, upon identifying a matching biometric signature within the storage device
160, the computing device 110 can authenticate a user within a computer system by
providing the user with appropriate permissions within the computer system, unlocking
the computer system, allowing the user to access assets within the computer system, or
otherwise authenticate the user within the computer system.

[0059] In addition to the foregoing, Figure 7 depicts that an additional or alternative
embodiment of a biometric authentication system can comprise a method for biometric
authentication using a speckle pattern generated by acoustically stimulated tissue. The
method can comprise an act 700 of receiving a speckle pattern. Act 700 can include

receiving at an optical sensing device 140 a speckle pattern generated by the laser’s
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interaction with the stimulated tissue. For example, as described in Figure 1 and the
accompanying description, the optical sensing device 140 can receive a laser speckle
pattern generated by the laser’s interaction with the finger 150. In various embodiments
described above, the optical sensing device 140 can be positioned in a variety of different
locations with respect to the finger 150, the laser 130, and the acoustic transducer 120.
[0060] Additionally, Figure 7 shows that the method can comprise an act 710 of
identifying characteristics in the speckle pattern. Act 710 includes identifying at a
computing device one or more characteristics within the received speckle pattern. For
example, as described in Figure 4 and the accompanying description, a speckle pattern can
be processed with a Fourier Transform and analyzed to identify various characteristics.
For example, the frequency-domain chart of Figure 4 depicts three characteristics 430,
432, 434 in the form of distinct frequencies that are attenuated relative to other
frequencies.

[0061] Further, Figure 7 shows that the method can comprise an act 720 of matching
the identified characteristics to a biometric signature. Act 720 includes identifying a match
of the one or more characteristics to a user biometric signature stored within a storage
device. For example, as described in Figure 1 and the accompanying description, upon
identifying characteristics within the laser speckle pattern (e.g., characteristics 430, 432,
434), the computing device 110 can access a storage device 160 that stores one or more
user biometric signatures. The computing device 110 can then match the identified
characteristics to a biometric signature stored within the storage device 160.

[0062] Further still, Figure 7 shows that the method can comprise an act 730 of
authenticating a user. Act 730 can include based upon the identified match, authenticate a
user within a computer system. For example, upon identifying a matching biometric
signature within the storage device 160, the computing device 110 can authenticate a user
within a computer system by providing the user with appropriate permissions within the
computer system, unlocking the computer system, allowing the user to access assets
within the computer system, or otherwise authenticate the user within the computer system
[0063] Accordingly, embodiments of the above-described biometric authentication
system can provide significant benefits over conventional authentication schemes. For
example, acoustic stimulation of an individual’s finger bone can generate identifiable
characteristics within an associated speckle pattern that are the result of minute differences
in the individual’s finger bone. In contrast to a fingerprint, which can be surreptitiously

gathered from a photo or touched surfaces, an individual’s finger bone is completely
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obscure. Further, several means exist to reproduce an individual’s fingerprint, such as a
simple photograph. In contrast, no such readily available means exist to exactly reproduce
an individual’s finger bone. As such, embodiments of a biometric authentication system
for biometric authentication using a speckle pattern generated by acoustically stimulated
tissue can provide significant improvements to the field.

[0064] Although the subject matter has been described in language specific to
structural features and/or methodological acts, it is to be understood that the subject matter
defined in the appended claims is not necessarily limited to the described features or acts
described above, or the order of the acts described above. Rather, the described features
and acts are disclosed as example forms of implementing the claims.

[0065] Embodiments of the present invention may comprise or utilize a special-
purpose or general-purpose computer system that includes computer hardware, such as, for
example, one or more processors and system memory, as discussed in greater detail below.
Embodiments within the scope of the present invention also include physical and other
computer-readable media for carrying or storing computer-executable instructions and/or
data structures. Such computer-readable media can be any available media that can be
accessed by a general-purpose or special-purpose computer system. Computer-readable
media that store computer-executable instructions and/or data structures are computer
storage media. Computer-readable media that carry computer-executable instructions
and/or data structures are transmission media. Thus, by way of example, and not
limitation, embodiments of the invention can comprise at least two distinctly different
kinds of computer-readable media: computer storage media and transmission media.
[0066] Computer storage media are physical storage media that store computer-
executable instructions and/or data structures. Physical storage media include computer
hardware, such as RAM, ROM, EEPROM, solid state drives (“SSDs”), flash memory,
phase-change memory (“PCM”), optical disk storage, magnetic disk storage or other
magnetic storage devices, or any other hardware storage device(s) which can be used to
store program code in the form of computer-executable instructions or data structures,
which can be accessed and executed by a general-purpose or special-purpose computer
system to implement the disclosed functionality of the invention.

[0067] Transmission media can include a network and/or data links which can be used
to carry program code in the form of computer-executable instructions or data structures,
and which can be accessed by a general-purpose or special-purpose computer system. A

“network”™ is defined as one or more data links that enable the transport of electronic data
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between computer systems and/or modules and/or other electronic devices. When
information 1s transferred or provided over a network or another communications
connection (either hardwired, wireless, or a combination of hardwired or wireless) to a
computer system, the computer system may view the connection as transmission media.
Combinations of the above should also be included within the scope of computer-readable
media.

[0068] Further, upon reaching various computer system components, program code in
the form of computer-executable instructions or data structures can be transferred
automatically from transmission media to computer storage media (or vice versa). For
example, computer-executable instructions or data structures received over a network or
data link can be buffered in RAM within a network interface module (e.g., a “NIC”), and
then eventually transferred to computer system RAM and/or to less volatile computer
storage media at a computer system. Thus, it should be understood that computer storage
media can be included in computer system components that also (or even primarily) utilize
transmission media.

[0069] Computer-executable instructions comprise, for example, instructions and data
which, when executed at one or more processors, cause a general-purpose computer
system, special-purpose computer system, or special-purpose processing device to perform
a certain function or group of functions. Computer-executable instructions may be, for
example, binaries, intermediate format instructions such as assembly language, or even
source code.

[0070] Those skilled in the art will appreciate that the invention may be practiced in
network computing environments with many types of computer system configurations,
including, personal computers, desktop computers, laptop computers, message processors,
hand-held devices, multi-processor systems, microprocessor-based or programmable
consumer electronics, network PCs, minicomputers, mainframe computers, mobile
telephones, PDAs, tablets, pagers, routers, switches, and the like. The invention may also
be practiced in distributed system environments where local and remote computer
systems, which are linked (either by hardwired data links, wireless data links, or by a
combination of hardwired and wireless data links) through a network, both perform tasks.
As such, in a distributed system environment, a computer system may include a plurality
of constituent computer systems. In a distributed system environment, program modules

may be located in both local and remote memory storage devices.
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[0071] Those skilled in the art will also appreciate that the invention may be practiced
in a cloud-computing environment. Cloud computing environments may be distributed,
although this is not required. When distributed, cloud computing environments may be
distributed internationally within an organization and/or have components possessed
across multiple organizations. In this description and the following claims, “cloud
computing” is defined as a model for enabling on-demand network access to a shared pool
of configurable computing resources (e.g., networks, servers, storage, applications, and
services). The definition of “cloud computing” is not limited to any of the other numerous
advantages that can be obtained from such a model when properly deployed.

[0072] A cloud-computing model can be composed of various characteristics, such as
on-demand self-service, broad network access, resource pooling, rapid elasticity, measured
service, and so forth. A cloud-computing model may also come in the form of various
service models such as, for example, Software as a Service (“SaaS”), Platform as a Service
(“PaaS”), and Infrastructure as a Service (“laaS”). The cloud-computing model may also
be deployed using different deployment models such as private cloud, community cloud,
public cloud, hybrid cloud, and so forth.

[0073] Some embodiments, such as a cloud-computing environment, may comprise a
system that includes one or more hosts that are each capable of running one or more
virtual machines. During operation, virtual machines emulate an operational computing
system, supporting an operating system and perhaps one or more other applications as
well. In some embodiments, each host includes a hypervisor that emulates virtual
resources for the virtual machines using physical resources that are abstracted from view
of the virtual machines. The hypervisor also provides proper isolation between the virtual
machines. Thus, from the perspective of any given virtual machine, the hypervisor
provides the illusion that the virtual machine is interfacing with a physical resource, even
though the virtual machine only interfaces with the appearance (e.g., a virtual resource) of
a physical resource. Examples of physical resources including processing capacity,
memory, disk space, network bandwidth, media drives, and so forth.

[0074] As used herein, unless otherwise expressly specified, all numbers such as those
expressing values, ranges, amounts or percentages may be read as if prefaced by the word
"about", even if the term does not expressly appear. Any numerical range recited herein is
intended to include all sub-ranges subsumed therein. Plural encompasses singular and vice
versa. For example, while the invention has been described in terms of "a" first boundary,

"a" first decorative feature, "a" first image, and the like, one or more of any of these items
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is within the scope of the invention. In addition, in this application, the use of "or" means
"and/or" unless specifically stated otherwise, even though "and/or" may be explicitly used
in certain instances. "Including", "such as", "for example" and like terms means
"including/such as/for example but not limited to".

[0075] The present invention may be embodied in other specific forms without
departing from its spirit or essential characteristics. The described embodiments are to be
considered in all respects only as illustrative and not restrictive. The scope of the invention
is, therefore, indicated by the appended claims rather than by the foregoing description.
All changes which come within the meaning and range of equivalency of the claims are to

be embraced within their scope.
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CLAIMS
1. A computing system comprising:
one or more processors;
one or more storage devices having stored thereon computer-executable
instructions that are executable by the one or more processors, and that configure the
system to identify a user through a biometric signature, including computer-executable
instructions that configure the computer system to perform at least the following:
acoustically stimulate, with an acoustic transducer, tissue belonging to an
individual;
illuminate with a laser at least a portion of the stimulated tissue;
receive at an optical sensing device a speckle pattern generated by the
laser’s interaction with the stimulated tissue;
identify at a computing device one or more characteristics within the
received speckle pattern;
identify a match of the one or more characteristics to a user biometric
signature stored within a storage device; and
based upon the identified match, authenticate a user within a computer

system.

2. The system as recited in claim 1, wherein the optical sensing device receives the
speckle pattern through a lens that is positioned between the optical sensing device

and the stimulated tissue.

3. The system as recited in claim 2, wherein the optical sensing device is positioned

within a focal plane of the lens.

4. The system as recited in claim 2, wherein the optical sensing device is positioned

within an image plane of the lens and the stimulated tissue.

5. The system as recited in claim 1, wherein the stimulated tissue comprises a finger

bone.

6. The system as recited in claim 1, wherein the optical sensing device comprises a

single photodetector.
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7.

10.

11.

12.

13.

The system as recited in claim 1, wherein the optical sensing device comprises an

image SENsor array.

The system as recited in claim 1, wherein the computer-executable instructions are
further configured to:

receive from the individual an initial user identification; and

based upon the initial user identification, acoustically stimulate the tissue

with a specific set of frequencies.

The system as recited in claim 1, wherein the computer-executable instructions are
further configured to:
receive pulse oximetry data from the tissue; and

detect a pulse before authenticating the user.

The system as recited in claim 1, wherein the laser operates with a pre-defined set

of frequency markers that are detectable within the received speckle pattern.

A biometric security device for authenticating one or more users based upon a
speckle pattern comprising:

an acoustic transducer positioned near a tissue-receiving portion of the
biometric security device and configured to stimulate tissue belonging to an
individual;

a laser device configured to illuminate, with a laser, at least a portion of the
stimulated tissue;

an optical sensing device positioned to receive a speckle pattern generated
by the interaction of the laser with the stimulated tissue; and

a computing device configured to determine an identity of the individual

based upon one or more characteristics of the received speckle pattern.

The biometric security device as recited in claim 11, wherein the optical sensing

device comprises a single photodetector.

The biometric security device as recited in claim 11, further comprising a lens

positioned between the stimulated tissue and the optical sensing device.
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14. The biometric security device as recited in claim 13, wherein the optical sensing

device is positioned within a focal plane of the lens.

15. A method for identifying a user through a biometric signature, the method
comprising:
receiving from an optical sensing device a speckle pattern generated by a

laser beam’s interaction with acoustically stimulated tissue;

identifying at a computing device one or more characteristics within the

received speckle pattern;

identifying a match of the one or more characteristics to user biometric

signatures stored within a database; and

based upon the identified match, authenticating a user within a computer

system.
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