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TITLE
Munition with Integrity Gated Go/No-Go Decision

CROSS REFERENCE TO RELATED APPLICATIONS
Not Applicable.

STATEMENT REGARDING FEDERALLY SPONSORED RESEARCH
Not Applicable.

FIELD OF THE INVENTION
The present invention relates generally to munitions used in warfare, and more
particularly to a method of controlling the munitions to avoid engagement of undesired

targets, such as friendly or neutral troops or sites.

BACKGROUND OF THE INVENTION

Modern warfare often involves enemy troops located close to civilian population
and to friendly troops. While it is desirable to engage the enemy troops and enemy sites,
care must be used to minimize or eliminate unintentional engagement of friendly troops

and/or collateral damage.

In modern warfare the targeting of enemy sites is typically focused on the
increasing probability of munitions hitting the desired targét, typically with means to
improve overall weapon accuracy. Certain countries or groups of people place air
defense systems and other military significant systems near buildings such as hospitals,
schools or places of religious worship (e.g. churches, temples or mosques) in hope that
an attempted targeting of the military significant systems will be tempered by the desire
not to hurt civilians in the hospitals, schools or places of religious worship or to harm the

buildings themselves.

Present day munitions used in warfare are increasingly Precision Guided
Munitions (PGMs). A "PGM" is a munition with sensors that allow it to know where it
is and actuators that allow the munition to guide itself towards an intended target. The

PGM’s guidance system provides a generally accurate target area for the munitions to
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strike. These munitions target an aim point. The aim point has an area around it referred
to as the Circular Error Probable (CEP). The CEP defines an area about an aim point for
a munition wherein approximately fifty percent of the munitions aimed at the aim point
of the target will strike. While fifty percent of the munitions will strike within the CEP
area, the remaining fifty percent will strike outside the CEP area, in some cases
potentially very far away. It is munitions that strike away from the intended target that
result in unintentional engagement of friendly troops or friendly sites or provide

collateral damage to civilians and civilian structures.

One system used to provide guidance of a PGM is known as a Laser Guidance
System (LGS) used with Laser Guided Bombs (LGBs). In use, a LGB maintains a flight
path established by the delivery aircraft. The LGB attempts to align itself with a target
that is illuminated by a laser. The laser may be located on the delivery aircraft, on
another aircraft or on the ground. When alignment occurs between the LGB and the
laser, the reflected laser energy is received by a detector of the LGB and is used to center

the LGB flight path on the target.

Another type of PGM is known as an Inertial Guided Munition (IGM). The IGM
utilizes an inertial guidance system (IGS) to guide the munition to the intended target.
This IGS uses a gyroscope and accelerometer to maintain the predetermined course to

the target.

Still another type of PGM is referred to as Seeker Guided Munitions (SGMs).
The SGMs attempt to determine a target with either a television or an imaging infrared
seeker and a data link. The seeker subsystem of the SGM provides the launch aircraft
with a visual presentation of the target as seen from the munition. During munition
flight, this presentation is transmitted by the data-link system to the aircraft cockpit
monitor. The SGM can be either locked onto the target before or after launch for
automatic munition guidance. As the target comes into view, the SGM locks onto the

target.

Another navigation system used for PGMs is known as a Global Positioning

System (GPS). GPS is well known to those in the aviation field for guiding aircraft.
-
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GPS is a satellite navigation system that provides coded satellite signals that are
processed by a GPS receiver and enable the receiver to determine position, velocity and
time. Generally four satellite signals are used to compute position in three dimensions
and a time offset in the receiver clock. A GPS satellite navigation system has three

segments: a space segment, a control segment and a user segment.

The GPS space segment is comprised of a group of GPS satellites, known as the
GPS Operations Constellation. A total of 24 satellites (plus spares) comprise the
constellation, with the orbit altitude of each satellite selected such that the satellites
repeat the same ground t}*ack and configuration over any point each 24 hours. There are
six orbital planes with four satellites in each plane. The planes are equally spaced apart
(60 degrees between each plane). The constellation provides between five and eight

satellites visible from any point on the earth, at any one time.

The GPS control segment comprises a system of tracking stations located around
the world. These stations measure signals from the GPS satellites and incorporate these
signals into orbital models for each satellite. The models compute precise orbital data
(ephemeris) and clock corrections for each satellite. A master control station uploads the
ephemeris data and clock data to the satellites. The satellites then send subsets of the

orbital ephemeris data to GPS receivers via radio signals.

The GPS user segment comprises the GPS receivers. GPS receivers convert the
satellite signals into position, velocity and time estimates. Four satellites are required to
compute the X, Y, Z positions and the time. Position in the X, Y and Z dimensions are
converted within the receiver to geodetic latitude, longitude and height. Velocity is
computed from change in position over time and the satellite Doppler frequencies. Time
is computed in satellite time and GPS time. Satellite time is maintained by each satellite.
Each satellite contains four atomic clocks that are monitored by the ground control

stations and maintained to within one millisecond of GPS time.

Each satellite transmits two microwave carrier signals. The first carrier signal
carries the navigation message and code signals. The second carrier signal is used to

measure the ionospheric delay by Precise Positioning Service (PPS) equipped receivers.
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The GPS navigation message comprises a 50Hz signal that includes data bits that
describe the GPS satellite orbits, clock corrections and other system parameters.
Additional carriers, codes and signals are expected to be added to provide increased

accuracy and integrity.

A system used to provide even greater accuracy for GPS systems used in
navigation applications is known as a Space Based Augmentation System. One type of
SBAS is known as a Wide Area Augmentation System (WAAS). WAAS is a system of
satellites and ground stations that provide GPS signal correction to provide greater
position accuracy. WAAS is comprised of approximately 25 ground reference stations
that monitor GPS satellite data. Two master stations collect data from the reference
stations and produce a GPS correction message. The correction message corrects for
GPS satellite orbit and clock drift and for signal delays caused by the atmosphere and
ionosphere. The corrected message is broadcast through one of the WAAS geostationary

satellites and can be read by a WAAS-enabled GPS receiver.

Some PGMs combine multiple types of guidance. For example, the Joint Direct
Attack Munition (JDAM) uses GPS, but includes inertial guidance, which it uses to

continue an engagement if the GPS signal becomes jammed.

A drawback associated with all these types of PGMs is the unintentional
engagement of friendly or neutral targets. While LGBs have proven effective, a variety
of factors such as sensor alignment, control system malfunction, smoke, dust, debris, and
weather conditions can result in the LGB not hitting the desired target. SGMs may be
confused by decoys. The image obtained by the SGM may be distorted by weather or
battle conditions such as smoke and debris and result in the SGM not being able to lock
onto the target. There are several areas where GPS errors can occur. Noise in the signals
can cause GPS errors. Satellite clock errors, which are not corrected by the control
station, can result in GPS errors. Ephemeris data errors can also occur. Tropospheric
delays (due to changes in temperature, pressure and humidity associated with weather
changes) can cause GPS errors. Ionospheric delays can cause errors. Multipath errors,
caused by reflected signals from surfaces near the receiver that either interfere with or

are mistaken for the signal, can also lead to GPS errors.
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Despite the accuracy provided by LGBs, IGMs, SGMs, and GPR-based
munitions the PGMs still occasionally inadvertently engage at or near friendly troops,
sites, civilians or important collateral targets. This may be due to other factors as well,
such as target position uncertainties, sensor errors, map registration errors and the like.
This problem is increasingly important, both because domestic and world opinion is
becoming increasingly sensitive to friendly fire and collateral damage, and because
adversaries are more frequently deliberately placing legitimate military targets near

potential targets of substantial collateral damage.

SUMMARY OF THE INVENTION

A munition is described which includes an integrity verification system that
measures the integrity of the munition. When an integrity threshold is not met,
engagement of the munition with a predetermined target is aborted. Also described is a
methodology for gating the engagement of the munition with the target. The
methodology includes performing an integrity check of the munition before the
munition passes a point of no return. The method further includes aborting the

engagement of the target when the integrity check of the munition fails.

BRIEF DESCRIPTION OF THE DRAWINGS

The invention will be more fully understood from the following detailed
description taken in conjunction with the accompanying drawings, in which:

Figure 1 comprises a block diagram of a munition according to the present
invention;

Figure 2 is a diagram showing the path of a munition from deployment to
engagement with an intended target;

Figure 3 is a flow chart showing the process for providing integrity gated
munitions decisions;

Figure 4 is a diagram of an alternate embodiment of the present invention;

Figure 5 is a flow chart of an alternate method for providing integrity gated
munition decisions;

Figure 6 is a block diagram of a hybrid system for gated munition deployment;

and



WO 2005/052491 PCT/US2004/015619
Figures 7A and 7B are a flow chart of another alternate method for providing

integrity gated munition decisions.
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DETAILED DESCRIPTION OF THE INVENTION

The problem of inadvertently engaging at or near a friendly or important
collateral target is addressed by building into the weapon engagement process one or
more “go/no-go” decision points wherein the engagement of the munition with the
intended target can be aborted if an integrity threshold associated with the munition is

not met.

Weapon integrity is defined as a calculated confidence that an unintended
engagement cannot occur. Weapon accuracy is defined as a calculated confidence that
an intended engagement will occur. The presently disclosed invention utilizes a principle
that weapon accuracy is distinct from weapon integrity, and that for many purposes, it is
desirable to gate munition go/no-go decisions based on weapon integrity rather than
weapon accuracy. Protection against unintentional engagement of neutral and friendly
targets is better assured with weapon integrity rather than with the traditional solution of
weapon accuracy. The problem addressed by the present invention concerns what steps
can be taken once an engagement process is underway, and some problem occurs (e.g.,
GPS errors, munition steering malfunction, adverse weather conditions, etc.) that would
prevent the munition from guaranteeing a desired probability that it will not engage an
unintended target. Typically, a measure of integrity (assurance that the munition will not
engage an unintended target) would be lost in such a situation with the result that the
munition would miss the intended target, and could engage friendly troops, civilians or

provide collateral damage to unintended targets.

Referring to Figure 1, a munition 10 in accordance with the present invention is
shown. Munition 10 includes a steering and acceleration component 11, a payload 12, an
integrity verification system 14, a guidance system 13 and an arm/disarm component 15.
Examples of munitions include Joint Direct Attack Munitions (JDAMs), Tomahawk
missiles and Joint Standoff Weapon (JSOW) munitions. JDAMs and JSOWs are glide
bombs, while the Tomahawk is a powered cruise missile. In general, the present
invention applies to systems with these sorts of sensors available before an irrevocable
decision related to continuing an engagement. This can include the decision to fire or

release a non-PGM submunition from a larger munition, or the decision to fire or release
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a non-PGM munition from a ship, aircraft, and the like. Different munitions can be
provided with various payloads 12. For example, a JSOW is illustrative of different
payloads, with variants including 145 combined-effect submunitions {AGM-154A
(Baseline JSOW)}, 24 anti-armor submunitions {AGM-154B (Anti-Armor)}, and a 500
Ib bomb {AGM-154C (Unitary Variant)}.

The steering component 11 is used to direct the munition to a predetermined
target under the control of the guidance system 13. The steering component 11
comprises actuators (typically realized as controllable fins) that create aerodynamic
torques and forces which cause the munition to follow a desired flight path. Alternately,
an acceleration unit 16 may be included for certain types of munitions such as

Tomahawk guided missiles.

The integrity verification system 14 is used to ensure that the munition is
traveling on a correct path to the target. The check is performed by the integrity
verification system, which may rely in some embodiments on data from the guidance
system. Additionally or alternately, the integrity verification system includes sensors for
assessing position and flight dynamics. The integrity verification system verifies the
probability that the weapon will engage inside its allowable engagement zone, such
probability referred to herein as the “integrity level.” An integrity bound is the region
within which an engagement should occur, to meet the integrity level. By way of
example, an integrity level of 0.999 means that there is a one percent chance of the

munition engaging outside of its allowable engagement zone.

Each munition, for a given integrity level, has a respective “integrity bound”
which defines the area outside of which the munition may not engage in order to meet
the integrity bound. For example, a particular munition may have an integrity bound of
20 meters to meet an integrity level of 0.999 and an integrity bound of 33 meters to meet
an integrity level of 0.9999. In a particular use of the munition, it is provided an "alert
limit" and a corresponding "integrity threshold." The alert limit is the region beyond
which the munition is commanded not to engage, and the integrity threshold for the
engagement is the commanded probability that munition will not engage beyond this

alert limit. The alert limit can be provided implicitly, by taking the munition's integrity
8
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bound as the default alert limit. Similarly, the integrity threshold for the engagement can
be provided implicitly by taking the munition's integrity level corresponding to the alert
limit as the default integrity threshold. Once the integrity threshold and corresponding
alert limit are known, the integrity verification is a determination, based on sensor input,

that the munition will not engage beyond the alert limit.

In an operational device, this high level function may be decomposed into one or
more distinct tests. For examples, tests that the guidance system is working properly,
tests that the steering is actually moving the munition as guidance commands, tests that
the munition is on the desired flight path (within some allowed error limit), tests that the
projected uncertainty of the impact point is within a required zone, tests that if the GPS
signal is lost the munition is close enough to the intended impact point for inertial
navigation to have a sufficiently small error, and tests that internal health checks are

passed.

The check is performed by a processor which is part of the integrity verification
system 14. The processor has high safety assurance characteristics for munitions with
very high integrity probabilities. All the then feasible integrity checks are performed just
before a major go/no-go decision point. Major go/no-go decision points will vary
somewhat by weapon type and arm/disarm mechanism, but may include weapon
launch/release, reaching the last point beyond which it is too late to safely steer to a
designated "divert" location, reaching the altitude below which fragments from a self-
destruct will not be slowed to terminal velocity before impact (for an abort by self-

" destruct), reaching the altitude below which excessive weapon effects would reach the
ground, and reaching the altitude for planned weapon detonation (for an abort that
comprises impacting the ground rather than engaging in a planned air burst).
Additionally, some integrity verification tests may occur on a continuous or interrupt
basis, such as a test performed immediately if the GPS signal is lost, or continuously
monitoring of a WAAS signal. If the munition is not at the last go/no-go decision point,
then in some cases a test that would result in an abort if this were the last decision point
will result in a "wait for a later decision point" if there will be more go/no-go points in
the future. For example, a munition with GPS and INS has GPS jammed, but at the time

of a particular integrity verification the munition could still travel a distance before
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reaching the point where it would have to divert to a "safe" location and still be confident
of making it using only the INS (i.e., the point of the last go/no-go decision). Thus,
when an integrity check fails, then an abort operation is required, however, certain
failures will not require an immediate abort, because later go/no-go decision points will
remain that are not compromised by that particular failure. In this case, the failed
verification check results in a “wait for later decision point” result rather than an abort.
If however, the GPS is still jammed at the final go/no-go decision point, then abort

results.

In some embodiments the munition 10 includes an arm/disarm system 15 in
communication with the integrity verification system 14. The arm/disarm system 15 is
used to either arm or disarm the payload 12. In embodiments that do not include an
arm/disarm system 15, the “disarm” function can be accomplished by the integrity
verification system sending a command to the guidance system 13 to guide the munition
to a divert location. Preferably, the arm/disarm system 15 is present in order to permit an
abort to occur even if the cause of the failed integrity verification check is the guidance

system.

The initial targeting is provided to the guidance system by Command and Control
(C?). In addition, the alert limit is also provided. The alert limit may be generated by C?
and explicitly commanded to the munition. For very sophisticated munitions the alert
limit can be a variable, but for other munitions it could be determined from a short menu
or look-up table in response to the integrity bound (e.g., "20 m for 0.999," "33 m for
0.9999." or "65 m for 0.99999"). Other munitions may have a fixed integrity bound,

which corresponds to a predetermined alert limit.

For many PGMs the targeting information is input prior to launch. It has been a
recent trend, however, for some PGMs to accept retargeting commands in flight. For
munitions where this is allowed, the same communications channel may allow a change

in flight in the desired integrity level (e.g., from "0.9999" to "0.999").

Some collection of the data by on-board sensors is required in order to perform

the integrity verification check. In some cases (e.g., using WAAS data) additional
10
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integrity data may be provided by outside systems such as the guidance system 13.

Referring now to Figure 2, the path of a munition 10 is shown from deployment
of the munition from an aircraft 30 to engagement of an intended target 20. The
munition is a precision guided munition and is one of a GPS guided munition, a laser
guided munition, an inertial guided munition, a seeker guided munition, or other type of

guided munition.

The intended target 20 is selected based on any number of criteria and can
comprise enemy troops, enemy sites such as communication systems, electrical power
systems, enemy weapons storage locations, or enemy infrastructure. The intended target

may also include physical infrastructure such as bridges, dams, roads or the like.

Once the intended target has been identified, the proper weapon is selected. The
weapon selection is also based on several criteria such as the proximity of the intended
target 20 to friendly interests, the type of munition which can meet the objective of
destroying the target while minimizing damage to collateral structures, the required
accuracy needed with respect to the munition chosen, weather conditions, how the
weapon is deployed and the like. The existence or hypothesis of protected targets one
wishes to not engage will set the allowable engagement zone, based on the assured
distance between the intended target and the protected target(s). Weapon effects distance
will depend on the nature of the munition, the environment, the hardness (i.e., resistance
to damage) of the protected target(s), and potentially on the desired integrity level.
Subtracting the weapon effects distance from the border of the allowable engagement
zone will define the allowable miss envelope (alert limit). Proper weapon selection for
this invention is to choose a weapon such that the integrity bound of the weapon at the
desired integrity level fits within the allowable miss envelope of the intended target, for

the particular engagement scenatio.

After selection of the weapon most appropriate to meet the desired goals, the
munition is transported to a predetermined location prior to being deployed. Figure 2
shows an aircraft 30 that is used to carry the munition 10, though it should be appreciated

the selected munition could be launched from a ship or from the ground.
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Once the munition is released, the munition traverses a flight path 40 to the
intended target 20. The munition 10 is guided along this path 40 by the guidance system
of the munition 10. During the traversal of the flight path 40 from the delivery craft 30
to the intended target 20, one or more integrity checks are performed by the integrity
verification system 14 of the munition 10. For example, a first check may be performed
when the munition 10 is at the point 40a, a second check may be performed when the
munition is at the point 40b, and a final check may be performed when the munition is at
point 40c. These checks may be performed continuously, at predetermined intervals, or
on an interrupt basis. Further the last check point 40c must occur on or before the
munition reaches a point of no return (i.e., a point beyond which engagement with the

target cannot be prevented.

Shown surrounding the target (also referred to as an aim point) 20 is the integrity
bound 21. An integrity bound defines a zone around a potential intended aim-point,
within which the integrity of a miss can be assured to the corresponding probability
level. The alert limit 22 surrounds the integrity bound, and may, in some applications, be
coincident with the integrity bound. An alert limit is the zone that one wants to assure
that munition engagement is constrained within, for example, the maximum zone that
includes an aim-point and excludes aim-points too near to friendly sites. Surrounding
the alert limit 22 is an allowable engagement zone 23, which is the smallest zone that
includes the intended target and a protected target. For some applications, this is the
Jargest possible zone that can be assured to include the intended target and just barely
include a protected target. The difference between the alert limit and the allowable
engagement zone is the weapon effect distance. While the integrity bound 21, alert limit
22 and allowable engagement zone 23 are depicted as circles, some munitions (e.g.
munitions with submunitions) have non-circular weapon effects, may as a result have

non-circular integrity bounds.

The "allowable miss envelope" or "alert limit" is for an engagement. The
munition has an integrity bound, and must be selected so that the integrity bound is less
than or equal to the alert limit, at the same or higher integrity level. The munition may

be fed the "alert limit." In this type of operation, the munition aborts if it will violate the
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alert limit. If no alert limit is provided, then the munition takes a pre-calculated integrity

bound as its alert limit.

For any particular engagement scenario, a larger allowable engagement zone
includes additional distance to account for weapon effects against the type of targets one
wishes to avoid. When looking at a munition in isolation, the weapon effect distance is

added to the integrity bound to get the total effect integrity bound.

When an integrity verification comes back negative, for example when the
munition comprises a GPS guided munition the GPS signal has been lost, then the
munition engagement with the intended target is aborted, or a “wait for a later decision
point” result may occur if the check is not that the final check point. This engagement
abortion reduces or eliminates any engagement of friendly sites or collateral damage
which would have resulted had the engagement not been aborted. Aborting the
engagement may take the form of self-destruction of the munition or directing the
munition to predetermined safe location. Alternately, when the munition is already
armed the munition can be disarmed by the arm/disarm component in order to abort the
engagement. When the released munition is not yet armed, aborting the engagement can

be done by the arm/disarm component intentionally failing to arm the munition.

Flow diagrams of the presently disclosed methods of gating munition
engagement based on integrity verification are depicted in Figures 3, 5, 7A and 7B. The
rectangular elements are herein denoted “processing blocks™ and represent computer
software instructions or groups of instructions. The diamond shaped elements are herein
denoted “decision blocks” and represent computer software instructions, or groups of
instructions which affect the execution of the computer software. instructions represented

by the processing blocks.

Alternatively, the processing and decision blocks represent steps performed by
functionally equivalent circuits such as a digital signal processor circuit or an application
sﬁeciﬁc integrated circuit (ASIC). The flow diagrams do not depict the syntax of any
particular programming language. Rather, the flow diagrams illustrate the functional

information one of ordinary skill in the art requires to fabricate circuits or to generate
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computer software to perform the processing required in accordance with the present
invention. It should be noted that many routine program elements, such as initialization
of loops and variables and the use of temporary variables are not shown. It will be
appreciated by those of ordinary skill in the art that unless otherwise indicated herein, the
particular sequence of steps described is illustrative only and can be varied without
departing from the spirit of the invention. Thus, unless otherwise stated the steps
described below are unordered meaning that, when possible, the steps can be performed

in any convenient or desirable order.

A first process for gating munition engagement based on integrity information is
shown in Figure 3. The first step 110 of the process 100 involves selecting the desired
target. The desired target is selected after a review of several criteria, as discussed

above.

In step 120 the weapon is assigned. The proper weapon, considering the
circumstances involving the intended target, is selected. There are once again several
criteria that are used to select the best weapon for engagement of the intended target, as

discussed above.

In step 130 the munition is deplojéd. Illustrative munition deployment can
involve the munition being released from an aircraft, launched from a ship or launched
from a ground source. Once the munition is deployed, the munition begins its track to

the intended target.

In step 140 it is determined whether or not the desired integrity threshold for the
munition is met. The integrity threshold can vary based on the type of munition and the
type of guidance system used. For example, if a GPS guided munition is being used, a
loss of the GPS signal would result in the integrity threshold not being met. For a LGM,
debris or smoke in the air can prevent the guidance system from locking on the target by
way of the laser. Other problems, regardless of the type of guidance system used, can
also cause the integrity threshold to not be met. An example of this type of error is a

problem with a fin on the munition such that the munition cannot be steered to the
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intended target. The integrity threshold of the munition can be checked several times

between the time the munition is deployed and the time the munition impacts the target.

If the integrity threshold of the munition is not met, then step 145 is executed. In
step 145 a determination is made regarding whether this is the final opportunity to abort
before the failure indicated by the integrity verification threshold violation. For
example, in munitions provided with both a GPS system and an IGS, a failure of the GPS
may not result in an abort if the IGS can direct the munition to the intended target. When
the determination is made that this is the final opportunity to abort then step 150 is
executed, and when the determination is made that this is not the final opportunity to

abort then steps 140 et seq. are executed.

The target engagement is aborted in step 150. As discussed, aborting of the
target engagement can be accomplished in several ways. The munition can be diverted
to an alternate location that is known to be safe in the event the munition detonates. The
munition can be self-destructed before any damage to troops or sites on the ground
occurs. When the munition is already armed, aborting the engagement can involve
disarming the munition. When the munition is not yet armed, aborting the engagement

can include intentionally failing to arm the munition.

If the integrity threshold of the munition has been met in step 140, then in step
160 a determination is made if the integrity check was the last check before engagement.
If the integrity check is not the last check before engagement, then steps 140 et seq. are

executed again.

If the integrity threshold check is the last check before engagement of the
intended target then the munition continues on its track to the intended target and

impacts the target in step 180.

The process ends in step 180 after the munition impacts the target or the target -

engagement is aborted.
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Referring now to Figure 4, an alternate embodiment 200 of the present invention
is shown. In this embodiment, the integrity verification system 214 is part of the
platform 211 from which the munition 210 will be deployed. Also shown is the platform
guidance system 213 which includes sensors 212. Sensors 212 communicate with the
integrity verification system 214. With the embodiment 200, when the integrity
verification system 214 detects a verification failure, a decision to abort the deployment
of the munition is made before the munition is deployed. Here, the integrity verification
system 214 is located on the platform 211 remote from the munition, and all it needs
from the munition is the integrity bound for that munition that would result from that
munition's release. The munition is not released if the munition integrity bound would
exceed the desired protection level, at the desired integrity level. In most versions of this
alternate embodiment, the platform operator would be notified of the failure to release,
and the reason for this failure. For this purpose, the platform operator may be an

automated system with responsibility over the platform.

Another process for gating munition engagement based on integrity information
for use with the system 200 is shown in Figure 5. The first step 310 of the process 300
involves selecting the desired target. The desired target is selected after a review of

several criteria, as discussed above.

In step 320 the weapon is assigned. The proper weapon, considering the
circumstances involving the intended target, is selected. There are once again several
criteria that are used to select the best weapon for engagement of the intended target, as

discussed above.

In step 330 it is determined whether or not an integrity threshold of the munition
is met. The integrity threshold can vary based on the type of munition and the type of
guidance system used. The integrity threshold of the munition can be checked several

times before the munition is deployed.

If the integrity threshold of the munition is not met, then the munition
deployment is aborted in step 340. The aborting of the munition deployment can be

accomplished by failing to release, launch, or otherwise deploy the munition. Following

16



10

15

20

25

30

WO 2005/052491 PCT/US2004/015619
any abort of munition deployment, an optional function may then notify the platform of
the failure to deploy, with potentially specific data about the integrity threshold violation.

In step 345 a determination is made as whether another munition should be
selected. When the decision is to select another munition, then steps 330 et seq. are

executed. When the decision is not to select another munition, then step 370 is executed.

If the integrity threshold of the munition has been met, then in step 350 a
determination is made if the integrity threshold check was the last check before munition
deployment. If the integrity threshold check is not the last check before munition
deployment, then steps 330 et seq. are executed again. In some versions of this alternate
embodiment, there will be only one integrity verification check, and step 350 may be

omitted from the implementation.

If the integrity threshold check is the last check before munition deployment, then
the munition is deployed in step 360.

The process ends in step 370 after the munition has been deployed or the

munition deployment has been aborted.

Referring now to Figure 6, an alternate embodiment 400 of the present invention
is shown. In this embodiment, a pre-deployment integrity verification system 214 is part
of the platform 211 from which the munition 210 will be deployed. Also shown is the
platform guidance system 213 which includes sensors 212. Sensors 212 communicate
with the pre-deployment integrity verification system 214. With the embodiment 400,
when the pre-deployment integrity verification system 214 detects a verification failure,
a decision to abort the deployment of the munition is made before the munition is
deployed. Here, the pre-deployment integrity verification system 214 is located on the
platform 211 remote from the munition, and all it needs from the munition is the
integrity bound for that munition that would result from that munition's release. The
munition is not released if the munition integrity bound would exceed the desired
protection level, at the desired integrity level. In most versions of this alternate

embodiment, the platform operator would be notified of the failure to release, and the
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reason for this failure. For this purpose, the "platform operator" may be an automated
system with responsibility over the platform. Additionally, the munition 410 includes
it’s own post-deployment integrity verification system, which is used once the munition

is deployed.

The post-deployment integrity verification system included as part of munition
410 is used to ensure that the munition is traveling on a correct path to the target. The
check is performed by the post-deployment integrity verification system, which may rely
in some embodiments on data from the guidance system also includes as part of munition
410. Additionally or alternately, the post-deployment integrity verification system
includes sensors for assessing position and flight dynamics. The post-deployment
integrity verification system verifies the probability that the weapon will engage inside

its allowable engagement zone.

Another process for gating munition engagement based on integrity information
for use with the system 400 is shown in Figures 7A and 7B. The first step 510 of the
process 500 involves selecting the desired target. The desired target is selected after a

review of several criteria, as discussed above.

In step 520 the weapon is assigned. The proper weapon, considering the
circumstances involving the intended target, is selected. There are once again several
criteria that are used to select the best weapon for engagement of the intended target, as

discussed above.

In step 530 it is determined whether or not a pre-deployment integrity threshold
of the munition is met. The pre-deployment integrity threshold can vary based on the
type of munition and the type of guidance system used. The pre-deployment integrity
threshold of the munition can be checked several times before the munition is deployed.
This pre-deployment integrity verification is performed by the pre-deployment integrity

verification system included as part of the platform, located remotely from the munition.

If the pre-deployment integrity threshold of the munition is not met, then the
munition deployment is aborted in step 540. The aborting of the munition deployment
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can be accomplished by failing to release, launch, or otherwise deploy the munition.
Following any abort of munition deployment, an optional function may then notify the
platform of the failure to deploy, with potentially specific data about the integrity
threshold violation.

In step 545 a determination is made as whether another munition should be
selected. When the decision is to select another munition, then steps 530 et seq. are

executed. When the decision is not to select another munition, then step 610 is executed.

If the pre-deployment integrity threshold of the munition has been met in step
530, then in step 550 a determination is made if the integrity threshold check was the last
check before munition deployment. If the integrity threshold check is not the last check
before munition deployment, then steps 530 et seq. are executed again. In some
versions of this alternate embodiment, there will be only one integrity verification check,

and step 550 may be omitted from the implementation.

If the integrity threshold check is the last check before munition deployment, then
the munition is deployed in step 560.

In step 570 it is determined whether or not the desired post-deployment integrity
threshold for the munition is met. The post-deployment integrity threshold can vary
based on the type of munition and the type of guidance system used. For example, if a
GPS guided munition is being used, a loss of the GPS signal would result in the integrity
threshold not being met. For a LGM, debris or smoke in the air can prevent the
guidance system from locking on the target by way of the laser. Other problems,
regardless of the type of guidance system used, can also cause the integrity threshold to
not be met. An example of this type of error is a problem with a fin on the munition such
that the munition cannot be steered to the intended target. The post-deployment integrity
threshold of the munition can be checked several times between the time the munition is

deployed and the time the munition impacts the target.

If the integrity threshold of the munition is not met, then step 575 is executed. In
step 575 a determination is made regarding whether this is the final opportunity to abort
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before the failure indicated by the post-deployment integrity verification threshold
violation. For example, in munitions provided with both a GPS system and an IGS, a
failure of the GPS may not result in an abort if the IGS can direct the munition to the
intended target. When the determination is made that this is the final opportunity to
abort then step 580 is executed, and when the determination is made that this is not the

final opportunity to abort then steps 570 et seq. are executed.

The target engagement is aborted in step 580. As discussed, aborting of the
target engagement can be accomplished in several ways. The munition can be diverted
to an alternate location that is known to be safe in the event the munition detonates. The
munition can be self-destructed before any damage to troops or sites on the ground
occurs. When the munition is already armed, aborting the engagement can involve
disarming the munition. When the munition is not yet armed, aborting the engagement

can include intentionally failing to arm the munition.

If the integrity threshold of the munition has been met in step 570, then in step
590 a determination is made if the integrity check was the last check before engagement.
If the integrity check is not the last check before engagement, then steps 570 et seq. are

executed again.

If the integrity threshold check is the last check before engagement of the
intended target then the munition continues on its track to the intended target and

impacts the target in step 600.

The process ends in step 610 after the munition impacts the target or the target

engagement is aborted.

A munition has been described wherein the munition includes an integrity
verification system that measures the integrity of the munition. When an integrity
threshold is not met, engagement of the munition with a predetermined target is aborted
or otherwise prevented. Also described is a methodology for gating the engagement of
a munition with a target. In one embodiment the methodology includes performing one

or more integrity checks of the munition after it is deployed. In an alternate
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embodiment, at least one integrity check is performed before the munition is deployed.
The method further includes aborting the engagement of the target when the integrity
check of the munition fails. In a further embodiment a pre-deployment integrity check

is performed and a post-deployment integrity check is performed.

Having described preferred embodiments of the invention it will now become
apparent to those of ordinary skill in the art that other embodiments incorporating these
concepts may be used. Additionally, the software included as part of the invention may
be embodied in a computer program product that includes a computer useable medium.
For example, such a computer usable medium can include a readable memory device,
such as a hard drive device, a CD-ROM, a DVD-ROM, or a computer diskette, having
computer readable program code segments stored thereon. The computer readable
medium can also include a communications link, either optical, wired, or wireless,
having program code segments carried thereon as digital or analog signals. Accordingly,
it is submitted that that the invention should not be limited to the described embodiments
but rather should be limited only by the spirit and scope of the appended claims. All
publications and references cited herein are expressly incorporated herein by reference in

their entirety.
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CLAIMS
What is claimed is:

1. A munition comprising:
a payload;

a steering component;

at least one guidance system in communication with said steering component,
said guidance system capable of controlling said steering component to direct said
munition to a predetermined target; and

an integrity verification system in communication with said guidance system,
said integrity verification system measuring an integrity of said munition, wherein, when

an integrity threshold is not met, an abort operation is executed.

2. The munition of claim 1 further comprising an acceleration unit.

3. The munition of claim 1 further comprising an arm/disarm component coupled to
said payload.

4. The munition of claim 1 wherein said at least one guidance system is selected

from the group comprising a laser guidance system, an inertial guidance system, a seeker

guidance system, and a Global Positioning System (GPS) guidance system.

5. The munition of claim 2 wherein said GPS guidance system utilizes signals from

a guidance integrity system.

6. The munition of claim 5 wherein said guidance intégrity system comprises a

Space Based Augmentation System (SBAS).

7. The munition of claim 6 wherein said SBAS comprises a Wide Area

Augmentation System (WAAS).

8. The munition of claim 1 wherein said abort operation is executed by performing

~one of the group consisting of self-destructing said munition, diverting said munition to a

predetermined location, disarming said munition, and failing to arm said munition.
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9. The munition of claim 1 wherein said integrity verification system measures the
integrity of said munition at least once from a time said munition is launched until said

munition engages said predetermined target.

10.  The munition of claim 1 wherein said abort operation includes determining if the
integrity error is recoverable and when the error is recoverable then not aborting the
engagement of said munition with said predetermined target at this time, and when the
error is not recoverable then aborting the engagement of said munition with said intended

target.

11.  The munition of claim 1 wherein said integrity verification system measures an
integrity of said munition at a rate selected from the group consisting of continuously, at

predetermined intervals, and on an interrupt basis.

12. The munition of claim 1 wherein a final measuring of the integrity of said

munition occurs before said munition reaches a point of no return.

13. A system for launching a munition comprising:

a munition; and

a munition platform including a pre-deployment integrity verification system,
wherein said integrity verification system measures an integrity of said munition and

-when an integrity threshold is not met, a deployment of said munition is aborted.

14.  The system of claim 13 wherein said munition comprises:

a payload;

a steering component;

at least one guidance system in communication with said steering component,
said guidance system capable of controlling said steering component to direct said
munition to a predetermined target; and

a post-deployment integrity verification system in communication with said

guidance system, said post-deployment integrity verification system measuring an
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integrity of said munition, wherein, when an integrity threshold is not met, an abort

operation is executed.

15.  The system of claim 13 wherein said munition further comprises an acceleration

unit.

16.  The system of claim 14 wherein said munition further comprises an arm/disarm

component coupled to said payload.

17.  The system of claim 14 wherein said at least one guidance system is selected
from the group consisting of a laser guidance system, an inertial guidance system, a

seeker guidance system, and a Global Positioning System (GPS) guidance system.

18.  The system of claim 17 wherein said GPS guidance system utilizes signals from a

guidance integrity system.

19.  The system of claim 18 wherein said guidance integrity system comprises a

Space Based Augmentation system (SBAS).

20. The system of claim 19 wherein said SBAS comprises a Wide Area
Augmentation System (WAAS).

21.  The system of claim 13 wherein said pre-deployment integrity verification
system measures the integrity of said munition at least once before a time said munition

is launched.

22.  The system of claim 14 wherein said engagement of said munition with said
predetermined target is aborted by performing one of the group consisting of self-
destructing said munition, diverting said munition to a predetermined location, disarming

said munition, and failing to arm said munition.
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23.  The system of claim 14 wherein said post-deployment integrity verification
system measures the integrity of said munition at least once from a time said munition is

deployed until said munition engages said predetermined target.

24.  The system of claim 14 wherein said abort operation includes determining if the
integrity error is recoverable and when the error is recoverable then not aborting the
engagement of said munition with said predetermined target at this time, and when the
error is not recoverable then aborting the engagement of said munition with said intended

target.

25.  The system of claim 14 wherein said post-deployment integrity verification
system measures an integrity of said munition at a rate selected from the group

consisting of continuously, at predetermined intervals, and on an interrupt basis.

26.  The system of claim 14 wherein a final measuring of the integrity of said

munition occurs before said munition reaches a point of no return.

27.  The system of claim 14 wherein said abort operation comprises selecting another
munition to deploy.
28. A method of gating the engagement of a munition with a target comprisihg:
selecting a target to be engaged;
assigning a munition to engage said target, said munition including a guidance
system;
deploying said munition;
performing an integrity check of said munition; and
aborting the engagement of said target with said munition when said integrity
check fails.

29.  The method of claim 28 wherein said assigning a munition comprises assigning a

precision guided missile (PGM).
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30.  The method of claim 28 wherein said assigning a munition comprises assigning a
munition having at least one guidance system selected from the group comprising a laser
guidance system, an inertial guidance system, a seeker guidance system, a Global

Positioning System (GPS) guidance system.

31.  The method of claim 28 wherein said assigning a munition, the munition having a
GPS guidance system, further comprises said GPS guidance system adapted to receive

signals from a guidance integrity system.

32.  The method of claim 31 wherein said guidance integrity system comprises a

Space Base Augmentation System (SBAS).

33.  The method of claim 32 wherein said SBAS comprises a Wide Area
Augmentation System (WAAS).

34.  The method of claim 28 wherein said aborting comprises performing one of the
group consisting of self-destructing said munition, diverting said munition to a

predetermined location, disarming said munition, and failing to arm said munition

35.  The method of claim 28 wherein said performing an integrity check is performed
a plurality of times between the time said munition is deployed and a time before said

munition engages said target.

36.  The method of claim 28 wherein said aborting the engagement of said target
includes determining if the integrity error is recoverable and when the error is
recoverable then not aborting the engagement of said munition with said predetermined
target at this time, and when the error is not recoverable then aborting the engagement of

said munition with said intended target.
37.  The method of claim 28 wherein said performing an integrity check is done at a

rate selected from the group consisting of continuously, at predetermined intervals, and

on an interrupt basis.

26



10

15

20

25

30

WO 2005/052491 PCT/US2004/015619

38. The method of claim 28 wherein a final measuring of the integrity of said

munition occurs before said munition reaches a point of no return.

39. A method of gating the engagement of a munition with a target comprising:
selecting a target to be engaged;
assigning a munition to engage said target, said munition including a guidance
system,
performing a pre-deployment integrity check of said munition; and
aborting the deployment of said munition when said pre-deployment integrity
check fails.

40.  The method of claim 39 further comprising deploying said munition when said

pre-deployment integrity check of said munition is successful.

41. The method of claim 40 further comprising performing a post-deployment
integrity check of said munition and aborting the engagement of said target with said

munition when said post-deployment integrity check fails.

42.  The method of claim 39 wherein said assigning a munition comprises assigning a

precision guided missile (PGM).

43.  The method of claim 39 wherein said assigning a munition comprises assigning a
munition having at least one guidance system selected from the group comprising a laser
guidance system, an inertial guidance system, a seeker guidance system, a Global

Positioning System (GPS) guidance system.
44.  The method of claim 43 wherein said assigning a munition, the munition having a
GPS guidance system, further comprises said GPS guidance system adapted to receive

signals from a guidance integrity system.

45.  The method of claim 44 wherein said guidance integrity system comprises a

Space Based Augmentation System (SBAS).
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46.  The method of claim 45 wherein said SBAS comprises a Wide Area

Augmentation System (WAAS).

47.  The method of claim 39 wherein said performing a pre-deployment integrity

check is performed a plurality of times before the time said munition is deployed.

48.  The method of claim 38 wherein said aborting the engagement of said target
comprises performing one of the group consisting of self-destructing said munition,
diverting said munition to a predetermined location, disarming said munition, and failing

to arm said munition

49.  The method of claim 41 wherein said performing a post-deployment integrity
check is performed a plurality of times between the time said munition is deployed and a

time before said munition engages said target.

50.  The method of claim 39 wherein said aborting the engagement of said target
includes determining if the integrity error is recoverable and when the error is
recoverable then not aborting the engagement of said munition with said predetermined
target at this time, and when the error is not recoverable then aborting the engagement of

said munition with said intended target.
51.  The method of claim 41 wherein said performing a post-deployment integrity
check is done at a rate selected from the group consisting of continuously, at

predetermined intervals, and on an interrupt basis.

52.  The method of claim 39 wherein a final measuring of the integrity of said

munition occurs before said munition reaches a point of no return.

53.  The method of claim 39 wherein said aborting the deployment of said munition

comprises selecting another munition to deploy.
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