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SECURITY APPARATUS AND METHOD DURING
BLUETOOTH PAIRING

BACKGROUND OF THE INVENTION
[0001]

[0002] This invention relates generally to piconet wireless
networks. More particularly, it relates to a more secure
pairing process in a piconet network such as a BLUE-
TOOTH™ type piconet network.

[0003] 2. Background

1. Field of the Invention

[0004] Piconets, or small wireless networks, are being
formed by more and more devices in many homes and
offices. In particular, a popular piconet standard is com-
monly referred to as a BLUETOOTH™ piconet. Piconet
technology in general, and BLUETOOTH technology in
particular, provides peer-to-peer communications over short
distances.

[0005] The wireless frequency of the piconets may be 2.4
GHz as per BLUETOOTH standards, and/or typically have
a 20 to 1000 foot range. The piconet RF transmitter may
operate in common frequencies which do not necessarily
require a license from the regulating government authorities,
e.g., the Federal Communications Commission (FCC) in the
United States. Alternatively, the wireless communication
can be accomplished with infrared (IR) transmitters and
receivers, but this is less preferable because of the direc-
tional and visual problems often associated with IR systems.

[0006] A plurality of piconet networks may be intercon-
nected through a scatternet connection, in accordance with
BLUETOOTH™ protocols. BLUETOOTH network tech-
nology may be utilized to implement a wireless piconet
network connection (including scatternet). The BLUE-
TOOTH standard for wireless piconet networks is well
known, and is available from many sources, e.g., from the
web site www.bluetooth.com.

[0007] As part of an initial communication between
BLUETOOTH devices, the BLUETOOTH devices within
range of one another perform what is known in the art as
“pairing”.

[0008] FIG. 7 depicts a conventional BLUETOOTH
device 500.

[0009] In particular, as shown in FIG. 7, a conventional
BLUETOOTH device 500 includes a processor or logic
device 508 (e.g., a microprocessor, a microcontroller, or a
digital signal processor (DSP)), and a BLUETOOTH front
end 504. Moreover, the BLUETOOTH device 500 includes
a unique 48-bit BD_ADDR 502, and a table 506 containing
a list of paired BLUETOOTH devices in the particular
piconet. The paired device unique address table 506 may be
pre-configured at the factory, or written to by a suitable user
interface such as a software-based configuration module 510
allowing entry of the 48-bit address of paired devices for
storage in the paired device unique address table 506.

[0010] When configuring a BLUETOOTH device in a
BLUETOOTH piconet, the devices communicating on the
piconet must know the specific unique 48-bit address of
matching devices on the piconet. For instance, it may be
desirable for entertainment devices (e.g., TV, radio, CD
player, DVD player, MP3 player, etc.) having BLUE-

Feb. 8, 2007

TOOTH communication capabilities to communicate with
one another, but it may not be desirable (nor make sense) for
appliances such as a stove or refrigerator, toaster, blender,
etc. having BLUETOOTH communication capabilities talk
with entertainment devices.

[0011] This is particularly true since the maximum number
of BLUETOOTH devices in a piconet is somewhat
restricted. For instance, current BLUETOOTH standards
permit one (1) master and seven (7) slaves to be active in the
piconet at any one time (plus a number of BLUETOOTH
devices being capable of being ‘parked’).

[0012] According to the standard, all BLUETOOTH
devices are assigned a unique 48-bit BLUETOOTH device
address (BD_ADDR). This address is derived from the
IEEER02 standard, and is divided into three fields: a lower
address part (LAP) comprising 24 bits; an upper address part
comprising 8 bits; and a non-significant address part (NAP)
comprising 16 bits. The LAP and UAP form the significant
part of the 48-bit BLUETOOTH device address
(BD_ADDR). The total address space obtained is 232.

[0013] The BLUETOOTH device address (BD_ADDR) is
unique for each BLUETOOTH device. The BLUETOOTH
addresses are publicly known, and can be obtained by a
manufacturer via MMI interactions, or, automatically, via an
inquiry routine by a BLUETOOTH device. Blocks of 48-bit
addresses may be assigned to various manufacturers, who in
turn factory pre-configure each BLUETOOTH device to
include a unique 48-bit address (BD_ADDR) as well as a
table of unique 48-bit addresses of ‘paired’ devices which
will all communicate over a common piconet.

[0014] When a user buys or replaces a BLUETOOTH
equipped electronic device, the user must configure the new
BLUETOOTH device for communication with relevant and
desired devices in the relevant piconet. Moreover, to provide
a certain level of security, the BLUETOOTH protocol
provides for encryption of data passed therebetween. To this
end, there are a number of different link and encryption keys
currently used in BLUETOOTH, all of which are collec-
tively referred to herein as ‘data keys’.

[0015] For instance, link keys are used as authentication
keys between BLUETOOTH devices, and to generate
encryption keys.

[0016] A master key is used for point to multi-point
communications, and may replace for a time the current link
key.

[0017] A unit key is a semi-permanent, often ROM-based
key generated in every single unit often only once during
factory setup. Though unlikely, the unit key might be
exchanged at any time.

[0018] A combination key is dependent on two BLUE-
TOOTH devices. Each device produces and sends a random
number to the other, and a new 128 bit combination key is
derived using a SAFER+ algorithm. A combination key is
often created toward the end of unit pairing.

[0019] A 128 bit initialization key is a link key used for a
single session, and is created each time the BLUETOOTH
device is initialized. An initialization key is used only when
no combination keys or unit keys have been exchanged yet.
An initialization key is often created toward the beginning of
unit pairing.
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[0020] An encryption key is derived from the current link
key, and is used by an encryption engine to produce
encrypted data.

[0021] FIG. 8 depicts the authentication process and sub-
sequent link key process between two BLUETOOTH
devices.

[0022] To communicate, both BLUETOOTH devices 602,
604 must share the same secret key. The secret key can be
built in by manufacturers (a fixed key), or could be derived
from a Personal Identification Number (PIN) or BLUE-
TOOTH passkey.

[0023] To begin communicating with one another, the
BLUETOOTH devices 602, 604 bond by having link man-
agers in the respective devices 602, 604 verify with one
another that they share a secret key through a process called
authentication. While often time authentication takes place
at link setup, it need not. After authentication, the link
managers of the respective devices 602, 604 create and
exchange a link key. The process of authentication and link
key generation are collectively called BLUETOOTH bond-
ing or pairing.

[0024] If the BLUETOOTH devices 602, 604 determine
that they share the same secret key, then they go on to use
their shared secret key to generate a link key and ultimately
to encrypting traffic on the link.

[0025] The present inventors have appreciated that there is
a weakness in the BLUETOOTH specification that might
allow an adversary to steal the keys used for authentication
and encryption that are intended to keep BLUETOOTH
communications secure.

[0026] FIG. 9 depicts the range of wireless communica-
tions between two BLUETOOTH devices during conven-
tional pairing operations.

[0027] In particular, FIG. 9 depicts two conventional
BLUETOOTH devices 9094, 9095 communicating using
conventional BLUETOOTH RF messages during pairing,
including the transmission of link keys. However, it is
contemplated that a BLUETOOTH identity thief 902 might
have a BLUETOOTH sniffer 900 be within range 950 of the
BLUETOOTH devices 909a, 9096 during their pairing
process. The information gained by the BLUETOOTH
sniffer 900 can prove disastrous to the users of the BLUE-
TOOTH devices 909a, 9095.

[0028] For instance, an attack might be made during the
initial pairing of two BLUETOOTH devices 602, 604 that
enables the adversary to intercept keys over the air and
thereafter eavesdrop on future connections. Though BLLUE-
TOOTH transactions used for mobile commerce (m-com-
merce) that require a high level of security would most
assuredly have greater security imposed by a higher layer
(i.e. application layer using SSL., RSA, etc.) this security
weakness in BLUETOOTH makes the user vulnerable to
attack in two ways. First he or she could be impersonated by
one who has intercepted the device addresses and keys.
Possible examples would be impersonating a person’s head-
set and stealing cellular air time or impersonating a person’s
laptop and stealing dial-up network access from the cell
phone or stealing address book information.

[0029] Moreover, it is possible for an unauthorized
receiver to eavesdrop on information passed between two
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(or more) BLUETOOTH devices 602, 604. Examples of the
type of information would be non-encrypted e-mail, web
sites being accessed, or even which stock quotes were being
requested. Though some of this may not seem very impor-
tant to some, it has the potential of providing an unfair and
generally illegal advantage, particularly in the corporate or
business world.

[0030] One possible way around the vulnerability of
BLUETOOTH devices during pairing might be for a manu-
facturer to provide previously and permanently paired
devices, paired in the secrecy and security of the manufac-
turing facility. However, such predetermined and/or dedi-
cated pairing would tend to restrict use of the BLUETOOTH
devices such that they would work only with other devices
sold by the same manufacturer.

[0031] There is a need for a more secure pairing technol-
ogy and apparatus with respect to piconet devices in general,
and BLUETOOTH™ piconet devices in particular.

SUMMARY OF THE INVENTION

[0032] In accordance with the principles of the present
invention, an apparatus and method of providing security
during a network establishment operation (e.g., a pairing
operation of a piconet network device) comprises receiving
a link key during pairing, and rejecting the received link key
if transmitted at a power level above a low power threshold
specifically intended for very close range communications.

[0033] A method for securely transmitting a data key from
a piconet device in accordance with another aspect of the
present invention comprises forcing an RF front end of the
piconet device to transmit at a low power level to transmit
the data key to another piconet device at the low power level.
After the data key has been transmitted, the RF front end of
the piconet device is reset to transmit at a normal power
level for ordinary communications.

BRIEF DESCRIPTION OF THE DRAWINGS

[0034] Features and advantages of the present invention
will become apparent to those skilled in the art from the
following description with reference to the drawings, in
which:

[0035] FIG. 1 shows a BLUETOOTH piconet device
having a low power control for use with pairing operations
including the transfer of keys, in accordance with the
principles of the present invention.

[0036] FIG. 2 depicts the very close range limit of BLUE-
TOOTH devices pairing at low or extremely low powers, in
accordance with the principles of the present invention.

[0037] FIG. 3 is an exemplary process by which the
BLUETOOTH device of FIGS. 1 and 2 is set to low or
extremely low transmit power for pairing operations.

[0038] FIG. 4 shows another embodiment of the present
invention wherein a BLUETOOTH device includes a physi-
cal or line-of-sight connector intended to provide temporary
wired pairing operations with another BLUETOOTH
device, in accordance with the principles of the present
invention.

[0039] FIG. 5 depicts two BLUETOOTH devices as
shown in FIG. 4 temporarily wired together to allow secure
wired pairing therebetween.
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[0040] FIG. 6 shows an exemplary process by which the
user of a BLUETOOTH device shown in FIG. 5 is prompted
to provide the temporary physical or line-of-sight connec-
tion to allow pairing operations, in accordance with the
principles of the present invention.

[0041] FIG. 7 depicts relevant features of a conventional
BLUETOOTH device.

[0042] FIG. 8 depicts the authentication process and sub-
sequent link key process between two conventional BLUE-
TOOTH devices.

[0043] FIG. 9 depicts the range of wireless communica-
tions between two BLUETOOTH devices during conven-
tional pairing operations.

DETAILED DESCRIPTION OF ILLUSTRATIVE
EMBODIMENTS

[0044] If one considers the range of a class I BLUE-
TOOTH radio, the area where one could eavesdrop on the
connection is over 30,000 square meters. If the three-
dimensional aspects of the radio transmission are considered
(e.g., an eavesdropper on another floor of a building) the
number of places an adversary could be to intercept data
packets is even greater than the two dimensional consider-
ation.

[0045] As described above, the period of time in which the
BLUETOOTH device users are most particularly vulnerable
is during the pairing of two BLUETOOTH devices. In
accordance with the principles of the present invention, RF
transmissions are seriously reduced and/or replaced during
the pairing of BLUETOOTH devices, to provide added
security.

[0046] The present inventors have appreciated that during
pairing, it is likely that the BLUETOOTH devices are
closely located anyway, or at least that a temporary require-
ment to bring the devices close together will probably not be
a large burden. By limiting the power level of RF transmis-
sions in a BLUETOOTH device during pairing, the range of
possible interception is greatly reduced from that otherwise
allowed by the current BLUETOOTH standard.

[0047] For instance, if the radio power is limited to
standard low power during pairing, the possible intercepting
area would be just over 300 square meters. This is only one
percent (1%) of the area in which the BLUETOOTH devices
are vulnerable with the conventional use of the high pow-
ered radio during pairing, and far less if considering the
three dimensional aspects such as in a large building.

[0048] While the use of standard low power specifically
during pairing is within the scope of the present invention,
security can be improved even more by further reducing the
transmit power even below that defined for a class 2 radio.
For instance, by adding an additional requirement that the
two devices be only a few inches apart during pairing to
allowing successful pairing at very low transmit levels, risk
of eaves-dropping is extremely reduced from that otherwise
allowed under the current BLUETOOTH standards.

[0049] In accordance with the principles of the present
invention, the vulnerability is substantial during pairing
operations only. Thus, after the link keys have been passed
and/or other pairing processes, the BLUETOOTH devices
may safely return to normal power levels to continue com-
munications.
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[0050] Thus, in accordance with the principles of the
present invention, a BLUETOOTH device is forced to
radiate in low power when pairing is performed.

[0051] Ttis also preferred that as pairing is being initiated,
the BLUETOOTH device not accept temporary link keys
from another BLUETOOTH device since it would be unsure
what power that other device was transmitting at. Rather, it
is preferred that the receiving BLUETOOTH device simply
reject that pairing request, making a record of it, and then
itself initiate key transfer back with that same other device
in a low power mode in accordance with the principles of the
present invention.

[0052] The user(s) may be directed to co-locate the pairing
BLUETOOTH devices in any appropriate manner, e.g.,
through a display prompt on the BLUETOOTH device,
through an audible instruction, through a written instruction
sheet included with the BLUETOOTH device, etc.

[0053] FIG. 1 shows the relevant elements of an exem-
plary BLUETOOTH piconet device having a low power
control for use with pairing operations including the transfer
of keys, in accordance with the principles of the present
invention.

[0054] In particular, as shown in FIG. 1, a BLUETOOTH
device 100 includes a BLUETOOTH front end 140 and a
processor 150. The processor 150 may be any suitable
processing device, e.g., a microcontroller, microprocessor,
digital signal processor (DSP), ASIC, etc.

[0055] Importantly, in accordance with the principles of
the present invention, the BLUETOOTH device 100
includes a low RF power capability 110, in addition to its
normal operating level RF level(s) 120. This is depicted in
FIG. 1 by the selection of either the normal power level(s)
control module 120 or the pairing low power level control
module 110 to control the RF output of the BLUETOOTH
front end 140. While this selection is shown in FIG. 1 by
way of a switching function 130, this selection of course
may be performed without the need for a physical switch,
e.g., by software adjustment of a power level control register
to the BLUETOOTH front end 140.

[0056] In the given embodiment, the pairing low power
level control 110 directs the BLUETOOTH front end 140 to
transmit at a power not exceeding that which provides a
nominal range of no more than about, e.g., preferably 10
meters. Of course, much smaller ranges are possible and
preferable, within the principles of the present invention.

[0057] FIG. 2 depicts the very close range limit of BLUE-
TOOTH devices pairing at low or extremely low powers, in
accordance with the principles of the present invention.

[0058] In particular, in FIG. 2, the thief 902 who was
otherwise able to intercept BLUETOOTH pairing transmis-
sions of the conventional BLUETOOTH devices 9094, 9095
shown in FIG. 9 is now foiled, because the much, much
smaller range 200 of low power RF transmissions from the
BLUETOOTH devices 100a, 1005 during pairing opera-
tions (particularly when exchanging a key) in accordance
with the principles of the present invention does not reach
the BLUETOOTH sniffer 900 machine.

[0059] FIG. 3 is an exemplary process by which the
BLUETOOTH device of FIGS. 1 and 2 is set to low or
extremely low transmit power for pairing operations.
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[0060] In particular, in step 302 of FIG. 3, it is determined
whether or not a pairing operation is to be performed.

[0061] Instep 304, the BLUETOOTH device is set for low
transmission power. Alternatively, if provided, the BLUE-
TOOTH device may be set to an ‘extremely low” power, i.e.,
to a power below the lowest used for ordinary communica-
tions (and/or below those in the current BLUETOOTH
specification).

[0062] In step 306, pairing operations are performed,
including the exchange of data keys. In an alternative
embodiment, the low power mode of the BLUETOOTH
device may be used only to transmit a data key.

[0063] In step 308, it is determined whether or not the
pairing operation has been completed. If not, the pairing
process continues in step 306.

[0064] In step 310, once the pairing process using a low
transmission power has been completed, the BLUETOOTH
device is reset for normal communication activities at a
normal power level.

[0065] In an alternative embodiment, a BLUETOOTH
device may be required to transmit data keys (e.g., a link
key) and/or other pairing operations over a temporary wired
connection to another BLUETOOTH device.

[0066] In particular, a temporary physical or line-of-sight
(e.g., Infrared) communication path (collectively referred to
herein as ‘physical’ connection) may be required for pairing
operations. The requirement for a temporary physical con-
nection provides a secure connection between two (or more)
BLUETOOTH devices during pairing operations, removing
the need to transmit initial link keys over the air. This
eliminates the possibility of interception of pairing signals
by an unauthorized device, e.g., by a BLUETOOTH Sniffer.

[0067] FIG. 4 shows another embodiment of the present
invention wherein a BLUETOOTH device includes a physi-
cal or line-or-sight connector intended to provide temporary
wired pairing operations with another BLUETOOTH
device, in accordance with the principles of the present
invention.

[0068] In particular, in FIG. 4, a BLUETOOTH device
400 includes a BLUETOOTH front end 440 which has the
option of outputting data in RF form through an antenna
driver 460, or through a serial interface driver 470 and
associated serial interface 480. The selection of RF or digital
data transmission is depicted by a selectable switching
function 430, though the invention does not limit the select-
ability operation to a switch. For instance, a software setting
such as in a register is suitable to change output options from
the BLUETOOTH front end 440, in accordance with the
principles of the present invention.

[0069] The physical connection can be a short electrical or
optical cable, e.g., provided by the manufacturer of the
BLUETOOTH device.

[0070] FIG. 5 depicts two BLUETOOTH devices as
shown in FIG. 4 temporarily wired together to allow secure
wired pairing therebetween.

[0071] In particular, as depicted in FIG. 5, an electrical or
optical cable 550 with connectors 520a, 52056 may be
connected between suitable and matching serial (or parallel)
connectors 480a, 48056 of the BLUETOOTH devices 400a,
4005, respectively.
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[0072] Alternatively, the physical connection can be pro-
vided by a set of electrical contacts on one BLUETOOTH
device that connects or meets with matching contacts on the
other BLUETOOTH device. For instance, one BLUE-
TOOTH device could include a pop-out connector that
would not be visible under normal use, but which would
extend to mate with the other BLUETOOTH device during
the initial pairing operations.

[0073] The user can be prompted of the need to perform
pairing operations, wait for confirmation of completion of
the temporary physical connection (or monitor for it), and
then perform the pairing operations only when the devices
are physically connected.

[0074] Inaddition to providing extremely high security for
the passage of data keys, the use of a physical connection
between BLUETOOTH devices in a piconet to perform
pairing operations reduces or eliminates the otherwise con-
ventional hindrance associated with the higher level of
technical expertise required by a user to properly initiate
BLUETOOTH pairing.

[0075] FIG. 6 shows an exemplary process by which the
user of a BLUETOOTH device shown in FIG. 5 is prompted
to provide the temporary physical or line-of-sight connec-
tion to allow pairing operations, in accordance with the
principles of the present invention.

[0076] In particular, in step 802 of FIG. 6, it is determined
whether or not a pairing operation is to be performed.

[0077] In step 804, the BLUETOOTH device prompts the
user to physically connect the two (or more) BLUETOOTH
devices to allow pairing operations to continue.

[0078] In step 806, a physical connection is made by the
user between the two BLUETOOTH devices, either using a
cable, direct connector-to-connector contact between the
two BLUETOOTH devices, using a line-of-sight infrared
connection, etc.

[0079] In step 808, the pairing operations are performed,
including the exchange of data keys. In an alternative
embodiment, the low power mode of the BLUETOOTH
device may be used only to transmit a data key.

[0080] In step 810, it is determined whether or not the
pairing operation has been completed. If not, the pairing
process continues in step 808.

[0081] In step 812, once the pairing process using a low
transmission power has been completed, the user is
prompted to disconnect the physical connection or otherwise
is instructed that normal wireless range operations may
commence or continue.

[0082] Provision of a physical connection also opens up
the possibility for an improved user experience while pair-
ing. For instance, standard over-the-air pairing requires
multiple steps by the user. One device needs to be placed in
a pairable mode, while the other must be told to initiate
pairing. It then scans for all devices and asks the user to
select which one is the desired one. The user then must enter
a PIN (this step may or may not still be desirable).

[0083] By supplying a physical connection, other user
interaction can be removed. The user plugs in the cable into
both devices. They communicate over the cable so that RF
eavesdroppers are thwarted. They exchange device
addresses, names, class, etc. They negotiate who generates
the initial temporary link key. The link key is generated. The
PINs are used to generate semikeys and finally, the link keys
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are verified by successfully linking over the air (but not
exposing any keys to those near-by).

[0084] Of course, a cable is not the only implementation
of this invention. For instance, suitable line-of-sight or near
line-of sight devices could be used. An IrDA infrared link is
an example of an alternative communication mechanism.

[0085] In another aspect of the invention, security in a
BLUETOOTH device is enhanced by causing the RF front
end of a first piconet device to transmit the data key along
a directed path towards a second piconet device. Typically,
the directed path is a straight line connecting the first piconet
device to the second piconet device.

[0086] Inknown telecommunication systems, an RF front
end transmits a signal to a receiving system. The RF front
end transmits the signal in an outward radiating pattern from
the RF front end. In comparison, under this aspect of the
invention, the RF front end does not transmit the signal in an
outward radiating pattern. Rather, the signal is transmitted
along a linear path towards a receiver.

[0087] By directing the data key along a directed path
from the first piconet device towards the second piconet
device, the overall security of the system is increased. In
order to effectively snoop the present embodiment, a BLUE-
TOOTH snooper would be required to be positioned in a
linear path directly between the first and second piconet
devices. A BLUETOOTH snooper positioned merely in the
vicinity of the first or second piconet devices would not
effectively capture the transmitted data (e.g., the data key),
unless the snooper is positioned along the directed path
between the first and second piconet devices.

[0088] One of ordinary skill in the art will recognize that
there are numerous ways to direct a transmission along a
directed path. For instance, two or more antennas can be
used to form a beam forming network that can direct a
transmitted signal. Such a beam forming network would
allow a first piconet device to securely connect to a second
piconet device by pointing the first piconet device towards
the second piconet device.

[0089] The present invention improves BLUETOOTH
security during pairing, and reduces the possibility of iden-
tity impersonation and/or eavesdropping. Pairing operations
become simpler because there need be less interaction by the
user, leading to a reduced risk of error in the pairing.

[0090] The disclosed embodiments reduce or eliminate the
risk of someone intercepting the RF data sent during pairing
between two devices. Once pairing has finished, further risk
of eavesdropping has been virtually eliminated. A first
embodiment restricts the transmit power while link keys are
being passed. A second embodiment replaces over the air
link exchange with a physical electrical connection. This
also removes the need of a user interface to initiate pairing.
In any event, these two embodiments in particular solve
problems associated with BLUETOOTH eavesdropping.

[0091] The disclosed embodiments reduce security weak-
nesses found in BLUETOOTH by reducing or removing the
risk of eavesdropping during the insecure period of pairing.
Invention 2 also removes the requirement of the user initi-
ating the pairing process through buttons or menus on one or
both devices, making it much easier to take advantage of the
BLUETOOTH connection, yet it does not force a permanent
pairing as fixed link keys would.

[0092] While the invention has been described with ref-
erence to the exemplary embodiments thereof, those skilled
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in the art will be able to make various modifications to the
described embodiments of the invention without departing
from the true spirit and scope of the invention.

1-18. (canceled)
19. A method of providing security during a pairing
operation of a wireless network device, comprising:

receiving data at said wireless network device associated
with network establishment during network establish-
ment, said data received over a physical front end
during said pairing operation; and

once said pairing operation is completed, switching to a
wireless front end to wirelessly communicate data
between said wireless network device and a network.

20. The method of providing security during a pairing

operation of a wireless network device according to claim
19, wherein:

said physical front end is a wired front end.

21. The method of providing security during a pairing
operation of a wireless network device according to claim
19, wherein:

said data includes link key information.

22. The method of providing security during a pairing
operation of a wireless network device according to claim
19, wherein:

said wireless network device is a BLUETOOTH piconet
device.
23. A method for securely transmitting a data key from a
wireless network device, comprising:

transmitting with a physical front end of said wireless
network device said data key to another network device
during a pairing operation; and

after said data key has been transmitted, switching to an
RF front end of said wireless network device to trans-
mit wirelessly.
24. The method for securely transmitting a data key from
a wireless network device according to claim 23, wherein:

said wireless network device is a piconet network device.
25. The method for securely transmitting a data key from
a wireless network device according to claim 23, wherein:

said physical front end is a infrared connection.
26. The method for securely transmitting a data key from
a wireless network device according to claim 23, wherein:

said wireless network device is a BLUETOOTH piconet
device.

27. The method for securely transmitting a data key from

a wireless network device according to claim 23, wherein:

said physical connection is a wired connection.
28. The method for securely transmitting a data key from
a wireless network device according to claim 25, wherein:

said infrared connection transmits said data key along a

directed path towards another wireless network device.

29. Apparatus for providing security during a pairing
operation of a wireless network device, comprising:

means for receiving data at said wireless network device
associated with network establishment during network
establishment, said data received over a physical front
end during said pairing operation; and
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means for switching to a wireless front end to wirelessly
communicate data between said wireless network
device and a network once said pairing operation is
completed.
30. The apparatus for providing security during a pairing
operation of a wireless network device according to claim
29, wherein:

said network establishment is a pairing operation.

31. The apparatus for providing security during a pairing
operation of a wireless network device according to claim
29, wherein:

said data is a link key.

32. The apparatus for providing security during a pairing
operation of a wireless network device according to claim
29, wherein:

said wireless network device is a BLUETOOTH piconet
device.

Feb. 8, 2007

33. Apparatus for securely transmitting a data key from a
wireless network device, comprising:

means for transmitting with an physical front end of said
wireless network device said data key to another net-
work device during a pairing operation; and

means for switching to an RF front end of said wireless
network device to transmit wirelessly after said data
key has been transmitted.
34. The apparatus for securely transmitting a data key
from a device according to claim 33, wherein:

said physical front end is an infrared front end.
35. The apparatus for securely transmitting a data key
from a device according to claim 33, wherein:

said wireless network device is a BLUETOOTH piconet
device.



