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DYNAMIC PHISHING DETECTION 
METHODS AND APPARATUS 

BACKGROUND OF THE INVENTION 

0001 Phishing represents a fraudulent technique 
employed to obtain confidential transaction information 
(such as user name, password, financial information, credit 
card information, etc.) from computer users for misuse. In 
phishing, the phisher employs a phishing server to send an 
apparently official electronic communication (such as an offi 
cial looking email) to the victim. For example, if a phisher 
wishes to obtain confidential information to access a victim's 
account at XYZ bank, the email would typically come from 
an XYZ bank email address and contain official-looking 
logos and language to deceive the victim into believing that 
the email is legitimate. 
0002 Further, the phisher's email typically includes lan 
guage urging the victim to access the website of XYZ bank in 
order to verify some information or to confirm some transac 
tion. The email also typically includes a link for use by the 
victim to supposedly access the website of XYZ bank. How 
ever, when the victim clicks on the link included in the email, 
the victim is taken instead to a sham website set up in advance 
by the phisher. The sham website, referred to herein as the 
phishing website, would then ask for confidential information 
from the victim. Since the victim had been told in advance 
that the purpose of clicking on the link is to Verify some 
account information or to confirm Some transaction, many 
victims unquestioningly enter the requested information. 
Once the confidential information is collected by the phisher, 
the phisher can Subsequently employ the information to per 
petrate fraud on the victim by stealing money from the Vic 
tim's account, by purchasing goods using the account funds, 
etc. 

0003 FIG. 1 illustrates an example of a phishing attack. In 
FIG. 1, a phisher 102 (typically an email server that is under 
control of a human phisher) sends an official-looking email 
104 designed to convince a recipient 108 that the email is sent 
by a legitimate business, such as by bank 106. The email may, 
for example, attempt to convince the recipient 108 to update 
his account by clicking on an attached link to access a 
webpage. If the recipient 108 clicks on the link, the webpage 
that opens would then request the user to enter the user's 
confidential information Such as userid, password, account 
number, etc. 
0004. However, since the webpage did not come from the 
legitimate business 106, the user's confidential information is 
sent (110) the user's confidential information to a phishing 
website 112. Phishing website 112 then collects the user's 
confidential information to allow the phisher to perpetrate 
fraud on the user. 
0005 Because phishers actually divert the victim to 
another website other than the website of the legitimate busi 
ness that the victim intended to visit, some knowledgeable 
users may be able to spot the difference in the website domain 
names and may become alert to the possibility that a phishing 
attack is being attempted. For example, if a victim is taken to 
a website whose domain name “http://218.246.224.203/ 
icons/cgi-bin/xyzbank/login. php' appears in the browser's 
URL address bar, that victim may be alert to the fact that the 
phisher's website URL address as shown on the browser's 
URL toolbar is different from the usual “http://www. 
Xyzbank.com/us/cgi-bin/login.php and may refuse to fur 
nish the confidential information out of suspicion. However, 
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it is known that many users are not Sophisticated or always 
vigilant against phishing attempts. Accordingly, relying on 
users to stay on guard against phishing attempts has proven to 
be an inadequate response to the phishing problem. 
0006 Phishing can also be detected via phishing detection 
software and/or hardware. For example, URL filtering may be 
employed by the prior art phishing detection software to 
detect whether a particular website is a known phishing web 
site. As an example, if the website with IP address 218.246. 
224.203 is known to be a phishing website, an attempt to 
access that website by the user (such as done when the user 
responds to an email sent from the phisher's server by click 
ing on a link in the email) will be detected by the phishing 
detection Software, and the attempted access to the phishing 
webpage will be denied. 
0007. However, URL filtering requires the prior knowl 
edge pertaining to whether a particular website is a phishing 
website. If a phisher sets up a new website for the purpose of 
committing phishing fraud, and the new website has a new IP 
address that has not yet been detected as a phishing website, 
URL filtering by the prior art phishing detection software 
would not be able to detect this newly set up website as a 
phishing website. 

SUMMARY OF INVENTION 

0008. The invention relates, in an embodiment, to a com 
puter-implemented method for detecting a phishing attempt 
by a given website. The computer-implemented method 
includes receiving a webpage from the given website, which 
includes computer-readable code for the webpage. The com 
puter-implemented method also includes ascertaining a set of 
hyperlink references in the computer-readable code. Each 
hyperlink reference in the set of hyperlink references refers to 
at least a component of another webpage that is associated 
with the given website or a website different from the given 
website. The computer-implemented method further includes 
performing linking relationship analysis on at least a Subset of 
websites identified to be referenced by the set of hyperlink 
references, which includes determining whether a first web 
site that is associated with a webpage referenced by a first one 
of the set of hyperlink references is in a bi-directional linking 
relationship with the given website or in a uni-directional 
linking relationship with the given website. The first website 
is one of the subset of websites. The computer-implemented 
method yet also includes, if the first website is in the bi 
directional linking relationship with the given website, des 
ignating the given website a non-phishing website. The com 
puter-implemented method yet further includes, if the first 
website is in the uni-directional linking relationship with the 
given website, performing anti-phishing measures with 
respect to the given website. 
0009. In another embodiment, the invention relates to a 
computer-implemented method for detecting a phishing 
attempt by a given website. The computer-implemented 
method includes receiving a webpage from the given website, 
which includes computer-readable code for the webpage. The 
computer-implemented method also includes obtaining from 
the computer readable code a transaction destination URL, 
which includes representing a destination URL for transac 
tion information requested by the webpage. The computer 
implemented method further includes ascertaining a set of 
hyperlink references in the computer-readable code. Each 
hyperlink reference in the set of hyperlink references refers to 
at least a component of another webpage that is associated 
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with given website or a website different from the given 
website. The computer-implemented method yet also 
includes performing transaction destination analysis on at 
least a subset of websites identified to be referenced by the set 
of hyperlink references, which includes ascertaining a first 
transaction destination URL specified by a transaction page 
in a first website that is associated with a webpage referenced 
by a first one of the set of hyperlink references. The first 
transaction destination URL represents a destination URL for 
transaction information requested by the transaction page in 
the first website. The computer-implemented method yet fur 
ther includes, if the transaction destination URL obtained 
from the computer readable code for the webpage from the 
given website is different from the first transaction destina 
tion URL, performing anti-phishing measures with respect to 
the given website. 
0010. In yet another embodiment the invention relates to 
an article of manufacture having thereon computer storage 
medium and computer readable code configured for a phish 
ing attempt by a given website. The article of manufacture 
includes computer readable code for receiving a webpage 
from the given website, which includes computer-readable 
code for the webpage. The article of manufacture also 
includes computer readable code for obtaining from the com 
puter readable code a transaction destination URL, which 
includes representing a destination URL fortransaction infor 
mation requested by the webpage. The article of manufacture 
further includes computer readable code for ascertaining a set 
of hyperlink references in the computer-readable code. Each 
hyperlink reference in the set of hyperlink references refers to 
at least a component of another webpage that is associated 
with given website or a website different from the given 
website. The article of manufacture yet also includes per 
forming transaction destination analysis on at least a Subset of 
websites identified to be referenced by the set of hyperlink 
references, which includes ascertaining a first transaction 
destination URL specified by a transaction page in a first 
website that is associated with a webpage referenced by a first 
one of the set of hyperlink references. The first transaction 
destination URL represents a destination URL for transaction 
information requested by the transaction page in the first 
website. The article of manufacture yet further includes, if the 
transaction destination URL obtained from the computer 
readable code for the webpage from the given website is 
different from the first transaction destination URL, perform 
ing anti-phishing measures with respect to the given website. 
0011. The above summary relates to only one of the many 
embodiments of the invention disclosed herein and is not 
intended to limit the scope of the invention, which is set forth 
in the claims herein. These and other features of the present 
invention will be described in more detail below in the 
detailed description of the invention and in conjunction with 
the following figures. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0012. The present invention is illustrated by way of 
example, and not by way of limitation, in the figures of the 
accompanying drawings and in which like reference numer 
als refer to similar elements and in which: 

0013 FIG. 1 illustrates an example of a phishing attack. 
0014 FIG.2 shows, in accordance with an embodiment of 
the present invention, an example HTTP hyperlink analysis 
showing bi-directional hyperlinking between two webpages. 
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0015 FIG.3 shows, in accordance with an embodiment of 
the present invention, another example HTTP hyperlink 
analysis showing uni-directional hyperlinking between two 
webpages. 
0016 FIG. 4 shows, in accordance with an embodiment of 
the present invention, the steps for analyzing a suspect 
webpage. 
0017 FIG.5 shows, in accordance with an embodiment of 
the invention, the steps for performing HTTP transaction 
analysis on a Suspect webpage. 
0018 FIG. 6 shows, in accordance with an embodiment of 
the invention, an example of a pop-up window, which is 
presented to the user after a phishing attempt is detected. 

DETAILED DESCRIPTION OF EMBODIMENTS 

0019. The present invention will now be described in 
detail with reference to a few embodiments thereofas illus 
trated in the accompanying drawings. In the following 
description, numerous specific details are set forth in order to 
provide a thorough understanding of the present invention. It 
will be apparent, however, to one skilled in the art, that the 
present invention may be practiced without some or all of 
these specific details. In other instances, well known process 
steps and/or structures have not been described in detail in 
order to not unnecessarily obscure the present invention. 
0020 Various embodiments are described herein below, 
including methods and techniques. It should be kept in mind 
that the invention might also cover articles of manufacture 
that includes a computer readable medium on which com 
puter-readable instructions for carrying out embodiments of 
the inventive technique are stored. The computer readable 
medium may include, for example, semiconductor, magnetic, 
opto-magnetic, optical, or other forms of computer readable 
medium for storing computer readable code. Further, the 
invention may also cover apparatuses for practicing embodi 
ments of the invention. Such apparatus may include circuits, 
dedicated and/or programmable, to carry out tasks pertaining 
to embodiments of the invention. Examples of such apparatus 
include a general-purpose computer and/or a dedicated com 
puting device when appropriately programmed and may 
include a combination of a computer/computing device and 
dedicated/programmable circuits adapted for the various 
tasks pertaining to embodiments of the invention. 
0021. In accordance with embodiments of the present 
invention, there are provided methods and apparatus for 
dynamically detecting an attempted phishing fraud. As the 
user (e.g., the recipient of the email Suggesting that the recipi 
ent needs to click on a link to confirm some transaction 
information) attempts to access the webpage that is config 
ured to extract the transaction information (such as authenti 
cation information or financial/credit information), the Sus 
pect webpage is first intercepted and analyzed. In the context 
of the present invention, a suspect webpage is a webpage that 
is suspected of being a phishing webpage and needs further 
analysis to resolve whether that webpage is indeed a phishing 
webpage. 
0022. In an embodiment, the computer readable code 
(e.g., HTML or XML) that implements/renders the suspect 
webpage is examined. From this examination, embodiments 
of the invention ascertain whether the Suspect webpage origi 
nates from a phishing website and should be disallowed. In an 
embodiment, the determination is made without requiring 
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prior knowledge regarding whether the web server or the 
website that transmits the Suspect webpage has been impli 
cated in phishing in the past. 
0023. In an embodiment, the computer readable code for 
the webpage under examination (“UE webpage') is analyzed 
for the presence of hyperlinks. A hyperlink is a construct that 
allows component(s) of a webpage (the “link from' webpage) 
to be derived or obtained from component(s) of another 
webpage (the “link to' webpage). For example, a webpage 
'A' to be rendered may be implemented by computer read 
able code that includes a hyperlink to another webpage “B” so 
that certain components of webpage “B” can be rendered or 
executed in webpage “A.” 
0024. In an embodiment, all websites associated with 
webpages linked to by the hyperlinks are analyzed for their 
linking relationships with the Suspect webpage. In another 
embodiment, the hyperlinks are first ranked to determine the 
identity of the most relevant website(s). For example, it may 
be known that certain websites (e.g., the biggest banks) or 
certain types of websites (e.g., banks, auction sites, electronic 
payment sites) tend to be targeted by phishers, and these 
hyperlinked sites would have a higher score (for the purpose 
of determining whether they are relevant) than other hyper 
linked sites. Alternatively or additionally, certain types of 
hyperlinks may be associated with a higher score (for the 
purpose of determining whether the hyperlinked sites are 
relevant) than others. For example, anchor hyperlinks or 
hyperlinks to certain types of web resources may be associ 
ated with higher scores than hyperlinks to static images. The 
hypothesis is that if the UE webpage is indeed a phishing 
webpage, the attacked website (i.e., the website that the 
phisher is attempting to imitate to deceive the user into pro 
viding confidential transaction information) would be one of 
the more relevant website(s) ascertained from the hyperlinks. 
0025. After the relevant website(s) are ascertained, a link 
ing relationship analysis is made to ascertain whether the link 
between the UE webpage and the attacked website is a uni 
directional link or a bi-directional link. A uni-directional link 
in this case refers to the link from the UE webpage to a 
webpage in the attacked website without a link back from the 
attacked website to the UE webpage. On the other hand, the 
link is said to be bi-directional if there exist one or more links 
from the UE webpage to the attacked website and there also 
exist one or more links from the attacked website to the UE 
webpage. 
0026. If the link is only uni-directional, the UE webpage is 
deemed to be a phishing webpage and anti-phishing measures 
may be undertaken. The anti-phishing measures may include, 
for example, flagging the webpage and/or website for black 
listing and/or for further analysis/investigation. Alternatively 
or additionally, the anti-phishing measures may include, for 
example, blocking the webpage and/or website from reaching 
the user. Alternatively or additionally, the anti-phishing mea 
Sures may include, for example, preventing any transactional 
information entered by the user from reaching the phishing 
website. Other anti-phishing measures may also be taken. 
0027. On the other hand, if the link is bi-directional, the 
UE webpage is deemed not to be a phishing webpage. 
0028. In one or more embodiments of the invention, HTTP 
transaction analysis may be performed to ascertain whether 
phishing is being attempted. In an embodiment, an inter 
cepted UE webpage may be analyzed to ascertain whether the 
HTTP transaction destination matches that of the website 
being attacked. In an embodiment, if the UE webpage is a 
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transaction webpage (i.e., one that asks for login information 
Such as userid, password, or asks for financial information 
Such as Social security number, bank account number, etc.) 
the HTTP transaction destination for that UE webpage is first 
ascertained. For example, the HTTP transaction destination 
may request that the userid entered by the user be transmitted 
to a given URL. Furthermore, the HTML hyperlinks in that 
webpage are analyzed to ascertain the webpage(s) that are 
hyperlinked to. 
0029. In an embodiment, the hyperlinked webpages are 
then analyzed to ascertain whether the hyperlinked websites 
(i.e., the websites associated with the hyperlinked webpages) 
also have similar transaction webpages. Similarity between 
webpages may be ascertained in many ways, including for 
example comparing text or images in the webpages. If a 
similar transaction webpage exists, its HTTP transaction des 
tination is ascertained. For example, the HTTP transaction 
destination for a transaction page of the legitimate website 
(e.g., XYZ bank) may specify that the user-input userid and 
password be transmitted to a given URL. If the HTTP trans 
action destination associated with the transaction page of the 
hyperlinked website and the HTTP transaction destination 
associated with Suspect transaction webpage are different, 
phishing is a possibility and anti-phishing measures may be 
undertaken. 

0030 The features and advantages of the invention may be 
better understood with reference to the figures and discussion 
that follow. FIG.2 shows, in accordance with an embodiment 
of the present invention, an example HTTP hyperlinkanalysis 
showing bi-directional hyperlinking between a webpage 202 
and a webpage 204. In this case, webpage 202 hyperlinks to 
webpage 204 (link away from webpage 202 to webpage 204 
via arrow 206) and is in turn hyperlinked by webpage 204 
(link back from webpage 204 to webpage 202 via arrow 208). 
Likewise, there is bi-directional hyperlinking between a 
webpage 202 and a webpage 220. In this case, webpage 202 
hyperlinks to webpage 220 (via arrow 222) and is in turn 
hyperlinked by webpage 206 (via arrow 224). Note that when 
hyperlinking is employed, it is not necessary that webpages 
202, 204, and 220 be implemented in the same website or in 
the same server. 

0031 FIG.3 shows, in accordance with an embodiment of 
the present invention, another example HTTP hyperlink 
analysis showing uni-directional hyperlinking between a 
webpage 302 and a webpage 202. In this case, webpage 302 
hyperlinks to webpage 202 (via arrow 304). However, there 
are no hyperlinks that link from webpage 202 to webpage 
302. In this case, the HTTP hyperlink analysis suggests that 
webpage 302 may represent a webpage that is attempting to 
perform a phishing attack on the website associated with 
webpage 202 by deceiving a user to enter confidential infor 
mation normally entered into webpage 202. 
0032 FIG. 4 shows, in accordance with an embodiment of 
the present invention, the steps for analyzing a suspect 
webpage. In step 402, the computer readable code Such as the 
HTML code that implements the webpage is analyzed for 
hyperlink references and for credential information transac 
tion constructs, e.g., one that requests the user to enter login 
information Such as userid, password, or identification infor 
mation Such as name, birth date, Social Security number, 
driver license number or financial-related information Such as 
bank account number, credit card number, etc. In step 404, the 
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hyperlinks ascertained in step 402 are ranked to determine 
which linked-to webpages (and thus websites) are most rel 
eVant. 

0033. If the suspect webpage is not a transaction webpage, 
no further analysis is necessary since the purpose of phishing 
is to acquire the transaction information, and the Suspect 
webpage is now no longer a suspect since that Suspect 
webpage does not ask for transaction information. 
0034. In an embodiment, such ranking may be deemed 
optional and may be omitted if desired. As mentioned, certain 
hyperlinks may be deemed more relevant than others based 
on types, the identity of the linked-to webpages and/or linked 
to websites, etc. From step 404, a set of websites deemed 
relevant is ascertained. 
0035. In step 406, link relationship analysis is performed 
for the most relevant website that is either ranked in step 404 
or, depending on the specific embodiments, ascertained in via 
hyperlinks in step 402. In linking relationship analysis, the 
linked-to website is analyzed to determine whether the hyper 
link references between the suspect webpage and the linked 
to website are bi-directional or unidirectional. If the hyperlink 
reference is only unidirectional (i.e., only from the Suspect 
webpage to the linked-to website) (step 408), anti-phishing 
measures may be undertaken (410), including for example 
flagging the Suspect webpage for further analysis and/or pro 
hibiting user access to the suspect website. On the other hand, 
if the hyperlink references are bi-directional (i.e., from the 
suspect webpage to the linked-to website and from the linked 
to website back to the suspect webpage, it is deemed that 
phishing is unlikely (412). 
0036 Alternatively or additionally, HTTP transaction 
analysis may be performed. In HTTP transaction analysis, the 
Suspect webpage may be analyzed to ascertain whether the 
HTTP transaction destination specified by the suspect trans 
action webpage is the same or different from that specified the 
transaction webpage of the website being attacked. FIG. 5 
shows, in accordance with an embodiment of the invention, 
the steps for performing HTTP transaction analysis on a 
suspect webpage. In step 502, the computer readable code of 
the Suspect webpage is analyzed to ascertain whether the 
Suspect webpage is implementing a transaction page, e.g., 
one that requests the user to enter login information Such as 
userid, password, or identification information Such as name, 
birth date, social security number, driver license number or 
financial-related information Such as bank account number, 
credit card number, etc. 
0037. If the suspect webpage is not a transaction webpage 
(as determined by step 504), no further analysis is necessary 
since the purpose of phishing is to acquire the transaction 
information, and the Suspect webpage is now no longer a 
Suspect since that Suspect webpage does not ask for transac 
tion information. 
0038. On the other hand, if the suspect webpage is a trans 
action page, its computer readable code (e.g., HTML) is then 
analyzed (step 506) to ascertain the HTTP destination link(s) 
for the user-input transaction data. This HTTP destination 
link represents the URL to which the requested transaction 
information would have been sent if the user had entered the 
information as requested by the Suspect webpage. 
0039. In step 508, the computer readable code, such as the 
HTML code that implements the webpage, is analyzed for 
hyperlink references. In step 510, the hyperlinks ascertained 
in step 508 are ranked to determine which linked-to webpages 
and websites are most relevant. In an embodiment, such rank 
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ing may be deemed optional and may be omitted if desired. As 
mentioned, certain hyperlinks may be deemed more relevant 
than others based on types, the identity of the linked-to 
webpages and/or linked-to websites, etc. From step 510, a set 
of websites deemed relevant is ascertained. 

0040. In step 512, the websites ascertained in step 510 are 
tested to ascertain which of these websites the suspect 
webpage may have tried to attack (i.e., to fraudulently emu 
late). For example, the text and/or images associated with 
webpages in these websites may be compared against the text 
and/or images of the Suspect webpage to determine the iden 
tity of the webpage being fraudulently imitated (which in turn 
reveals the identity of the website being attacked, e.g., XYZ 
bank). 
0041. In step 514, the transaction page (e.g., the login 
page) of the website being attacked (e.g., the XYZ bank 
website) is analyzed for its transaction destination hyperlink 
(s). These transaction destination links (which represent the 
destinations for the transaction information if the user had 
entered Such transaction information into the transaction page 
of the website being attacked) are then compared (step 516) 
against the transaction destination hyperlinks obtained from 
the Suspect webpage. 
0042. If the two sets of transaction destination hyperlinks 
are the same (step 516), the phishing risk is negligible since 
the user's transaction information would have been sent to the 
transaction destination specified by the transaction page of 
the legitimate website anyway. 
0043. On the other hand, if the two sets of transaction 
hyperlinks are different, phishing is a possibility since the 
transaction information entered by the user using the Suspect 
webpage is transmitted to a HTTP transaction destination that 
is different from the HTTP transaction destination specified 
by the transaction page of the legitimate website. In this case, 
anti-phishing measures may be undertaken. 
0044. In one or more embodiment, a pop-up webpage may 
be provided to the user if a website is found to be a phishing 
website. In this case, since the identity of the target website 
can be ascertained, the popup page can include information 
about the phishing site, such as its IP address, its location, its 
URL, etc. Furthermore, an option “Take me away” may be 
provided to the user to allow the user to be taken to the 
legitimate site that is being attacked (e.g., the login page of a 
bank, for example), thereby conveniently allowing the user to 
continue his access with the legitimate website. FIG. 6 is an 
example of such a pop-up window, which is presented to the 
user after a phishing attempt is detected. 
0045. As can be appreciated from the foregoing, embodi 
ments of the invention renderit possible to dynamically ascer 
tain whether a particular webpage that the user is attempting 
to access is likely to be associated with a phishing website. In 
other word, embodiments of the invention render it possible 
to detect a phishing attempt even if the phishing website has 
never been ascertained and/or designated previously as a 
phishing website. In various embodiments, the detection may 
be performed when the fraudulent email is transmitted to the 
user's email system, or in response to the user clicking on the 
embedded link to attempt to access the Suspect webpage, or 
when the Suspect webpage is received, or even when the user 
attempts to enter transaction data into a suspect webpage. For 
higher performance, one or both of the link relationship 
analysis and the HTTP transaction analysis may be per 
formed on the suspect website, if desired. 
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0046 While this invention has been described in terms of 
several embodiments, there are alterations, permutations, and 
equivalents, which fall within the scope of this invention. It 
should also be noted that there are many alternative ways of 
implementing the methods and apparatuses of the present 
invention. Additionally, it is intended that the abstract section, 
having a limit to the number of words that can be provided, be 
furnished for convenience to the reader and not to be con 
strued as limiting of the claims herein. It is therefore intended 
that the following appended claims be interpreted as includ 
ing all such alterations, permutations, and equivalents as fall 
within the true spirit and scope of the present invention. 
What is claimed is: 
1. A computer-implemented method for detecting a phish 

ing attempt by a given website, comprising: 
receiving a webpage from said given website, including 

computer-readable code for said webpage; 
ascertaining a set of hyperlink references in said computer 

readable code, each hyperlink reference in said set of 
hyperlink references referencing at least a component of 
another webpage that is associated with said given web 
site or a website different from said given website: 

performing linking relationship analysis on at least a Subset 
of websites identified to be referenced by said set of 
hyperlink references, including determining whether a 
first website that is associated with a webpage refer 
enced by a first one of said set of hyperlink references is 
in a bi-directional linking relationship with said given 
website or in a uni-directional linking relationship with 
said given website, said first website being one of said 
Subset of websites: 

if said first website is in said bi-directional linking relation 
ship with said given website, designating said given 
website a non-phishing website; and 

if said first website is in said uni-directional linking rela 
tionship with said given website, performing anti-phish 
ing measures with respect to said given website. 

2. The method of claim 1 wherein said first one of said set 
of hyperlink references has a first type, said first type being a 
member of a predefined set of triggering hyperlink reference 
types. 

3. The method of claim 2 wherein said subset of websites 
represents websites associated with hyperlink references 
whose types belong to said predefined set of triggering hyper 
link reference types, said performing said linking relationship 
analysis is performed only on said Subset of websites. 

4. The method of claim 3 wherein said predefined set of 
triggering hyperlink reference types includes an anchor 
hyperlink reference type. 

5. The method of claim 1 wherein said subset of websites 
represents or more website identified to be most relevant. 

6. A computer-implemented method for detecting a phish 
ing attempt by a given website, comprising: 

receiving a webpage from said given website, including 
computer-readable code for said webpage; 

obtaining from said computer readable code a transaction 
destination URL, said transaction destination URL rep 
resenting a destination URL for transaction information 
requested by said webpage; 

ascertaining a set of hyperlink references in said computer 
readable code, each hyperlink reference in said set of 
hyperlink references referencing at least a component of 
another webpage that is associated with given website or 
a website different from said given website: 
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performing transaction destination analysis on at least a 
subset of websites identified to be referenced by said set 
of hyperlink references, including ascertaining a first 
transaction destination URL specified by a transaction 
page in a first website that is associated with a webpage 
referenced by a first one of said set of hyperlink refer 
ences, said first transaction destination URL represent 
ing a destination URL for transaction information 
requested by said transaction page in said first website; 
and 

if said transaction destination URL obtained from said 
computer readable code for said webpage from said 
given website is different from said first transaction des 
tination URL, performing anti-phishing measures with 
respect to said given website. 

7. The method of claim 6 wherein said transaction infor 
mation requested by said webpage pertains to at least one of 
user authentication information and user financial informa 
tion. 

8. The method of claim 6 wherein said first one of said set 
of hyperlink references has a first type, said first type being a 
member of a predefined set of triggering hyperlink reference 
types. 

9. The method of claim 8 wherein said subset of websites 
represents websites associated with hyperlink references 
whose types belong to said predefined set of triggering hyper 
link reference types, said performing said linking relationship 
analysis is performed only on said Subset of websites. 

10. The method of claim 9 wherein said predefined set of 
triggering hyperlink reference types includes an anchor 
hyperlink reference type. 

11. The method of claim 6 wherein said subset of websites 
represents or more website identified to be most relevant. 

12. An article of manufacture having thereon computer 
storage medium and computer readable code configured for a 
phishing attempt by a given website, comprising: 

computer readable code for receiving a webpage from said 
given website, including computer-readable code for 
said webpage; 

computer readable code for obtaining from said computer 
readable code a transaction destination URL, said trans 
action destination URL representing a destination URL 
for transaction information requested by said webpage; 

computer readable code for ascertaining a set of hyperlink 
references in said computer-readable code, each hyper 
link reference in said set of hyperlink references refer 
encing at least a component of another webpage that is 
associated with given website or a website different 
from said given website; 

performing transaction destination analysis on at least a 
subset of websites identified to be referenced by said set 
of hyperlink references, including ascertaining a first 
transaction destination URL specified by a transaction 
page in a first website that is associated with a webpage 
referenced by a first one of said set of hyperlink refer 
ences, said first transaction destination URL represent 
ing a destination URL for transaction information 
requested by said transaction page in said first website; 
and 

if said transaction destination URL obtained from said 
computer readable code for said webpage from said 
given website is different from said first transaction des 
tination URL, performing anti-phishing measures with 
respect to said given website. 
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13. The method of claim 12 wherein said transaction infor 
mation requested by said webpage pertains to at least one of 
user authentication information and user financial informa 
tion. 

14. The method of claim 12 wherein said first one of said 
set of hyperlink references has a first type, said first type being 
a member of a predefined set of triggering hyperlink reference 
types. 

15. The method of claim 14 wherein said subset of websites 
represents websites associated with hyperlink references 
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whose types belong to said predefined set of triggering hyper 
link reference types, said performing said linking relationship 
analysis is performed only on said Subset of websites. 

16. The method of claim 15 wherein said predefined set of 
triggering hyperlink reference types includes an anchor 
hyperlink reference type. 

17. The method of claim 12 wherein said subset of websites 
represents or more website identified to be most relevant. 
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