
Symbols
+ (addition operator), 28–29
@ (at sign), 27
$ (dollar sign), 14
# (hash mark), 50
| (pipe operator), 38
.. (range operator), 28
* (wildcard character), 10

A
About topics, 9–10
AccountInactive parameter, 141
Active Directory (AD) domain, 101–102, 

242–252
ActiveDirectory module

Get commands, 139–140
groups, 145–146
installing, 138
objects, 139–149
string formatting, 147
syncing processes, 149–155

AD forest creation, 242–245
ad hoc commands, 93
Add() method, 30, 32–33
Add-Computer command, 256
Add-Content cmdlet, 8–9
addition operator (+), 28–29
Administrator role, 11, 219
aliases, 4–5
All Users modules, 82
AllSigned execution policy, 42
Amazon Relational Database Service 

(Amazon RDS), 188
Amazon Web Services (AWS)

authentication, 174–178
AWS EC2 Instances, 178–183
Elastic Beanstalk (EB) applications, 

184–188
IAM Best Practices guide, 177
SQL Server Databases, 188–191

App service plans, 167–168

Append parameter, 125, 128
application pools, 280–281
ArgumentList parameter, 95–96
ArrayLists, 29–31
arrays, 26–29
assertions, 110–111
asterisk (*), 10
at sign (@), 27
attributes, 150–151, 155
authentication

Amazon Web Services (AWS), 
174–178

Microsoft Azure, 158–161
PowerShell remoting 

authentication, 101–105
automatic error variables, 66
automatic variables, 16–19
AWS EC2 Instances, 178–183
Az module, 158
Azure SQL databases, 168–172
Azure virtual machines, 161–167
Azure web apps, 167–168

B
banks of RAM, 204
bash, 38
best practices

Don’t Repeat Yourself (DRY), 54, 210
naming conventions, 220
parameters, 236
refactoring code, 266–272

binary modules, 79
bools and booleans, 12–20
break keyword, 53
built-in prefixes, 220

C
casting variables, 21, 72
certificate stores, 281–282
CimSession parameter, 210–212
classes, 23–24
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cloud resources
Amazon Web Services (AWS), 

174–191
Microsoft Azure, 158–172

cls command, 5
cmd.exe commands, 5, 38
cmdlets

Add-Content, 8–9
ConvertFrom-Json, 132
ForEach-Object, 55–56
vs. functions, 70
Get-Content, 39
Get-Help, 8–9
Get-Member, 25
Get-Module, 80–81
Invoke-RestMethod, 134
Invoke-WebRequest, 134
Measure-Object, 199–201
overview, 6
Search-ADAccount, 141
Test-Connection, 49–50

code refactoring, 266–272
COM objects, 126
commands

ad hoc commands, 93
Add-Computer, 256
cls, 5
cmd.exe commands, 5, 38
Connect-PSSession, 99–100
ConvertFrom-SecureString, 160
core commands, 9–10
dir, 5
Disconnect-PSSession, 99
DOS commands, 4–5
Enable-WsManCredSSP, 103
Enter-PSSession, 98
Export-Csv, 122
Export-Excel, 126
Find-Module, 86–87
Get commands, 139–140
Get-Alias, 5
Get-Commands, 6–7
Get-PSSession, 99
Get-Service, 37–41
Get-Variable, 16
Get-Vm, 223
help, 8
Import-Csv, 118–121
Import-Excel, 127–128
Invoke-Command, 93–94, 98, 100
Invoke-Pester, 111
New-Object, 33–34

New-PSSession, 97
overview, 4–8
Remove-PSSession, 101
Resolve-DnsName, 124
Select-Object, 24, 128
Set-Variable, 15–16
Start-Service, 38–40
Test-Connection, 123–124
Where-Object, 208

comments, 50
common parameters, 63
community scripts, 234
comparison operators, 49–50
Compress parameter, 133
ComputerName parameter, 41
conditional logic, 235
conditional statements, 49–54
Connect-AzAccount, 158–160
Connect-PSSession command, 99–100
console, 4
–contains operator, 49
ContainsKey() method, 33
context blocks, 109
control flow, 48
conversion scripts, 233
ConvertFrom-Json cmdlet, 132
ConvertFrom-SecureString command, 160
core commands, 9–10
credentials, 237–238, 243–244
CredSSP, 101–105
CSV files, 118–126
curly brackets, 70
Current User modules, 82
custom objects, 33–34

D
data structures, 26–33
data types, 19–23
DelegateComputer parameter, 103
delimiters, 118
describe blocks, 109
Description parameter, 145
dictionary, 31
dir command, 5
Disconnect-PSSession command, 99
documentation, 8–10
dollar sign ($), 14
domain controllers, 242
Don’t Repeat Yourself (DRY), 54, 210
DOS commands, 4–5
dot notation, 24
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dot sourcing, 233
double hop problem, 102–105
Double type, 21
double vs. single quotes, 22–23
do/while and do/until loops, 58–59
dynamic modules, 79

E
EC2 Instances, 178–183
Elastic Beanstalk (EB) applications, 

184–188
else statements, 51
elseif statements, 51–52
Enabled condition, 142–143
Enable-WsManCredSSP command, 103
encrypted credentials, 237–238, 243–244
Enter-PSSession command, 98
–eq operator, 49
error messages, 6, 19
$Error variable, 66
ErrorAction parameter, 63–64, 223
$ErrorActionPreference variable, 64
errors, 62–63
Excel spreadsheets, 126–131, 246–247
exceptions, 62–63
execution policy, 42–43
exit codes, 17–18
expansion, 23
Export-Csv command, 122
Export-Excel command, 126
external scripts, 42–46

F
FilePath parameter, 94
Filter parameter, 139–140, 206
Find-Module command, 86–87
Finke, Doug, 126
firewall rules, 170–171
Float type, 21
floating-point data types, 21
for loops, 57
foreach loops, 54–56, 202–203
foreach() method, 56
ForEach-Object cmdlet, 55–56
forest creation, 242–245
FreeSpace, 202
full sessions, 96–101
functions

adding parameters, 71–76
vs. cmdlets, 70

helper functions, 262
naming conventions, 220
overview, 6, 70–71
pipeline capabilities, 76–78

G
Gallery, 86, 108, 126
Get commands, 139
Get-Alias command, 5
Get-Command, 6–7
Get-Content cmdlet, 39
Get-Help cmdlet, 8–9
Get-Member cmdlet, 25
Get-Module cmdlet, 80–81
Get-PSSession command, 99
Get-Service command, 37–41
Get-Variable command, 16
Get-Vm command, 223
groups, 145–146
GroupScope parameter, 145
–gt operator, 49

H
hard drive space, 202
hash mark (#), 50
hashtables, 31–33, 124
help command, 8
help system, 10
helper functions, 81, 262
Hyper-V, 218–219

I
IAM service, 174–178
idempotency, 222
Identity parameter, 141
if/then statements, 50–51
IIS web servers, 275–283
Import-Csv command, 118–121
Import-Excel command, 127–128
ImportExcel module, 126, 246–247
infrastructure tests, 108
instance class options, 190
integer data types, 20–21
Integrated Scripting Environment 

(ISE), 44–45
interactive sessions, 98–99
internet gateways, 179–180
interpolation, 23
Invoke-Command, 93–94, 98, 100
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Invoke-Pester command, 111
Invoke-RestMethod cmdlet, 134
Invoke-WebRequest cmdlet, 134
IP addresses, 163, 206–208
IPEnabled property, 206–208
ISE (Integrated Scripting Environment), 

44–45
it blocks, 110
iterations, 54

J
JavaScript Object Notation (JSON) 

data, 131–136

K
Kerberos, 101–102
key-value pairs, 31

L
LABDC VM

AD-Domain-Services installation, 
242–243

creating, 223–224
$LASTEXITCODE variable, 17–18
–le operator, 49
Length values, 199–201
line breaks, 133
ListAvailable parameter, 81
local sessions, 96
local variables, 95
locally redundant storage accounts, 164
loops, 54–59, 196
–lt operator, 49

M
Mandatory keyword, 73
Mandatory parameter, 245
$MaximumHistoryCount variable, 14
Measure-Object cmdlet, 199–201
members, 25
members of a group, 145
Memory, 203–205
methods, 23, 25–26
Microsoft Active Directory (AD). See 

ActiveDirectory module
Microsoft Azure

authentication, 158–161
Azure SQL databases, 168–172

Azure virtual machines, 161–167
Azure web apps, 167–168

Microsoft.PowerShell.Management 
module, 83

modular code, 265
module containers, 88
module manifests, 84–85, 88, 219–220
modules

Az module, 158
components, 84–85
creating, 88–89
custom modules, 86–88
default, 80–83
downloading, 86–87
Get commands, 139
ImportExcel module, 126
importing, 82–83
installing, 87
PSADSync module, 155
removing, 83
uninstalling, 88

N
Name parameter, 7
naming conventions, 220
–ne operator, 49
network information, 205–208
network stacks, 162–163
New-Object command, 33–34
New-PowerLabSqlServer, 266–269
New-PSSession command, 97
nonterminating errors, 62–64
–not operator, 50
NoTypeInformation parameter, 122–123
$null variable, 16–17

O
objects

ActiveDirectory module, 139–149
COM objects, 126
custom objects, 33–34
ForEach-Object cmdlet, 55–56
JavaScript Object Notation (JSON), 

131–136
Measure-Object cmdlet, 199–201
New-Object command, 33–34
overview, 23–26
PSCustomObject type, 33–34
Select-Object command, 24, 128
Where-Object command, 208



Index   289

operating system images, 164–166
operating systems information, 202–203
operating systems installation

encrypted credentials, 237–238
OS deployments, 232–236
Pester tests, 239–240
PowerShell Direct, 238–239
prerequisites, 231–232
SQL server databases, 254–255

organizational units (OUs), 148
OS deployments, 232–236

P
param blocks, 72
parameters

AccountInactive, 141
adding to functions, 71–76
Append, 125, 128
ArgumentList, 95–96
attributes, 72–74
binding, 40–41
CimSession, 210–212
common, 63
Compress, 133
ComputerName, 41
DelegateComputer, 103
Description, 145
ErrorAction, 63–64, 223
FilePath, 94
Filter, 139–140, 206
GroupScope, 145
Identity, 141
ListAvailable, 81
Mandatory, 245
Name, 7
NoTypeInformation, 122–123
overview, 6–7
parameter sets, 269–272
positional, 10
Role, 103
ServerType, 269
use of, 236
ValidateSet, 269
WorksheetName, 127

Pester tests
Active Directory (AD) domain, 

250–252
operating systems installation, 

239–240
overview, 108–111

PowerLab module, 216, 228–229
SQL server deployment, 263

ping.exe, 17–18
pipe operator (|), 38
pipeline, 38–41, 76–78
pivot tables, 130
positional parameters, 10
postcodes.io, 134
PowerLab

installing, 215–216
overview, 213–215

PowerLab module
creating, 219–221
Pester tests, 216, 228–229
prerequisites, 218–219

PowerShell Direct, 238–239
PowerShell Gallery, 86, 108, 126
PowerShell Integrated Scripting 

Environment (ISE), 44–45
PowerShellGet module, 86
preference variables, 18–19
prefixes, 220
private functions, 81
private keys, 282
process blocks, 77–78
prompt, 4
properties, 23–24
PSADSync module, 155
PSCustomObject type, 33–34
.psm1 file extension, 84
$PSModulePath environment variable, 82
public IP addresses, 163

R
RAM, 204
range operator (..), 28
RBAC (role-based access control), 175
realms, 101
refactoring code, 266–272
Remote Desktop Protocol (RDP) 

application, 99
Remote Server Administration Tools 

software package, 138
RemoteSigned execution policy, 43
Remove() method, 25–26, 31
Remove-PSSession command, 101
Resolve-DnsName command, 124
resource groups, 161
REST API, 131, 134–136
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Restricted execution policy, 42
return codes, 17–18
Role parameter, 103
role-based access control (RBAC), 175
route tables, 180
routes, 180
runspaces, 95

S
schemas, 150
script signatures, 44
scriptblocks, 56, 92–96
scripts

best practices, 210
cleanup and optimization, 210–212
input, 194–195
loops, 196
output, 194, 196–198
overview, 42–46
remote files, 199–201
server names, 194–195
Windows Management 

Instrumentation (WMI), 
201–208

Search-ADAccount cmdlet, 141
secure strings, 160, 237, 243–244
Select-Object command, 24, 128
Server 2012 R2, 94
server names, 194
ServerType parameter, 269
service principals, 158–160
sessions, 96–101
Set-Variable command, 15–16
SHIFT-TAB, 5
should assertion, 110
signed data types, 20
SilentlyContinue value, 223
single vs. double quotes, 22–23
splatting, 211
SQL server databases

Amazon Web Services (AWS), 
188–191

deploying, 253–263
Microsoft Azure, 168–172

square brackets ([]), 27
SSL configuration, 281–284
Start-Service command, 38–40
stop condition, 54
storage accounts, 164
strict mode, 15

strings
ConvertFrom-SecureString 

command, 160
overview, 21–23
secure strings, 237, 243–244
string formatting, 147

structured data
CSV files, 118–126
Excel spreadsheets, 126–131
JSON data, 131–136

subnets, 162, 180–181
switch statements, 52–54, 235–236
syncing processes, 149–155
System modules, 81

T
TAB completion, 5
terminating errors, 62, 64–66
Test-Connection cmdlet, 49–50
Test-Connection command, 123–124
testing. See Pester tests
text editors, 44–45
thumbprints, 282
trust relationship policy 

documents, 176
try/catch/finally construct, 64–66

U
unattended answer files, 232, 255
unit testing, 108
Unrestricted execution policy, 43
unsigned data types, 20
updatable help, 10
user-defined variables, 14–16
$using statements, 96

V
ValidateSet parameter, 269
variables

$Error, 66
$ErrorActionPreference, 64
$LASTEXITCODE, 17–18
$MaximumHistoryCount, 14
$null, 16–17
$PSModulePath, 82
$using statements, 96
expansion, 23
interpolation, 23
overview, 13–19, 235
values of, 13–15
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virtual environment provisioning
virtual hard disks (VHDXs), 

225–228
virtual machines (VMs), 223–225
virtual switches, 220–223

virtual hard disks (VHDXs), 225–228
virtual machines (VMs), 223–225, 254
virtual network adapters (vNICs), 163
virtual networks, 162
virtual private clouds (VPCs), 178–179
virtual switches, 220–223
VMware, 86–87

W
web servers, 275–283
WebAdministration module, 277–281
websites, 278–279
Where-Object command, 208
while loops, 58
wildcard character (*), 10
Windows Management Instrumentation 

(WMI), 201–208
Windows Query Language (WQL), 

206–207
Windows Remote Management 

(WinRM) service, 92
Windows Server 2012 R2, 94
Windows Server 2016 ISO, 231
WorksheetName parameter, 127




