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Introduction 

MD Brasil Information Technology and Telecommunications 

 

  

  ISP (Access and Hosting Services)   

  

  Authorized Telecommunications operator in Brazil. 

 

  Mikrotik Distributor and Training Partner. 

 

  Consulting services  

 

  www.mdbrasil.com  / www.mdbrasil.com.br  
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Objectives and Target Audience 

Objectives: 

To understand conceptually the existing threats related to IPv6  and how they 

differ from the well known IPv4 ones.  

To propose security measures and best practices to fight against potential 

attacks, specially using Mikrotik RouterOS.  

 

Target Audience: 

ISP’s and WISP’s running or planning to run IPv6 on their networks.  

IT professionals responsible for securing networks.  

 

Pre-requisites: 

Basic knowledge of IPv6 
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Why do We need IPv6? 
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The long count of the universe will expire on 
December, 21st, 2012 ! 



Why do we need IPv6 ? 
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Why do we need IPv6 ? 

Some facts and numbers :  

 

 Almost 2 billion Internet users  

 28,7% of world population  

 444,8 % of increase on the last 10 years  

 In 2014, the total amount of Cell Phones, Smart Phones, Netbooks and 3G 

modems will reach 2.25 billion! 

 Internet of the things is coming ! 

 

There are few IPv4 blocks remaining on RIR’s! 
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Why do We Need to 

Discuss IPv6 Security 

Now? 
::/0 
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Why do We Need to Discuss IPv6 Security Now? 
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Why to discuss IPv6 Security ? 

Some facts about IPv6 security: 

 

 IPv6 development started in the early 1990 with few focus on security; 

 Some IPv4 well known security breaches like arp poisoning, address spoofing, 

etc have their correspondent on IPv6; 

 Some new IPv6 features create new vulnerabilities as well as transition process; 

There are already many IPv6 hacking tools available for anyone on the Internet; 

 IPv6 deployment is still slow and vulnerabilities are not yet widely shared, but this 

scenario is about to change. 

 

Time to discuss IPv6 security is now ! 
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IPv6 – New Features 

New Threats 

1) Larger Address Space   

End to end architecture allowing full tracking and some applications that were 

impossible with IPv4 + NAT; 

  Security Impact: changes the way network scanning and 

 reconnaissance will be done. New BOGONS threats.  

 

2) Enhanced Header:  

More simple and efficient header with 40 fixed bytes and  possibility of extension 

headers. Less processing overhead; 

  Security Impact: vulnerabilities related to extensions headers open 

 new avenues for attacks  
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IPv6 – New Features 

New Threats 

3) Improved ICMP (ICMPv6) and Multicast management 

More efficient, allowing auto-configuration,  neighborhood discovery and multicast 

group management; 

  Security Impact: like in IPv4, no authentication can leads to old-

 style attacks and new other possible. Multicast capabilities can be used 

 to gather important information about the network (reconnaissance).  

 

4) Auto Configuration:  

Painless configuration for end users. Very useful feature for the purposes of the 

“Internet of the things”; 

  Security Impact: End users big exposition to malicious attackers 

 specially at public locations; 
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IPv6 – New Features 

New Threats 

5) Fragmentation only at source: 

More efficiency on data transmission and less overhead on intermediary routers. 

“Jumbograms” packets with larger payloads for greater efficiency; 

  Security Impact:  More ICMPv6 dependency, making its control 

 more difficult. New attacks based on forged ICMPv6 messages;    

 

6) Mobility support:  

Mobility support integrated to the protocol will allow nomadic and roaming 

applications;  

  Security Impact: Connection interception, with new styles of man-

 in-the-middle and denial of service attacks 
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IPv6 – New Features 

New Threats 

7) Transition mechanisms and translation techniques: 

There will be no “D” day  to switch IPv4 world to IPv6. To allow a transition most 

systems will have to run dual-stack and several tunneling techniques will be 

employed;  

  Security Impact:  Dual Stack requires double efforts from network 

 administrators and tunneling / translation techniques can be exploited to 

 launch a series of new attacks; 
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What About IPSec Support ??? 
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IPv6 Security – New Features  

IPSec support ? 
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What About IPSec Support ??? 
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At the beginning of protocol development, IPSec was a mandatory feature for all 

IPv6 compliant device. The use however was optional.  

 

No matter  what the standards had established, several vendors ignored such 

requirement.  

 

IETF changed the IPSec support to recommended instead of mandatory. 



AGENDA 

1) Larger Address Space Impacts:   

 Internal and external reconnaissance, bogons threats; 

  

2) Protocol Vulnerabilities and Possible Attacks: 

 Auto-configuration, Neighbor Discovery,  Duplicate Address 
Detection Issues, Redirect Attacks, Header manipulation, etc 

  

3)  Countermeasures Using RouterOS by an ISP Point of View 

         Securing ISP perimeter, protecting customer networks, and       

         public locations 
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Larger Address Space and its impacts on security 

2 ^128 = 

IPv6 has the following number of addresses: 

This big number will impact security in 2 main aspects: 

 

  Reconnaissance (Scanning) process will be different 

  There will be a lot of unused IP’s very useful for attacks 
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Reconnaissance    

Reconnaissance purpose is to gather as much information as possible from victim’s 

networks  
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Reconnaissance in IPv4 

Reconnaissance in IPv4 networks is trivial and an attacker can have network 

information on few seconds with tools like Nmap 

 

 

 

 

 

 

After knowing the hosts that are alive, Nmap can be used to gather further 

information about the hosts and launch several attacks. Other tools like Nessus 

can help finding vulnerabilities 

 

 A /24 (254 hosts) can be scanned in less than 30 seconds!   
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Reconnaissance in IPv6 

Minimum recommended allocation for end users  is a /64 (for auto configuration to 

work)  

   2^64  =  18.446.744.073.709.551.616 hosts  

 

With traditional method (brute scanning), several years would be needed to scan the 

whole space even for a single home user.   

 

For this reason, one common belief related to IPv6 security is that scan attacks are not 

feasible.  

 

In fact, if one takes in account that hosts were distributed randomly among the whole 

space,  the above statement would be correct. But this situation is far from being the 

reality.  
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Creation of the link local address 

00 0C 42 11 22 33 

00 0C 42 11 22 33 

0 0 0 0 0 0 

0 0 0 0 1 0 

FF FE 

00 0C FF FE 22 33 11 22 33 02 0C 42 

Original MAC Address 

Interface Identifier 

http://standards.ieee.org/regauth/oui/tutorials/EUI64.html 

FE80 + Interface Identifier 
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Creation of the Link Local Address 

00:0C:42:45:EA:F4 FE80::20C:42FF:FE45:EAF4 
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Mikrotik Device Variable Part 



Critical Systems Scanning from outside world 

Scanning from outside world can be facilitated:  

 Usually low numbers configured for servers (2001:db8::1, 2001:db8::2, etc)  

 “Wordy”  IP Addresses (2001:db8:babe:beef::dead, 2001:db8:face::c0de) 

 Public information on DNS’s servers and other databases. 

BGP Session AS 100 AS 200 
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Reconnaissance from Insiders 

Very easy reconnaissance with new Multicast addresses. 

Pinging selectively All Routers, All DHCP Servers, etc an attacker can easily 

gather information about the target network. 

Malicious internal customer or compromised machine 
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Multicast Addresses 

Address Description 

FF02::1 Find Nodes on a subnet 

FF02::2 Return Local Subnet Routers 

FF02::5 OSPF Routers 

FF02::6 Designed OSPF Routers (DR’s) 

FF02::9 RIP Routers 

FF02::D PIM Routers 

FF02::1:2 DHCP Agents 

Interesting Multicast Addresses: 
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Live Demos 
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Live Demo 

 ff02::1 (All Hosts) 

 ff02::2 (All Routers) 
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Live Demo 

 ff02::5 (All OSPF Routers) 

 ff02::1:2 (All DHCP Servers) 
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Live Demo 

 THC utility to find out all alive hosts  

(Inside a network, similar to nmap –sP)  
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Address Configuration Issues 

Stateful configuration can be implemented with a DHCPv6 server. 

DHCPv6 server is vulnerable to the same Layer 2 attacks existing for IPv4.  

http://mikrotikbrasil.com.br/artigos/Layer2_Security_Poland_2010_Maia.pdf 

 

 

Stateless auto configuration is possible on /64 Network and hosts will be 

configured automatically, without DHCP. The idea behind auto configuration 

was to offer a way to do painless configurations for home users and allow all 

devices (e.g. household ones) to gain global connectivity. 
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Stateless Configuration on RouterOS 

1 – Configure a global IPv6 address on the interface clients are connected to. 

Keep advertise option checked. 
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Stateless Configuration with RouterOS 

2 – Configure Neighbor Discovery on clients interface (or all), enabling the option 

Advertise DNS 
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Stateless Configuration with RouterOS 

3 – Configure a DNS on /ip dns 

5.12 or newer 
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Discovering Routers and Prefixes 

2001:db8:bad:1/64 
2001:db8:bad:faca:dad0:bad/64  

To: FF02::1 (All nodes on link) 
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ICMPv6 Type 134 (Router Advertisement) 

Source: Link-local address 

Contents: Options, prefixes, lifetime and  

auto configuration flag 



Auto Configuration Issues 

Attacks Against Customers in Public Locations 
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Using IPv6 to attack Customers 

 on a public Hotspot (IPv4 AP) 

Windows/Linux/MAC clients 
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Using IPv6 to attack Customers 

 on a public Hotspot (IPv4 AP) 

AP with only IPv4 

Windows/Linux/MAC clients 

IPv6 Traffic will flow all through the  

Attacker ! 
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Using IPv6 to attack Customers 

 on a public Hotspot (IPv6 AP) 

Windows/Linux/MAC clients 
44 

AP IPv4 and  

IPv6 ready 



Using IPv6 to attack Customers 

 on a public Hotspot (IPv4 AP) 

Windows/Linux/MAC clients 

IPv6 Traffic will flow all through the  

Attacker ! 

AP IPv4 and  

IPv6 ready 
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Live Demo 

Fake Router in action 
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Live Demo 
Windows Machine 

Linux Machine 
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Neighbor Discovery, Address Resolution 

and Man-in-the-Middle attack 
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Address Resolution on IPv4 

IPv4 = 192.168.1.100/24 

MAC: AB:CD:EF:11:11:11 

IPv4 = 192.168.1.200/24 

MAC: AB:CD:EF:22:22:22 

ARP Request: 

Who has 192.168.1.200 tells 192.168.1.100 

To: 192.168.1.255 

(Broadcast Address) 

ARP Response:  

I have the IP 192.168.1.200 

and my MAC is AB:CD:EF:22:22:22 
To: 192.168.1.100 
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Neighbor Discovery on IPv6 

2001:db8::100 

MAC: AB:CD:EF:11:11:11 

2001:db8::200 

MAC: AB:CD:EF:22:22:22 

To: FF02::1:FF00:0200 

ICMPv6 Type 136 (Neighbor  Advertisement) 

2001:db8::200 is at AB:CD:EF:22:22:22 
To: 2001:db8::100 
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ICMPv6 Type 135 (Neighbor Solicitation) 

Who is 2001:db8:200 ? 



Neighbor Discovery Attacks 

2001:db8::100 

MAC: AB:CD:EF:11:11:11 

2001:db8::200 

MAC: AB:CD:EF:22:22:22 

ICMPv6 Type 136 (Neighbor  Advertisement) 

2001:db8::200 is at  BA:DB:AD:33:33:33:33 

Attacker sends specific NA’s or  

floods the entire network 
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Demo 

Fake Advertisements 

Fake Advertisements 

Flood Advertisements 
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Demo 

Fake Advertisements 

Flood Advertisements 
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Demo 
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Effects on a Windows machine – fake advertisements 



Man-In-the-Middle Attack 

2001:db8::1 

MAC: AB:CD:EF:11:11:11 

2001:db8::B0B0 

MAC: B0:B0:B0:B0:B0:B0 

ICMPv6 Type 136 (Neighbor  Advertisement) 

2001:db8::B0B0 is at  BA:DB:AD:BA:DB:AD:BA 
To: 2001:db8::1 

ICMPv6 Type 136 (Neighbor  Advertisement) 

2001:db8::1 is at  BA:DB:AD:BA:DB:AD:BA 
To: 2001:db8::B0B0 
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Man-In-the-Middle Attack 

2001:db8::1 

MAC: AB:CD:EF:11:11:11 

2001:db8::B0B0 

MAC: AB:CD:EF:22:22:22 

ICMPv6 Type 136 (Neighbor  Advertisement) 

2001:db8::B0B0 is at  BA:DB:AD:BA:DB:AD:BA 
To: 2001:db8::1 

ICMPv6 Type 136 (Neighbor  Advertisement) 

2001:db8::1 is at  BA:DB:AD:BA:DB:AD:BA 
To: 2001:db8::B0B0 
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Live Demo 
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Effects on a Windows Machine 

(just DoS attack)  



Duplicate Address Detection Issues 
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Duplicate Address Detection (DAD) 

To prevent duplicate addressing one host must check weather its chosen address is 

already in use by another node in the network. DAD must be executed before using 

any IPv6 address, including Link-Local addresses. After a boot or a changing on IP 

configuration, the host sends a NS using its own IPv6 Address  

2001:db8::1 

MAC: AB:CD:EF:11:11:11 

ICMPv6 Type 135 (Neighbor Solicitation) 

Who is 2001:db8:100 ? 
To: FF02::1:FF00:0001 

If the host receives a response it will not use the IP for communications. 
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Duplicate Address Detection Issues 

2001:db8::1 

ICMPv6 Type 136 (Neighbor  Advertisement) 

XXXX:XXXX::X is at  BA:DB:AD:BA:DB:AD:BA 

(Answer with it own MAC, for every NS it receives 

on a specific interface) 

To: 2001:db8::1 

Useful to cause a denial of service and to impersonate critical devices 
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Live Demo 

DAD attack didn’t succeed over a 

Mikrotik RouterOS box ! 
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ICMPv6 Redirect Issues 
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ICMPv6 Redirect 

Redirection is a feature based on ICMPv6 that allows a router to signal a better route 

to some host.  

2001:db8::100 

Packet to 2001:db8::999::X 
To Default gateway 

(2001:db8::1) 

2001:db8::1 2001:db8::2 

::/0 2001:db8:999::/0 

ICMPv6 Redirect (137) 

(Better Route = 2001::db8::2) 
To 2001:db8::100 

Further communication to 2001:db8:999::/0 will be sent through 2001:db8::2 
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ICMPv6 Redirect Attack 

2001:db8::B0B0 

To 2001:db8::B0B0 

2001:db8::1 

::/0 

Further communication to 2001:db8:999::/0 will be sent through 2001:db8::BAD 
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ICMPv6 Redirect (137) 

(Better Default Route = 2001:db8::BAD) 



Routing Header Issues 
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IPv6 Protocol Header 

Version 

(4 bits) 

Traffic Class 

(8 bits) 

Flow Label 

(20 bits) 

Payload Length  

(16 Bits)  

Next Header 

(8 bits) 

Hop Limit 

(8 bits) 

Source Address 

(128 bits) 

Destination Address 

(128 bits) 

Next Header 

Next Header Information 
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IPv6 Headers Vulnerabilities 

IPv6 protocol specifications (RFC 2460) does not impose constraints for the use 

of extensions headers.  

 

Several attacks could be done using extensions headers vulnerabilities: 

 

 Routing Header type 0 (RH0) 

 Hop-by-hop options Header  / Router Alert Attack 

 Fragmentation Header issues 

67 



Hop-by-Hop Options and Router Alert Attack  

The Hop-by-hop options header (next header number 0) must be inspected by 

every node along the packet’s path. 

 

The presence of the Router Alert options indicates to a router that it should take a 

closer look at the contents of the packet header.   

 

 Attackers can abuse this feature crafting packets with Router Alert, consuming 

resources along the path.  
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Live Demo 
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Routing Header Type 0 (RH0) Issue  

IPv6 defines 3 types of routing headers:  

 

 Type 2: Used for mobility in IPv6 (MIPv6) and only understood by MIPv6 

compliant stacks.  

 

Type 1: Unused 

 

Type 0: Technique intended to allow a sender to partially or completely specify 

a route to a packet. Similar to IPv4 “loose source routing”, this feature can be 

abused in several ways.   
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RH0 Attack  

RH0 can be abused on several ways. A common use is to spoof a source 

address and still receive return traffic.  

Victim’s  

Machine 

1 

2 

3 

Amplification attacks and other DoS attacks can also use 

RH0. 
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Live Demo 
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Live Demo 
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Packet Fragmentation 

Link Layer 

Header 

IPv6 

Header 

Transport 

Header 
Payload 

Link Layer 

Trailer 

Link Layer 

Header 

IPv6 

Header 

Fragment 

Header 
Payload 

Link Layer 

Trailer 

Transport 

Header 

Link Layer 

Header 

IPv6 

Header 

Fragment 

Header 
Payload 

Link Layer 

Trailer 

Transport 

Header 

Fragmentable Part 

Fragment 1 Fragment 2 

Fragment 1 

Fragment 2 
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Fragmentation Attacks 

Some Issues due to fragmentation (valid for IPv6 and IPv4) 

 

 Upper layer information might not be contained within the first fragment 

 

 Before accurate decision can be made, Firewalls should reassembly all 

fragments from a fragmented packet. Fragmentation could be used to by pass 

Firewall systems 

 

 Fragmentation can be used by attackers to attack a final node exploring its 

weakness on how packets are reassembled. For instance, sending a packet with 

a missing fragment  and forcing node to wait for it; 
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Fragmentation Attacks 

Fragmentation on IPv6  

 

 In IPv6, if necessary,  fragmentation is done only at the source node.  

 

 PMTUD (Path MTU discovery) is essential  for IPv6 (desirable for IPv4). 

PMTUD relies no ICMPv6 messages “packet too big”   

Packet too big 
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Fragmentation Attacks 

Fragmentation on IPv6  

 

 Forging messages “packet too big”  on behalf of an legitimate router, will lead 

to slowing services to that destination 

 

 Minimum IPv6 MTU size is 1280 bytes.  

Packet too big 
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Are those all possible the attacks ? 

 

NOPE !  
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Protecting your Home/Soho Customers 

(By an ISP Point of View) 

80 



81 

Typical ISP Topology 

Corporate 
user 

Soho 
user 

Home 
user 

 

          Internet 

 
Google
 
  

 
Facebook 

IXP 

 
Transit Provider
 
  

Transit 
Customer 

ISP 

Public 
Hotspot 



Good Practices to Minimize Reconnaissance Risks 

 Filter internal-use IPv6 addresses at  Autonomous Systems Borders 

 

 Use no obvious static addresses for critical systems 

 

 Filter unneeded services at the firewall 

 

 Selectively filter ICMPv6 

 

 Maintain host and application security 

 

 Watch hosts inside your perimeter for malicious probes (with an IDS or 

Honeypot) 
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Home, Soho and Public Hotspots 

Protection 

Corporate 
user 

Soho 
user 

Home 
user 

 

          Internet 

 
Google
 
  

 
Facebook 

IXP 

 
Transit Provider
 
  

Transit 
Customer 

ISP 

Public 
Hotspot 



Protecting Public Locations 

(AP IPv4 only) 

With fake Router Advertisements sent by an 

attacker, most clients (Windows, Linux, MAC’s) will 

auto configure and IPv6 traffic will be sent through 

the attacker.  

IPv4 only AP 

Countermeasure:  

Isolate Layer 2 segment. See the below URL: 

http://mikrotikbrasil.com.br/artigos/Layer2_Security_Poland_2010_Maia.pdf 
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Security for Home/Soho Fixed Networks 

IPv4 Practices 

Nowadays common topologies used by ISP’s are based on giving out a public IPv4 

address per customer CPE and private addresses for internal network.   

 

With a public IP per CPE, most of home applications will run without any 

problem.  

 

 NAT does not guarantee any security, but in fact it helps to avoid most part of 

potential offenders (the ones that do not have knowledge to by pass NAT) and lots 

of automated attacking tools;  

 

 For this reason NAT gives a false sensation of security.  
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Security for Home/Soho Fixed Networks 

New Paradigm with IPv6 

One common politics for prefix delegation is to give out at least /64 for home users 

and /48 for corporate users  

 

 With a /64 each Home user could have auto-configuration running and all his 

IPv6 capable devices with a full Internet connection  

 

 There is a common belief that IPv6 will give back to the Internet its original 

conception -  the end-to-end connectivity.   

 

 End-to-end connectivity could lead to innovation. At a first sight this sounds 

great ! 
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Are the users prepared (and wishing) to have a really end to end connection ? 

  

 Nowadays Internet  is used mainly for work or recreation; 

 

 Youtube, Facebook, Skype, Home Banking applications, etc are working well on 

current model that is not end-to-end.  

 

 Are there any reason for exposing internal hosts on the network  to incoming 

connections ? 

 

Unless this situation changes, ISP’s may consider  to offer to their customers a 

basic firewall, with at least one feature: to allow only connections originated inside 

the network.   
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Security for Home/Soho Fixed Networks 

New Paradigm with IPv6 



Security for Home/Soho Fixed Networks 

New Paradigm with IPv6 

 Allow only connections originated from customers network 

 

 Allow as source address only IPv6 address from your customers subnet 

(yes, some virus and misbehaving applications will generate oddities in 

customer  network)  

 

 Deny all inbound and outbound multicast traffic 

 

 Selectively filter ICMPv6  
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Security for Home/Soho Fixed Networks 

Minimal Firewall Rules to protect home/soho 

networks 
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 Protecting ISP Network Perimeter 

90 
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Protecting ISP Perimeter 
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user 
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          Internet 
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Transit Provider
 
  

Transit 
Customer 

ISP 

Public 
Hotspot 



Bogons (and Fullbogons) with IPv6 

Bogons are defined as Martians (private and reserved addresses defined by RFC 

1918 and RFC 5735) and netblocks that have not been allocated to a regional internet 

registry (RIR) by the IANA.  

 

Fullbogons are a larger set which also includes IP space that has been allocated to an 

RIR, but not assigned by that RIR to an actual ISP or other end-user. 

 

Such addresses are commonly used as source addresses to launch attacks and 

certainly will be used for practices like SPAM, Phishing, etc. 

 

 In this presentation we’ll se how to protect our perimeter against BOGONS prefixes. 
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Bogons (and Fullbogons) Impact with IPv6 

Team Cymru provides Bogons and Full Bogons list as a 

free service. Just contact them and receive the lists 

automatically via BGP session. 

 
http://www.team-cymru.org/ 
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Automatic BOGON’s filter 

Marking incoming routes from Cymru as blackhole and setting a comment 
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Automatic BOGON’s filter 

To prevent sending prefixes to Cymru 

Discarding other prefixes 
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Automatic BOGON’s Filter 

 The filter technique saw will put in blackhole the BOGON’s received and 

therefore will prevent only upload traffic. 

 

 To deny incoming traffic you will have to place firewall filter rules. 

Same for Input channel 
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Automatic BOGON’s Filter 

Running Script to build an address list with IPv6 bogons derived from the 

learned cymru bgp routes  

 

:local bogon 

## Cleans the list 

:foreach subnet in [/ipv6 firewall address-list find list=IPv6-bogons] do 

{  

   /ipv6 firewall address-list remove $subnet  

}  

 

## Populate the list 

:foreach subnet in [/ipv6 route find comment=bogon] do {  

   :set bogon [/ipv6 route get $subnet dst-address]  

   /ipv6 firewall address-list add list=IPv6-bogons address=$bogon  

} 
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Illegal Addresses 

Besides bogons addresses, some other 

reserved for special applications in use or 

deprecated should be also dropped by the 

border firewall 

98 



99 

Typical ISP Topology 
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Logs of an IXP environment 

(PTT-Metro São Paulo) 
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ICMPv6 Filtering 

(RFC 4890) 

RFC 4890 - Recommendations for Filtering ICMPv6 Messages in Firewalls 

 

 

Traffic That Must Not Be Dropped 

Error messages that are essential to the establishment and maintenance of 

communications:  

 Destination Unreachable (Type 1) - All codes  

 Packet Too Big (Type 2)  

 Time Exceeded (Type 3)  Code 0 only  

 Parameter Problem (Type 4) - Codes 1 and 2 only  

 

 Connectivity checking messages: 

 Echo Request (Type 128) 

 Echo Response (Type 129) 
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Traffic That Normally Should Not Be Dropped  

 

 Time Exceeded (Type 3) - Code 1  

  Parameter Problem (Type 4) - Code 0  

 

Mobile IPv6 messages that are needed to assist mobility:  

 Home Agent Address Discovery Request (Type 144) 

 Home Agent Address Discovery Reply (Type 145) 

 Mobile Prefix Solicitation (Type 146)  

 Mobile Prefix Advertisement (Type 147) 

ICMPv6 Filtering 

(RFC 4890) 
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Traffic That Normally Will Be Dropped Anyway (1/3) 

 

Address Configuration and Router Selection messages (must be received 

with hop limit = 255):  

 Router Solicitation (Type 133) 

 Router Advertisement (Type 134) 

 Neighbor Solicitation (Type 135) 

 Neighbor Advertisement (Type 136) 

 Redirect (Type 137) 

 Inverse Neighbor Discovery Solicitation (Type 141) 

 Inverse Neighbor Discovery Advertisement (Type 142)  

ICMPv6 Filtering 

RFC 4890 
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Traffic That Normally Will Be Dropped Anyway (2/3) 

 

Link-local multicast receiver notification messages (must have link- local 

source address):  

 

 Listener Query (Type 130) 

 Listener Report (Type 131) 

 Listener Done (Type 132) 

o Listener Report v2 (Type 143 

ICMPv6 Filtering 

RFC 4890 
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Traffic That Normally Will Be Dropped Anyway (3/3) 

 

SEND Certificate Path notification messages (must be received with hop 

limit = 255):  

 Certificate Path Solicitation (Type 148) 

 Certificate Path Advertisement (Type 149)  

 

Multicast Router Discovery messages (must have link-local source address 

and hop limit = 1):  

 Multicast Router Advertisement (Type 151) 

 Multicast Router Solicitation (Type 152) 

 Multicast Router Termination (Type 153) 

ICMPv6 Filtering 

RFC 4890 
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ICMPv6 Filtering 

(RFC 4890) 

Chain ICMPv6-common Chain ICMPv6-input 

At Input channel  jump to chains ICMPv6-input and ICMPv6-common 

At Forward channel   jump to ICMPv6- common 

 NB: Winbox 2.2.18 doesn’t  show correct ICMPv6 types. Insert them manually. 
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Perimeter protection on an IXP environment 

Untrustworthy border routers should be watched to avoid bad traffic (malicious or 

not 

Untrustworthy border router 

AS 100 

Layer 2 connection 

AS 200 

IXP 
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Multicast Filtering 
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Headers treatment on RouterOS  

It is expected that Linux kernel will not process RH0 in the future. Meanwhile it 

can be dropped by an iptables firewall with the following rules 

 

ip6tables -A INPUT -m rt --rt-type 0 -j DROP  

ip6tables -A OUTPUT -m rt --rt-type 0 -j DROP  

ip6tables -A FORWARD -m rt --rt-type 0 -j DROP  

 

Mikrotik will add such support on IPv6 Firewall. Thanks Mikrotik Guys  
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Public Servers Protection 
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E-mail Server – chain Server-email 

Web Server – chain Server-www 



Public Servers Protection 
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Recursive (for internal only) DNS Server – chain Server-dns-int 

Authoritative DNS Server – chain Server-dns-authoritative 



Public Servers Protection 
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Joining all togheter – Server Chain 

Forward Chain 



AGENDA 

1) Larger Address Space Impacts:   

 Internal and external reconnaissance, bogons threats; 

  

2) Protocol Vulnerabilities and Possible Attacks: 

 Auto-configuration, Neighbor Discovery,  Duplicate Address 
Detection Issues, Redirect Attacks, Header manipulation, etc 

  

3)  Countermeasures Using RouterOS by an ISP Point of View 

         Securing ISP perimeter, protecting customer networks, and       

         public locations 
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Conclusions 

114 

There are many potential threats against the new protocol and public tools 

available to launch a lot of attacks and there are many other security issues that 

were not covered by this presentation. 

 

Industry is in the early stage of IPv6 adoption (unfortunately) and for this reason 

many security breaches didn’t appear yet.  

 

IPv6 adoption will increase fast and administrator should plan their networks 

having in mind the security issues. 

 

Critics and contributions to Firewall rules presented here are welcome ! 
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Scapy 
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IPv6  terminology  

 Node: An IPv6 node is any system (router, computer, server, etc) that runs IPv6 

 

 Router: A router is any Layer 3 device capable of routing and forwarding IPv6 

packets 

 

 Host: A host is any computer or device that is not a router; 

 

 Packet:  A packet is the layer 3 message sourced from an IPv6 node destined 

for an IPv6 address;  

 

 Dual-Stack:  When a node runs IPv4 and IPv6 at the same time. 
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Recommendations for filtering ICMP messages 

 (work in progress) 

draft-ietf-opsec-icmp-filtering-02 

 
F. Gont  UTN/FRH  
G. Gont  
SI6 Networks  
C. Pignataro Cisco February 17, 2012 
February 17,  2012 

 

Expires on August 20, 2012 
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draft-ietf-opsec-icmp-filtering-02 

ICMPv6 Message Type/Code Output Forward Input 

ICMPv6-unreach 1 N/A N/A N/A 

ICMPv6-unreach-no-route 1 0 Rate-L Permit Rate-L 

ICMPv6-unreach-admin-prohibited 1 1 Rate-L Permit Rate-L 

ICMPv6-unreach-beyond-scope 1 2 Rate-L Deny Rate-L 

ICMPv6-unreach-addr 1 3 Rate-L Permit Rate-L 

ICMPv6-unreach-port 1 4 Rate-L Permit Rate-L 

ICMPv6-unreach-source-addr 1 5 Rate-L Deny Rate-L 

ICMPv6-unreach-reject-route 1 6 Rate-L Permit Rate-L 

www.ietf.org/id/draft-ietf-opsec-icmp-filtering-02.txt  
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draft-ietf-opsec-icmp-filtering-02 

ICMPv6 Message Type/Code Output Forward Input 

ICMPv6-too-big 2 0 Send Permit Rate-L 

ICMPv6-timed 3 N/A N/A N/A 

ICMPv6-timed-hop-limit 3 0 Send Permit Rate-L 

ICMPv6-timed-reass 3 1 Send Permit Rate-L 

ICMPv6-parameter 4 Rate-L Permit Rate-L 

ICMPv6-parameter-err-header 4 0 Rate-L Deny Rate-L 

ICMPv6-parameter-unrec-header 4 1 Rate-L Deny Rate-L 

ICMPv6-parameter-unrec-option 4 2 Rate-L Permit Rate-L 

www.ietf.org/id/draft-ietf-opsec-icmp-filtering-02.txt  
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draft-ietf-opsec-icmp-filtering-02 

ICMPv6 Message Type/Code Output Forward Input 

ICMPv6-err-private-exp-100 100 Send Deny Rate-L 

ICMPv6-err-private-exp-101 101 Send Deny Rate-L 

ICMPv6-err-expansion 127 Send Permit Rate-L 

ICMPv6-echo-request 128 0 Send Permit Rate-L 

ICMPv6-echo-reply 129 0 Send Permit Rate-L 

ICMPv6-info-private-exp-200 200 Send Deny Rate-L 

ICMPv6-info-private-exp-201 201 Send Deny Rate-L 

ICMPv6-info-expansion 255 Send Permit Rate-L 

www.ietf.org/id/draft-ietf-opsec-icmp-filtering-02.txt  
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Multicast Addresses 

Address Scope Description 

FF01::1 Node-local All nodes 

FF01::2 Node-local All Routers 

FF02::1 Link-local All nodes 

FF02::2 Link-local All routers 

FF02::5 Link-local OSPF Routers 

FF02::6 Link-local Designed OSPF Routers (DR’s) 

RFC 2375 defines several IPv6 Multicast addresses: 
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Multicast Addresses 

Address Scope Description 

FF02::9 Link-local RIP Routers 

FF02::D Link-local PIM Routers 

FF02::1:2 Link-local DHCP Agents 

FF02::1:FFXX:XXXX Link-local Solicited-node 

FF05::2 Site-local All routers in one site 

FF05::1:3 Site-local All DHCP servers in one site 

FF05::1:4 Site-local All DHCP agents in one site 

Note:  Some old RouterOS versions (e.g. 5.9) were misbehaving, replying pings to FF05::1 

125 



Multicast Addresses 

Address Scope Description 

FF0X::0 All-scope Reserved 

FF0X::100 All-scope VMTP Managers group 

FF0X::101 All-scope Network Time Protocol (NTP) 

FF0X::102 All-scope SGI-Dogfight 

---- ---- ---- 

---- ---- ---- 

All Scope Multicast Addresses according to RFC 2375 
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More Multicast addresses 
Deprecated by RFC 3897 

Besides Multicast addresses in use, there are some  Site-local Multicast 

addresses  defined by RFC 3513 (section 2.5.6): FEC0::0/10 

Such addresses were deprecated by RFC 3879 and should not being used. To  

avoid hosts using such addresses, we’ll deny on border routers 

 

Multicast Listener Discover (MLD) 

MLD is used by routers for discovering multicast listeners on a directly attached 

link (similar to IGMP used in IPv4). If MLD is not being used on the environment, 

it should be dropped at the perimeter. MLD space is: FF05::/16 

 

Multicast All scopes addresses 

RFC 2375 establishes a lot of multicast addresses “all scope”. Unless you have a 

good reason to accept any, we suggest to filter them.  
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“Privacy Addressing” for end hosts  

RFC 4941 “Privacy Extensions for Stateless Auto-configuration in IPv6”, 

establishes how privacy address should be created and used.  With such 

implementation, nodes ID will be randomized and distribution will be not 

concentrated within the subnet.  
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IPv6 – Extension Headers 

Layer 2 

Header 

IPv6  Header 

 

Next Header 

= 43 routing 

Routing  Header 

 

Next Header 

= 44 (frag.) 

Frag.  Header 

 

Next Header 

= 6 (TCP) 

TCP  Header 

 

Next Header 

= 59 (Null) 

Data 
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IPv6  Header 

 

Next Header 
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Routing  Header 

 

Next Header 

= 6 (TCP) 

TCP  Header 

 

Next Header 
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Data 

Layer 2 

Header 

IPv6  Header 

 

Next Header 

= 6 (TCP) 

TCP  Header 

 

Next Header 

= 59 (Null) 

Data 
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Download Now  
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This presentation, as well the firewall rules are already available to 

download at: 
 

 

www.mdbrasil.com 
 

 



Dziękuję.  

 

Na zdrowie ! 
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