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About Adhrit

 Adhrit is an open source Android APK reversing and analysis tool
that can help security researchers and CTF enthusiasts alike

USES:

e Extracts the apk contents.

e Disassembles native libraries

e Extracts jar out of dex.

e Extracts source code in Java.

e Extracts source code in Smali.

e Recompiles smali into APK

e Signs the APK

e Checks for bytecode injection points.
e Analyzes permissions used by the application.
e Dumps the Manifest.

e Dumps the certificate details.

e Checks for malware footprints in the VirusTotal database.
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Testing Setup

« Kali Linux 2018.1

¥ cat /etc/*rel*

DISTRIB ID=Kali
RIB RELEASE=kali-rolling
RIB CODENAME=kali-rolling
DISTRIB DESCRIPTION="Kali GNU/Linux Rolling"
PRETTY NAME="Kali GNU/Linux Rolling"
NAME="Kali GNU/Linux"
cali
ION="2018.1"
SION ID="2018.1"
ID LIKE=debian
ANSI COLOR="1;31"
HOME URL="http: //www.kali.org/"
SUPPORT URL="http://forums.kali.org/"
UG REPORT URL="http://bugs.kali.org/"
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Installing Adhrit

» Dowload the zip or clone the package and extract the tool ( git
clone https://github.com/abhi-r3vO/Adhrit

oning into 'Adhri
remote: Counting obj

Adhrit/
¥ 1s
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Installing Adhrit

* Run python installer.py for installing the necessary tools

[+] Instal
ea “[1\] pack

jas automatically

0 upgraded, 2 n i allec remove and 6 not upgraded.
Need to get 74 kB of
’ hi tion, 861 kB of additional disk space will be
continue? [Y/n] y
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Installing Adhrit

* Run python installer.py for installing the necessary tools

Installation of ARM tools complete

[+] [nstalling Android debug tools
Reading package lists... Done
Building dependency tree

Reading state information... Done

android-tools—-adb is already the newe s N ion: (1:7.0.0+xr33=2) .
The following package was automatically inc lled and is no longer required:
libxfontl
'sudo apt autoremove' to remove it.
upgraded, 0 newly installed, 0 to remove and 6 not upgraded.

[+] Installation of Android tools complete
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Using Adhrit

* The help menu
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Using Adhrit

* Analyze an .apk
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References

* GitHub
https://github.com/abhi-r3v0/Adhrit/
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