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| Background: Evolution of BP Attacks

» Attacks and CVEs against branch predictors are proliferating
»Manual search for branch predictor attacks is not exhaustive <

2018 Spectre Attacks
NetSpectre Reading privileged memory with a side-channel
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A trustworthy tool is essential for exploring all branch predictor attacks!
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| Background: Insufficient Security Evaluation

»Weak security evaluation of many defenses

defense B8

The defense is secure e gy P Reordred Londs— (15 0 Exeeed L,
becauseitcanprevent w0 .
gadgets x gem5 againstall attack gadgets

unXpec (HPCA’22) bypasses
simulator CleanupSpec (MICRO"19)

» Existing principled approaches are not comprehensive

KLEESpectre Failing to analyze the root cause § .
Spectector . - Weak Security
Software-Level SpecuSym =  Only targeting existing attacks |:> Guarantee

Cannot evaluate hardware defenses
Microarchitecture-Level

— Formal-Based == Cannot assess timing attacks and secure BPs

» Symbol-Based == Cannotevaluate branch predictor vulnerabilities

> Graph-Based =P  Only targeting existing speculative attack types

HPCA 2024
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»Weak security evaluation of many defenses

defense B9

The defense is secure ‘.”” b T an—> o

becauseitcanprevent w0 I
inst all attack gadget

gadgets x gem5 againstafl attack gadgets unXpec (HPCA’22) bypasses

simulator CleanupSpec (MICRO19) Q

A comprehensive security evaluation is imperative for defense solutions!

Spectector . m - WEAR STy
Software—LeveIT SpecuSym =9  Only targeting existing attacks |:> Guarantee

Cannot evaluate hardware defenses
Microarchitecture-Level

— Formal-Based == Cannot assess timing attacks and secure BPs

» Symbol-Based == Cannotevaluate branch predictor vulnerabilities

> Graph-Based =P  Only targeting existing speculative attack types
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I Threat Model WUHAN UNIVERSITY
> Attacker and victim oice channels or
ver r
» Attacker: App, OS, VM, etc. & Transient Execution
»Victim: App, 0S, VM, TEE, etc. = K¢ >
> Attacker’s goal Attacker Victim

» Inferring secret data based on branch instruction execution time differences or
transient execution due to misprediction

» Attack types

» Timing-based attacks: side channels, covert channels

r 8 > slow
BP ()
G :> P ()
>  FAST

Step 1: Mispredict Step 2: Execute Step 3: Observe
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I Threat Model WUHAN UNIVERSITY
> Attacker and victim oice channels or
over r
» Attacker: App, OS, VM, etc. & Transient Execution
»Victim: App, 0S, VM, TEE, etc. = K¢ >
> Attacker’s goal Attacker Victim

» Inferring secret data based on branch instruction execution time differences or
transient execution due to misprediction

» Attack types

» Transient-based attacks: speculative attacks

BP g
= > slow

5P Cache _

Cache * :> BP ’
Cache (.) :> FAST

Step 1: Mispredict Step 2: Execute Step 3: Observe
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| Challenge

» How to model branch predictors for security evaluation

PHT
BTB BranchScope
BHB Bluethunder

Baseline @

InvisiSpec
DAWG
HyBP

BRB

Branch Predictor
Modeling
Methodology

A Timing-Based

Spectre vi
Spectrev2
Spectre vs

Defense Transient-Based
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| Modeling: Three-Step Attack Model

» Insights from microarchitectural attacks against branch predictors
» All existing branch predictor attacks include three steps

The state of the The attacker infers
Setthe state of the branch predictor the state of the -
branch predictorto P S . BR: branch operation
. . should be changed branch predictor CC: covert channel
a known initial . . :
to leak secret through timing
state . . .
information observation
Step1: BR Step 2: BR Step3: BRor CC

» For each branch predictor entry

The state of each entry isindependent of other entries Consider only a single

entry for each branch

The attacker only focus on a single entry during attacks |:> . .
predictor unit

The update logic is the same for each entry

HPCA 2024 9
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l Modeling: Possible Branch Predictor States

» Modeling 19 states of security-critical branch predictor entry E

valid val — E
PHT
AN
E
BTB
YE
Prediction Index RSB
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ey WUHAN UNIVERSITY

l Modeling: Possible Branch Predictor States

» Modeling 19 states of security-critical branch predictor entry E

valid val E
oc PHT

mispredicted —  his ‘E E:
alias BTB
~

L

invalid inv

Prediction Index RSB
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l Modeling: Possible Branch Predictor States

» Modeling 19 states of security-critical branch predictor entry E

Eval
valid val E =P PHTstates 4 E, <= Cond
Ehis
pC PHT O Call <= withoutE,;
‘\ Eval
mispredicted —  his % E: = BTBstates - E, <& Ind
/ Ehls
: BTB Eolias ,
alias . Ret <= withoutE,;
\: E Einv
LV
invalid inv =P RSBstates | E, <= Ret
Ealias
Prediction Index RSB Branch Types and States
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Einv
Eval

pc

Ealias

Einv
Eval

pc

Ealias
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l Modeling: Attacker’'s and Victim's Operations

» Possible branch operations related to prior19 target entry states

Aval Apc Ahis
PHT ~ Cond < E. E. Ep =
Vval Vpc Vhis
Ainv Aval Apc Ahis Aalias
Ind <:> Einv Eval Epc Ehis Ealias »
Vinv Vval Vpc Vhis Valias
Amv Aval Apc Aalias
BTB - Call <:> Einv Eval Epc Ealias *
va Vval Vpc Valias
Amv Aval Apc Aalias
Ret <:> Einv Eval Epc Ealias *
va Vval Vpc Valias
Ainv Aval Aalias
RSB Ret <= Ew Ew Euis =
Vinv Vval Valias
Branch Type Entry States Branch Operations

HPCA 2024




l Modeling: Attacker’'s and Victim's Operations

» A-or V-indicates no operation on the target branch predictor entry

PHT Cond
Ind
BTB +H Call
Ret
RSB Ret
Branch Type

HPCA 2024
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Ahis As —
Vhls V;-; / E
A A A A
pc his alias \ PHT
Vpc Vhis Valias Vs \\\
Apc Aalias As \
Vpc Valias V- I
APC Aalias As 7 BTB
Vpc Valias V-
E
Aalias A: >
/—»
Valias Vs
Branch Operations RSB
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l Modeling: Attacker’'s and Victim's Operations

»A_ denotes the observation of the covert channel in transient attacks

Aval Apc Ahis Ax Acc
PHT  Cond << E, E. Eu =
i Vval Vpc Vhis Vs
Ainv Aval Apc Ahis Aalias Ax Acc
Ind <:> Einv Eval Epc Ehis Ealias »
Vinv Vval Vpc Vhis Valias Ve
Amv Aval Apc Aalias A Acc
BTB - Call <:> Einv Eval Epc Ealias *
va Vval Vpc Valias V-
Amv Aval Apc Aalias A Acc
Ret <:> Einv Eval Epc Ealias *
va Vval Vpc Valias Ve
Amv Aval Aalias A Acc
RSB Ret <= En Ea  Euis =
Vinv Vval Valias V-
Branch Type Entry States Branch Operations
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l Modeling: Attacker’'s and Victim's Operations
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»We finally model 53 possible operations in the three-step attack model

PHT Cond
Ind
BTB +H Call
Ret
RSB Ret
Branch Type
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Ainv
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inv

pc

Ans A Ag
Viis Vs
A | Aps | Auiis BGE
Ve | Vs | Vs B
Ap  Aaies A Ag
Ve Vaiies  V
A Aatias [IEEN A
Ve Vaiios  V
Adias  As Ag
Viias Vs

Branch Operations

9 PHT
Operations

13 BTB (ind)
Operations

11 BTB (call)
Operations

13 BTB (ret)
Operations

13 RSB
Operations

Modeling Result




l Framework: Branch Predictor Simulator
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»We implement a branch predictor simulator to explore all attacks

9 PHT Ops

13 BTB (ind) Ops

11 BTB (call) Ops

11 BTB (ret) Ops

HPCA 2024

9 RSB Ops

Input

s

-

Three-Step BP
Simulator

\

J

V/oc9 Vval9 Vval

93+133+113+113+93=6317 three-step combination
Ahisevvalevval
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l Framework: Branch Predictor Simulator

»We perform an enumerative analysis of each three-step combination

V, >V, >V, -
pe © Cval = v 3+1334113+113+93=6317 three-step combination
Ahisevvalevval 3 ’ 3 P
9 PHT Ops
13 BTB (ind) Ops 4 ) unknown invalid entry states according to the modeling approach
11 BTB (call) Ops s} Three-StepBP | | valid mispredicted (initial: unknown)
Simulator / valid®|-> mispredicted | SLOW
11 BTB (ret) Ops \_ Y, unknown |==- mispredicted Vol A,
9 RSB Ops Initial A, \ mispredicted | = | mispredicted | FAST
unknown |=p-(  ynknown |=| unknown |=| valid [ UNKNOWN
Input

Initial A A. V.,

Enumerative analysis of each three-step combination =~ We mark vulnerable if one path is
(we assume covert channel is always FAST channel)  FAST and the other path is SLOW

HPCA 2024 18
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l Framework: Branch Predictor Simulator

»We reduce redundancies and finally derive 156 valid attack patterns

Reduction
Rules

V/oc9 Vval 9Vval
Ahise Vvalevval

93+133+113+113+93=6317 three-step combination

9 PHT Ops @
13 BTB (ind) Ops 4 ) unknown invalid entry states according to the modeling approach
11 BTB (call) Ops s} Three-StepBP | | valid mispredicted (initial: unknown)
Simulator / valid®|-> mispredicted | SLOW
11 BTB (ret) Ops \_ Y, unknown |==- mispredicted Vol A,
9 RSB Ops @ Initial Ay \ mispredicted | = | mispredicted | FAST
unknown |=p-(  ynknown |=| unknown |=| valid [ UNKNOWN
Input . ) —
156 valid Initial A A Vial

attacks Enumerative analysis of each three-step combination =~ We mark vulnerable if one path is

(we assume covert channel is always FAST channel)  FAST and the other path is SLOW
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| Framework: Summary of Derived Attacks

[ Unit T Stepl ] StepZ ] Step3 [ Category | Type [Attack [ Stepl [ Step2 | Step3 [ Category | Type [Attack |
Viat | Ape | Voar (slow) EM | TSCA/CCA new  Viw | Vie | Viur (slow) IM | TSCA/CCA new
Vil A Viyar (slow) EM TSCA/CCA  new Vial Vhis Viar (slow) M TSCA/CCA  new
Ape | Viar (fast) IH | TSCAICCA | () | Ape | Viar | Ape (slow) EM | TSCA/CCA | (1)
[ Ape | Vi (slow) IM | TSCAICCA | (1) | Ape | Viwr | Ap(stow) | EM | TSCACCA | (1)
ummary of derived 156 attack patterns AR IR AR e
7 5 Ape (slow) EM TSCAICCA new Vae Coar Ve (slow) ™M TSCA/CCA  new
PHT Apis (slow) EM TSCA/CCA  new Voo Vyiis (slow) M TSCA/CCA  new
Vyar (fast) H | TSCA/CCA | (2) ‘ Apg Ape (slow) EM | TSCA/CCA | )
Vye (slow) IM | TSCACCA | @) | Ay, Ao (slow) EM | TSCA/CCA | (%)
Ve (slow) IM | TSCA/CCA ‘ 2 s Vit (fast) IH | TSCA/CCA  new
2 a ac (S 1 1 a ac (S a n 1 2 a ac (S Ape (slow) EM TSCA/CCA  new gy Vie (slow) ™M TSCA/CCA  new
) Apis (slow) EM TSCA/CCA  new Chis Vhis (slow) M TSCA/CCA  new
Ape (fast) EH TEA new ‘ Vie Aee (fast) EH TEA | (3)
( fast) EH TEA new Viis Age (fast) EH TEA (4)
» 67 known attacks and 89 novel attacks e L
al (slow) EM TSCA/CCA new Viat Voo Viai (slow) M TSCA/CCA new
fvat (stour) EM | TSCA/CCA new  Viw | Vi i (slow) ™ TSCACCA  new
Aalias ar (slow) EM TSCA/CCA new Vial Valias el (Slow) M TSCA/ICCA  new
Ape ol (fast) IH TSCA/CCA | (1) | Ape | Viar | Ape (slow) EM | TSCA/CCA | (1)
Ape Voar e (slow) IM TSCA/CCA [43] ‘ Ape Vial Apie (slow) EM TSCAICCA ‘ (1)
Ape Voat is (slow) M TSCAICCA [4}] Ape Viat Antias (slow) EM TSCAICCA [§3]
Ape ; Vatias (slow) M TSCA/CCA | (1) Ve Voai | Vaa (fast) H TSCA/CCA  new
Ve Ape (slow) EM TSCAICCA new Voo Vaai Vipe (slow) M TSCA/CCA new
Vi Afis (slow) EM | TSCA/CCA nmew  Vio | Viw | Viie (slow) IM | TSCA/CCA new
. Kn own N ove I Tota I e Autias (slow)| EM | TSCAICCA new V. fvat | Vatias (slow) | IM | TSCA/JCCA  new
Ahis Voot (fast) IH TSCA/CCA  new Apig Viiai Ape (slowr) EM TSCA/CCA  mew
B ranch Predlcto r Apia Vi (slow) M TSCAICCA new Apis Vaai Apis (slow) EM TSCA/CCA new
Attac ks Attac ks Attac ks BTE | A Visis (stow) IM | TSCA/CCA new  Apie | Viar | Actias (slow)| EM | TSCA/CCA  new
Gnd) | Anis Vilias (stow) | IM | TSCA/CCA new  Viis Vit (fast) H | TSCA/ICCA new
Vhis Ape (slow) EM TSCAICCA new Vhis Vpe (slow) m TSCA/ICCA  new
Vaia Apis (slow) EM TSCAICCA new Vhia Vhis (slow) M TSCA/CCA  new
Viia Autias (slow) | EM | TSCA/CCA new Vi Vatias (slow) ™M TSCA/CCA  new
P H T 12 1 6 28 Adtina Viat (fast) IH | TSCAICCA | (1) | Awsias Ape (slow) EM | TSCA/CCA | (1)
Adtias Vie (slow) IM | TSCAICCA | (1) | Autias Apis (slow) EM | Tscacca | (1)
Aatica Viis (slow) IM TSCA/CCA 4] Astias Aatics (slow) EM TSCAICCA (45
. Autias Valias (siow) IM | TSCAICCA | (1) = Virtas (fast) IH | TSCA/CCA  new
BT B (I n d) ZO 3 6 5 6 itas Ape (slow) EM | TSCAJCCA ~“wéW Vigias Vpe (slow) IM | TSCA/ICCA  new
Vating Apie (slow) EM TSCA/CCA new Valias Vhis (slow) M TSCA/ICCA  new
Valing Autias (slow) EM TSCACCA new alins Vilias (slow) M TSCA/CCA  new
Ay Ace (fast) EH TEA @ | Ve Ace (fast) EH TEA | @)
Ay Ace (fast) EH TEA @ T (fast) EH TEA new
BTB (Cal l) 1 5 1 5 30 Autins Ace (Fast) EH TEA @ | Vatias Ace (fast) EH TEA | @)
Aine T (fasl) TH [ TSCARCA | 10 View Vit (fast) H | TSCA/CCA  new
Ve at (slow) EM | TSCA/CCA  new U ot (slow) IM | TSCA/CCA  new
rat | Aatias | Viar (stow) EM | TSCA/CCA  new Visias | Vi (slow) IM | TSCA/CCA  mew
BTB (ret) -I 5 -l 5 30 A Viat Viur (fast) H TSCAICCA | (1) ‘ Ape | Viar | Ape (slow) EM | TSCA/CCA | (1
Ao | Viar | Vpe (stow) IM | TSCACCA | (1) | Ape | Vi | Aujias (slow) | EM | TSCACCA | (1)
Ape | Viwr | Viias (stow) | M | TSCAICCA | (1) Voo | Vaai | Vour (Fast) IH | TSCA/CCA  mew
BTB Voc ol Ape (slow) EM TSCA/CCA  new Ve Voni Ve (slow) ™M TSCA/CCA  new
(calliret) Vie Viar | Aaiias (slow) EM TSCA/CCA  new Ve Vial | Vaties (slow) M TSCA/CCA  new
RS B 5 7 1 2 Avtias | Vint | Viar (fast) IH TSCAICCA | (1) ‘ Autios | Voat | Ape (slow) EM | TSCA/CCA | (n
Autias | Viar | Vie (stow) IM [ TSCAICCA | (1) | Aupias | Viat | Aaiias (slow) | EM | TSCACCA | (1)
Agtias | Viar | Vagias (slow) M TSCACCA | (1)  Vapae | Vi Vit (fast) IH TSCA/CCA  mew
Ziias | Voai | Ape (stou)y EM | TSCA/CCA  new V... Ve (slow) IM | TSCA/CCA  mew
T t l 6 8 6 Vating | Voar | Austins (slow) EM TSCA/CCA  new V.. Vatias (sltow) M TSCA/ICCA  new
ota 7 9 15 Ape | Viar | Ace tfast) EH TEA ) Vie Ace (fast) EH TEA @)
Asiva | Vo A (fast) EH TEA (2) ‘ Vaidas Age (fast) EH TEA | (2)
Ainy Voar Viar (fast) IH TSCA/CCA [i}] Vinu Virai (fast) H TSCA/CCA  new
T | L e ) EM | TSCA/CCA new  Via | Vitias | Via (Slow) IM | TSCA/ICCA  new
RSp | Aatias | Veat (fast) IH TSCAICCA ‘ (1) | Aatias | Voat | Autias (slow) | EM | TSCA/CCA | (1)
: Antias Voar Vatias (slow) IM TSCAICCA i Vatios Vaai ( fast) IH TSCA/CCA  mew
Vrites BV s s ey RN TSR W Vi | Vs | Vaiias (stow) IM | TSCA/ICCA  new
Anlios Vial Ace (fast) EH TEA ‘ 2) Valias ai Ace (fast) EH TEA new

« PHT: (1) BranchScope [2
« BTB: (1) Predicting ch-?ﬁ"ér
« RSB: (1) Predicting Keys E{
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(2) Bluethunder [38]: (3) Spectre V1 |4(]! (4) BranchSpectre [18].
|-3); (2) Specte V2 [40); (3) BHI [5].
|: (2) Spectre V5 Fﬂrj“m -




l Framework: Extensibility of Our Modeling

» Case study 1: modeling of TAGE branch predictor

»TAGE is widely deployed in popular open-source processors

» e.g., XiangShan

- XiangShan Core

Frontend | uBTB ;
" RAS Pz sc ||rTAcGE i

rancl ion Unif L N — .

1 FTQ Reag

mmmmmmmmm l T ridlr:f:
Backend Fetch Target Queue | PCread result
mmmmmmmmmmm 64 ;Etrlas for Backend
r

»Modeling T1~T4 as independent units

e his1 e hisz e his3  pc  hisq

> 16 extraoperationsand 4 extrastates |,  Hs3 Had S5 s

JCH ) CH)CH ) CHJCH ) CHTC
extension>

9 Operations
3 States
28 Attacks

gannn

Baseline

25 Operations

7 States

106 Attacks

t

A % xF

WUHAN UNIVERSITY

TAGE | Op State TAGE | Op State
A | mispredictt Ays | mispredict3
. Ve | mispredicti T3 Vs | mispredict3
A | mispredictt Ay | mispredict3
Vi | mispredict1 Viiss | mispredict3
A, | mispredict2 A, | mispredict4
T Vyer m{spred ::ctz Ta Vyes mI:SpVedI:CM
Ais, | mispredict2 Apisy | mispredict4
Viis, | mispredict2 Vyies | mispredicts
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| Framework: Viability of Novel Attacks

» Case study 2: evaluation of two novel PHT attacks
»AV,-based attack variantand a V-based attack variant
» Transmission of random “0” and “1” bits repeated 1,000,000 times
» Leakage of sensitive information with a substantial bandwidth on Intel processors

Number Attack Pattern Processor Timing Resolution Capacity
Intel Core i5-1135G7 92 vs 108 cycles 865.7 Kbps
#10 Vpce V,ur> Vol _
Intel Core i7-12700 69 vs 83 cycles 925.5 Kbps
Intel Core i5-1135G7 91vs 114 cycles 690.7 Kbps
#20 Vhisevvalevval .
Intel Core i7-12700 67 vs 83 cycles 734.1 Kbps
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& e D 2 ’i £ 2
N %
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2 g 2 8

WUHAN UNIVERSITY
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l Framework: Practicality of Novel Attacks

» Case study 3: recovery of LSB in OpenSSL with a novel BTB variant
»EVP_EncryptUpdate() in libcrypto library of OpenSSL1.1.1b is vulnerable (CCS19)
»We demonstrate the practicality of a novel variant exploiting the same vulnerability
»We implement the PoC of #31 (V,,»A,>V,, ) to recover the LSB of the first bytes

& misleadtor () stow(tsB=o) (%) FAST (LsB=1)

700

The attacker conducts : LSB=0
The attacker observes the branch tarcet The attacker trigger ) S . LSB=1
the threshold timing L 'targ the V,,;and measures R threshold

injectionwith A, to . e . > et
of V,,, based on : . the execution timing O L St -G, AT EIEY TR
. : mislead the indirect . 500 -
branch hitand miss : : to infer the target LSB
branch in the libcrypto

0 20 40 60 80 100
Step 1: Vval * Step 2: Apc * StEP 3: Vval Loops

Recovering LSBin OpenSSL on Intel Core i7-12700

HPCA 2024 23




| Analysis: Modeling Typical Secure Designs
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»Our framework is applicable to evaluating secure designs (as instances)

»We model 8 secure branch predictors and 4 secure speculation schemes

Secure BP Remaining Ops Reference Secure Speculation Blocked Ops Reference
Lock-Based BTB 25/53 TrustCom 2014 DAWG | A for cache. MICRO 2618
MI6 33/53 MICRO 2019 (different domains)
BRB 33/53 HPCA 2019 CSF-LFENCE V,, for PHT ASPLOS 2019
Two-Level Encryption 22/53 TACO 2020 STT Via for PHT MICRO 2019
Noisy-XOR-BP 22/53 DAC 2021 InvisiSpec A, forcache MICRO 2018
PSC 1 CST 2021
31/53 : We select four representative hardware-based
LS-BP 22/53 ASP-DAC 2022 defenses against speculative attacks that
HyBP 16/53 HPCA 2022 introduce low-performance overhead

We conduct a comprehensive analysis of remaining
operations in our model for each secure branch predictor

HPCA 2024

We perform a thorough analysis of blocked
operations for each secure speculation scheme
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l Analysis: Overview of Secure BP Evaluation

» Secure branch predictor evaluation for all 156 three-step attacks

»PSC and HyBP are the most effective secure branch predictors for mitigating PHT
and BTB security vulnerabilities under ideal circumstances

» The best-performing HyBP can shield about 79% of the attack patterns
» The worst-performing M16 and BRB can only cover about 16% of the attack patterns

Secure BP PHT BTB (ind) | BTB (call) | BTB (ret) RSB Total
Lock-Based BTB 28/28 19/56 11/30 11/30 512 74/156
Mlé 10/28 56/56 30/30 30/30 5112 131/156

BRB 10/28 56/56 30/30 30/30 512 131/156
Two-Level Encryption 18/28 12/56 2/30 2/30 5/12 39/156
Noisy-XOR-BP 18/28 12/56 2/30 2/30 5/12 39/156
PSC (ideal) 0/28 56/56 30/30 30/30 5/12 121/156
LS-BP 18/28 12/56 2/30 2/30 512 39/156

HyBP 18/28 10/56 0/30 0/30 5/12 33/156
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| Analysis: Evaluation for Known/New Attacks

» Secure branch predictor evaluation for known/new attacks
»HyBP provides the best protection against known and newly derived attacks
» Two-Level Encryption, Noisy-XOR-BP, and LS-BP have better protection coverage
» Lock-Based BTB has significant omissions for newly derived attacks
»MIl6 and BRB do not adequately protect against known and newly derived attacks

Secure BP PHT (known) | BTB (known) | RSB (known) | PHT (new) | BTB (new) | RSB (new)
Lock-Based BTB 12/12 6/50 o/s 16/16 35/66 5/7
MI6 212 50/50 0/5 8/16 66/66 5/7
BRB 2/12 50/50 o/5 816 66/66 5/7
Two-Level Encryption 5/12 7/50 o/s5 9116 35/66 5/7
Noisy-XOR-BP 5/12 7/50 o/5 9/16 35/66 5/7
PSC (ideal) o/12 50/50 o/5 o/16 66/66 5/7
LS-BP 5h12 7/50 o/5 96 35/66 517
HyBP 512 4/50 o/5 13/16 6/66 517
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» Evaluation of secure BPs and HW defenses against speculative attacks

»Hardware-based secure speculation can only mitigate a limited number of
speculative execution attacks or only mitigate specific cache covert channels

» Secure branch predictor designs can mitigate more speculative execution attacks

Speculative Speculative Speculative Speculative
Defense Strategy Attacks Attacks Defense Strategy Attacks Attacks
(cache channel) | (other channel) (cache channel) | (other channel)

Lock-Based BTB 12/20 12/20 Ml6 17/20 17/20
BRB 17/20 17/20 Two-Level Encryption 6/20 6/20
Noisy-XOR-BP 6/20 6/20 PSC (ideal) 15/20 15/20
LS-BP 6/20 6/20 HyBP 6/20 6/20
DAWG 17/20 19/20 CSF-LFENCE 15/20 15/20

STT 15/20 15/20 InvisiSpec 15/20 19/20
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lAnalysis: Secure BPs vs Secure Speculation

» Evaluation of secure BPs and HW defenses against speculative attacks

»Hardware-based secure speculation can only mitigate a limited number of
speculative execution attacks or only mitigate specific cache covert channels

» Secure branch predictor designs can mitigate more speculative execution attacks

Secure branch predictor designs are promising solutions in mitigating
branch predictor security vulnerabilities and preserving the
confidentiality and integrity of computer systems!

DRD 77Z0 77TZ0 MWO-TEVET CITCTy PUoT oTZO oTZO
Noisy-XOR-BP 6/20 6/20 PSC (ideal) 15/20 15/20
LS-BP 6/20 6/20 HyBP 6/20 6/20
DAWG 17/20 19/20 CSF-LFENCE 15/20 15/20
STT 15/20 15/20 InvisiSpec 15/20 19/20
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l Conclusion

» Modeling: propose a three-step branch predictor modeling methodology

We propose a three-step modeling approach for evaluating the security properties of branch
predictors at the microarchitecture design stage. Our technique abstractly characterizes 19 branch
predictor states and 53 operations of the attacker and victim that could affect these states.

» Framework: derive 156 effective attack patterns with 89 novel variants

We develop a comprehensive and automated evaluation framework based on the proposed model
that leverages symbolic execution to analyze all potential three-step combinations, yielding 156 valid
attack patterns against branch predictors, with 89 novel attacks never discovered.

» Analysis: conduct security analysis of exisiting HW-based secure designs

We apply our security analysis framework to 8 existing secure branch predictor designs and four
typical hardware alleviations against speculative execution attacks, and the results show that secure
branch predictors are promising solutions for enhancing the security of the computer system.
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| Thanks

> Artifact

» Archival: https://doi.org/10.5281/zenodo0.10297402
» Latest: https://github.com/iamywang/bp-security-framework

> Contact

http://csccl.whu.edu.cn CSCCL (CryptoChip Lab) at Wuhan University wangquancheng@whu.edu.cn
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