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Motivation and Background
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Hi Hello

How are you? lrw.
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Motivation | - Finding Bugs
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Client Server
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getFile
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Protocol RE is Hard!

It can be days or even weeks!
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No past traffic No active No source
captures protocol peer code
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PISE Is action, Examples and Demo
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RE: Protocol inference

. Reply & Reply All —> Forward see
Ron Marcovich < Reply <) Reply
Fo G0 Nakstsy Wed 20/11/2019 19:50

Cc Orna Grumberg

Hi Orna, Gabi,
Another good news! | have changed a couple of things in my algorithm after the meeting today. It now finds a state machine
that seems very accurate.

[)
. O Q [SEND]: QUIT (33 @
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' 5

0 10



O

blackhat We wanted to get to the real thing

= - ==

Messages’ formats are extracted as well!

SMTP messages

Ron Marcovich
To Gabi Nakibly

MSG ID 0: {RECEIVE} [UNKNOWN] 0x00

MSG ID 2: {SEND} [EHLO smtp] 0x45 0x48 Ox4c Ox4f 0x20 0x73 0x6d 0x74 0x70 0x0d 0x0a

MSG ID 3: {RECEIVE} [-] 0x2d

MSG ID 10: {SEND} [MAIL FROM:<mail@example.com>] O0x4d 0x41 0x49 Ox4c 0x20 0x46 0x52 Ox4f Ox4d 0x3a Ox3c Ox6d 0x61 0x6S 0x6c 0x40 0x65
MSG ID 10S: {SEND} [RCPT TO:<to@example.com>] 0x52 0x43 0x50 0x54 0x20 0x54 Ox4f 0x3a 0x3c 0x74 0x6f 0x40 0x65 0x78 0x61 0x6d 0x70 0x6¢
MSG ID 602: {SEND} [DATA] 0x44 0x41 0x54 0x41 0x0d Ox0a

MSG ID 1076: {RECEIVE} [354] 0x33 0x35 0x34

MSG ID 1659: {SEND} [Subject: Subject Line] 0x53 0x75 0x62 0x6a 0x65 0x63 0x74 0x3a 0x20 0x53 0x75 0x62 0x6a 0x65 0x63 0x74 0x20 Ox4c 0x6S
MSG ID 2119: {SEND} [From: "From Name" <mail@example.com>] 0x46 0x72 0x6f 0x6d 0x3a 0x20 0x22 0x46 0x72 0x6f 0x6d 0x20 Oxde Ox61 Ox6d
MSG ID 2304: {SEND} [To: "To Name" <to@example.com>] 0x54 0x6f 0x3a 0x20 0x22 0x54 0x6f 0x20 Ox4e 0x61 0x6d Ox65 0x22 0x20 Ox3c 0x74 0x
MSG ID 2305: {SEND} [Email Body] 0x45 Ox6d 0x61 0x69 0x6c 0x20 0x42 0x6f 0x64 0x79 0x0d 0x0a

MSG ID 2306: {SEND} [.] Ox2e 0x0d 0x0a

MSG ID 2310: {RECEIVE} [250] 0x32 0x35 0x30

MSG ID 2555: {SEND} [QUIT] 0x51 0x55 0x4S 0x54 0x0d 0x0a
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Remember those days when we had no idea what Zoom is?

From: Gabi Nakibly <gabinkbl@gmail.com>

Sent: Tuesday, March 17, 2020 3:26 PM

To: Orna Grumberg <orna@cs.technion.ac.il>

Cc: Ron Marcovich <ron.mar@campus.technion.ac.il>
Subject: Re: meeting tomorrow

OOV

I am OK with Thursday morning. | am not sure what zoom is. Can you send a link?
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L* Algorithm Symbolic Execution
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INFORMATION AND COMPUTATION 75, 87-106 (1987)

Learning Regular Sets from Queries
and Counterexamples™

Q: Is a given message ‘@xchange valid by the
0. 5ox 2155 PN SIROGN? e 06520

The problem of identifying an unknown regular set from examples of its members
and nonmembers is addressed. It is assumed that the regular set is presented by a
minimally adequate Teacher, which can answer membership queries about the set
and can also test a conjecture and indicate whether it is equal to the unknown set
and provide a counterexample if not. (A counterexample is a string in the sym-
mectric difference of the correct set and the conjectured set.) A learning algorithm
L* i1s described that correctly learns any regular set from any minimally adequate
Teacher in time polynomial in the number of states of the minimum dfa for the set
and the maximum length of any counterexample provided by the Teacher. It is
shown that in a stochastic setting the ability of the Teacher to test conjectures may
be replaced by a random sampling oracle, EX( ). A polynomial-time learning
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Q: Is this conversation valid?

{s:Hi, R:Hello, s:How areyou?, R:lamfine.} «/

{s:Hi, R:Hello, s:How areyou?, R:Tuesday} X
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Client Server
init
{R:1n1t, sttart}\/
start
{R:1nit, R:1init} x data
finish

@ R:finish



0

blackhat  But there iIs a problem!

= - ==

We do not know what are the protocol's
message types!!

Let’'s assume for now we do know the message types.
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Is this sequence of
message types
valid for the
protocol?

Yes/No

L* Algorithm Symbolic Execution
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USA 2022 symbOIic Execultion

a>3 ,b=2789

X = input()
\[ x - a
X ='x + 5
X-‘a+5
Y
if (x > 0)
a+5>w.5<=0
y o input() y = 10
1y-+b ly-elﬂ
if f(x > 2) if (x > 2)
a+5>/\i+5<=2 a+5>2/\a+5<=2
if (y 8. 2789) END if (y == 2789) END
b == 278 = 2789 10 == 27?3///\\\10 I= 2789
ERROR END ERROR

END
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Is {R: Init, S: Start, R: Data} valid for the protocol?

msg < Receive()

if (msg is Init)
false true
‘\"\ Send(Start)

Msg ¢ Receive()
If (msg is Data)

false

Senxr)



0

black hat Answering Membership queries

= - ==

Is {R: Data} valid for the protocol?

msg < Receive()
if (msg is Init)

false Xe

Error() Send(Start)
Msg ¢ Receive()
X If (msg is Data)
false true

Send(Error)
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« LetM={M1, .., Mn}
 Whenever send/receive procedures are called for the i-th time, append Mi as constraint

« After n {send/receive}s, if there are feasible executions — then the sequence M is valid

Gray: valid state
e ) e ) Red: invalid for the sequence
Magenta: valid for the sequence
_A
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 Intercept calls to send and receive procedures

; CODE XREF: smtp puts+31ip smtp getline )ro ear ; CODE XREF: smtp read and parse_ code+26ip
; smtp_initiate_handshake+2Fip

smtp write

o
3
J

q elp d F_': wr
Ij wor d F_‘: r

endbré4

push ~bp

movV ~bp,

sub "Sp,

movV [rbp+smtp], rdi

call ____errno_location

mov dword ptr [rax],

mov eS ] ; size
mov ed] ; nmemb

movV
lea ~si, aClient mov
mov ~di, rax -
call smtp_puts_dbg
~ax, [rbp+len]
[rbp+bytes to send
rax, [‘{:+{J4]
[rbp+buf_offset],

short loc_4@2F2B

loc_402EAC: ; CODE XREF: smtp_write+C54j

-

smtp_read_aux

[rbp+bytes to_send], rax TeP_E -
short loc_ 402ECA [rbp+rc], eax
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As said, we do not know in advance the protocol’'s message types.

We update membership queries to discover it little by little.

Is this sequence of
message types

valid for the
protocol?
Extend L* to .
handle new
message types Yes/No

If yes, here are message
types that can follow the
sequence.
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What message types can follow {R: Init}?

msg < Receive()
if (msg is Init)

false true

Send(Start)
Msg ¢ Receive()
If (msg is Data)
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What message types can follow {R: Init, S: Start}?

msg < Receive()
if (msg is Init)

“alse true

Send(Start)
Msg ¢ Receive()
If (msg is Data)

false

Send(Error)
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msg € receive ()
if (msg begins with ‘data’) {

// Constraint: msg begins with ‘Data’\/’
} else

// I can’t parse this message, error
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Example Find features of
Messages message type

RCPT TO: email1@blabla.com
RCPT TO: email2@Ialala.com » SRR e

RCPT TO: email3@nana.com
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Is this sequence of
message types
valid for the
protocol?

Yes/No
If yes, here are message

types that can follow the
sequence.
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S:start

M= { RMfR®: iRtfpBsiBtiinish}
valid ?

Yés ®
M= {B:3hatt,R:data,R:finish}

. R:finish
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Caveats

PISE is as good or as bad as the symbolic tool it uses.
Currently, PISE supports only angr. @
- Trouble supporting multiple threads.

- Does not fully support windows API




0

blackhat

W= - ==

S: 2all DK R MAIL
5: 200 UK .
= O RM
R: RSET
15:250 0K
QJR: RCPT T
N
S: 250 OK

S: aall



https://github.com/ron4548/PISE
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