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pdf ™&k : https://github.com/thelLSA/hack-er-tools/releases/download/1.0/hack-er-tools.pdf

MANmRAERS : https:/github.com/thelLSA/emergency-response-checklist
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* AV(av/)

o ([EEUIE(getinfo/)

o BiESH(log-check/)

o HEEDH(process-check/)

o webshell#&ll(webshell-check/)
o IZHGM(miner-check/)

o BZEM(ransomware-check/)
o RATHGiM(rat-check/)

o EXPI&M(exp-check/)

o ZENIHT E(synthesis/)

® misc(misc/)

o EEOM

(=33

[ ] 7
o JEEHEAR
o IF
o WEHIE
o {EXIHE
AV(av/)
clamav.tar.gz : linux FRIRBZUS
hrsword.exe : X8l
md_setup_en.exe : 3608 , SLUKGEI , REE32{winfERE
safedogwzApache.exe : T&¥fjapachehl

SfabAntiBot_x64(x86).7z : R{=IRAIE I 44

-EEHREL : http://devbuilds.kaspersky-labs.com/devbuilds/KVRT/latest/full/KVRT.exe
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Kk : http://free.drweb.ru/download+cureit+free

KFERLPY : https://www.huorong.cn

36035 : http://sd.360.cn/download center.html

asiainfo-sec : http://support.asiainfo-sec.com/Anti-Virus/

(ERHEE(getinfo/)

Emergency-master : [ 2L (S EWEERIIA

GScan-master : SLILEHMIChecklistiI Bz EAGT
LinEnum-master : Scripted Local Linux Enumeration & Privilege Escalation Checks
LinuxCheck-master : —Minux{SE8E&/\HA FERTFR &L

BES#tr(log-check/)

Fastir_Collector_Linux-master : This tool collects different artefacts on live Linux and records
the results in csv files

logC

LogViewer : —MBRNHEEES
LPSV2.D2

OkCat : 3 ARIHSA AN
misc : WEN—ERMBEST TR

Request-log-analyzer : This is a simple command line tool to analyze request log files in various
formats to produce a performance report

SR_LogAnalyzer : #EIETEN NN , BHHAISHTAT | HHNMRTH

USBLogView v1.25 : USBLogView is a small utility that runs in the background and records the
details of any USB device that is plugged or unplugged into your system

web/apache : —apache AESHT TR

web/iis | —iisAESHT TR

web/nginx : —nginxBESTTE

web/tomcat : —tomcatAES T TR

AWStats : AWStats (Advanced Web Statistics) is a powerful, full-featured web server

logfile analyzer which shows you all your Web statistics
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GoAccess : real-time web log analyzer

web-log-parser : FHRAISHTwebHEILER , KFpythoniZE=H A& , EERENHEEAEES
windows/ : —windows REHESHT TR

linux/ : —ElinuxRFZRAESHTITE

xingtu_full

xlog : EFflex & bisonfiweb A& W TE
HiEDth(process-check/)

Process Hacker : a powerful free and open source process viewer
processlassosetup64.exe

A==t onl)

wireshark

rootkiti&ill(rat-check/)

chkrootkit-m 0.2 : a chkrootkit Python port for mobile phones
rkhunter-1.4.6.tar.gz

Tyton : Linux Kernel-Mode Rootkit Hunter for 4.4.0-31+
webshellt&illl(webshell-check/)
d-dun/ : dfF

hm/ : ;a5 webshelli3}#s5

PHP-Shell-Detector-master.zip : Web Shell Detector
safedog/ : &£

WebShellKillerForLinux.tar.gz

WebShellKillerTool.rar

sangfor : http://edr.sangfor.com.cn/backdoor detection.html

Safe3

20 1 M(miner-check/)
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DDG_MalWare_Clean_Tool-master.zip

whatMiner-master.zip : EENNEBINSHERIST HARURARINZEIZ B

#Z=teM(ransomware-check/)

banlangen : —{NEFEMER | BFREWannaCryptE)ZRiERAYNHZ
BDGandCrabDecryptTool.exe

clear_seasame.sh

RATEM(rat-check/)

rat-check/

EXP#&il(exp-check/)
linux-exploit-suggester-master.zip
Windows-Exploit-Suggester-master.zip
FaPthIE(synthesis/)
EmergencyResponse-master.zip

LinuxEmergency : Linux PR S TR , X3FCentOSRFHIRedHat RS
linux : linuxZ£eeE

Loki : Simple IOC Scanner

Lynis : Security auditing and hardening tool, for UNIX-based systems.
PCHunter_free.zip

PowerTool_2.0 PortableSoft.7z

security_check : WEBLLZLINERIA

SysinternalsSuite.zip : microsoftty TES

VirusCheckTools : EFTAFHEHITIHRELERSERTE

windows-emergency-servicetools-master.zip : windows F—FRa[{I4L ,

EREIEREE. REKIRS
Windowsxtaqjcjb_bat_jb51.rar : windowsRZA#ALZLIEE
yingji-master.zip
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misc(misc/)

autorun : SRS

danderspritz-evtx : Parse evtx files and detect use of the DanderSpritz eventlogedit module
dfirtriage : Digital forensic acquisition tool for Windows-based incident response.

LogonTracer : Investigate malicious logon by visualizing and analyzing Windows active directory
event logs.

radare2-master.zip : r2 is a rewrite from scratch of radare in order to provide a set of libraries
and tools to work with binary files

SafetyDump : SafetyDump is an in-memory process memory dumper
skpd : Process dump to executable ELF for linux

Volatility : Volatile memory extraction utility framework

autopsy : kaliBwHIEGETE https://github.com/sleuthkit/autopsy/releases/download/autopsy-
4.14.0/autopsy-4.14.0.zip
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https://www.virustotal.com/zh-cn/

http://www.virscan.org/language/zh-cn/about

https://habo.gg.com/

https://s.threatbook.cn/

https://virusscan.jotti.org

http://www.scanvir.com

https://app.any.run
BB EIR

https://ti.360.net/

https://www.venuseye.com.cn/

https://x.threatbook.cn/

https://redqueen.tj-un.com/Intel[Home.html

https://exchange.xforce.ibmcloud.com/

NEMEE

https://www.osslab.com.tw/nomoreransom/

http://lesuobingdu.360.cn/
http://www.mottoin.com/tools/96226.html
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https://www.nomoreransom.org

https://ransomwaretracker.abuse.ch/

https://noransom.kaspersky.com/

https://www.botfrei.de/de/ransomware/galerie.html

https://id-ransomware.malwarehunterteam.com/

https://www.avast.com/zh-cn/ransomware-decryption-tools

http://support.asiainfo-sec.com/Anti-Virus/Clean-Tool/Tools/RansomwareFileDecryptor/

https://www.emsisoft.com/decrypter/

T ES

FIRISIE : http://bbs.kafan.cn/

BEEWMICIE - http://www.52pojie.cn/

E= : https://bbs.pediy.com/

SEMNIBIE : http://bbs.crsky.com/ E&iEHE

EEFHHX : http://bbs.duba.net/forum-3252-1.html

WEEFLZLI8IE | http://bbs.ikaka.com/showforum-20002.aspx EiKiEhS

DIRIBIE  http://bbs.sanfans.com/forum.php E&MLS

&188 : http://bbs.janmeng.com/forum-109-1.htmlhttp://bbs.janmeng.com/forum-109-1.html

BEICIZEFANNL : http://bbs.vc52.cn/forum-63-1.html
()
CVERC-EZFRiITEHBSM AL EFL) @ http://www.cverc.org.cn

U EBEIMERITX © https:/x.threatbook.cn

KHLEIBIE ¢ http://bbs.huorong.cn/forum-59-1.html

EEFFHTX : http://bbs.duba.net

BEITRERINET 2R : http://bbs.guanjia.qg.com/forum-2-1.html

[VECES L

https://github.com/theLSA/emergency-response-checklist

https://github.com/Bypass007/Emergency-Response-Notes

tBXIRHE

https://github.com/hslatman/awesome-threat-intelligence

https://github.com/rshipp/awesome-malware-analysis

https://github.com/meirwah/awesome-incident-response
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