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Remote Logging Architecture
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Cluster with Logger
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👉 https://github.com/tenzir/vast

VAST 
▶ High-volume telemetry DB 

▶ Security content execution 

▶ Zeek, Suricata, NetFlow, 
PCAP, JSON, CSV, ...

Benefits 
✅ No Zeek plugin needed 
✅ One less Zeek node 
✅ Broker back channel

https://github.com/tenzir/vast
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Let's try!
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Broker Communication
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LogCreate Message
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LogWrite Message
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Serialized Data 😵💫
Binary Data!
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What does Zeek do?
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Zeek-internal 
serialization format

Deserialize value by value 
as "threading vals"
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Decoding in VAST
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Does it work?
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LogsWorker Logger

vast start

vast import broker

redef Log::enable_local_logging = F; 

event zeek_init() 
  { 
  Broker::listen(Broker::default_listen_address, 
                 Broker::default_port, 
                 Broker::default_listen_retry); 
  }



© Tenzir GmbH TLP: WHITE

zeeks you!
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PS: We're hiring! 🙌 

▶ Fast ingest of network telemetry  

▶ Fast search via multi-level indexing  

▶ Native Zeek support

▶ Publish-subscribe STIX bus 

▶ Backbone agnostic (Kafka, Rabbit) 

▶ Apps, e.g., sync Zeek with TIP

https://github.com/tenzir/vast https://github.com/tenzir/threatbus

@tenzir_company

Join our community: http://slack.tenzir.com

https://github.com/tenzir/vast
http://h
https://github.com/tenzir/threatbus
https://tenzir.com/twitter
http://slack.tenzir.com

