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Pivoting
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Benchmark
VAST vs. ElasticSearch
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Testbed

• Apple iMac 2017


• CPU: 4,2 GHz Core i7


• 4 cores, HT enabled


• RAM: 16 GB DDR4


• SSD: 250 GB

12

• Version: git master


• Compiler: Clang 9


• Build type: release

• Version: 7.4.1


• Installed via Homebrew


• Filebeat import, no 
Logstash


• ML module disabled
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Benchmarking Dataset
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• Trace: M57 2009/11/18 
• Enterprise traffic 
• ~872k packets

PCAP

• Format: EVE JSON 
• ~37k events 
• Concatenated 42 times 

Suricata

• Format: TSV 
• Event subset: conn, file, http, dns, ssl 
• ~28k events 
• Concatenated 180 times

Zeek
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Summary

• VAST: accelerated threat-hunting and forensics 

• Rich data model, flexible query language  

• First-class                support 


• Schema Pivoting: quickly locate context for related data


• Implementation in C++20 and the actor model 

• Comes with a BSD license

16
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info@tenzir.comgithub.com/tenzir/vast
VAST

https://www.facebook.com/tenzir.company/
https://github.com/tenzir
https://www.linkedin.com/company/tenzir
https://tenzir.com/twitter
https://github.com/tenzir/vast

