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VAST = Visibility Across Space and Time

What is VAST?

Open Platform

A Data Engineering L
Domain Knou/le,cige,

VAST: An embeddable engine for
high-volume security telemetry ™
and security operations OLAP
Engine_ Ope_r\, Embe_clolable_
K Plotform Architecture
< / >
Generic Security

Data-centric Use Cases:
e Execute security content SoaS
> automated retro queries
> in-stream/live queries
e Record security activity for
compliance and forensics
> write-path-heavy DB v
Data Silo

Database =T
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VAST Deployment Concept

Private C loud

Broanch Office
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VAST Architecture

Record
Bateches

Query

DUMPER

User
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Arrow Data Plane and Engine

Plugﬂable Query Engine

T |:!| pandas | |O PyTorch
=5 o Lve | wist [ Historical
‘ J'ufp'yt\; H p é DASK H SpQ f’l(\z ’ Quef‘/ ] Streaming DataFusion Que_ﬁ./
o~ ‘ A ) Execution DuckDB Execution

ot

Arrow Dota Plane
+ Extension Types

‘ SUR&ATA ’ ‘%Z@ek’ ‘ @sysflow Do‘-to‘

=) Source
MISP

Threat Sharing

AN

" Defender

CROWDSTRIKE

‘ -. Windows

Arrow Legend:
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Rich-Typed Data Model
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Arrow-compatible Type System

[ Bool ] [Dum‘tion ]
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Summary

e VAST: embeddable engine for processing

high-volume security telemetry \ VAST

e Arrow: key enabler for security analytics

o Bridges ecosystems via data interoperability https://vast.io
o  Provides standardized framework for heavy data lifting
m In-memory: RecordBatch, Table
m Persistence: Parquet, Feather

m Versioning: FlatBuffers Join our Community Slack!
> An open platform for data-first detection and IHEER 8/ SLE e TPt ol
response

https://vast.io/blog/apache-arrow-as-platform-for-security-data-engineering
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