
{
  "ip": "178.51.93.12:17996",
  "http_version": "h2",
  "method": "GET",
  "user_agent": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_3_1 like Mac OS X) 
AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Mobile/15E148 
Safari/604.1",
  "tls": {
    "ciphers": [
      "TLS_GREASE (0xEAEA)",
      "TLS_AES_128_GCM_SHA256",
      "TLS_AES_256_GCM_SHA384",
      "TLS_CHACHA20_POLY1305_SHA256",
      "TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384",
      "TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256",
      "TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305_SHA256",
      "TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384",
      "TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256",
      "TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256",
      "TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384",
      "TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256",
      "TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA",
      "TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA",
      "TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384",
      "TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256",
      "TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA",
      "TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA",
      "TLS_RSA_WITH_AES_256_GCM_SHA384",
      "TLS_RSA_WITH_AES_128_GCM_SHA256",
      "TLS_RSA_WITH_AES_256_CBC_SHA256",
      "TLS_RSA_WITH_AES_128_CBC_SHA256",
      "TLS_RSA_WITH_AES_256_CBC_SHA",
      "TLS_RSA_WITH_AES_128_CBC_SHA",
      "TLS_ECDHE_ECDSA_WITH_3DES_EDE_CBC_SHA",
      "TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA",
      "TLS_RSA_WITH_3DES_EDE_CBC_SHA"
    ],
    "extensions": [
      {
        "name": "TLS_GREASE (0x1a1a)"
      },
      {
        "name": "server_name (0)",
        "server_name": "tls.peet.ws"
      },
      {
        "name": "extended_master_secret (23)",
        "master_secret_data": "",
        "extended_master_secret_data": ""
      },
      {
        "name": "extensionRenegotiationInfo (boringssl) (65281)",
        "data": "00"
      },
      {
        "name": "supported_groups (10)",
        "supported_groups": [
          "TLS_GREASE (0xfafa)",
          "X25519 (29)",
          "P-256 (23)",
          "P-384 (24)",
          "P-521 (25)"
        ]
      },
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      {
        "name": "ec_point_formats (11)",
        "elliptic_curves_point_formats": [
          "0x00"
        ]
      },
      {
        "name": "application_layer_protocol_negotiation (16)",
        "protocols": [
          "h2",
          "http/1.1"
        ]
      },
      {
        "name": "status_request (5)",
        "status_request": {
          "certificate_status_type": "OSCP (1)",
          "responder_id_list_length": 0,
          "request_extensions_length": 0
        }
      },
      {
        "name": "signature_algorithms (13)",
        "signature_algorithms": [
          "ecdsa_secp256r1_sha256",
          "rsa_pss_rsae_sha256",
          "rsa_pkcs1_sha256",
          "ecdsa_secp384r1_sha384",
          "ecdsa_sha1",
          "rsa_pss_rsae_sha384",
          "rsa_pss_rsae_sha384",
          "rsa_pkcs1_sha384",
          "rsa_pss_rsae_sha512",
          "rsa_pkcs1_sha512",
          "rsa_pkcs1_sha1"
        ]
      },
      {
        "name": "signed_certificate_timestamp (18)"
      },
      {
        "name": "key_share (51)",
        "shared_keys": [
          {
            "TLS_GREASE (0xfafa)": "00"
          },
          {
            "X25519 (29)": 
"ac6ed76f09b084344e816c63b38059537570642a4dea3a1ae55199c921b9a917"
          }
        ]
      },
      {
        "name": "psk_key_exchange_modes (45)",
        "PSK_Key_Exchange_Mode": "PSK with (EC)DHE key establishment (psk_dhe_ke) 
(1)"
      },
      {
        "name": "supported_versions (43)",
        "versions": [
          "TLS_GREASE (0x8a8a)",
          "TLS 1.3",
          "TLS 1.2",
          "TLS 1.1",

15/03/2024 21:24
Pagina 2 van 4



          "TLS 1.0"
        ]
      },
      {
        "name": "compress_certificate (27)",
        "algorithms": [
          "zlib (1)"
        ]
      },
      {
        "name": "TLS_GREASE (0x6a6a)"
      },
      {
        "name": "padding (21)",
        "padding_data_length": 366
      }
    ],
    "tls_version_record": "771",
    "tls_version_negotiated": "772",
    "ja3": "771,4865-4866-4867-49196-49195-52393-49200-49199-52392-49188-49187-
49162-49161-49192-49191-49172-49171-157-156-61-60-53-47-49160-49170-10,0-23-
65281-10-11-16-5-13-18-51-45-43-27-21,29-23-24-25,0",
    "ja3_hash": "c59b5aeb69936c251f090be89e1c4ca5",
    "ja4": "t13d2614h2_2802a3db6c62_f62623592221",
    "peetprint": "GREASE-772-771-770-769|2-1.1|GREASE-29-23-24-25|1027-2052-1025-
1283-515-2053-2053-1281-2054-1537-513|1|1|GREASE-4865-4866-4867-49196-49195-
52393-49200-49199-52392-49188-49187-49162-49161-49192-49191-49172-49171-157-156-
61-60-53-47-49160-49170-10|0-10-11-13-16-18-21-23-27-43-45-5-51-65281-GREASE-
GREASE",
    "peetprint_hash": "3ab954ed1a00a445c10753513cfee77e",
    "client_random": 
"9d6cd93c3059efee398a84a8746968aa36f2e6a4a7c42dd330e4dc0c5b882349",
    "session_id": 
"d1240a09f8359d4401e3fb7cf76a130127a066ea70d72bdb872b749a629e7aa7"
  },
  "http2": {
    "akamai_fingerprint": "4:2097152,3:100|10485760|0|m,s,p,a",
    "akamai_fingerprint_hash": "8fe3e4ae51fb38d5c5108eabbf2a123c",
    "sent_frames": [
      {
        "frame_type": "SETTINGS",
        "length": 12,
        "settings": [
          "INITIAL_WINDOW_SIZE = 2097152",
          "MAX_CONCURRENT_STREAMS = 100"
        ]
      },
      {
        "frame_type": "WINDOW_UPDATE",
        "length": 4,
        "increment": 10485760
      },
      {
        "frame_type": "HEADERS",
        "stream_id": 1,
        "length": 227,
        "headers": [
          ":method: GET",
          ":scheme: https",
          ":path: /api/all",
          ":authority: tls.peet.ws",
          "accept: 
text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8",
          "accept-encoding: gzip, deflate, br",
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          "user-agent: Mozilla/5.0 (iPhone; CPU iPhone OS 15_3_1 like Mac OS X) 
AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Mobile/15E148 
Safari/604.1",
          "accept-language: nl-NL,nl;q=0.9",
          "referer: https://tls.peet.ws/"
        ],
        "flags": [
          "EndStream (0x1)",
          "EndHeaders (0x4)",
          "Priority (0x20)"
        ],
        "priority": {
          "weight": 255,
          "depends_on": 0,
          "exclusive": 0
        }
      }
    ]
  },
  "tcpip": {
    "cap_length": 112,
    "dst_port": 443,
    "src_port": 17996,
    "ip": {
      "ttl": 49,
      "ip_version": 4,
      "dst_ip": "205.185.123.167",
      "src_ip": "178.51.93.12"
    },
    "tcp": {
      "ack": 2732064969,
      "checksum": 41967,
      "seq": 3913915318,
      "window": 2048
    }
  }
}
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