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ABOUT US

Mark Bergman - @xychix
• Started in mainframe world in 1999, not the average developer. Moved 

to offensive security in 2004.
• Red Team operator and infra builder, repeat == python code

Marc Smeets - @MarcOverIP
• In offensive security since 2006, background in system and network 

engineering
• Red Team operator and tool builder, recent Threat Hunting experience

Outflank
• Highly specialised in Red Teaming and attack simulation
• Outflank.nl/blog & github.com/OutflankNL
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OFFENSIVE  INFRA  – GENERIC  OVERVIEW
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OFFENSIVE  INFRA  – TYP ICAL  SETUP

C2
• Redirectors / reverse proxies (5+)
• Domain fronting (2)
• C2-servers / CS Team servers (5)

Fake identities
• Social media profiles (2)
• Websites (1+)

Tracking and debugging
• Tracking pixels (10+)

Delivery
• Web servers (2)
• Email (2)
• File sharing service (0+)
• Messaging platforms (0+)
• …

Generic backend components
• Communication channels (2)
• Test environments (3+)
• Log aggregation
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OFFENSIVE  INFRA  – TYP ICAL  CHALLENGES

Oversight Insight

“Every contact leaves a trace”  - Locard’s exchange principle
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TOOLING ->  REDELK

+ =

https://outflank.nl/blog/2019/02/14/introducing-redelk-part-1-why-we-need-it/

https://github.com/outflanknl/RedELK/

https://outflank.nl/blog/2019/02/14/introducing-redelk-part-1-why-we-need-it/
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C U R R E N T L Y  S U P P O R T E D  I N F R A  C O M P O N E N T S

C2 server
• Full support for Cobalt Strike. OOBE, no custom CNA required.

• FactionC2 and Empire on roadmap.
• 1 location for all logs and data from every C2 server within the operation

• All beacon logs, IOC overview, screenshots, keystrokes and downloaded 
files.

• Heavy enrichment done on logging.

Redirector
• Full support for HAProxy. Requires custom log format.

• Nginx and Apache on roadmap.
• All traffic data is logged

• Heavy enrichment done, e.g. Greynoise, TOR addresses, tags for target 
and red team IP addresses
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DATA FLOW

1. Internet traffic and C2 traffic hits redirector
2. HAProxy acts as a router. Traffic is proxied to relevant destination
● C2 server, website for analyst, website for domain classifiers, etc.
● RedELK does not configure HAProxy for you! But its easy, check wiki

3. Filebeats on redirs and C2 servers read log files and forward to RedELK
4. Logstash does basic enrichment and stores data in Elasticsearch

5. Every 1 min: enrich data in Elasticsearch based on config
● Manual tuning of config files in /etc/redelk/* required

6. Every 2 min: copy files from C2 servers to RedELK server, e.g. downloaded files
7. Every 5 min: ‘SIEM’ functionality -> query Elasticsearch and online, send alarms
8. Every 5 min: create thumbnails for easy screenshot viewing in Kibana



SEE EVERYTHING
Central overview of the operation
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B A C K U P  S L I D E  F O R  R E D E L K  D E M O  R E D T E A M  O P E R A T I O N S
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BACKUP SL IDE  FOR REDELK DEMO TRAFFIC  DATA



ONLINE SERVICES

INDICATORS
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HASH OF MALWARE
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HASH OF MALWARE
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SANDBOX CONNECTIONS



TRAFFIC TO INFRASTRUCTURES

INDICATORS
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ANALYST  TRAFF IC
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IM  PREVIEW 

https://hunch.ly/osint-articles/osint-article-how-to-blow-your-online-cover

https://hunch.ly/osint-articles/osint-article-how-to-blow-your-online-cover
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DOMAIN  CLASS IF IER
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BONUS - CATCH OF THE  DAY

ADD PICTIRE OF REDELK info on Iranian ? Malware 
on phones



TARGET INTERNAL CHECKS

INDICATORS
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KRBTGT RESET
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I N D I C A T O R S  O F  A N A L Y S E S  /  I N V E S T I G A T I O N  /  D E T E C T I O N

TYPE OF CHECK DETAIL

Online service AV hash : hash of our malware is known at VirusTotal or others

Infra blacklist : IP, URL of TLS cert blacklist

Traffic to infra C2 scanners : global scans for C2 tool artefacts

AV sandbox : C2 session from a known malware sandbox

Analyst traffic : traffic from analyst, e.g. TOR IP, curl, other URIs

Sec Vendor traffic : security vendor visits our infra – each with own 
characteristics
Instant Messaging : ‘previews’ of Instant Messaging clients

Target internal KRBTGT / admin reset : unexpected password changes of critical 
accounts
Security tool : unexpected change of AV / EDR tools installed
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STATUS  OF  REDELK ALARMS

• IOC seen at external party
• VirusTotal, IBM X-Force and Hybrid Analyses
• List of IOCs as reported by Cobalt Strike
• Alarm when IOC is found

• Unknow IP to C2
• Usage of tags for known IPs of red team and target
• Multiple destinations in redirector, e.g. decoy and c2
• Alarm when non tagged IP visits C2 URI

• Many more on roadmap
• Meanwhile, live querying of RedELK during operation works really well



REACT ON LIVE ACTIONS
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WORKING STAGELESS  AND STAY IN  CONTROL

• Our persistency and payload often download the full stage.
• This means we can easy change the payload throughout the operation.

• Our bot will migrate from a user driven process to a longer living 
process and arrange sleep times.

No Cobalt Strike stagers and no stageless payloads on disk!
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INTRODUCING REDFILE

Serving files from code
• Basically every URL calls a python module which ‘builds’ the output.
• Base-code is ‘thin’ and accepts modules

Some ideas
• Return content based on user agent
• Return content only when a valid ‘key’ is present and a key can only be used ‘n’ 

times. Even more interesting is what we serve when the key is reused.
• Return content only N minutes after another call
• Return content only once every so often
• … options are endless and now easy to build
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WHAT CAN WE SERVE YOU?

EXAMPLES



MODULE  [ IPONLY]  – DECOY 3 RD PARTY

We can work on IP. IP (or IP block) other than $CLIENT will receive another output
Quite fail safe
Might miss calls from infected laptop when it’s in another office? 

We could work with user-agent, but as the proxy checks with multiple user-agents 
they might be prepared for this



REDELK  FILES NEEDED





MODULE  [ONCE30SEC]  – ONLY SERVE  ONCE IN  30S

Used a Word template persistence [https://attack.mitre.org/techniques/T1137/]
• User opens Word *a lot* at the same time
• Our C2 bot migrates from Word to a different process for us, 

automatically
• Things can go wrong when migrating 25-times to the same process

Solution
• RedFile serves a file only if that file hasn't been served in the 30 seconds 

before that 
• This file contains our encoded payload which the Word macro can 

decode and execute

https://attack.mitre.org/techniques/T1137/


MODULE  [once30sec]  – On ly  serve  once  in  30s



RedF i le  modu le  – once30s





JUST MORE FUN?

DECOY
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MODULE  [KEYER]  – IN IT IAL  INFECTION

Initial POC code
• Serve robots.txt to target’s proxy server
• Infect victim
• Mess with blue … 
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HOW DOES THIS  IMPROVE RED TEAMING?

Blue often has to learn
• Looking at the right incidents and realize stuff might change. 
• Ransomware often is offline quite fast after the hit, RedFile might help Blue to 

anticipate on this behaviour.

Will we be able to downplay an incident by offering valid but less threatening 
content?    

“Targeted? Nah just a bitcoin stealer”
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SUMMARY

Goal of Red Teaming is to make Blue Teams better

RedELK and RedFile are here to help you

Dear blue, think of your OPSEC J

https://outflank.nl/blog/

https://github.com/OutflankNL

https://outflank.nl/blog/
https://github.com/OutflankNL
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