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MOZILLA PASSWORD-BASED ENCRYPTION

How passwords are stored/protected

[@ocle)

in Mozilla products

$ file key3.db

key3.db: Berkeley DB 1.85 (Hash, version 2, native byte-order) Step #1: verify Master Password

(clearText must be "password-check\x02\x02")

KEY3DB FILE CONTENT BERKELEY DB HEADER

Password Based Decryption

magiC = OX00P61561 (Ber‘keley DB) global_salt _F o
0X000000: 00061561 0002 0VEERAd2 00001000 / version = 00000002 (1.85) > HP = SHA1( global-salt | MasterPassword )< rom user:
page size = 0x1000 bytes entry-salt > CHP = SHA1( HP | ES ) MasterPassword = "MISC*"
Ox000030: 00000001 PBO1000 00BCENH4 ©BEP01 records = 4 Ox14 (20
X k1 = HMAC-SHA1( key=CHP, msg= (PES | ES) )
tk = HMAC-SHA1( CHP, PES )
PAGE 40 k2 = HMAC-SHA1( CHP, tk | ES )
|| INDEXES k = k1 | k2
Ox001000: 0600F90f f80feadf b60fabdf 970F850F o /vol o . 6 values (3 times key/value) key = k[:24] # first 24 bytes (EDE keying, also called 3TDEA)
Ox001010: 970fffff ffffffff fFffffff FFFFffff €y/value pairs in current page: © values imes key/value . iv = k[-8:
oxffo/exffs, oxfea/oxfbe, Oxfab/ Oxf97 cipherText iv = k[-8:] # last 8 bytes . .
> clearText = DES3.new( key, DES3.MODE CBC, iv ).decrypt( cipherText )
Ox001f80: Ffffffff fFFfffff fFFfffff FFFFffff RECORDS notes:
0x001f90: ffffffff ffffff31l 5aale88a Oclfba32 oxfab: 676c6F62616c 2d 7361674 v olobal.salt" "|" means concatenation, HP=HashedPassword, ES=EntrySalt,
. XTab: C C C == Obal-Sa q o
uxPulfadi i ich613eccies84a02al9acocd67i6C6F6261 x0T+ o1im OBt fha e et s 88§ SR CHP=Combined HP, PES=Padded Entry Salt (to 20 bytes with 0)
@x001fb0: 6c2d7361 6c740314 ©lad6f10 16c8bfeb XT3/ ad aucirbassc cecesenagsazacoc £ C . drh 1 d K/k html
0x001fcO: eeeeeee3 addlbfes c275da42 fdeeeb2a reference: http://www.drh-consultancy.demon.co.uk/key3.htm
0x001fdo: 864886Ff7 ©d010cO5 901033989 f3015f50 Oxfea: 7370617373776f7264 2d 636865636b == "passwor'd—check"
Ox001fe0: 87fecae9 8435ade9 fc737061 7373776F Oxfb6: 03 14 01 ad6f1016c8bfObeeeececece3addlbfO5c275dad2fd
Ox001ff0: 72642d63 6865636b 83566572 73696f6e 00 Ob 2a864886f70d010c050103 # object ID, len = @x@b
a989f3015f5087fecae98435ado9fc
Step #2: decrypt Master Key
PAGE 1 . global-salt
OXTE B 3 e eeeetoeeetooeeteaeeaeeseeeeee ettt reaeeseeaeeeeeeee et ee e et A ee Ao e e e ee e et ettt aeeaeeaeeeeeeee e eeaeeaeeaeeeeeeeeeeee et et e et aeeaeeaeeeeee et et eeaeeseeseeeeeeeeeeeaeeaeeaeeseeaeeeeeee et aeeseeaeeAeeeeeeeee et et seeseeseeeeeeee e et e e aeeseeseesee e s e e e e e eeeeeeseeseee et eneee e seens
Ox002000: 0200f00f 5d0f530f 5defe0P0 ©PEERE0E SEQUENCE { # length = 143 (encoded @x818c) :
SEQUENCE { # length = 0x28 (490)
\ OBJECTIDENTIFIER 1.2.840.113549.1.12.5.1.3 # PKCS#5 pbeWithShalAndTripleDES-CBC Y Y
INDEXES SEQUENCE { # like MacData from PKCS#12vl. length = 0x19 (25) entry-salt P dB dD :
. OCTETSTRING a8db682ac51cfad8c06664fe9deb5283073b33ee # used as entry-salt - adSSWor ase ecryption
Px002f50: 0000000 DOOOPELO VPPERPRO PPB30001 key/value pairs in current page: 2 values (1 time key/value) ASN1 S TECiR 1 ttarapiaszcled yp
Px002f60: 0030818C 3028060b 2a864886 f70d010C el
oxffo, oxfsd ecoding } key = aefa8fb2d3c9377d
Px002f70: 05010330 190414a8 db682ac5 1cfad8co e B S
Ox002f80: 6664fe9d eb528307 3b33eed2 01010460 } . c/Eefod €
Ox002€99: 72d56360 49d4af9e eadaf7eb 0dcl710a OCTETSTRING 72d5636049d4af9eeadaf7eb@dc1710a62d5362fe4086dccO495e5ec8e96c23c56b72a55 cipherText d87750265cca7d21
Ox002fa0: 62d5362F e4086dcc 0495e5ec 8e96c23cC RECORDS 2e17756141ae80854d6fd03ecdc2c8f83d2c02d4c3f36e7e2b906F2c70a8cf571a06666e531241780F9%¢ IV = 0342a42c8eef355c
Ox002fb@: 56b72a55 2e177561 41ae8085 4d6fde3e | 39815e7d840e97e434614ac20ec09002e861
@x002fcO: cdc2c8f8 3d2c02d4 c3f36e7e 2b906f2C oxffo: 8000000 00000000 00RO VPPPRO1, }
Ox002fde: 70a8cf57 1aP6666e 53f24178 0©f9e3981 oxf5d: 03 00 01 00 30818c 3028060b 2a864886170d010c050103 :
0x002fe@: 5e7d840e 97e43461 4ac20ecd 9002e861 3019 0414 a8db682ac51lcfad8cO6664fe9deb5283073b33ee ASN1 clearText
Ox002ff0: 8000000 OPOVVVVO PPEOPLLO VPPEEEO1 92 0101 Ldecodmg J
0460 72d5636049d4af9eeadaf7eb@dc1710a62d5362Fe4086dcc
P495e5ec8e96c23c56b72a552e17756141ae80854d6Fd03ecdc2c8F8
Ox003000: fdffffff fFFfffff fFFFffff FFFFFfef 3d2c02d4c3f36e7e2b906F2c70a8cF571a06666e53F241780F9e3981
5e7d840e97e434614ac20ec09002e861 SEQUENCE { SEQUENCE { # length= 0x42
INTEGER 00 INTEGER 00
SEQUENCE { INTEGER 00f8000000000000000000000000000001 # Key name
= OBJECTIDENTIFIER 1.2.840.113549.1.1.1 # PKCS#8 INTEGER 00
ASN1 encoding: type, length, value NULL © INTEGER 13cle53d51ale60bc79419f7d59107ef97976d075832a45b
} “ INTEGER 00
ASN1 types: OCTETSTRING 3042020100021100F8000000000000000000000000000001020100 ASN1 > INTEGER 00
. . . 2 = INTEGER 921813cle53d51ale60bc79419F7d59107ef91%76d075832a45b020100020100 decoding INTEGER 00
$ file signons.sqglite 4 = OCTETSTRING £20100020100020115 ) INTEGER @0
. . . . 6 = OBJECTIDENTIFIER INTEGER 15
signons.sqlite: SQLite 3.x database, user version 5 Ox30 = SEQUENCE : )
Example:
020100 = INTEGER, len = 1, value = 00
SIGNOHS.SQLITE DATABASE CONTENT 3DES EDE Master Key
select hostname, encryptedUsername, encryptedPassword from moz_logins Step #3: decrypt Iogln and password
SEQUENCE { Y
OCTETSTRING f8000000000000000000000000000001 # key name IV
hostname=
. SEQUENCE { : 3DES CBC , . ,
IS/ EB I LEEEE  FOvE-is  ElrE OBJECTIDENTIFIER 1.2.840.113549.3.7 # DES-EDE3-CBC / cipherText decryption 1oginix@3\xa3\x03
OCTETSTRING c44c2e3a2493549a # IV
}
encryptedUsername= / OCTETSTRING 92ff4bofe4861d1l # cipherText
OCTETSTRING f8000000000000000000000000000001
SEQUENCE { Y
encryptedPasswords= - OBJECTIDENTIFIER 1.2.840.113549.3.7 v
} cipherText decryption

OCTETSTRING 782708a3f640be3661c35b7cdf7279c0 —
}



