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Hi, I'm Dustin

• Software Engineer, Google Open Source 
Security Team (GOSST)

• Director, Python Software Foundation
• Maintainer, Python Package Index
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Part 1:

Q&A
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Is it safe to use open-
source software?

 @di_codes



Is it safe to use open-source 
software?

Yes!
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Is it safe to use open-source 
software?

Yes!*
* Use only as directed. Open source software is not guaranteed to be safe and usually amounts to allowing strangers to run arbitrary code on your machine. 
Don't talk to strangers. Talk to your doctor if you are considering switching to an ecosystem with more security guarantees. Any ecosystem claiming to be 
more secure probably can't make those guarantees anyway. All software is vulnerable, all we can do is accept the inevitable reality of bugs, outages, 
vulnerabilities, and the heat death of the universe. We don't make mistakes, we just have happy little accidents. Exposure to vulnerabilities may prevent you 
from ever trusting any software ever again. Closed-source software isn't less vulnerable, it just gets less press. Open source doesn't have a security problem, 
it has a sustainability problem. Don't blame the maintainers, pay the maintainers. Apply security patches directly to the forehead. If your job doesn't let you 
use open source, apply directly for a new job. Exposure to open source may lower your expectations. Remember: if you expect nothing from anybody, you’re 
never disappointed. Void where prohibited. Not all practices described in this talk are applicable to all persons or at all locations. Literally nothing you do will 
void the warranty, because there is no warranty. Use of open source may cause upset stomach, headache, and hot takes on Twitter.
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A better question:

How can we use 
open-source software 
safely?
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What is the Software 
Supply Chain?
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The Software Supply Chain:

Everything it takes to 
produce your 
software
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What is the Secure 
Software Supply 
Chain?
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The Secure Software Supply 
Chain:

All those things, and 
they're definitely not 
compromised
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Why is software-
supply chain security 
such a big deal?
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Why is software-
supply chain security 
such a big deal right 
now?
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But the main reason...
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Part 2:

Parts of the Secure 
Software Supply 
Chain
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Part 3:

How can we use 
open-source software 
safely?
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What we can do (circa 2021):

• HTTPS everywhere
• Lockfiles & compiled dependencies
• Vulnerability notifications
• TUF, namespaces, etc
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What else can we do 
to fix this?
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New!

Community advisory 
databases
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Community advisory databases

https://github.com/pypa/advisory-database
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https://github.com/pypa/advisory-database


New!

Vulnerability auditing 
software
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Use vulnerability auditing software:

• Python: pip-audit
• Go: vulncheck
• Rust: cargo-audit
• Ruby: bundler-audit
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Improvement:

Artifact Signing
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Understanding sigstore

• Ephemeral keys
• Certificate authority
• Transparency log
• Timestamping service
• OpenID Connect
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sigstore-python
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Improvement:

Better, more secure 
build infrastructure
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Understanding SLSA ('salsa')

• Security framework
• Checklist of standards and controls
• A series of levels
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Improvement:

Attestations
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Understanding in-toto

• A universal standard
• For all ecosystems
• Ensuring integrity of an artifact
• Proof of what was done at each step
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Improvement:

Enforcing security 
policies for source 
control
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Understanding Allstar

• A GitHub app
• Enforces best practices
• Allows you to set policy
• Across an entire organization
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Improvement:

Vendor neutral 
collaboration
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Improvement

New features for PyPI
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What else can we do 
to fix this?
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Improvement:

More funding for 
projects
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Improvement:

More users and 
contributors!
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Predictions

My predictions for 
the next year
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Shoutouts

• William Woodruff & Alex Cameron @ Trail 
of Bits

• PyCon Staff
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Thanks!
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