Securing
the Open Source

Software Supply
Chain

PyCon US 2022




Hi, I'm Dustin

e Software Engineer, Google Open Source
Security Team (GOSST)

e Director, Python Software Foundation

e Maintainer, Python Package Index






Is it safe to use open-
source software?




Is it safe to use open-source
software?

Yes®




Is it safe to use open-source
software?

Yes!

“Use only as directed. Open source software is not guaranteed to be safe and usually amounts to allowing strangers to run arbitrary code on your machine.
Don't talk to strangers. Talk to your doctor if you are considering switching to an ecosystem with more security guarantees. Any ecosystem claiming to be
more secure probably can't make those guarantees anyway. All software is vulnerable, all we can do is accept the inevitable reality of bugs, outages,
vulnerabilities, and the heat death of the universe. We don't make mistakes, we just have happy little accidents. Exposure to vulnerabilities may prevent you
from ever trusting any software ever again. Closed-source software isn't less vulnerable, it just gets less press. Open source doesn't have a security problem,
it has a sustainability problem. Don't blame the maintainers, pay the maintainers. Apply security patches directly to the forehead. If your job doesn't let you
use open source, apply directly for a new job. Exposure to open source may lower your expectations. Remember: if you expect nothing from anybody, you're
never disappointed. Void where prohibited. Not all practices described in this talk are applicable to all persons or at all locations. Literally nothing you do will
void the warranty, because there is no warranty. Use of open source may cause upset stomach, headache, and hot takes on Twitter.




A better question:

How can we use
open-source software
safely?




What is the Software
Supply Chain?




The Software Supply Chain:

Everything it takes to
produce your
software




What is the Secure

Software Supply
Chain?




The Secure Software Supply
Chain:

All those things, and
they're definitely not
compromised




Why is software-
supply chain security
such a big deal?




Why is software-

supply chain security
such a big deal right
now?
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Python Package Index nukes 3,653 malicious libraries uploaded
soon after security shortcoming highlighted

Unauthorized versions of CuPy and other projects flood PyPI

Thomas Claburn in San Francisco Tue 2 Mar 2021 // 20:09 UTC SHARE

The Python Package Index, also known as PyPI, has removed 3,653
malicious packages uploaded days after a security weakness in the use
of private and public registries was highlighted.

Python developers use PyPI to add software libraries written by other
developers in their own projects. Other programming languages
implement similar package management systems, all of which demand
some level of trust. Developers are often advised to review any code they
import from an external library though that advice isn't always followed.

Package management systems like npm, PyPIl, and RubyGems have all
had to remove subverted packages in recent years. Malware authors
have found that if they can get their code included in popular libraries or
applications, they get free distribution and trust they haven't earned.

Last month, security researcher Alex Birsan demonstrated how easy it is
to take advantage of these systems through a form of typosquatting that
exploited the interplay between public and private package registries.

The deluge of malicious Python packages over the past week included
unauthorized versions of projects like CuPy, an implementation of
NumPy-compatible multi-dimensional array on CUDA, Nvidia's parallel
computing platform.
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New type of supply-chain attack hit Apple,
Microsoft and 33 other companies

Researcher who got targets to automatically install his code gets $130,000 payout.

DAN GOODIN - 2/16/2021, 6:49 AM
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Log4Shell resource
center

Alert: peacenotwar module sabotages npm
developers in the node-ipc package to protest the
invasion of Ukraine franof Logéshalresources

to help you understand, find
and fix this Log4j vulnerability.

Liran Tal

Q BROWSE RESOURCES

On March 15, 2022, users of the popular Vue.js frontend JavaScript framework started experiencing
what can only be described as a supply chain attack impacting the npm ecosystem. This was the
result of the nested dependencies node-ipc and peacenotwar being sabotaged as an act of

protest by the maintainer of the node-ipc package.

This security incident involves destructive acts of corrupting files on disk by one maintainer and their
attempts to hide and restate that deliberate sabotage in different forms. While this is an attack with
protest-driven motivations, it highlights a larger issue facing the software supply chain: the transitive

dependencies in your code can have a huge impact on your security.

Snyk is tracking the security incidents that are portrayed in this article via the following CVEs: CVE-
2022-23812 for node-ipc and SNYK-JS-PEACENOTWAR-2426724 for peacenotwar and
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SolarWinds hack was 'largest and most
sophisticated attack' ever: Microsoft president

By Reuters Staff 2 MIN READ
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A "Worst Nightmare' Cyberattack: The
Untold Story Of The SolarWinds Hack

April 16, 2021 - 10:05 AM ET
Heard on All Things Considered
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WiK:éébI A 2020 United States federal government data breach

The Free Encyclopedia o .
From Wikipedia, the free encyclopedia
Main page In 2020, a major cyberattack suspected to have been committed by a group backed by the Russian government penetrated thousands of organizations globally 2020 United States federal
Contents including multiple parts of the United States federal government, leading to a series of data breaches.['l2812%] The cyberattack and data breach were reported government data breach
Sl evef‘ts to be among the worst cyber-espionage incidents ever suffered by the U.S., due to the sensitivity and high profile of the targets and the long duration (eight to
i:;j:’xi;::ﬁa nine months) in which the hackers had access.[35! Within days of its discovery, at least 200 organizations around the world had been reported to be affected by
R the attack, and some of these may also have suffered data breaches.!'11381137] Affected organizations worldwide included NATO, the U.K. government, the
Donate European Parliament, Microsoft and others.[36]
T The attack, which had gone undetected for months, was first publicly reported on December 13, 2020,[25126] and was initially only known to have affected the
Help U.S. Treasury Department and the National Telecommunications and Information Administration (NTIA), part of the U.S. Department of Commerce.[2] In the
Learn to edit following days, more departments and private organizations reported breaches.['1[5]36]
Community portal The cyberattack that led to the breaches began no later than March 2020.°11'0] The attackers exploited software or credentials from at least three U.S. firms:
Recent changes Microsoft, SolarWinds, and VMware.[“3l21] A supply chain attack on Microsoft cloud services provided one way for the attackers to breach their victims,
Upload file

depending upon whether the victims had bought those services through a reseller.l'6l[17I[8] A supply chain attack on SolarWinds's Orion software, widely used

Tools in government and industry, provided another avenue, if the victim used that software.['2l44] Flaws in Microsoft and VMware products allowed the attackers to

What links here access emails and other documents,[231[241[141[15] and to perform federated authentication across victim resources via single sign-on infrastructure.[21145][46]

Related changes In addition to the theft of data, the attack caused costly inconvenience to tens of thousands of SolarWinds customers, who had to check whether they had been

Spesiipgaes breached, and had to take systems offline and begin months-long decontamination procedures as a precaution.[47l[8] U.S. Senator Richard J. Durbin described

P t link . . . . .
Perménfen 'rl, the cyberattack as tantamount to a declaration of war.[49l%] President Donald Trump was silent for days after the attack, before suggesting that China, not
age intormation

Russia, might have been responsible for it, and that "everything is well under control".[501511(52]

Cite this page
Wikidata item )
Contents [hide]

Print/export 1 Background
Download as PDF 2 Methodology
Printable version 2.1 Microsoft exploits

2.2 SolarWinds exploit
Languages o

2.3 VMware exploits
Afrikaans 3 Di
el lscovew ‘
EXnVIRG 3.1 Microsoft exploits
Francais 3.2 SolarWinds exploit

nMay 3.3 VMware exploits

AT o —



But the main reason...
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Executive Order on Improving the
Nation’s Cybersecurity

MAY 12, 2021 - PRESIDENTIAL ACTIONS

By the authority vested in me as President by the Constitution and the laws of

the United States of America, it is hereby ordered as follows:

Section 1. Policy. The United States faces persistent and increasingly

sophisticated malicious cyber campaigns that threaten the public sector, the
(D) private sector, and ultimately the American people’s security and privacy. The
Federal Government must improve its efforts to identify, deter, protect

Tr against, detect, and respond to these actions and actors. The Federal

Government must also carefully examine what occurred during any major
cyber incident and apply lessons learned. But cybersecurity requires more
than government action. Protecting our Nation from malicious cyber actors
requires the Federal Government to partner with the private sector. The
private sector must adapt to the continuously changing threat environment,
ensure its products are built and operate securely, and partner with the
Federal Government to foster a more secure cyberspace. In the end, the trust

we place in our digital infrastructure should be proportional to how

triictvworthyv and tranenarent that infractriietiire ic and o the concedliencec
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MAY 12, 2021 - PRESIDENTIAL ACTIONS

By the authority vested in me as President by the Constitution and the laws of

the United States of America, it is hereby ordered as follows:

Section 1. Policy. The United States faces persistent and increasingly

sophisticated malicious cyber campaigns that threaten the public sector, the

private sector, and ultimately the American people’s security and privacy. The

Federal Government must improve its efforts to identify, deter, protect

against, detect, and respond to these actions and actors. The Federal

Government must also carefully examine what occurred during any major

cyber incident and apply lessons learned. But cybersecurity requires more

than government action. Protecting our Nation from malicious cyber actors

requires the Federal Government to partner with the private sector. The

private sector must adapt to the continuously changing threat environment,

ensure its products are built and operate securely, and partner with the

Federal Government to foster a more secure cyberspace. In the end, the trust

we place in our digital infrastructure should be proportional to how

triictworthyv and tranenarent that infractriicetiire ic and o the concedliencec
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THE WHITE HOUSE

FedRAMP authorizatior s

frameworks to be used as a substitute for the relevant

and allowing those

portion of the authorization process, as appropriate.

Sec. 4. Enhancing Software Supply Chain Security.
(a) The security of software used by the Federal

Government is vital to the Federal Government’s ability o

to perform its critical functions. The development of f

commercial software often lacks transparency, sufficient

focus on the ability of the software to resist attack, and ¥

adequate controls to prevent tampering by malicious &

actors. There is a pressing need to implement more

rigorous and predictable mechanisms for ensuring that

T products function securely, and as intended. The security

and integrity of “critical software” — software that

performs functions critical to trust (such as affording or
requiring elevated system privileges or direct access to
networking and computing resources) — is a particular

concern. Accordingly, the Federal Government must take



Part 2:

Parts of the Secure
Software Supply
Chain




Part 3:

How can we use
open-source software
safely?
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What can we do

To have a more secure supply

chain?

1
What can we do to have a more secure supply chain?
I'm going to think specifically about the Python g
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What we can do (circa 2021):
e HTTPS everywhere

e | ockfiles & compiled dependencies
e Vulnerability notitications

e TUF, namespaces, etc



What el/se can we do
to fix this?




New!?

Community advisory
databases
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< > C @& osv.dev

OSV ‘ Open Source Vulnerability list APl & Docs

@SV Open Source
Vulnerabilities

Database for open source vulnerabilities

OSV.dev is a vulnerability database and triage infrastructure for open source projects aimed at helping both open source maintainers
and consumers of open source.

This infrastructure serves as an aggregator of vulnerabilities from GitHub Security Advisories, 0SS-Fuzz (mostly C/C++), PyPI
Advisory Database, Go Vulnerability Database, Rust Advisory Database, and Global Security Database.

Together, these include vulnerabilities from:
e npm
e Maven
e Go
¢ NuGet
» PyPI
e RubyGems
e crates.io
» Packagist
e Linux
e OSS-Fuzz



Community advisory databases

https://github.com/pypa/advisory-database



https://github.com/pypa/advisory-database

New!?

Vulnerability auditing
software




Use vulnerability auditing software:

 Python: pip-audit
e Go: vulncheck
® Rust: cargo—audit

* Ruby: bundler-audit



Improvement:

Artifact Signing




o000 Home - Sigstore

&< —> C @& sigstore.dev | e Guest

f sigstore Overview Community How sigstore works Trust and security Blog Docs & Q

A new standard for signhing, verifying
and protecting software

Making sure your software’s what it claims to be.

In collaboration with

1nlE

NInlir Go g|e Eﬁeﬁpackard I JLINUX DPURDUE @ RedHat VIMware
nterprise

-)EI.IFIHD CISCO

FOUNDATION




Understanding sigstore

e Ephemeral keys

e Certificate authority

* Transparency log

* [imestamping service

e OpenlD Connect



sigstore-python



Improvement:

Better, more secure
build infrastructure
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Lj SLSA Overview Specifications Y Provenance Use cases Get started Community O

Safeguarding artifact
Integrity across any
software supply chain




Understanding SLSA ('salsa’)

e Security framework
e Checklist of standards and controls

e A series of levels



Improvement:

Attestations
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in-toto

A framework to secure the integrity of software supply chains

Software supply chain protection

Supply chain compromises are becoming a frequent occurrence. in-toto can help you protect



Understanding in-toto

e A universal standard
* For all ecosystems
* Ensuring integrity of an artifact

e Proof of what was done at each step



Improvement:

Enforcing security
policies for source
control
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GitHub App

Allstar App

Allstar allows you to specify and enforce security policies for your GitHub Developer
organization. See the repo documentation for usage. 2 ossf

o :
Instance of Allstar run by OpenSSF L Website

Allstar App is provided by a third-party and is
governed by separate terms of service, privacy
policy, and support documentation.

m Report abuse

© 2022 GitHub, Inc. Terms Privacy Security Status Docs Contact GitHub Pricing API Training Blog About



Understanding Alistar

o A GitHub app
e Enforces best practices
e Allows you to set policy

 Across an entire organization



Improvement:

Vendor neutral
collaboration
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Open source software is pervasive in data centers, consumer devices, and

applications. Securing open source supply chains requires a combination of
automated tooling, best practices, education, and collaboration.
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Improvement

New features for PyPI



What el/se can we do
to fix this?




Improvement:

More funding for
projects
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Improvement:

More users and
contributors!



Predictions

My predictions for
the next year
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o \William Woodruft & Alex Cameron @ Trail
of Bits

e PyCon Staff
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