An Overly Not so Complicated Lock-free Queue
Part 2 of N
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Sticky Note
But first, a few words from my sponsor... :-)
(I work at Christie now, and people were asking what I do there.  What I do is projection mapping...)
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Sticky Note
start with this...
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... end with this
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ditto for high-end flight simulators
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this car...
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Is a grey model.
Not yellow.
Not red.
Whatever color and design you want to project onto it.
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Guide to Threaded Coding
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Guide to Threaded Coding

1. Stop Sharing (forget what you learned in kindergarten)
2. OK, well Use Locks then
(don’t call unknown code while holding a lock)
3. Measure
4. Measure
5. Change your Algorithm
6. GOTO 1

o Lock-free

Lock-free coding is the last thing you want to do.
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Guide to Threaded Coding

1. Stop Sharing (forget what you learned in kindergarten)
2. OK, well Use Locks then
(don’t call unknown code while holding a lock)
3. Measure
4. Measure
5. Change your Algorithm
6. GOTO 1

o, Lock-free
o+]. Measure. Measure.

Lock-free coding is the last thing you want to do.
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Guide to Threaded Coding

Don’t Share
Use Locks
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Guide to Coding



Guide to Coding
MACROS_ARE_EVIL


TVanEerd
Sticky Note
So evil I use 48 pt comic sans.

This has nothing to do with lock-free programming. But whenever I get a captive audience I have to mention that macros are evil.
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Notes:

CAS = compare_exchange (_weak or _strong)

Not my coding style/structure



MPMC Queue
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Sticky Note
Multi-Producer Multi-Consumer Queue



Tony Van Eerd 04 July 2016

18



TVanEerd
Sticky Note
probably a better idea: Separate queue for each thread, but steal tasks from others when they are overworked and you are idle
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Sticky Note
but let's start with a single queue


Bottleneck
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Sticky Note
that looks like a bottleneck, and can be, if misused.
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but could also be part of a bigger/better queue system
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Review

tailn
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Conceptually.  Has a head, tail, and data.  Like any queue.
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Review

class Queue {

lj)

s

tail

XIXIX|X]|X]|X
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Review

class Queue {

list?
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Review

class Queue {

lj)

s

tail

XIXIX|X]|X]|X
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Review

head—j

X

X

X

X

class Queue {

T buffer[SIZE];
int head;

int tail;

s

tail

X

X
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Sticky Note
Not a list based implementation.
A contiguous buffer.
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Review

class Queue {

T buffer[SIZE];
int head;

int tail;

s

tail

X| XX X

head—j

X XXX
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Sticky Note
A contiguous CIRCULAR buffer.
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Review

class Queue {

Compromise int buffer[SIZE];
int head;
int tail;
} s
tail—l
XIXIXIXIX XX
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Sticky Note
For now, our queue can only hold ints.
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Review

Comptomisation

class Queue {

int buffer[SIZE];
int head;

int tail;

s



TVanEerd
Sticky Note
Our first (of many) "comptimizations"
(compromises for the sake of optimization)
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Theorizing a New Agenda for Architecture:: An Anthology of ...
https://books.google.com/books?isbn=156898054 X

Kate Nesbitt - 1996 - Architecture

At the same time it would have emphasi2ed an indistinct uthan houndaty without comptomising the
histotic ptofile of the existing tetminus. In the case of the ...

Virgil Thomson: A Reader: Selected Writings, 1924-1984
https://books.google.com/books?isbn=1135360839

Richard Kostelanetz - 2013 - Music

Successful men are often accused of "comptomising,” too, of comptomising with public tasre (which
is assumed to be bad tasre and ptofitable to carer to).

=l


TVanEerd
Sticky Note
Google results.

I guess “comptomising” is already a word? (what?)
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About 1,620 results (0.49 seconds)

Did you mean: compromisation

Comptomization and radiation spectra of X-ray sources. Calculation of ...
ntrs.nasa.gov/search.jsp?R=19800019692 v NASA ~
by LA Pozdnyakov - 1980 - Related articles
Jun 1, 1980 - The results of computations of the Comptomization of low frequency radiation in weakly
relativistic plasma are presented.

®)


TVanEerd
Sticky Note
well, Google's first result made sense
(just not the next 10 pages of results)

Comptomization relates to the Compton effect in plasma physics...
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Review

false sharing?

X

X

X

X

X

X

X

class Queue {
int buffer[SIZE];
int head;
int tail;

s

o
T

®l
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Sticky Note
Contiguous atomic operations can collide.  ie if X and Y are on the same cache line.  We will mostly ignore this… for now.
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Review

false sharing?

X

X

X

X

X

e

X

X

class Queue {
int buffer[SIZE];
int head;
int tail;

s

XY
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Sticky Note
And these will definitely collide.
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Review

false sharing?

X

X

X

X

X

e

X

X

class Queue {

int buffer[SIZE];
int head;

int space[ROOM];
int tail;

XY

s
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Sticky Note
unless we put some (ie cache-line sized) space between them.
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Review

head—j

X

X

X

X

class Queue {
int buffer[SIZE];
int head;
int tail;

s

tail

X

X
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Sticky Note
so just imagine we've done that wherever necessary.
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Review

head?—j

X

X

X

tail?—l

X

X

X

X

class Queue {
int buffer[SIZE];
int headish;
int tailish;

s

X
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Sticky Note
When we left off last year,
head and tail didn’t actually point in the right place.  Just (hopefully) close.
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class Queue {
int buffer[SIZE];
int headish;
int tailish;

s

Review

tailR = » First non-data found is real tail.

-

XIXIX|X|X]|X]|X]|X

head?—T ------ > First data found is real head.
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Sticky Note
When necessary, head/tail will search for the edge of the data.  So they NEED  to be able to tell the difference between data and non-data.



Tony Van Eerd 04 July 2016 39

class Queue {
int buffer[SIZE];

Review int headish;
int tailish;

s

tail? = » First non-data found is real tail.

-

XIXIX|X]|X
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Review

class Queue {
int buffer[SIZE];
int headish;
int tailish;

s

tail? _‘l' ------ > First non-data found is real tail.

X

X

X

X

X

0

0/{0]|0

Comptomisation

=l
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Sticky Note
So (compromise) data is not allowed to be 0.
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class Queue {
int buffer[SIZE];
int headish;
int tailish;

s

Review

tailR = > First non-data found is real tail.

-

0[0[{0|0|0O|O|O0|O0|X|X|X|X]|O

head?J ...... >


TVanEerd
Sticky Note
whoops.
tail would think this 0 was the *first* non-data, and thus mistake this spot for the real tail.
:-(
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Review

class Queue {
int buffer[SIZE];
int headish;
int tailish;

s

tail? _‘l' ------ > First non-data found is real tail.

1

1

1

1

X

X

X|X|0

Comptomisation

=
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Sticky Note
we need to be able to tell future blank spots from past blank spots.
So comptomize - both 1 and 0 are special values.
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class Queue {
. int buffer[SIZE];

ReVIeW int headish;

int tailish;

} s

tail? ...... >
XIXIXIT|I111|111|1)12|IXIX|IX|X]|X
head?J ...... >

Circular Buffer

=
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Sticky Note
and with a circular buffer, we quickly get back to the same problem we had with 0s.
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class Queue {
. int buffer[SIZE];

ReVIeW int headish;

int tailish;

} s

tail? ...... >
XIXIXIT|I111|111|1)12|IXIX|IX|X]|X
head?J ...... >



TVanEerd
Sticky Note
By the way, head is screwed here too (that X looks like a valid head spot), but back to that later.
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Review

class Queue {
int buffer[SIZE];
int headish;
int tailish;

s

Comptomisation
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Review

class Queue {
int buffer[SIZE];
int headish;
int tailish;

s

Comptomisation

=
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Sticky Note
We need a generation count – increments each time queue loops around.
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Review

class Queue {
int buffer[SIZE];
int headish;
int tailish;
int generation;

s

Comptomisation
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class Queue {

. int buffer[SIZE];
REVleW int headish;

int tailish;

int generation;

s

head?—T b I g ?

Comptomisation
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Sticky Note
how big is the compromise?
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Review

class Queue {

int buffer[SIZE];
int headish;

int tailish;

int generation;

s

big?

Comptomisation



TVanEerd
Sticky Note
Imagine Black are data. Red are non-data.  Only one bit needed.  ie imagine red is negative.  So only positive numbers allowed in queue.
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class Queue {

. int buffer[SIZE];
ReV|eW int headish;

int tailish;

int generation;

s

head?—T b I g ?

Comptomisation

One bit.
Only positive numbers allowed.
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Review

Comptomisation?

class Queue {
int buffer[SIZE];
int headish;
int tailish;
int generation;

s

5

5

head?—j

Comptomisation
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Sticky Note
Last time we comptomised and put the generation count in tail – because head and tail are on (slightly) different generations.
Let's try to NOT do that this time.





TVanEerd
Sticky Note
Last time, it was a journey that went through a forest of poison ivy
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Sticky Note
and when we came out...
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class Queue {

int buffer[SIZE];
int headish;

int tailish;

int generation;

s

Review

-

5

he ad?—T

5|5|5|X|X|X|X|X|4|4|4|4|4)|4



TVanEerd
Sticky Note
we were approximately here (except we used atomic<int> - we will get to that, of course)
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Sticky Note
Now we need to go down a path less travelled for a moment.
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class Queue {

. int buffer[SIZE];
ReV|eW int headish;

int tailish;

int generation;

s

tail? ...... >

XIT1]1|1|1)1|1 |X|X|X|X|X
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Sticky Note
Remember I mentioned head was screwed here? (we only did push() last time, not much pop() so we didn't look at head too closely)
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class Queue {

. int buffer[SIZE];
ReV|eW int headish;

int tailish;

int generation;

real b
tail
l tail? ...... >
XIXIXI1T11(11|1(11111|XIX|IX|IX]|X

head?J ...... > T
- real []

head
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Sticky Note
To be clear – here is where head and tail are trying to go
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class Queue {

. int buffer[SIZE];
ReV|eW int headish;

int tailish;

int generation;

s

XIXIXI1|1]1|1)|1|1|1|X|X|X|X]|X

head?—T ------ > First data found is real head.

l:)

- real
head =



TVanEerd
Sticky Note
In particular, head is looking for first data – finds wrong one
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New Path

X
1

X
1

X
1

head?J ...... >

l:)

class Queue {

int buffer[SIZE];
int headish;

int tailish;

int generation;

s

1

X
0

X
0

X
0

X
0

X
0

First data (of correct generation) found is real head.

=
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Sticky Note
So comptomise, add generation count to each data element.
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New Path

X| X

5

X
5

head?J ...... >

l:)

class Queue {

int buffer[SIZE];
int headish;

int tailish;

int generation;

s

5

X
4

X
4

X
4

X
4

X
4

First data (of correct generation) found is real head.

®l
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Sticky Note
Lots of bits required.

We're gonna need a bigger boat.
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class Queue {
int buffer[SIZE];
NeW Path int headish;
int tailish;
Comptomisation? T genenation
X X X XXX X|X
555555555544444
heaol?—T ------ > First data (of correct generation) found is real head.
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class Queue {

New Path two_ints buffer[SIZE];

int headish;
int tailish;

Comptomisation? int generation;

} s
No (usually)

X X| X X|x|x|x|x
5|/5|5|5|51|5]1|5
5|55

1N
(1N
(1N
(1N
(18

heaol?—T ------ > First data (of correct generation) found is real head.

l:)
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New Path

struct entry {
int data;
int generation;

};

...... >

l:)

X

5
5

5/5|5|5]|5

class Queue {

entry buffer[SIZE];
int headish;

int tailish;

int generation;

s

X
4

X
4

X
4

X
4

X
4

First data (of correct generation) found is real head.

=
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Sticky Note
Hopefully this is small enough (on most platforms) to still be natively atomic

(otherwise, yeah, we would need to use 16 bit shorts or something)
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struct entry {
int data;
int generation;

};

New Path

X
5

X X

5
5

5/5|5|5]|5

head?J ...... >

l:)

class Queue {

entry buffer[SIZE];
int headish;

int tailish;

int generation;

s

X
4

X
4

X
4

X
4

X
4

First data (of correct generation) found is real head.
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New Path

struct entry {
int data;
int generation;

};

...... >

l:)

X

5
5

5/5|5|5]|5

class Queue {

entry buffer[SIZE];
int headish;

int tailish;

int generation;

s

X
4

X
4

X
4

X
4

X
4

First data (of correct generation) found is real head.

=
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Sticky Note
but we still need to reserve 0 as special
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struct entry {
int data;
int generation;

};

New Path

X
5

X X

5

0
5

0
5

0
5

0
5

0
5

0
5

head?J ...... >

l:)

class Queue {

entry buffer[SIZE];
int headish;

int tailish;

int generation;

Y

X
4

X
4

X
4

X
4

X
4

First data (of correct generation) found is real head.
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class Queue {

entry buffer[SIZE];
NeW Path int headish;
int tailish;

int generation;

s

tail?=—y = > First zero data (of correct generation)

0
5

0
5

0
5

0
5

0
5

0
5

0
5

X X

5

X
4

X
4

X
4

X
4

X
4

X
5

head?—T ------ > First non-zero data (of correct generation)

l:)
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class Queue {

entry buffer[SIZE];
NeW Path int headish;
int tailish;

int generation;
real ¥
14

tail

l tail 2=y = » First zero data (of correct generation)

-

0
5

0
5

0
5

0
5

0
5

0
5

0
5

X X

5

X
4

X
4

X
4

X
4

X
4

X
5

head?—T ------ > First non-zero data (df correct generation)

l:)

» real
head []
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Recall where *real* head/tail are (confusing diagram! – but it is a possible state – shouldn’t always picture the easy states)
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class Queue {
entry buffer[SIZE];
NeW Path int headish;
int tailish;
int generation;

tail oy

X
4

0|0

5

0
5

0
4

X
4

X
4

X
4

X
4

X
4

0
4

0
4

0
4

0
4
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Simpler diagram – but don’t get sloppy making bad assumptions – be mindful of other possible states
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New Path

class Queue {

entry buffer[SIZE];
int headish;

int tailish;

int generation;

Y

tail

head—T head < tail ?
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Last year – we looked at how to keep head behind tail (so that pop doesn't pop non-existent items)
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class Queue {
entry buffer[SIZE];
NeW Path int headish;
int tailish;
int generation;

X tail ey

4 v v
01010101010 ]0J10J0|X|O0J0O|0OJ0O]0
5/515|5|5|5|5|5|5|414|4|4|4)|4

»
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Now, pacman nows it is looking for X4…
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class Queue {
entry buffer[SIZE];
NeW Path int headish;
int tailish;
int generation;

X tail ey

4 v v
01010101010 ]0J10J0|X|O0J0O|0OJ0O]0
5/515|5|5|5|5|5|5|414|4|4|4)|4

head—T
=
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finds it easily
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class Queue {
entry buffer[SIZE];
NeW Path int headish;
int tailish;
int generation;

X tail

4 ’ v
ON RO NOR NOR RO NN NN NN NON HON o N NOR NN NOR NO
515|5|5|5|5|5|5]|5|5141414|4]|4
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And if the queue is empty, head can TELL that it is empty, without looking at tail
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class Queue {
entry buffer[SIZE];
New Path int headish;
int tailish;
int generation;

X tail

4 ¥ v
olojolofofofololololo]o|ofafo
5/5|5|5]|5|5]|5]|5|5]|5|4]4]|4]|4]|4

heaol—T Queue is Empty!
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New Path

class Queue {

entry buffer[SIZE];
int headish;

int tailish;

int generation;

s

X XIX|IX|X]4 X |X XXX |X|X[|X

®l
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Last year – almost full queue
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New Path

class Queue {

entry buffer[SIZE];
int headish;

int tailish;

int generation;

s

XIXIX| XXX XX X X X X X |[X X
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Last year – COMPLETELY full queue - how to tell???
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New Path

class Queue {

entry buffer[SIZE];
int headish;

int tailish;

int generation;

s

X
5

X
5

X
5

X
5

X
5

X
5

X
4

X
4

X
4

X
4

X
4

X
4

X
4

X
4

X
5

head—T Queue is Full!
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Now with embedded generation count – “we” can *see* that the queue is full
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New Path

Lo

class Queue {

entry buffer[SIZE];
int headish;

int tailish;

int generation;

s

ul

@)

@)

DS

DS

DS
DS
DS
DS
DS
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By “we”, I mean Ghosty, looking for 0|4
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New Path

Lo

class Queue {

entry buffer[SIZE];
int headish;

int tailish;

int generation;

s

ul

@)

@)

DS
DS
DS
DS
DS
DS
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Still looking for 0|4
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New Path

Lo

class Queue {

entry buffer[SIZE];
int headish;

int tailish;

int generation;

s

@)

DS

DS

DS
DS
DS
DS
DS
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Now looking for 05
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New Path

Lo

class Queue {

entry buffer[SIZE];
int headish;

int tailish;

int generation;

s

ul

@)

@)

DS

DS

DS
DS
DS
DS
DS
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4 < 5 means ghost stops
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New Path

Lo

class Queue {

entry buffer[SIZE];
int headish;

int tailish;

int generation;

s

ul

@)

@)

DS

DS

DS
DS
DS
DS
DS

Queue is Full!
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New Path

class Queue {

entry buffer[SIZE];
int headish;

int tailish;

int generation;

Y

struct entry {
int data;
int generation;

X
5

X
5

X
5

X
5

X
5

X
5

X
5

X
4

X
4

X
4

X
4

X
4

X
4

X
4

X
4
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So is this two-int entry a comptomisation? 
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NeW Path int data;

};

struct entry {

int generation;

class Queue {

entry buffer[SIZE];
int headish;

int tailish;

int generation;

AWESOMIZATION!

X

s

tail—‘l,

XX

4

X
4

X
4

X
4

X
4

X
4

X
4

X
4

head—j

=l
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No way - it solves lots of problems – it’s an awesomization!
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class Queue {

entry buffer[SIZE];
int headish;

int tailish;

int generation;

s

Atomicization!

taill

X
4

0|0

5

0
5

0
4

0
4

0
4

0
4

0
4

0

head—j

X
4

X
4

X
4

X
4

X
4
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OK, time for, uh, "atomicization"
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class Queue {
- . . atomic<entry> buffer[SIZE];
Atomicization int headishs
int tailish;
int generation;

s

taill
X
4

0|0

5

0
5

0
4

0
4

0
4

0
4

0
4

0

head—j

X
4

X
4

X
4

X
4

X
4
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entry will definitely need to be atomic, as both (multiple) push()es and pop()s will read and write entries
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small en

ough

Atomicization| int data;

};

struct entry {

int generation;

class Queue {

int headish;
int tailish;
int generation;

Y

atomic<entry> buffer[SIZE];

taill

0|0

5

0
5

0

head—j

X
4

X
4

X
4

0
4

0
4

0
4

0
4

0
4

X
4

X
4

X
4
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class Queue {

atomic<entry> buffer[SIZE];
laxtomic<int> headish;
laxtomic<int> tailish;

int generation;

Y

Atomicization

taill
X
4

0|0

5

0
5

0
4

0
4

0
4

0
4

0
4

0

head—j

X
4

X
4

X
4

X
4

X
4

=l


TVanEerd
Sticky Note
head and tail can be laxtomics
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class Queue {

atomic<entry> buffer[SIZE];
laxtomic<int> headish;
laxtomic<int> tailish;

O int generation;

Y

Atomicization f?

taill
X
4

0|0

5

0
5

0
4

0
4

0
4

0
4

0
4

0

head—j

X
4

X
4

X
4

X
4

X
4



TVanEerd
Sticky Note
laxtomics?
WAT?
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Atomicization

?

class Queue {

atomic<entry> buffer[SIZE];
laxtomic<int> headish;
laxtomic<int> tailish;

int generation;
1 .

0/]0]0|0
515]5]5

head—T

X
4

X
4

X
4

X
4

X
4

X
4

010]1010]0
41414414

®l


TVanEerd
Sticky Note
Herb Sutter warns against what we are about to do (and RIGHTLY SO)
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Atomicization

class Queue {

laxtomic<int> headish;
laxtomic<int> tailish;
int generation;

1

atomic<entry> buffer[SIZE];

template <typename T> struct laxtomic atomic<T> ({
...function... (... memory order = memory order relaxed);
};
001010 |X|IX|X|X|X|X|0|O0|0|O0O]O0O
51515151444 |414|4|4|4|14|4]|4

head—T

=l



TVanEerd
Sticky Note
Imagine an atomic template where every operation defaults to std::memory_order_relaxed
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class Queue {
atomic<entry> buffer[SIZE];

AtOmICIZatIOn f) laxtomic<int> headish;
laxtomic<int> tailish;
| |

int generation;

s

taill
X
4

0|0

5

0
5

0
4

0
4
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4

0
4
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4

0

head—j

X
4

X
4

X
4

X
4

X
4

=


TVanEerd
Sticky Note
If Herb warns against it, why are we ...
.. is it OK to do this?
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Atomicization
OK?

class Queue {

atomic<entry> buffer[SIZE];
laxtomic<int> headish;
laxtomic<int> tailish;

int generation;
1 .

data.x = 10;
data.y = 20;
data.ready.store(true,mo release);

1f (data.ready.load(mo acquire))

{

= data.x;
y = data.y;

X
I



TVanEerd
Sticky Note
“Normal” lock-free code – the 'ready' flag denotes that x and y are also written.   
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Atomicization
OK?

class Queue {

atomic<entry> buffer[SIZE];
laxtomic<int> headish;
laxtomic<int> tailish;

int generation;
1 .

data.x = 10;
data.y = 20;
data.ready.store (true,mo_release);

// no!

release:
before means before

// no!

if (data.ready.load(mo_acquire))

{

x = data.x;
y = data.y; acquire.
after means after



TVanEerd
Sticky Note
Code before release really is before, it can’t be moved down.  Code after acquire really is after – it can’t float above.  Your mental model is that it is always true, but it is only really true (across threads) when using memory orders.
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Atomicization
OK?

class Queue {

atomic<entry> buffer[SIZE];
laxtomic<int> headish;
laxtomic<int> tailish;

int generation;
1 .

data.x = 10;
data.y = 20;
data.ready.store (true,mo relaxed);

if (data.ready.load(mo relaxed))

{

x = data.x;

y = data.y; " =

-



TVanEerd
Sticky Note
If you change to *relaxed*, you have no guarantees about x and y
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Atomicization
OK?

class Queue {

atomic<entry> buffer[SIZE];
laxtomic<int> headish;
laxtomic<int> tailish;

int generation;
1 .

data.x = 10;
data.y = 20;
data.ready.store (true,mo relaxed);

=l

if (data.ready.load(mo relaxed))

{

x = data.x;

y = data.y; " =

-



TVanEerd
Sticky Note
Note the relationship.  ‘ready’ is signifying that *all* of the data is ready

It is the relationship that requires non-relaxed memory orders
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class Queue {
atomic<entry> buffer[SIZE];

AtOmICIZatIOn f) laxtomic<int> headish;
laxtomic<int> tailish;
| |

int generation;

s

tail
X
4

0
5

0
5

0
4

0
4

0
4

0
4

0
4

010
515

head—j

X
4

X
4

X
4

X
4

X
4

what other data relies on head/tail?

=l


TVanEerd
Sticky Note
For our queue, what data is relying on head/tail to signify anything? Where is the relationship?

There isn't any data depending on head or tail to be set.
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class Queue {
- . atomic<entry> buffer[SIZE];
AtOm|C|Zat|On laxtomic<int> headish;
laxtomic<int> tailish;
int generation;

s

tail

X
4

0|0

5

0
5

0
4

0
4

0
4

0
4

0
4

0

head—j

X
4

X
4

X
4

X
4

X
4

None. Just ‘hints’.

®l



TVanEerd
Sticky Note
So relaxed is OK for head and tail
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class Queue {
AtOmICIZatIOn laxtomic<int> head;
laxtomic<int> tail;
int generation;

s

atomic<entry> buffer[SIZE];

taill
X
4

0|0

5

0
5

0
4

0
4

0
4

0
4

0
4

0

head—j

X
4

X
4

X
4

X
4

X
4

®l



TVanEerd
Sticky Note
I think head_ish and tail_ish are the right names (it would indicate to programmers that something special was going on) but to save slide space, I'm going to use just 'head' and 'tail' (see my talk On Naming!)


Tony Van Eerd 04 July 2016 100

class Queue {
- . . atomic<entry> buffer[SIZE];
AtOmICIZatIOn ? laxtomic<int> head;
laxtomic<int> tail;
. int generation;
} s
tail
O|O|O0|O0IXIX|X|X|X|[X]|O0]O|O]O]|O
5155151414414 144|414 14|4]|4

head—j
=


TVanEerd
Sticky Note
What about generation? Relaxed?
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class Queue {

- . atomic<entry> buffer[SIZE];
AtomICIZatlon laxtomic<int> head;
laxtomic<int> tail;
laxtomic<int> generation;

Y

taill
X
4

0

head—j

0|0

5

0
5

X
4

X
4

X
4

X
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0
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0
4

0
4

0
4

=l


TVanEerd
Sticky Note
Yep.  Well for now at least...
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class Queue {
P . atomic<entry> buffer[SIZE];
Atom|C|Zat|0n t laxtomic<int> head;
[ laxtomic<int> tail;
. laxtomic<int> generation;

Y

taill
X
4

0

head—j

0|0

5

0
5

X
4

X
4

X
4

X
4

X
4

0
4

0
4

0
4

0
4

0
4

=l


TVanEerd
Sticky Note
Unless maybe head and tail communicate through it and form a relationship there.
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class Queue {

- . atomic<entry> buffer[SIZE];
AtomICIZatlon laxtomic<int> head;
laxtomic<int> tail;
laxtomic<int> generation;

Y

taill
X
4

0|0

head—j
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=l


TVanEerd
Sticky Note
So there’s the queue (the data part at least)
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Codization

void push(int val) {



TVanEerd
Sticky Note
OK, time for code…
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bool push(int val) { entry ent;
int gen = generation; // laxtomic load
int tmp = tail; // laxtomic load
do {
while( !'is_zero(ent = buffer[tmp].load(relaxed), gen) )
incr(tmp, gen);
} while (! buffer[tmp].CAS(ent, entry{val,gen}) ); // NOT relaxed

tailn
0101010 IXIXIXIX|XIX|IO0O|0J0OJ0O]O
51515151414 141414141414|4]|4]|4

void incr(int & tmp, int &gen)

{
If (++tmp == SIZE) {
@ bool is_zero(entry e, int gen) { tmp = 0;
return e.data == 0 && e.gen == gen; gen++;
} }
}



TVanEerd
Sticky Note
BAM. Code.
Load generation and tail into (non-atomic) temp variables, search buffer until you find a 0 of the right generation.  Then try to write.
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bool push(int val) { entry ent;
int gen = generation; // laxtomic load
wed-int tmp = tail; // laxtomic load
do {
while( !'is_zero(ent = buffer[tmp].load(relaxed), gen) )
incr(tmp, gen);
} while (! buffer[tmp].CAS(ent, entry{val,gen}) ); // NOT relaxed

tmp—‘ll
001010 |X|X|X|X|X
5|/5|5|514|4|14|14|4(14|4|41414)|4

void incr(int & tmp, int &gen)

{
If (++tmp == SIZE) {
bool is_zero(entry e, int gen) { tmp = 0;
return e.data == 0 && e.gen == gen; gen++;
} }
}
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bool push(int val) { entry ent;

int gen = generation; // laxtomic load

int tmp = tail; // laxtomic load

do {

=0 While(!is_zero(ent = buffer[tmp].load(relaxed), gen) )
incr(tmp, gen);

} while (! buffer[tmp].CAS(ent, entry{val,gen}) ); // NOT relaxed

tmp—‘ll
001010 |X|X|X|X|X
5|/5|5|514|4|14|14|4(14|4|41414)|4

void incr(int & tmp, int &gen)

{
If (++tmp == SIZE) {
bool is_zero(entry e, int gen) { tmp = 0;
return e.data == 0 && e.gen == gen; gen++;
} }
}



TVanEerd
Sticky Note
So, is the current spot 0 (of the correct generation)?
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bool push(int val) { entry ent;
int gen = generation; // laxtomic load
int tmp = tail; // laxtomic load
do {
while( !'is_zero(ent = buffer[tmp].load(relaxed), gen) )
—p incr(tmp, gen);
} while (! buffer[tmp].CAS(ent, entry{val,gen}) ); // NOT relaxed

tmp _‘1'

00|00 |X|IX|X|X|X|X|0/0]0[0]0
5/515|514|4|14|4|4|4|4|14(14|4|4

void incr(int & tmp, int &gen)
{
@ If (++tmp == SIZE) {
bool is_zero(entry e, int gen) { tmp = 0;
return e.data == 0 && e.gen == gen; gent++;
} }
}



TVanEerd
Sticky Note
No.  Then move along, nothing to see here.
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bool push(int val) { entry ent;

int gen = generation; // laxtomic load

int tmp = tail; // laxtomic load

do {

=0 While(!is_zero(ent = buffer[tmp].load(relaxed), gen) )
incr(tmp, gen);

} while (! buffer[tmp].CAS(ent, entry{val,gen}) ); // NOT relaxed

tmp _‘1'

00|00 |X|IX|X|X|X|X|0/0]0[0]0
5/515|514|4|14|4|4|4|4|14(14|4|4

void incr(int & tmp, int &gen)
{
2 if (++tmp == SIZE) {
bool is_zero(entry e, int gen) { tmp = 0;
return e.data == 0 && e.gen == gen; gent++;
} }
}



TVanEerd
Sticky Note
What about here?
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bool push(int val) { entry ent;
int gen = generation; // laxtomic load
int tmp = tail; // laxtomic load
do {
while( !'is_zero(ent = buffer[tmp].load(relaxed), gen) )
—p incr(tmp, gen);
} while (! buffer[tmp].CAS(ent, entry{val,gen}) ); // NOT relaxed

tmp _‘1'

00|00 |X|IX|X|X|X|X|0/0]0[0]0
5/515|514|4|14|4|4|4|4|14(14|4|4

void incr(int & tmp, int &gen)
{
= if (++tmp == SIZE) {
bool is_zero(entry e, int gen) { tmp = 0;
return e.data == 0 && e.gen == gen; gent++;
} }
}



TVanEerd
Sticky Note
Nope. Move along.  Not the droids we are looking for.
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bool push(int val) { entry ent;

int gen = generation; // laxtomic load

int tmp = tail; // laxtomic load

do {

=0 While(!is_zero(ent = buffer[tmp].load(relaxed), gen) )
incr(tmp, gen);

} while (! buffer[tmp].CAS(ent, entry{val,gen}) ); // NOT relaxed

tmp _‘1'

00|00 |X|IX|X|X|X|X|0/0]0[0]0
5/515|514|4|14|4|4|4|4|14(14|4|4

void incr(int & tmp, int &gen)

{
@ If (++tmp == SIZE) {
bool is_zero(entry e, int gen) { tmp = 0;
return e.data == 0 && e.gen == gen; gen++;
} }
}



TVanEerd
Sticky Note
here?
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bool push(int val) { entry ent;
int gen = generation; // laxtomic load
int tmp = tail; // laxtomic load
do {
while( !'is_zero(ent = buffer[tmp].load(relaxed), gen) )
incr(tmp, gen);
==0>} while (! buffer[tmp].CAS(ent, entry{val,gen}) ); // NOT relaxed

tmp _‘1'

00|00 |X|IX|X|X|X|X|?/0]0[0]0
5/515|514|4|14|4|4|4|4|14(14|4|4

void incr(int & tmp, int &gen)

{
If (++tmp == SIZE) {
bool is_zero(entry e, int gen) { tmp = 0;
return e.data == 0 && e.gen == gen; gen++;
} }
}



TVanEerd
Sticky Note
Try to write. Note it *was* 0 just a moment ago, but we don’t know what it is *now*.  Thus the ‘?” in the diagram, and thus we need to use CAS to recheck the value when writing.
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bool push(int val) { entry ent;
int gen = generation; // laxtomic load
int tmp = tail; // laxtomic load
do {
while( !'is_zero(ent = buffer[tmp].load(relaxed), gen) )
incr(tmp, gen);
} while (! buffer[tmp].CAS(ent, entry{val,gen}) ); // NOT relaxed

tmp _‘1'

0101010 X|IX|X|X|X|X|P|O0|0|O0O]O
5/515|514|4|14|4|4|4|4|14(14|4|4

void incr(int & tmp, int &gen)

{
If (++tmp == SIZE) {
bool is_zero(entry e, int gen) { tmp = 0;
return e.data == 0 && e.gen == gen; gen++;
} }
}



TVanEerd
Sticky Note
Success! We write a P (for Pinky.  This talk requires that you know the names of the pacman ghosts)
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bool push(int val) { entry ent;
int gen = generation; // laxtomic load
int tmp = tail; // laxtomic load
do {
while( !'is_zero(ent = buffer[tmp].load(relaxed), gen) )
incr(tmp, gen);
==0>} while (! buffer[tmp].CAS(ent, entry{val,gen}) ); // NOT relaxed

tmp _‘1'

00|00 |X|IX|X|X|X|X|?/0]0[0]0
5/515|514|4|14|4|4|4|4|14(14|4|4

void incr(int & tmp, int &gen)

{
If (++tmp == SIZE) {
bool is_zero(entry e, int gen) { tmp = 0;
return e.data == 0 && e.gen == gen; gen++;
} }
}



TVanEerd
Sticky Note
But step back a second.  What if when we tried to write...
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bool push(int val) { entry ent;
int gen = generation; // laxtomic load
int tmp = tail; // laxtomic load
wei-do {
while(!is_zero(ent = buffer[
incr(tmp, gen);
} while (! buffer[tmp].CAS(ent,

relaxed), gen))

en}) ); // NOT relaxed

tmp _‘L

0|0 0|0 |X|IX|X|X|X|X|C|0]0[]0]0
5/515|514|4|14|4|4|4|4|14(14|4|4

void incr(int & tmp, int &gen)
{
@ if (++tmp == SIZE) {
bool is_zero(entry e, int gen) { tmp = 0;
return e.data == 0 && e.gen == gen; gent++;
} }
}



TVanEerd
Sticky Note
BAM. Clyde jumped in and wrote just before us!

Fine.  CAS fails, we try again.
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bool push(int val) { entry ent;
int gen = generation; // laxtomic load
int tmp = tail; // laxtomic load
wei-do {
while(!is_zero(ent = buffer[
incr(tmp, gen);
} while (! buffer[tmp].CAS(ent,

relaxed), gen))

en}) ); // NOT relaxed

The nature of “lock-free” — you fail *only* when someone else makes progress
v

olojolO|X|IX|X|X|[X]|X|C|O0O|O]O]O

5151515141414 14 1414141414 |4]|4

void incr(int & tmp, int &gen)

{
If (++tmp == SIZE) {
bool is_zero(entry e, int gen) { tmp = 0;
return e.data == 0 && e.gen == gen; gen++;
} }
}
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bool push(int val) { entry ent;
int gen = generation; // laxtomic load
int tmp = tail; // laxtomic load
wei-do {
while(!is_zero(ent = buffer[
incr(tmp, gen);
} while (! buffer[tmp].CAS(ent,

relaxed), gen))

en}) ); // NOT relaxed

CAS loop: loops on progress £rmp
Spin-lock: loops on NON progress _‘1'

0101010 XIX|X|C|0J0]0]O0
5151515141414 14 1414141414 |4]|4

void incr(int & tmp, int &gen)

{
If (++tmp == SIZE) {
@ bool is_zero(entry e, int gen) { tmp = 0;
return e.data == 0 && e.gen == gen; gen++;
} }
}



TVanEerd
Sticky Note
CAS loops and Spin-locks look similar, but are quite the opposites
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bool push(int val) { entry ent;
int gen = generation; // laxtomic load
int tmp = tail; // laxtomic load
wei-do {
while( !'is_zero(ent = buffer[tmp].load(relaxed), gen) )
incr(tmp, gen);
} while (! buffer[tmp].CAS(ent, entry{val,gen}) ); // NOT relaxed

tmp _‘1'

00|00 XX |X|X|X|X|C|0|0[|O0O]O0O
5/515|514|4|14|4|4|4|4|14(14|4|4

void incr(int & tmp, int &gen)

{
If (++tmp == SIZE) {
bool is_zero(entry e, int gen) { tmp = 0;
return e.data == 0 && e.gen == gen; gen++;
} }
}



TVanEerd
Sticky Note
SO at this point, the C from Clyde is just like any other X and we are back at the beginning...
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bool push(int val) { entry ent;

int gen = generation; // laxtomic load

int tmp = tail; // laxtomic load

do {

== while(!is_zero(ent = buffer[tmp].load(relaxed), gen))
incr(tmp, gen);

} while (! buffer[tmp].CAS(ent, entry{val,gen}) ); // NOT relaxed

tmp _‘1'

00|00 XX |X|X|X|X|C|0|0[|O0O]O0O
5/515|514|4|14|4|4|4|4|14(14|4|4

void incr(int & tmp, int &gen)

{
If (++tmp == SIZE) {
bool is_zero(entry e, int gen) { tmp = 0;
return e.data == 0 && e.gen == gen; gen++;
} }
}
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bool push(int val) { entry ent;
int gen = generation; // laxtomic load
int tmp = tail; // laxtomic load
do {
while( !'is_zero(ent = buffer[tmp].load(relaxed), gen) )
—t incr(tmp, gen);
} while (! buffer[tmp].CAS(ent, entry{val,gen}) ); // NOT relaxed

tmp _‘l'

00|00 XX |X|X|X|X|C|0|0[|O0O]O0O
5/515|514|4|14|4|4|4|4|14(14|4|4

void incr(int & tmp, int &gen)

{
If (++tmp == SIZE) {
bool is_zero(entry e, int gen) { tmp = 0;
return e.data == 0 && e.gen == gen; gen++;
} }
}




Tony Van Eerd 04 July 2016 122

bool push(int val) { entry ent;

int gen = generation; // laxtomic load

int tmp = tail; // laxtomic load

do {

=0 Wwhile(!is_zero(ent = buffer[tmp].load(relaxed), gen) )
incr(tmp, gen);

} while (! buffer[tmp].CAS(ent, entry{val,gen}) ); // NOT relaxed

tmp _‘l'

00|00 XX |X|X|X|X|C|0|0[|O0O]O0O
5/515|514|4|14|4|4|4|4|14(14|4|4

void incr(int & tmp, int &gen)

{
If (++tmp == SIZE) {
bool is_zero(entry e, int gen) { tmp = 0;
return e.data == 0 && e.gen == gen; gen++;
} }
}
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bool push(int val) { entry ent;
int gen = generation; // laxtomic load
int tmp = tail; // laxtomic load
do {
while( !'is_zero(ent = buffer[tmp].load(relaxed), gen) )
incr(tmp, gen);
==0>} while (! buffer[tmp].CAS(ent, entry{val,gen}) ); // NOT relaxed

tmp _‘l'

00|00 |X|X|X|X|X|X|C|?|0]0]0
5/515|514|4|14|4|4|4|4|14(14|4|4

void incr(int & tmp, int &gen)

{
If (++tmp == SIZE) {
bool is_zero(entry e, int gen) { tmp = 0;
return e.data == 0 && e.gen == gen; gen++;
} }
}
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bool push(int val) { entry ent;
int gen = generation; // laxtomic load
int tmp = tail; // laxtomic load
do {
while( !'is_zero(ent = buffer[tmp].load(relaxed), gen) )
incr(tmp, gen);
} while (! buffer[tmp].CAS(ent, entry{val,gen}) ); // NOT relaxed

tmp _‘l'

00|00 |X|IX|X|X|X|X|C|P|0]O]O
5/515|514|4|14|4|4|4|4|14(14|4|4

void incr(int & tmp, int &gen)

{
If (++tmp == SIZE) {
bool is_zero(entry e, int gen) { tmp = 0;
return e.data == 0 && e.gen == gen; gen++;
} }
}



TVanEerd
Sticky Note
Success!
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bool push(int val) { entry ent;
int gen = generation; // laxtomic load
int tmp = tail; // laxtomic load
do {
while( !'is_zero(ent = buffer[tmp].load(relaxed), gen) )
incr(tmp, gen);
} while (! buffer[tmp].CAS(ent, entry{val,gen}) ); // NOT relaxed

tmp _‘l'

010|101 X|X|X|X|X|X|C|P|O|0O|O
5151514141414 |14|14|14|14|4|4)|4

void incr(int & tmp, int &gen)
{
If (++tmp == SIZE) {
bool is_zero(entry e, int gen) { tmp = 0;
return e.data == 0 && e.gen == gen; gent++;
} }
}



TVanEerd
Sticky Note
So, are we good? Does this work?
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bool push(int val) { entry ent;
int gen = generation; // laxtomic load
int tmp = tail; // laxtomic load
do {
while( !'is_zero(ent = buffer[tmp].load(relaxed), gen) )
incr(tmp, gen);
} while (! buffer[tmp].CAS(ent, entry{val,gen}) ); // NOT relaxed

Should update tme T
generation |gfololo|x|x|x|[x|x|x|c|p|o0|0]|0
& tail 5151515144144 14|414|414|414 -
void incr(int & tmp, int &gen)
{
If (++tmp == SIZE) {
@ bool is_zero(entry e, int gen) { tmp = 0;
return e.data == 0 && e.gen == gen; gent++;
} }

}



TVanEerd
Sticky Note
It actually does work, but if we never update generation or tail, we would always start at 0, so it would get slow. (Imagine when the queue is on generation 100, but we still start at generation 0 - we would look through the queue 100 times before finding anything.


Tony Van Eerd 04 July 2016 127

bool push(int val) { entry ent;

int gen = generation; // laxtomic load

int tmp = tail; // laxtomic load

do {

while( !'is_zero(ent = buffer[tmp].load(relaxed), gen) )

incr(tmp, gen);

} while (! buffer[tmp].CAS(ent, entry{val,gen}) ); // NOT relaxed

—?update(tmp, gen);

Should update tme T
generation |gfololo|x|x|x|[x|x|x|c|p|o0|0]|0
& tail 5151515144144 14|414|414|414 -
void incr(int & tmp, int &gen)
{
@ If (++tmp == SIZE) {
bool is_zero(entry e, int gen) { tmp = 0;
return e.data == 0 && e.gen == gen; gent++;
} }
}



TVanEerd
Sticky Note
Do you think typical unit testing would catch that slow down?
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bool push(int val) { entry ent;

int gen = generation; // laxtomic load

int tmp = tail; // laxtomic load

do {

while( !'is_zero(ent = buffer[tmp].load(relaxed), gen) )

incr(tmp, gen);

} while (! buffer[tmp].CAS(ent, entry{val,gen}) ); // NOT relaxed

—?update(tmp, gen);

tmp—l'
Butfirst... |olo|olo|x|x|x|[x|x|x|[c|e|0]0]o0
5|5|5|5|4|4afalala|a|a]a]ala]4

void incr(int & tmp, int &gen)

{
If (++tmp == SIZE) {
@] bool is_zero(entry e, int gen) { tmp = 0;
return e.data == 0 && e.gen == gen; gen++;
} }
}



TVanEerd
Sticky Note
Before looking at update(), we should check some other scenarios to make sure we have this right.
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bool push(int val) { entry ent;

int gen = generation; // laxtomic load

int tmp = tail; // laxtomic load

do {

while( !'is_zero(ent = buffer[tmp].load(relaxed), gen) )

incr(tmp, gen);

} while (! buffer[tmp].CAS(ent, entry{val,gen}) ); // NOT relaxed

update(tmp, gen);

But first... tail_l, Wrapped

x| X| O O OFf OFf O OF OFOFEXC] S X pX void incr(int & tmp, int &gen)
515|5|5|5|5]|5]|5|5|5]1414|4]|4]|4 {
If (++tmp == SIZE) {
@ tmp = 0;
gen++,
}
}



TVanEerd
Sticky Note
A case where tail needs to wrap to find the real tail.
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bool push(int val) { entry ent;

int gen = generation; // laxtomic load

int tmp = tail; // laxtomic load

do {

while( !'is_zero(ent = buffer[tmp].load(relaxed), gen) )

incr(tmp, gen);

} while (! buffer[tmp].CAS(ent, entry{val,gen}) ); // NOT relaxed

update(tmp, gen);

—p

wy tmp 1 Wrapped
X[X[O]0]0[O0]0]O[O]0]X[X]|X]X]|X void incr(int & tmp, int &gen)
5[5[5|5]|5]|5]|5]|5|5|5[4[4[4]4]4]|y

if (++tmp == SIZE) {

tmp = 0;

gen++;

}
}
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bool push(int val) { entry ent;

int gen = generation; // laxtomic load

int tmp = tail; // laxtomic load

do {

while( !'is_zero(ent = buffer[tmp].load(relaxed), gen) )

incr(tmp, gen);

} while (! buffer[tmp].CAS(ent, entry{val,gen}) ); // NOT relaxed

update(tmp, gen);

—p

Wrapped

void incr(int & tmp, int &gen)
515|5|5|5|5]|5]|5|5|5]1414|4]|4]|4 {

If (++tmp == SIZE) {
> tmp = 0;
gen++;
}
}
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bool push(int val) { entry ent;

int gen = generation; // laxtomic load

int tmp = tail; // laxtomic load

do {

while( !'is_zero(ent = buffer[tmp].load(relaxed), gen) )

incr(tmp, gen);

==0>} while (! buffer[tmp].CAS(ent, entry{val,gen}) ); // NOT relaxed

update(tmp, gen);

tmp 7 Wrapped
/ X[X[O]0]0[O0]0]O[O]0]X[X]|X]X]|X void incr(int & tmp, int &gen)
5[5[5|5]|5]|5]|5]|5|5|5[4[4[4]4]4]|y
if (++tmp == SIZE) {
tmp = 0;
gen++;

}
}
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bool push(int val) { entry ent;

int gen = generation; // laxtomic load

int tmp = tail; // laxtomic load

do {

while( !'is_zero(ent = buffer[tmp].load(relaxed), gen) )

incr(tmp, gen);

} while (! buffer[tmp].CAS(ent, entry{val,gen}) ); // NOT relaxed

update(tmp, gen);

; o tail
Buft first... ) j Wrapped

D00 E B0 QD B ) 2 void incr(int & tmp, int &gen)
5/5]15]|515]15]15]151515141414]14|4 {
@ if (++tmp == SIZE) {
tmp = 0;
gen++,
}
}



TVanEerd
Sticky Note
edge case - real tail is at edge of buffer
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bool push(int val) { entry ent;

int gen = generation; // laxtomic load

int tmp = tail; // laxtomic load

do {

while( !'is_zero(ent = buffer[tmp].load(relaxed), gen) )

incr(tmp, gen);

} while (! buffer[tmp].CAS(ent, entry{val,gen}) ); // NOT relaxed

update(tmp, gen);

tailn

But first... Wrapped

void incr(int & tmp, int &gen)
515|515|5|515|5|5|414|4|4)|4 {

If (++tmp == SIZE) {
tmp = 0;
@ gen++;
}
}



TVanEerd
Sticky Note
If tail starts here with gen == 4, it will wrap around completely before finding the real tail
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bool push(int val) { entry ent;

int gen = generation; // laxtomic load

int tmp = tail; // laxtomic load

do {

while( !'is_zero(ent = buffer[tmp].load(relaxed), gen) )

incr(tmp, gen);

} while (! buffer[tmp].CAS(ent, entry{val,gen}) ); // NOT relaxed

update(tmp, gen);

—p

tmP =] Wrapped

0/0/0]0(010]0(0|0]0X|X|X|X|X void incr(int & tmp, int &gen)
555555555544444{

If (++tmp == SIZE) {
tmp = 0;
gen++;
}
}
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bool push(int val) { entry ent;

int gen = generation; // laxtomic load

int tmp = tail; // laxtomic load

do {

=2 Wwhile(!is_zero(ent = buffer[tmp].load(relaxed), gen) )
incr(tmp, gen);

} while (! buffer[tmp].CAS(ent, entry{val,gen}) ); // NOT relaxed

update(tmp, gen);

tmp 1 Wrapped

void incr(int & tmp, int &gen)
5/5]15]|515]15]15]151515141414]14|4 {

If (++tmp == SIZE) {
> tmp = 0;
gen++;
}
}
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bool push(int val) { entry ent;

int gen = generation; // laxtomic load

int tmp = tail; // laxtomic load

do {

while( !'is_zero(ent = buffer[tmp].load(relaxed), gen) )

incr(tmp, gen);

==0>} while (! buffer[tmp].CAS(ent, entry{val,gen}) ); // NOT relaxed

update(tmp, gen);

tmp 1 Wrapped

void incr(int & tmp, int &gen)
5/5]15]|515]15]15]151515141414]14|4 {

If (++tmp == SIZE) {
> tmp = 0;
gen++;
}
}
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bool push(int val) { entry ent;

int gen = generation; // laxtomic load

int tmp = tail; // laxtomic load

do {

while( !'is_zero(ent = buffer[tmp].load(relaxed), gen) )

incr(tmp, gen);

==0>} while (! buffer[tmp].CAS(ent, entry{val,gen}) ); // NOT relaxed

update(tmp, gen);

tmp
2 Wrapped
/ O[O0fOfOfO(OfO0OJO0[0|0|X|X|X|X|X void incr(int & tmp, int &gen)
5|515|5|5|5|5|5|5]|5|414|4]|4|4 {
if (++tmp == SIZE) {
tmp = 0;
gen++;

}
}
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bool push(int val) { entry ent;

int gen = generation; // laxtomic load

int tmp = tail; // laxtomic load

do {

while( !'is_zero(ent = buffer[tmp].load(relaxed), gen) )

incr(tmp, gen);

} while (! buffer[tmp].CAS(ent, entry{val,gen}) ); // NOT relaxed

update(tmp, gen);

But first... tail_‘l’

Queue is Empty



TVanEerd
Sticky Note
Another case - empty queue
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bool push(int val) { entry ent;

int gen = generation; // laxtomic load
int tmp = tail; // laxtomic load

do {

—p

incr(tmp, gen);

update(tmp, gen);

while( !'is_zero(ent = buffer[tmp].load(relaxed), gen) )

} while (! buffer[tmp].CAS(ent, entry{val,gen}) ); // NOT relaxed

tmp _‘1'

010f0]10]10J0]10|0]0]0]0]0|O
51515|5|5|5|515]|5(4|4|4]4

Queue is Empty
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But first...

bool push(int val) { entry ent;

int gen = generation; // laxtomic load

int tmp = tail; // laxtomic load

do {

while( !'is_zero(ent = buffer[tmp].load(relaxed), gen) )

incr(tmp, gen);

} while (! buffer[tmp].CAS(ent, entry{val,gen}) ); // NOT relaxed

update(tmp, gen);

Queue is Empty



TVanEerd
Sticky Note
What if tail is after real-tail? 
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bool push(int val) { entry ent;

int gen = generation; // laxtomic load

int tmp = tail; // laxtomic load

do {

== Wwhile(!is_zero(ent = buffer[tmp].load(relaxed), gen) )
incr(tmp, gen);

} while (! buffer[tmp].CAS(ent, entry{val,gen}) ); // NOT relaxed

update(tmp, gen);

Queue is Empty



TVanEerd
Sticky Note
If we are looking for gen 4, this fails!
Finds the wrong entry as tail.
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bool push(int val) { entry ent;

int gen = generation; // laxtomic load

int tmp = tail; // laxtomic load

do {

while( !'is_zero(ent = buffer[tmp].load(relaxed), gen) )

incr(tmp, gen);

} while (! buffer[tmp].CAS(ent, entry{val,gen}) ); // NOT relaxed

update(tmp, gen);

- annmn tall
But first... XA TL
f) O[O0l 0]OfOl0Ol0O]0O]O}J0O]10]0]0]01]0O
. 515|15|5|515|515|5|5|41414|4]|4

Queue is Empty



TVanEerd
Sticky Note
WAIT.  How can tail be ahead of real tail?
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bool push(int val) { entry ent;

int gen = generation; // laxtomic load

int tmp = tail; // laxtomic load

do {

while( !'is_zero(ent = buffer[tmp].load(relaxed), gen) )

incr(tmp, gen);

} while (! buffer[tmp].CAS(ent, entry{val,gen}) ); // NOT relaxed

update(tmp, gen);

Queue is Empty

INVARIANT: tail@gen is “<=“ real tail
S


TVanEerd
Sticky Note
It can't happen.  Tail is never ahead of real tail, always behind.

How do we prove that?
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But first...

bool push(int val) { entry ent;

int gen = generation; // laxtomic load

int tmp = tail; // laxtomic load

do {

while( !'is_zero(ent = buffer[tmp].load(relaxed), gen) )

incr(tmp, gen);

} while (! buffer[tmp].CAS(ent, entry{val,gen}) ); // NOT relaxed

update(tmp, gen);

Queue is Empty



TVanEerd
Sticky Note
If tail was on generation 3, sure it could be ahead of real tail in the buffer, but...
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bool push(int val) { entry ent;

int gen = generation; // laxtomic load

_b:;]; t{mp = tail; // laxtomic load

while( !'is_zero(ent = buffer[tmp].load(relaxed), gen) )

—t incr(tmp, gen);

} while (! buffer[tmp].CAS(ent, entry{val,gen}) ); // NOT relaxed
update(tmp, gen);

- annea ta 1 l
But first... X} 1 j

Queue is Empty

INVARIANT? generation >=4?


TVanEerd
Sticky Note
If generation is 4, tail can't be ahead of real tail.

Is generation >= 4 an invariant?
(depends how update() works, I suppose)
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But first...

v

bool push(int val) { entry ent;

int gen = generation; // laxtomic load

int tmp = tail; // laxtomic load

do {

while( !'is_zero(ent = buffer[tmp].load(relaxed), gen) )

incr(tmp, gen);

} while (! buffer[tmp].CAS(ent, entry{val,gen}) ); // NOT relaxed

update(tmp, gen);

Queue is Empty



TVanEerd
Sticky Note
So let's say this case is good, because it can't happen.
INVARIANT: tail is “before” real tail.
TODO: prove
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But first...

bool push(int val) { entry ent;

int gen = generation; // laxtomic load

int tmp = tail; // laxtomic load

do {

while( !'is_zero(ent = buffer[tmp].load(relaxed), gen) )

incr(tmp, gen);

} while (! buffer[tmp].CAS(ent, entry{val,gen}) ); // NOT relaxed

update(tmp, gen);

Queue is Empty



TVanEerd
Sticky Note
Another interesting edge case
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bool push(int val) { entry ent;

int gen = generation; // laxtomic load

int tmp = tail; // laxtomic load

do {

while( !'is_zero(ent = buffer[tmp].load(relaxed), gen) )

incr(tmp, gen);

} while (! buffer[tmp].CAS(ent, entry{val,gen}) ); // NOT relaxed

update(tmp, gen);

Queue is Empty
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bool push(int val) { entry ent;

int gen = generation; // laxtomic load

int tmp = tail; // laxtomic load

do {

while( !'is_zero(ent = buffer[tmp].load(relaxed), gen) )

incr(tmp, gen);

} while (! buffer[tmp].CAS(ent, entry{val,gen}) ); // NOT relaxed

update(tmp, gen);

tailn

But first...

v
/ (0F NON NON RO NON NON NON NON NOR NON NON NON NON NOR N0
0

Initialized state



TVanEerd
Sticky Note
Oh, this case better work - this is how the queue looks at construction
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bool push(int val) { entry ent;

int gen = generation; // laxtomic load

int tmp = tail; // laxtomic load

do {

while( !'is_zero(ent = buffer[tmp].load(relaxed), gen) )

incr(tmp, gen);

} while (! buffer[tmp].CAS(ent, entry{val,gen}) ); // NOT relaxed

update(tmp, gen);

But first... tail—¢

XI X XXX XXX X|X]|X]|X]|X]X]|X
515]5]5 4

(@)
a1
(@)
(@)
(@)
(@)
=
o~
o~
N

Queue is FULL



TVanEerd
Sticky Note
yet another case to check
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bool push(int val) { entry ent;

int gen = generation; // laxtomic load

int tmp = tail; // laxtomic load

do {

w0 Wwhile(!is_zero(ent = buffer[tmp].load(relaxed), gen))
incr(tmp, gen);

} while (! buffer[tmp].CAS(ent, entry{val,gen}) ); // NOT relaxed

update(tmp, gen);

- tall

But first... TL XA
x XI XXX XXX XIXIXIXIXIX]|XIX
515|15|5|515|515|5|5|41414|4]|4

Queue is FULL

bool is_zero(entry e, int gen) {
return e.data == 0 && e.gen == gen; @
}



TVanEerd
Sticky Note
Whoops.  The while loop will go on forever (or until an entry opens up).
"works" for generous definitions of 'works', but not well!
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bool push(int val) { entry ent; int prev = 0;
int gen = generation; // laxtomic load
int tmp = tail; // laxtomic load
do {
=0 While(!is_zero(ent = buffer[tmp].load(relaxed), gen) ) {
if (ent.gen < prev) return false; // FULL
else incr(tmp, gen);
if (ent.data) prev = ent.gen; }
} while (! buffer[tmp].CAS(ent, entry{val,gen}) ); // NOT relaxed

- tall

But first... TL XA
/ XI XXX XXX XIXIXIXIXIX]|XIX
515|15|5|515|515|5|5|41414|4]|4

Queue is FULL

bool is_zero(entry e, int gen) {
return e.data == 0 && e.gen == gen; @
}



TVanEerd
Sticky Note
We can detect that the queue is/was full.
We can return here (or wait on a condvar or something...)
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bool push(int val) { entry ent; int prev = 0;
int gen = generation; // laxtomic load
int tmp = tail; // laxtomic load
do {
while( ! is_zero(ent = buffer[tmp].load(relaxed), gen) ) {
if (ent.gen < prev) return false; // FULL
else incr(tmp, gen);
if (ent.data) prev = ent.gen; }
} while (! buffer[tmp].CAS(ent, entry{val,gen}) ); // NOT relaxed

But first... " tallj Wrapped
’) x| X| O O OFf OFf O OF OFOFEXC] S X pX void incr(int & tmp, int &gen)
515|5|5|5|5]|5]|5|5|5]1414|4]|4]|4 {

If (++tmp == SIZE) {

Recheck!? g o
}
}



TVanEerd
Sticky Note
Uh oh.  We changed our algorithm.  We thus need to recheck ALL our scenarios for correctness!
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bool push(int val) { entry ent; int prev = 0;
int gen = generation; // laxtomic load
int tmp = tail; // laxtomic load
do {
while( ! is_zero(ent = buffer[tmp].load(relaxed), gen) ) {
if (ent.gen < prev) return false; // FULL
else incr(tmp, gen);
if (ent.data) prev = ent.gen; }
} while (! buffer[tmp].CAS(ent, entry{val,gen}) ); // NOT relaxed

But first... " tall_l, Wrapped
/ x| X| O O OFf OFf O OF OFOFEXC] S X pX void incr(int & tmp, int &gen)
515|5|5|5|5]|5]|5|5|5]1414|4]|4]|4 {
If (++tmp == SIZE) {
tmp = 0;
gen++,

}
}
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bool push(int val) { entry ent; int prev = 0;
int gen = generation; // laxtomic load
int tmp = tail; // laxtomic load
do {
while( ! is_zero(ent = buffer[tmp].load(relaxed), gen) ) {
if (ent.gen < prev) return false; // FULL
else incr(tmp, gen);

if (ent.data) prev = ent.gen; }
tail—l' } while (! buffer[tmp].CAS(ent, entry{val,gen}) ); // NOT relaxed
Buft first... v Wrapped
/ D00 E B0 QD B ) 2 void incr(int & tmp, int &gen)
SIS5|S5]|5|5[5]5|5]5|5]4]14[4]4[4]|
If (++tmp == SIZE) {
tmp = 0;
gen++;

}
}




Tony Van Eerd 04 July 2016 157

But first...

v

bool push(int val) { entry ent; int prev = 0;
int gen = generation; // laxtomic load
int tmp = tail; // laxtomic load
do {
while( ! is_zero(ent = buffer[tmp].load(relaxed), gen) ) {
if (ent.gen < prev) return false; // FULL
else incr(tmp, gen);
if (ent.data) prev = ent.gen; }
} while (! buffer[tmp].CAS(ent, entry{val,gen}) ); // NOT relaxed

Queue is Empty
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But first...

v

bool push(int val) { entry ent; int prev = 0;
int gen = generation; // laxtomic load
int tmp = tail; // laxtomic load
do {
while( ! is_zero(ent = buffer[tmp].load(relaxed), gen) ) {
if (ent.gen < prev) return false; // FULL
else incr(tmp, gen);
if (ent.data) prev = ent.gen; }
} while (! buffer[tmp].CAS(ent, entry{val,gen}) ); // NOT relaxed

Queue is Empty
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But first...

v

bool push(int val) { entry ent; int prev = 0;
int gen = generation; // laxtomic load
int tmp = tail; // laxtomic load
do {
while( ! is_zero(ent = buffer[tmp].load(relaxed), gen) ) {
if (ent.gen < prev) return false; // FULL
else incr(tmp, gen);
if (ent.data) prev = ent.gen; }
} while (! buffer[tmp].CAS(ent, entry{val,gen}) ); // NOT relaxed

tailn

010j0J0]0J0J10J0O|0|0J0]0]0
5[515|5|5|515]|5|5]5]|5]5]5

Queue is Empty
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tail

But first...

v

bool push(int val) { entry ent; int prev = 0;
int gen = generation; // laxtomic load
int tmp = tail; // laxtomic load
do {
while( ! is_zero(ent = buffer[tmp].load(relaxed), gen) ) {
if (ent.gen < prev) return false; // FULL
else incr(tmp, gen);
if (ent.data) prev = ent.gen; }
} while (! buffer[tmp].CAS(ent, entry{val,gen}) ); // NOT relaxed

Initialized state
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Should update
generation
& tail

»l

do {

=P update(tmp, gen);

bool push(int val) { entry ent;
int gen = generation; // laxtomic load
int tmp = tail; // laxtomic load

int prev = 0;

while( ! is_zero(ent = buffer[tmp].load(relaxed), gen) ) {
if (ent.gen < prev) return false; // FULL
else incr(tmp, gen);

if (ent.data) prev = ent.gen; }

} while (! buffer[tmp].CAS(ent, entry{val,gen}) ); // NOT relaxed

LI n

e R R R B A R R void incr(int & tmp, int &gen)
515|544 14|14|141414|14|14|4|4 {
If (++tmp == SIZE) {
bool is_zero(entry e, int gen) { tmp = 0;
return e.data == 0 && e.gen == gen; gent++;

}

}

}



TVanEerd
Sticky Note
OK.  Everything rechecks.

Now, about updating generation and tail...
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Should update
generation
& tail

=

do {

bool push(int val) { entry ent;
int gen = generation; // laxtomic load
int tmp = tail; // laxtomic load

int prev = 0;

—irupdate(oldtail, tmp, oldgen, gen);

while( ! is_zero(ent = buffer[tmp].load(relaxed), gen) ) {
if (ent.gen < prev) return false; // FULL
else incr(tmp, gen);

if (ent.data) prev = ent.gen; }

} while (! buffer[tmp].CAS(ent, entry{val,gen}) ); // NOT relaxed

LI n

e R R R B A R R void incr(int & tmp, int &gen)
515|544 14|14|141414|14|14|4|4 {
If (++tmp == SIZE) {
bool is_zero(entry e, int gen) { tmp = 0;
return e.data == 0 && e.gen == gen; gent++;

}

}

}



TVanEerd
Sticky Note
We will need old values of tail and gen in order to do the update.
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bool update(int oldtail, int tmp, oldgen, gen) {

== Incr(tmp, gen); // we just filled a spot, go to next spot
tail. CAS(oldtail, tmp);

generation.CAS(oldgen, gen);

}
Should update e _‘l‘
generation |glolofo|x|x|x|x|x|[x|c|p|o|0]0 void incr(int & tmp, int &gen)
& tail 515(5|5]4|4|4[4]4]4]|4[4a]a]4]4]] |
if (++tmp == SIZE) {
tmp = 0;
en++,
S )
}



TVanEerd
Sticky Note
Here's what update looks like.

Note incr() increments both tmp and gen if necessary
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bool update(int oldtail, int tmp, oldgen, gen) {
incr(tmp, gen); // we just filled a spot, go to next spot

==0> tail. CAS(oldtail, tmp);

generation.CAS(oldgen, gen);

}
oldtail
?tail
Should update _l' e _‘1‘
generation |glolofo|x|x|x|x|x|[x|c|p|o|0]0 void incr(int & tmp, int &gen)
& tail 5[5|5[5|4[4]|4[4]4]4]4]4[4]4][4]] |
if (++tmp == SIZE) {
tmp = 0;
gen++;
®) }
}



TVanEerd
Sticky Note
If tail is still where it was when we started looking, then no other thread has touched it (?) so we can update it to the new found location.
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bool update(int oldtail, int tmp, oldgen, gen) {

incr(tmp, gen); // we just filled a spot, go to next spot
==0> tail. CAS(oldtail, tmp);
generation.CAS(oldgen, gen);

}
oldtail
?tailn tmp n
) void incr(int & tmp, int &gen)
{
if (++tmp == SIZE) {
tmp = 0;
S } gen++;
}



TVanEerd
Sticky Note
So, at this step in the process, what does the queue look like right now?    NO IDEA
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bool update(int oldtail, int tmp, oldgen, gen) {

incr(tmp, gen); // we just filled a spot, go to next spot
==0> tail. CAS(oldtail, tmp);

generation.CAS(oldgen, gen);
}

oldtail

4T

void incr(int & tmp, int &gen)
{

If (++tmp == SIZE) {
tmp = 0;
gen++;
}
}



TVanEerd
Sticky Note
Could it look like this?  Because putting tail at tmp would break invariants.
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bool update(int oldtail, int tmp, oldgen, gen) {
incr(tmp, gen); // we just filled a spot, go to next spot

==0> tail. CAS(oldtail, tmp);

generation.CAS(oldgen, gen);

}

void incr(int & tmp, int &gen)
515|515|5|5]|5]|5|5(|4|4]|4|4]|4]|4 {

If (++tmp == SIZE) {
i i . tmp = 0;
INVARIANT: tail@gen is “<=“ real tail gen++:

}
}




Tony Van Eerd 04 July 2016 168

bool update(int oldtail, int tmp, oldgen, gen) {

incr(tmp, gen); // we just filled a spot, go to next spot
==0> tail. CAS(oldtail, tmp);
generation.CAS(oldgen, gen);

}
ldtail
a1 Y
....:t
f? _‘1' \i'mp_‘l'
= ON BN BOR NON NOR R NN NN NON NON NON NOR NN NOR KO

void incr(int & tmp, int &gen)
515|515|5|5]|5]|5|5(|4|4]|4|4]|4]|4 {

Can’t happen if (++tmp == SIZE) {

tmp = 0;
gen++;

= .



TVanEerd
Sticky Note
This can't happen because...
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f)

Can’t happen

»

bool update(int oldtail, int tmp, oldgen, gen) {

incr(tmp, gen); // we just filled a spot, go to next spot
==0> tail. CAS(oldtail, tmp);

generation.CAS(oldgen, gen);
}

Oldtailn

tailn tmp n

0010 X X|X|X|X|X|C|FI000 void incr(int & tmp, int &gen)
5151514141414 14141414|4]|4]|4

{

If (++tmp == SIZE) {
tmp = 0;
gen++;
}
}



TVanEerd
Sticky Note
Note these entries
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f)

Can’t happen

®l

bool update(int oldtail, int tmp, oldgen, gen) {

incr(tmp, gen); // we just filled a spot, go to next spot
==0> tail. CAS(oldtail, tmp);

generation.CAS(oldgen, gen);
}

oldtail

?tailn tmp n

void incr(int & tmp, int &gen)
{

If (++tmp == SIZE) {
tmp = 0;
gen++;
}
}



TVanEerd
Sticky Note
Those 04’s can’t happen.  New 0s get new generation #. So invariant is maintained.
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bool update(int oldtail, int tmp, oldgen, gen) {
incr(tmp, gen); // we just filled a spot, go to next spot

==0> tail. CAS(oldtail, tmp);

generation.CAS(oldgen, gen);

}
oldtail
5 K
- 01 0101010101010 101010101010]0 void incr(int & tmp, int &gen)
, 515|515|5|5]|5]|5|5(|4|4]|4|4]|4]|4 {
Can’t happen if (++tmp == SIZE) {
. . i tmp = 0;
INVARIANT: tail@gen is “<=“ real tail gen++;

}
}
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bool update(int oldtail, int tmp, oldgen, gen) {

incr(tmp, gen); // we just filled a spot, go to next spot
==0> tail. CAS(oldtail, tmp);

generation.CAS(oldgen, gen);
}

oldtail

?tailn tmp n

void incr(int & tmp, int &gen)
6]6|6]6|6]6[6]6]|5|5]|5[5]5]5] [«

If (++tmp == SIZE) {
tmp = 0;
gen++;
}
}
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Sticky Note
But what about this?
Note tail "happens" to be at the same place as oldtail.
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bool update(int oldtail, int tmp, oldgen, gen) {

incr(tmp, gen); // we just filled a spot, go to next spot
==0> tail. CAS(oldtail, tmp);
generation.CAS(oldgen, gen);

}
Oldtailn tail—‘l’
?tail—l'/ tmp _¢
! 010f{O0[0]0]0]1010[O0fOfOfO}J0O]0]0 void incr(int & tmp, int &gen)
666666666555555{

If (++tmp == SIZE) {
tmp = 0;

INVARIANT: tail@gen is “<=“ real tail gen++:
)
®) }
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Sticky Note
If we update tail to where tmp is, then we have broken our invariant.


=
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bool update(int oldtail, int tmp, oldgen, gen) {
incr(tmp, gen); // we just filled a spot, go to next spot

==0> tail. CAS(oldtail, tmp);

generation.CAS(oldgen, gen);

}
oldtail tail
o3t ABA
> K. 3
: 0101010({0100J010J010fO0]0F0)0 void incr(int & tmp, int &gen)
olol6|lo|lo|lo|lolo|6|5|15|5|5|5|5 {
If (++tmp == SIZE) {
. . . tmp = 0;
INVARIANT: tail@gen is “<=“ real tail gen++:
}
}



TVanEerd
Sticky Note
This is the dreaded ABA problem of lock-free algorithms.

In this case, tail started at one spot (call it A) and we saved this spot in oldtail.
While working, tail became B (but we never noticed).
Then when we finally compare tail to oldtail, we find tail is A again (thus tail did ABA), and we mistakenly think tail never changed.
:-(
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bool update(int oldtail, int tmp, oldgen, gen) {
incr(tmp, gen); // we just filled a spot, go to next spot
tail. CAS(oldtail, tmp);
generation.CAS(oldgen, gen);

}

ABA

void incr(int & tmp, int &gen)
5151551444414 |4]14|414|414 {

f)

" 00|00 |X|IX|X|X|X|X|C|0|0]|O0O]O

If (++tmp == SIZE) {
tmp = 0;

INVARIANT: tail@gen is “<=“ real tail gen++:
O )



TVanEerd
Sticky Note
When we started, the world maybe looked like this.
(tail is at "A")
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bool update(int oldtail, int tmp, oldgen, gen) {

incr(tmp, gen); // we just filled a spot, go to next spot
==0> tail. CAS(oldtail, tmp);
generation.CAS(oldgen, gen);

}

oldtail
3 ... ABA

f)

L 0]0j010}J0J0J0J0(0}J0OJ0J0}|0]0]0

void incr(int & tmp, int &gen)
6]6]6]6[6]6]6]6]6[5]5|5]5]5]5]|¢

If (++tmp == SIZE) {
tmp = 0;

INVARIANT: tail@gen is “<=“ real tail gen++:
)
) }
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Sticky Note
And when we finish, tail is still at A (but it has gone around the whole queue while we weren't looking - tail was various 'B' states that we didn't notice)
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bool update(int oldtail, int tmp, oldgen, gen) {

incr(tmp, gen); // we just filled a spot, go to next spot
==0> tail. CAS(oldtail, tmp);

generation.CAS(oldgen, gen);

}
, - forever incr tail
4o0ldtail=— 67 or
5tail—l'82 tmp —¢ - merge tail + gen
. 0101010100000 J010]0|0[0]0 void incr(int & tmp, int &gen)
6]6]16]6]6]|6]|6]|6]|6|5][5[5[5[5]5] |

if (++tmp % SIZE == 0)

INVARIANT: tail@gen is “<="real tail |, ™

...buffer[tmp%SIZE]...



TVanEerd
Sticky Note
Two ways to fix this (which are basically isomorphic, it just depends how you want to think about it)
1. always increment tail (don't wrap at end of buffer, and use tail % size when accessing buffer)
2. merge tail and gen into two ints that get updated together (similar to the 'entry' struct used in the buffer)
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bool update(int oldtail, int tmp, oldgen, gen) {

== tail. CAS(oldtail, tmp);
generation.CAS(oldgen, gen);

}

incr(tmp, gen); // we just filled a spot, go to next spot

oldtail

- forever incr tail

or

?tail—l' tmp —¢ - merge tail + gen



TVanEerd
Sticky Note
So if the queue looked like this at the end of push...
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bool update(int oldtail, int tmp, oldgen, gen) {

incr(tmp, gen); // we just filled a spot, go to next spot
w==> tail. CAS(oldtail, tmp);
generation.CAS(oldgen, gen);

}
, - forever incr talil
?tail—l, tmp = - merge tail + gen
/ O101010IXIXIX|IXIXI|X|ICIP|O]O]O



TVanEerd
Sticky Note
...then the CAS will (correctly) succeed and update tail.  Yay!
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bool update(int oldtail, int tmp, oldgen, gen) {

incr(tmp, gen); // we just filled a spot, go to next spot
==0> tail. CAS(oldtail, tmp);

generation.CAS(oldgen, gen);

}
, - forever incr talil
oldtail or
?tail—l’ tmp —¢ - merge tail + gen
? O101O01010101O01010101010}1010710



TVanEerd
Sticky Note
And if the queue looked like this at the end of push...
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bool update(int oldtail, int tmp, oldgen, gen) {

incr(tmp, gen); // we just filled a spot, go to next spot
==0> tail. CAS(oldtail, tmp);
generation.CAS(oldgen, gen);

}
, - forever incr talil
oldtall—l'}v or
?tail—l’ tmp = - merge tail + gen
/ O101O01010101O01010101010}1010710
olo|loclo|lolo|lol6|615!515|5|15]|5



TVanEerd
Sticky Note
...then the CAS fails (as required).
Also Yay!
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bool update(int oldtail, int tmp, oldgen, gen) {
incr(tmp, gen); // we just filled a spot, go to next spot
tail. CAS(oldtail, tmp);

==0» generation.CAS(oldgen, gen);

}



TVanEerd
Sticky Note
What about generation?  What does the queue look like?
NO IDEA.
(We never really know what the queue looks like, just one spot at a time)
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bool update(int oldtail, int tmp, oldgen, gen) {
incr(tmp, gen); // we just filled a spot, go to next spot
tail. CAS(oldtail, tmp);

==0» generation.CAS(oldgen, gen);

}

void incr(int & tmp, int &gen)
{

if (++tmp ...)

gen++;



TVanEerd
Sticky Note
So can we update generation?
Yes, if no one else has.  This is because generation always increases. So it will never get back to an old value, never do ABA.
(well, except when it rolls over the unsigned long...)
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bool update(int oldtail, int tmp, oldgen, gen) {
incr(tmp, gen); // we just filled a spot, go to next spot
tail. CAS(oldtail, tmp);

=0 while (generation.CAS(oldgen, gen) && oldgen < gen)

}

generation  gen
L
2 3 =—>5

void incr(int & tmp, int &gen)
{

if (++tmp ...)

gen++;



TVanEerd
Sticky Note
We can do even better.  Even if generation has _changed_ (maybe Inky did it?) and CAS fails, we can try again *if we are still ahead of the last set generation value*
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== bool update(int oldtail, int tmp, oldgen, gen) {

incr(tmp, gen); // we just filled a spot, go to next spot
tail. CAS(oldtail, tmp);

while (!generation.CAS(oldgen, gen) && oldgen < gen)

}
generation  gen
L
2 3 =—>5
/ void incr(int & tmp, int &gen)
{
if (++tmp ...)
INVARIANT: tail@gen is “<=“ real tail gen++;
}

=



TVanEerd
Sticky Note
INVARIANT maintained.  Achievement unlocked.
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a

0
5

0
5

bool push(intval) { entry ent; int prev =0;

int gen = oldgen = generation; // laxtomic load

int tmp = oldtail = tail; // laxtomic load

do {

while( ! is_zero(ent = buffer[tmp%SIZE].load(relaxed), gen) ) {

if (ent.gen < prev) return false; // FULL
else incr(tmp, gen);
if (ent.data) prev = ent.gen; }

} while (! buffer[tmp%SIZE].CAS(ent, entry{val,gen}, release));

update(oldtail, tmp, oldgen, gen); return true; } // laxtomic

tail_\l, ——

-

forever incr tail

incr(tmp, gen);
tail. CAS(oldtail, tmp);
generation.CAS(oldgen, gen);

}

0101 XIXIXIXIX|X|ICIP|O0|O0]O
5151414141414 |414141|14]|41]4
void update(int oldtail, int tmp, oldgen, gen) { | |bool is_zero(entry e, int gen) { void incr(int & tmp, int &gen)
return e.data == {
&& e.gen == gen; if (++tmp % SIZE == 0)
} gen++;



TVanEerd
Sticky Note
Complete push().  Note only a single non-relaxed atomic operation.
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int pop() {

I’

X|X]0]0f0J0j0O|0]J0|0O[X
51515|5|5|5]5]5]|5]|5|4

A
head—T

First non-zero data (of correct generation)

X
4

X
4

X
4

X
4



TVanEerd
Sticky Note
Time for pop() !
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bool push(int val) { entry ent; int prev = 0;

int gen = oldgen = generation; // laxtomic load

int tmp = oldtail = tail; // laxtomic load

do {

while( ! is_zero(ent = buffer[tmp%SIZE].load(relaxed), gen) ) {

if (ent.gen < prev) return false; // FULL
else incr(tmp, gen);
if (ent.data) prev = ent.gen; }

} while (! buffer[tmp%SIZE].CAS(ent, entry{val,gen}, release));

update(oldtail, tmp, oldgen, gen); // laxtomic

return true; }

X O} NOR ON NON NOR NON NOR NN b.4 D 4 D 4 P4 P:¢
5 5151515155515 1414|4]|4]4
K A
head bool is_zero(entry e, int gen) {
) . return e.data ==
First non-zero data (of correct generation) && e.gen == gen:
}



TVanEerd
Sticky Note
pop() is going to be like push().  So here's push().
And then next is pop()....
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intpop() { entry ent;
X int gen = oldgen = generation; // laxtomic load
4 int tmp = oldhead = head; // laxtomic load
do {
P while(!is_data(ent = buffer[tmp%SIZE].load(relaxed), gen) )
D> if (ent.gen == gen) return 0; // EMPTY
else incr(tmp, gen);
P>
P } while (! buffer[tmp%SIZE].CAS(ent, entry{0,gen+1}, acquire) );
P update head(oldhead, tmp, oldgen, gen); // laxtomic
? P | return ent.data; }
/- X|IX]10]1010101010]10]0|X|X|X]|X|X
515]15|5|5|5|5|5|5|5]|4|4]|4]|4]4
K A _
head bool is_data(entry e, int gen) {
) . p | return e.data!=0
First non-zero data (of correct generation) && e.gen == gen:
}



TVanEerd
Sticky Note
In Red is the delta with push().

They are fairly symmetrical.
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I’

class Queue {

atomic<entry> buffer[SIZE];
laxtomic<int> head;
laxtomic<int> h generation;
laxtomic<int> tail;
laxtomic<int> t generation;

Y

tail—‘L generation == 5

XIX]O0JOfO[IO0JOJ0J0|0[X|X]|X]|X]|X
51515|5|5|5]5]5]|5]|5|4

DS
DS
DS
DS

A
heaol—T .. generation == 4


TVanEerd
Sticky Note
Note, however, that we will need 2 separate generation counts, even though they are so close
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class Queue {
atomic<geni> buffer[SIZE];
laxtomic<geni> head;
laxtomic<geni> tail;

s

I’

struct geni ({
int val, gen;
void incr()
{ if (++val%SIZE == 0)
{ val = 0;
gen++;

tail—‘l' gen == 5 }

}

operator int() {

/ x|x|olo|olofolo]ofo|x|x|x|x]|x e el )

51515|515151515151514 operator<() = default;
bool is_data(int g)

head—T gen == 4 { retuzz ;’:rll ; g; }

- : - : - bool is zero(int g)

void update(laxtomic<geni>&target, geni old, geni tmp) { | { return val == 0
tmp.incr(); // go to next && gen == g; }
while (!tail. CAS(old, tmp) && old < tmp) {} } }i

DS
DS
DS
DS



TVanEerd
Sticky Note
Since each of head/tail need their own generation count (same as each buffer entry did), let's wrap it in a struct "geni" that holds an integer and a generation count.
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bool push(int val)

{int prev = 0;

geni ent;

geni tmp;

geni old = tmp = tail; // laxtomic load
do {

ent = buffer[tmp].load(relaxed);
while(!is_zero(ent, tmp.gen) ) {
if (ent.gen < prev) return false; // full
else tmp.incr();
if (ent.data) prev = ent.gen; }
geni newg{val, tmp.gen};
} while (! buffer[tmp].CAS(ent, newg, release));
tmp.incr(); // go to next
// update if no one else has gone as far:
while ('tail.CAS(old, tmp) && old <tmp) {}
return true;

}

int pop()
{ .
geni ent;
geni tmp;
geni old = tmp = head; // laxtomic load
do {
ent = buffer[tmp].load(relaxed);
while( ! ent.is_data(tmp.gen) )
if (ent.gen == tmp.gen) return O; // empty
else tmp.incr();

geni zero{0, tmp.gen+1};
} while (! buffer[tmp].CAS(ent, zero, acquire));
tmp.incr(); // go to next
// update if no one else has gone as far:
while ('head.CAS(old, tmp) && old <tmp) {}
return ent.val,

}

o



TVanEerd
Sticky Note
So now we can fit push and pop side by side, and really see the similarities.
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TVanEerd
Sticky Note
So now we "just" need to check that push and pop work with every possible state of the queue.

*Each line* of push/pop code needs to be checked against *each state* of the queue, as the queue can change between every line of code!


Tony Van Eerd 04 July 2016

194

o
(@)
(@)
(@)

=X
e
<
o

o O

o

o
o K
o K

(6 -

e
e

Ul

>
>
>
>
>
>
>
>
>
>
>
>
>
>

Ul

Ul O

Sal-4 §; =]

G
o
o
o
o
o
Y.
Y.
Y.
Y.
Y.

@)

(@)

@)

X
4

>
»
e
e
e

(19

InN



TVanEerd
Sticky Note
And how do we know there aren't more states?
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Sticky Note
Or are there really less states?
hmmm...
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Sticky Note
Is this state really just ...
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Sticky Note
...a combination of these two states?


So really...
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Sticky Note
The algorithm can't see the *whole* queue at once...
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Sticky Note
The algorithm can only catch a glimpse of one piece of state at a time.


201

Tony Van Eerd 04 July 2016

XXk T K X L0
CORINE XX > 0
Ko )Xok xX 0
CORINE XX > 0
x < X X X 0
o 0 o 0 X 0 b T
o " (@ JTo) X b ST
o N (@ JTo) X b ST
O O 0 X X
o @RTol| Iy Te) $Kowon
o @NTol| Iy JTe) )\
(@ JTe o un X X
o " - JTol| |- o) xX o
(@ NTe X b ST b T
o un X X XK
o < o < o < o <
o < o < @ISy @RSy
o < o < @RSy @ISV
o < o < o <« o <«
o o <« o« o <
@ISy o o« oK< O W
[@JESY @ISy o < O
[@JESY @ISy o < O W0
[@JESY @ISy o < O
o <« @ISy o o< O W0
o < o < HK < O
o o« (@NTe [@XTe
o < XK o 0 o 0
o <« X < O W O W
o < R | (@le O 0

4tail—\1,



TVanEerd
Sticky Note
So this glimpse could be any of the highlighted states (just with different numbers, but same idea)
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while(!is_zero(ent, tmp.gen) ) {
if (ent.gen < prev) return false; // full
else tmp.incr();
if (ent.data) prev = ent.gen; }
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4141414

ent = buffer[tmp].load(relaxed)
O\/\ﬁul '95%%) #nﬁ(ge}f\)?{o 01010
S| Sjf @Bnﬁge‘h éprév)‘?et&rn‘falée G fall 4 4

else tmp.incr();

0 Oif fentdata) prev Yent.gén; § 0 0 00
O geninewg{val tmp.gen}; > 4 4 4 4 4

O
O
O

} while (! buffer[tmp].CAS(ent, newg, release));

tmp.incr(); // go to next

// update if no one else has gone as far:
while ('tail.CAS(old, tmp) && old <tmp) {}
return true;

}

All states are valid states for all lines of code!?

BtpoRd) o | o
5151515

eni ent;

enj tmp:

ergor%:o mfg) heoc";tdo//(‘I)axom}lgcI>o(adX S 2
0% 5 515154141444

= buff —
%lléc('ene;daa(m%?)ﬁ) X[X|X|X
i == tﬁﬂ|o59euf?£>J tuh 0} // ‘empty”

else tmp |ncr()
X X XX XXX XX XX X XX

5 denizeto{0, tmpgeh+1}; 5 5 5 5 5 5
} while (! buffer[tmp].CAS(ent, zero, acquire));
tmp.incr(); // go to next
// update if no one else has gone as far:
while ('head.CAS(old, tmp) && old <tmp) {}
return ent.val,

Ul MK oo QU S
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if (ent.gen == tmp.gen) return 0; // empty if (ent.gen < prev) return false; // full

Update tail before leaving? =



TVanEerd
Sticky Note
here's a couple of interesting cases - if we search the whole queue and find it empty or full, we just leave.

Shouldn't we, couldn't we, update tail so the next thread doesn't need to search the whole queue as well?
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if (ent.gen == tmp.gen) {
/[ update if no one else has gone as far:
while (tail.CAS(old, tmp) && old <tmp) {}
return O; // empty

}

if (ent.gen < prev) {

/[ update if no one else has gone as far:

while (head.CAS(old, tmp) && old < tmp) {}

return false; // full

}
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INVARIANT: tail@gen is “<=“ real tail
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But checking every line of code against every possible state is mind-numbing.

And what, really, are we 'checking'?

We are checking that our invariants hold.  So we need to know what those invariants are...
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tail <= real tail
head <= real head
range is circularly contiguous

tail only increases, adds data

head only increases, when data
~ head <= tail ?

ordering guarantees?
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do {
ent = buffer[tmp].load(relaxed);
while(!is_zero(ent, tmp.gen) ) {
if (ent.gen < prev) return false; // full
else tmp.incr();
if (ent.data) prev = ent.gen; }
geni newg{val, tmp.gen};
} while (! buffer[tmp].CAS(ent, newg, release));
tmp.incr(); // go to next
/l update if no one else has gone as far:

while ('tail.CAS(old, tmp) && old < tmp) {}
return true;

do {
ent = buffer[tmp].load(relaxed);
while( ! ent.is_data(tmp.gen) )
if (ent.gen == tmp.gen) return O; // empty
else tmp.incr();

geni zero{0, tmp.gen+1};
} while (! buffer[tmp].CAS(ent, zero, acquire));
tmp.incr(); // go to next
/l update if no one else has gone as far:

while (thead.CAS(old, tmp) && old < tmp) {}
return ent.val;

tail <= real tail
head <= real head
range is circularly contiguous?

tail only increases, adds data
head only increases, when data
~ head <= tail ?

ordering guarantees?
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Looking Back

push()


TVanEerd
Sticky Note
Coming to the end.  What have we accomplished.

Last year's talk, believe it or not, only managed to implement push().
But this year, wow...
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Looking Back

push()
pop()


TVanEerd
Sticky Note
push and pop!
That's like twice as much.
Wow!
/sarcasm
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Looking Back

push()

pop()
(started invariants)


TVanEerd
Sticky Note
But we also started looking into invariants, which can hopefully lead to something close to "proofs"
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e “The Problem with Threads”

http://ptolemy.eecs.berkeley.edu/

http://ptolemy.eecs.berkeley.edu/publications/papers/06/problemwithThreads/

“A part of the Ptolemy Project experiment was to see whether effective software engineering practices
could be developed for an academic research setting. We developed a process that included a code maturity
rating system (with four levels, red, yellow, green, and blue), design reviews, code reviews, nightly builds,

regression tests, and automated code coverage metrics. The portion of the kernel that ensured a
consistent view of the program structure was written in early 2000, design reviewed to yellow, and code
reviewed to green. The reviewers included concurrency experts, not just inexperienced graduate students

(Christopher Hylands (now Brooks), Bart Kienhuis, John Reekie, and myself were all reviewers). We wrote
regression tests that achieved 100 percent code coverage. The nightly build and regression tests ran on a

two processor SMP machine, which exhibited different thread behavior than the development machines, which
all had a single processor. The Ptolemy Il system itself began to be widely used, and every use of the

system exercised this code. No problems were observed until the code deadlocked on April 26, 2004,

four years later.”


http://ptolemy.eecs.berkeley.edu/
http://ptolemy.eecs.berkeley.edu/
http://ptolemy.eecs.berkeley.edu/publications/papers/06/problemwithThreads/
http://ptolemy.eecs.berkeley.edu/publications/papers/06/problemwithThreads/
TVanEerd
Sticky Note
Because, let me tell you, testing isn't going to be enough.  We need testing, but we also need provability.

(4 years before it deadlocked!)
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Looking Ahead


TVanEerd
Sticky Note
What more could we do with this queue (because it isn't nearly complicated enough yet)
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Sticky Note
same old queue, almost full.  Only one empty spot left.
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Sticky Note
Instead of being full, could we connect it to another buffer (leaving a special marker (comptomization!) in the queue that chains to the new buffer?
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ref++ 4x ->

ref++ =~ 2X->

<32 \ -
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And how do we manage these new buffers?

And can we ever delete the buffers if the queue empties?

Probably need ref counting...
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ref++

+ Structures, not just ints!

ref++

<32

4X ->
XIXIXIXIXIXIXIXIXIX|XIX XXX |X|X X
2X ->
XIXIXIXIXIXIXIXIXIX|XIX XIXIX|X|X X
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And what's with these comptomizations where we can only hold ints in our queue.

I want to hold arbitrary structs/classes!
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But that's a journey for next time...


bool push(int val)

{int prev = 0;

geni ent;

geni tmp;

geni old = tmp = tail; // laxtomic load
do {

ent = buffer[tmp].load(relaxed);
while( ! is_zero(ent, tmp.gen) ) {
if (ent.gen < prev) {
while('tail. CAS(old,tmp) && old < tmp) {}
return false; // full
} else tmp.incr();
if (ent.data) prev = ent.gen; }
geni newg{val, tmp.gen};
} while (! buffer[tmp].CAS(ent, newg, release));
tmp.incr(); // go to next
I/l update if no one else has gone as far:
while ('tail.CAS(old, tmp) && old <tmp) {}
return true;

}

int pop()
{ .
geni ent;
geni tmp;
geni old = tmp = head; // laxtomic load
do {
ent = buffer[tmp].load(relaxed);
while( ! ent.is_data(tmp.gen) )
if (ent.gen == tmp.gen) {
while(lhead.CAS(old,tmp) && old<tmp){ }
return O; // empty
} else tmp.incr();

geni zero{0, tmp.gen+1};
} while (! buffer[tmp].CAS(ent, zero, acquire));
tmp.incr(); // go to next
/[ update if no one else has gone as far:
while ('head.CAS(old, tmp) && old < tmp) {}
return ent.val,

}






