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Abstract

Quantum-optical communication combines quantum aspects of light and communication
engineering to bring forth novel approaches to communication. One of these approaches is
quantum-key distribution, enabling practical and secure-key generation. As a fledgling dis-
cipline, quantum-optical communication lacks a unified theoretical framework on which
both communication engineers and quantum physicists agree. Single-mode quantum op-
tics, the standard framework used to describe the quantum properties of light, lacks the
notion of a continuous spectrum, essential for communication theory.

The present thesis aims to deliver the missing theoretical framework for quantum-optical
communication by reviewing the quantum description of a coherent-state transmission sys-
tem implementing quantum-key distribution (QKD) in three steps: First, we present and
compare QKD protocols and argue why continuous-variable quantum-key distribution (CV-
QKD) resembles a coherent-state transmission system. Second, we derive a continuous-
mode quantum theory of light rooted in quantum field-theory and apply it to describe the
building blocks of a coherent-state transmission system. Third, we assemble the previously
derived building blocks into a coherent-state transmission system and compare them to a
software-defined implementation of a coherent-transmission system, emphasizing signal-
processing aspects.

Our continuous-mode quantum theory of light is compatible with the few references on
continuous-mode quantum optics but is more transparent in the underlying assumptions.
Applied to quantum-optical communication, we motivate a generalized quadrature opera-
tor, which accounts for measurements of particular frequency bands. Furthermore, we show
that the electro-optical in-phase/quadrature (I/Q) modulator and balanced detector imple-
ment up- and downconversion of classical signal processing. Applied to CV-QKD, we find
a self-contained description that the respective domain experts can agree on, allowing for a
future transfer of methods between quantum optics and communication engineering.



Notation

We mostly adopt the mathematical notation from popular quantum field-theory books, e.g.
Refs. [1,[2].

Throughout the thesis, we exclusively use the natural unit system, where the natural con-
stants, i.e., speed of light ¢, reduced Planck constant #, electric charge e, electron mass m,,
dielectric constant ¢, are set to one, significantly reducing notational clutter. If required,
one can restore the SI units by dimensional analysis.

If not explicitly stated, the integration domain covers the n-dimensional real numbers, R".

For the temporal Fourier transform, we choose the convention

ft) = f czl_if(w)eﬂ'wt f(w) = fdtf(t)e‘“‘”.

For the spatial Fourier transform, we choose the convention

3
100= [ e $@) = [ @ foverv,

The four-dimensional (spacetime), Fourier transform follows from the combined temporal
and spatial Fourier transform

4
flex) = f ((;Tl))‘*f (Do, p)e*tipot=px f(po,p) = f d*x f(t, x)e~ ol +ipx
where we identify p, with the energy w. We denote the convolution operator with x, i.e,
’ ’ ’ daw +iwt
(fxg)®= [ d' f()gt =) = | — flw)glw)e
in the frequency and
do’ ’ ’ —iwt
@@ = | S=f@gw—w)= [ dtfOgbe
in the time domain.

To become proficient with the Minkowski metric and tensors, we recommend the study of
Ref. [3]]. Three-dimensional vectors are denoted by boldface, i.e.,
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Sometimes, we express vectors as linear combinations of unit vectors, e.g.,
3
a=a'¢ = Z a'g;
i=1

wherein we used the Einstein summation convention, summing over a pair of lower and
upper indices, named “contraction”. Three-dimensional vector components carry a latin
index, e.g., i, j, k,I. Four-dimensional vector components carry a greek index, e.g., i, v, p.
Four-dimensional vectors are denoted without boldface, i.e.,

a°
a=a'e, = <a0> = a
H a a?

o3

and we refer to the zeroth component a® as the time component and the other components
a' as the spatial components. It is common practice to refer to a vector by its component,
i.e., a# refers to the four-dimensional vector a.

For the Minkowski metric g*” we adopt the "mostly minus” convention, i.e.,

gOO gOI gOZ g03 +1 0 0 0
g,uv _ gIO gll g12 g13 _ 0 -1 0 0
g20 g21 g22 g23 0 0 -1 0
g30 g31 g32 g33 0 0 0 -1

The Minkowski product given two four-dimensional vectors, a* and b¥, is given by the con-
traction
atg,b” = a’b® —a - b = a’b° — q;b’

wherein a - b is the scalar product on Euclidean space. The Minkowski metric can be used
to raise and lower indices,

a, = glan =
and a spatial component with a lower index is not in general equal to a spatial component
with a raised index, a; # a'!

With regard to quantum mechanics, we use the standard bra-ket notation where we denote
scalar-valued operators by a hat, e.g., X, and vector-valued operators by boldface hat, e.g.,

X.

Analog to the continuous-time signal x(t), we define the discrete-time signal

x[n] = fdt x(H)W(t — nT),

II1



wherein T is the sampling period. Sometimes we refer to x[n] as samples or a sample similar
as x(t) denotes a function or the function evaluated at ¢t. To distinguish samples from sym-
bols, which do not require a sampling period T, we use the index notation, i.e., x,,, denotes
a symbol while x[m] denotes a sample.

Regarding operator ordering, we note the normal-ordering symbol, moving the creation op-
erators, e.g., d', to the left and the annihilation operators, e.g., 4, to the right, by

:aath: = atab.

As time-ordering symbol we adopt J;, which evaluates an operator in forward time-order [2}

p- 84],
1. t t R R t t R R
§T+./‘ dtl—/ dtzA(tl)B(t2)=f dtlf dtzA(tl)B(tz).
to to to to

v



Acronyms

ADC analog-to-digital converter.
AES advanced encryption standard.
AM amplitude modulation.

AR anti-reflective.

BCH Baker-Campbell-Hausdorff.
BD balanced detector.

BS beam splitter.

CCR canonical commutation relation.
COM center of mass.

CV-QKD continuous-variable quantum-key distribution.

DAC digital-to-analog converter.

DOF degrees of freedom.

DPS-QKD differential phase-shift quantum-key distribution.
DSP digital signal processing.

DV-QKD discrete-variable quantum-key distribution.

EB entanglement-based.



ECDH elliptic-curve Diffie-Hellman.
EOM equation(s) of motion.

ETCR equal-time commutation relation.

FC fiber coupler.

GNFS generalized number field sieve.

1/Q in-phase/quadrature.

IQM in-phase and quadrature modulator.

LDPC low-density parity-check.
LO local oscillator.
LP low-pass.

LTI linear time-invariant.

MAC message authentication code.
MZI1 Mach-Zehnder interferometer.

MZM Mach-Zehnder modulator.

OFDM orthogonal frequency-division multiplexing.

OTP one-time pad.

P&M prepare-and-measure.
PBS polarized beam splitter.
PC polarization controller.

PD photodiode.
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PKD public-key distribution.
POVM positive operator-valued measure.
PS phase-shifter.

PWM power meter.

QBER quantum-bit error-rate.
QED quantum electrodynamics.
QKD quantum-key distribution.

QPSK quadrature phase-shift keying.

RF radio frequency.
RRC root-raised-cosine.

RX receiver.

SNR signal-to-noise ratio.
SPD Single-photon detector.

SPS Single-photon source.

TIA transimpedance amplifier.

TX transmitter.

VOA variable optical attenuator.
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Introduction

Optical communication enables humanity worldwide to share information in a split sec-
ond, with companies like Huawei undergoing tremendous efforts to advance the frontiers.
In addition to incremental innovation increasing the performance and decreasing the cost
of optical communication technology, we observe intensified activities towards disruptive
innovations that challenge our present understanding of communication. One such branch
of activity is quantum-optical communication, incorporating quantum aspects of light into
classical communication and leading to novel communication technology like quantum-
key distribution (QKD), which enables practical and secure-key generation. As a still young
discipline, which emerged from two highly advanced fields, communication engineering
and quantum physics, quantum communication lacks a unified description on which both
communication engineers and quantum physicists agree. The present thesis aims to resolve
the seeming discrepancies between communication engineering and quantum physics by
reviewing a practical implementation of a quantum-communication system employing a
continuous-variable quantum-key distribution (CV-QKD) protocol. In the process, we in-
tend to develop a theoretical framework for quantum-optical communication, incorporating
quantum effects into classical communication, which has applicability beyond CV-QKD.

Problem statement

To raise awareness of the challenges ahead, we review the best-known quantum theory of
light, single-mode quantum optics, along with central ideas from classical communication
and outline where these pictures conflict.

In single-mode quantum optics, we model monochromatic light with frequency w, as a
quantum harmonic oscillator with unit mass, m = 1, and Hamiltonian [4, |5]
H = wyd'a, (0.0.1)

wherein d and @' are the quantum annihilation and creation operators, destroying or creat-
ing an excitation or “mode” of frequency w,. The electric field operator,

E(t,x) = & (@ + a7) sin(wpx), (0.0.2)

wherein &, has the interpretation of an electric field density, establishes the connection
between the quantum harmonic oscillator and electromagnetic radiation, including light [4,



p. 12]. Two of the most important quantum states are the number and the coherent state,

o)

|n) = L (d’f)" |0) and |o) = exp (—%|a|z> Z o |n). (0.0.3)

Vn! n=o \/n!

The number state is parametrized by a natural number n € Ny counting the number of exci-
tations. The coherent state is parametrized by a complex number a € C encoding amplitude
and phase. The expectation value of the electric field operator with respect to a coherent
state,

(aE®)|a) = V2|l sin (wyt — 0), (0.0.4)

equals a classical monochromatic wave with amplitude proportional to |a| and phase 6 [4,
p. 45].

The central concept in communication engineering is that of a signal, not specific to a par-
ticular physical realization, e.g., mechanical or electromagnetic waves. In that sense, light is
primarily an implementation detail for carrying information-bearing signals. In the follow-
ing, we assume the information-bearing signals to be narrowband, i.e., have a well-defined
narrow bandwidth B, in the power spectrum Complementary, the carrying signal, ideally,
only comprises a single well-defined frequency component, tailored to the physical trans-
mission channel, which typically is many magnitudes higher than the frequency compo-
nents of the information-bearing signal. Superimposing carrier signals with frequencies
sufficiently spaced apart allows multiplexing of information-bearing signals on a common
transmission medium. Affiliating an information-bearing signal with a carrier is imple-

|x(cw)|?
A
By
——
|§~
hn ]
’Ill 1 i : w
0 @e

Figure 0.1.: Power spectrum comprising an information-bearing signal with bandwidth B;
at zero frequency, w = 0, a carrier signal at a carrier frequency much greater
than the bandwidth, w, > By. The upconverted information-bearing spectrum
is indicated by dashed lines.

mented by modulating the information-bearing signal onto the carrier signal. On a more
abstract level, the power spectrum of the information-bearing signal is shifted by the carrier
frequency, as illustrated in Figure[0.1] The asymmetry of the information-bearing spectrum
around zero frequency, @ = 0, in Figure[0.1|implies that the information-bearing signal is

'In general, there is no requirement for the information-bearing signal to be narrowband, see, for instance,
orthogonal frequency-division multiplexing (OFDM) and spread-spectrum techniques.



complex-valued. At the same time, the spectrum of the information-bearing signal modu-
lated onto the carrier, denoted by the dashed spectrum around w,., has complex conjugate
symmetry, i.e., is thus real-valued, as we would expect from a physical signal. As it is techni-
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Figure 0.2.: Power spectrum comprising a modulated carrier signal at carrier frequency w,
with bandwidth Bi, a local oscillator (LO) signal with frequency slightly above
the carrier frequency, w; > .. The downconverted modulated-carrier spectra
are indicated by dashed lines, lower band at w; —w. > 0, and dotted lines, upper
band at w; + w.. The detector bandwidth is indicated by B; > w; — w,.

cal unfeasible to measure the modulated carrier directly at the carrier frequency, we demod-
ulate or downconvert the information-bearing signal from the carrier by mixing the received
signal with a LO at frequency w;, producing a low- and high-frequency signal at w; — w, re-
spectively w; + w,, as depicted in Figure For a useful measurement, the LO frequency w,
should be chosen such that the detector bandwidth B, covers the complete low-frequency
signal, i.e., w; —w. + B;/2 < By. The relative dependence of the measured spectrum from the
LO frequency w; and the fact that the modulated carrier signal and the information-bearing
signal contain the same information suggests introducing the concept of base- and passband
representation [6]. The passband representation corresponds to the physical reality where
the information-bearing signal is modulated onto the carrier. The passband signal is real-
valued, and the spectrum has complex conjugate symmetry. However, when we measure the
spectrum, we do so with a relative frequency and obtain an asymmetric spectrum centered
at zero frequency, the baseband representation. Figure|0.3|shows the power spectrum of a
received signal in baseband representation comprising two signal bands and a pilot tone.

To sum up, single-mode quantum optics provides precise physical meaning to light, includ-
ing quantum effects, although limited to monochromatic light. On the other side, commu-
nication engineering provides a framework for efficiently encoding, transmitting, receiving,
and decoding information but attempts no statements about the underlying physics. For
quantum-optical communication, it is inevitable to welcome and incorporate both views.
For instance, people with a background in quantum optics but foreign to communication
engineering often advocate the concept of “one state, one universe”, where each quantum
transmission is completely independent. However, if we include practical considerations,
like assuming a single transmission line, the picture of “one state, one universe” is plagued
by several ambiguities. For example, a single-mode quantum state with well-defined fre-
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Figure 0.3.: Power spectrum comprising showing the received signal as baseband. At
100 MHz, the spectrum has a pilot tone. Centered at —25MHz, the spec-
trum shows a first passband signal with 12.5 MHz bandwidth. Centered at
—168.75 MHz, the spectrum has a second passband signal with 12.5 MHz band-
width.

quency w, represents a perfect sinusoidal wave with infinite duration, making information
transmission absurd. The typical counter-argument is that single-mode quantum optics im-
plicitly assumes pulses with w, being the center frequency of the pulse. While the counter-
argument is technically valid, we must admit that it only raises new questions, such as
bandwidth-limitations on the pulse parameters, all properly addressed in communication
engineering.

The multi-mode quantum-optics mentioned in popular quantum-optics books [4, |5]] are in-
sufficient to represent continuous-time signals, and performing a continuum limit might
not be correct if we consider the huge differences between linear algebra and functional
analysis. The advanced quantum-optics literature [7, 8] does sometimes use a continuous-
mode formalism but does not explicitly investigate its properties. We are only aware of
two quantum-optics books [9}|10] that explicitly discuss a continuous-mode theory of light
but again open up new questions regarding the fundamental assumptions and justification
thereof. If we are willing to go one step deeper, we find answers in the quantum field-theory
literature [2, 11} 12, 13], but it is up to us to transfer these insights from particle physics to
quantum-optics applications. We even have to go a bit deeper and look into mathematical
quantum field-theory [14}|15,|16] to answer some questions. Finally, we want to understand
and upgrade quantum models of (electro-)optical components in the literature [7, (17, 18,
8] to a mode continuum for comparison with the results from the optical-communication
community [19,20]. Regarding communication engineering, we retain the well-established
signal-processing fundamentals, as presented, for example, in Refs. [21} 22,23} |6, 24, [25].



Thesis outline

Our work is divided into four chapters. In Chapter[I} we present an introduction to QKD,
emphasizing the similarities between the plethora of seemingly different protocols and at-
tempting to argue why CV-QKD resembles a coherent-state communication system. In the
following three chapters, we construct our theoretical framework for quantum-optical com-
munication towards CV-QKD. Starting from a general quantum theory of light in Chapter[2}
applying the quantum theory to describe the building blocks of coherent communication
systems in Chapter |3} to an abstract description of a coherent-state transmission system’s
signal processing in Chapter[4 While the thesis chapter structure supports a bottom-up ap-
proach, it is equally possible to read the thesis from the back to the front, revealing more
and more details.



Chapter 0
Quantum-key distribution

Before diving deep into the technical details of our quantum theory of light, we would like
to introduce the reader to quantum-key distribution (QKD) as an example of quantum op-
tical communication. In particular, we want to emphasize the many different layers, quan-
tum and classical, involved in practical quantum optical communication. Our introduction
favors breadth over depth and ignores protocol-specific details to highlight the similarities,
specifically between discrete-variable quantum-key distribution (DV-QKD) and continuous-
variable quantum-key distribution (CV-QKD).

The literature divides QKD protocols among DV-QKD and CV-QKD and differential phase-
shift quantum-key distribution (DPS-QKD), though this thesis will not address DPS-QKD
further. One of the few resources painting a comprehensive and decisive picture of QKD,
and providing much inspiration for the present chapter, is Ref. [26]]. Other notable refer-
ences are Ref. [27]], reviewing the practical aspects of QKD, and Refs. 28} 29] for CV-QKD.
DV-QKD is often approached in the context of Gaussian quantum information theory, see
Refs. [30,31]]. More advanced resources highlighting the practical implementation of QKD
are found in Refs. [32}[33,34]. Compared to the existing literature, our introduction to QKD
attempts to weaken the distinction between DV-QKD and CV-QKD by framing it as an en-
coding detail.

The chapter organizes as follows. First, we motivate the challenge of secure and practical
key distribution in the context of secure communication. Second, we present the key con-
cepts of protocols based on qubit and bosonic quantum information. Third, we discuss the
classical post-processing procedure required to distill a shared secret key. Fourth, we provide
rough ideas on how to perform a security analysis of QKD. Finally, we argue for the concept
of a logical and encoding quantum layer for practical QKD. One of the most relevant con-
clusions to draw from this chapter is that a coherent-state transmission system resembles
the encoding quantum layer for CV-QKD protocols.



1.1. Secret-key distribution problem

Two spatially distanced parties, Alice and Bob, share a communication channel that allows
Alice to send messages to Bob. How can Alice and Bob secure their communication against
an opposing third party, Eve? Alice needs to ensure that the message she transmits is con-
fidential, i.e., only Bob can read it. Bob needs to ensure that the message he receives is
integer, i.e., only Alice can have sent it. Figure [1.1]depicts a secure communication system

Alice Bob
Message > Channel »| Message
4 \
hash unhash
\ Y
Ciphertext Ciphertext
A \
encrypt decrypt
\ Y
Plaintext Plaintext

Figure 1.1.: Secure communication system comprising a transmitter (Alice), a receiver (Bob)
and a public communication channel. Alice encrypts a plaintext message yield-
ing a ciphertext. By adding the hash to the ciphertext, Alice constructs a message
she transmits through the channel to Bob. Bob removes the hash from his re-
ceived message to resolve the ciphertext. Decrypting the ciphertext unveils the
plaintext for Bob.

implementing integrity and confidentiality between Alice and Bob[l| First, Alice encrypts
a plaintext message, using symmetric encryption like the one-time pad (OTP) [38] or the
more practical advanced encryption standard (AES) [39], to ensure confidentiality. Second,
she adds a message authentication code (MAC) using, e.g., universal hash functions [40], to
ensure integrity. Bob receives the encrypted message with MAC from Alice. He confirms
the integrity of the message by checking the MAC, then he decrypts the message to access
the plaintext.

Message authentication and cipher require Alice and Bob to possess a shared secret key. If
Alice and Bob use the OTP cipher and their secret key is truly random, the communication
system is eternally secure [38] — provided that Alice and Bob do not re-use their secret key.
Unless Alice and Bob do not want to meet in person every time they initiate communication,
Alice and Bob need a practical method to distribute a secret key.

!For a discussion on the order of hashing and encryption, see Ref. [35}36}/37.



1.1.1. Public-key distribution

The standard attempt to solve the key-distribution problem is to use an asymmetric cipher
comprising a public key for encryption and a private key for decryption. One of the parties,
for example, Bob, first generates an asymmetric key pair of which he discloses the public
key to Alice. Alice generates a secret key from a true random generator, encrypts it with
the public key, and sends it to Bob, see the left-hand side of Figure Bob decrypts the
message he received from Alice with his private key to obtain Alice’s secret key, see the right-
hand side of Figure Assuming the asymmetric cipher to be secure, Alice and Bob now
share a secret key. Public-key distribution algorithms, for instance, Diffie-Hellman [41] and

Alice Bob
Secret key || Message >  Channel »| Message || Secret key
Public key Private key

Figure 1.2.: Alices and Bob use an asymmetric cipher to distribute a secret key. Alice pos-
sesses the secret key and a public key, and Bob owns a private key corresponding
to Alice’s public key. Alice encrypts the secret key with the public key and trans-
mits the message over a (public) channel to Bob. Bob decrypts the message with
the private key to obtain the secret key.

variants thereof, e.g., elliptic-curve Diffie-Hellman (ECDH), are heavily employed on the
internet because they are effortless to deploy.

The core principle behind asymmetric ciphers is the concept of one-way functions, functions
easy to compute but difficult to invert. Here, easy and difficult refer to the computational
complexity, denoting the upper bound of the best (known) algorithm to solve the problem.
The time to break an asymmetric cipher depends on the computational resources and com-
plexity. In practice, one chooses a key length, such that attacks, possible with present com-
putational resources, become impractical. However, computational resources advance with
timeE] A key length that was considered secure in the past might be rendered useless in the
future. Itisimaginable to store communication from the present in the hope of breaking it in
the future. In addition to technological progress in computing, discovering new algorithms
may decrease the computational complexity and make certain attacks practicable. For ex-
ample, Shor’s quantum algorithm [43[] provides an exponential speed-up in prime number
factorization compared to the fastest (known) classical algorithm, GNFS, see Figure[1.3] As
prime number factorization is used by, for instance, Diffie-Hellman key exchange, as a one-
way function, a sufficiently-powerful quantum computer can break previously, assumed to

2According to Moore’s observation, the number of transistors in integrated circuits doubles every two years.
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Figure 1.3.: Computational runtimes for prime number factorization algorithms: The
most efficient known classical algorithm is the generalized number field sieve
(GNFS) [42] (green) and Shor’s algorithm [43]] (orange). The runtime of the
classical algorithm increases exponentially with the number of bits, while the
quantum algorithm rises almost linearly.

be, secure communication.

As long as there exists no mathematical proof for a theoretical lower bound of the computa-
tional complexity of a particular class of one-way functions, PKD is not forward secure, i.e.,
might be broken in the futureﬂ

3Post-quantum cryptography [44, 145] attempts to mitigate the vulnerability of present asymmetric ciphers
against quantum algorithms by choosing a different class of one-way functions suspected to be secure. But
again, as long as there is no absolute lower bound for the computational complexity of a particular class of
one-way functions, forward security of PKD, including post-quantum ciphers, remains contestable.



1.1.2. Quantum-key distribution

The potential of public-key distribution (PKD) becoming a vulnerability inflames the de-
mand for a practical and forward secure key distribution scheme. Ideally, the key-distribution
scheme should dynamically react to any third-party interaction by compensating for the in-
formation leak or aborting the protocol. QKD claims to be such a key-distribution scheme.
Based on the laws of quantum physics, QKD exploits the inherent uncertainty of measuring
non-orthogonal quantum states to generate random correlations between Alice and Bob. Al-
ice’s and Bob’s correlations provide insights about potential information loss to a third party.
Using classical techniques, Alice and Bob can then compensate for the potential information
loss or abort the protocol if necessary. Figure|1.4| presents a communication system profi-

A

Quantum channel

!

read and write

Alice l Bob
A
Secret key |« Transmitter Eve Receiver || Secret key
T A
read

Classical channel

A

Figure 1.4.: Alice and Bob use a quantum and classical channel to generate a shared secret-
key. Alice possesses a transmitter, and Bob owns a receiver. Transmitter and
receiver both output a secret key and connect to a quantum and classical chan-
nel. A potential adversary, Eve, has read and write access to the quantum but
only read access to the classical channel.

cient for QKD. The classical and quantum channel connecting Bob’s receiver with Alice’s
transmitter is usually the same physical medium. For example, an optical fiber where the
quantum and classical channels occupy different wavelengths or polarization. If the QKD
protocol succeeds, Alice’s transmitter and Bob’s receiver output the same secret key to Alice,
respectively Bob. The adversary, Eve, has full access (read and write) to the quantum chan-
nel but has only read access to the classical channel. The restriction that Eve has only read
access over the classical channel is important to exclude man-in-the-middle attacks. How-
ever, the restriction is not a practical limitation as we can ensure integrity by promoting the
classical channel to an authenticated channel using MACs.

The details on QKD strongly depend on the particular implementation at hand, the QKD

10



protocol. A huge zoo of QKD protocols exists, and it is useful to overview common features
for a systematic presentation. The QKD literature typically distinguishes between DV-QKD,
CV-QKD, and DPS-QKD. Leaving out DPS-QKD, it is unclear which features unambiguously
differentiate between CV-QKD and DV-QKD. For instance, most practical DV-QKD proto-
cols use weak coherent states [28|], which are anything but discrete. The accepted opinion
considers a protocol discrete when using a single photon and continuous when using a co-
herent detector. However, this view is challenged by discrete QKD protocols, like BB84 [46],
using coherent detection [47]. What other feature can we use if the detection method does
not clearly distinguish between CV-QKD and DV-QKD? Figure summarizes common

Quadra-
tures

Coherent

Squeezing

Polarization Passive

Single-
photon

Finite

Active

Prepare-
and-

measure
Countable

Entangle-
ment-based

Figure 1.5.: Common characteristics of QKD protocols in a tree diagram. The protocol
schema is either prepare-and-measure (P&M) or entanglement-based (EB). The
Measurement basis selection is either passive or active. The detection is usually
coherent or based on single-photon clicks. The logical Hilbert space is either
finite or countable. Among many, the physical encoding uses the field quadra-
tures, polarization, or squeezing degrees of freedoms (DOFs) of light.
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features among QKD protocols. Features like the protocol schema, the measurement basis
selection, and the detector are uniquely determined. More opaque is the distinction be-
tween the physical encoding and the logical Hilbert space, a concept which we introduce
here. The physical encoding refers to the light DOFs used to encode the data, for example,
the polarization of light or the particular quantum state. More often, the technical facili-
ties determine the physical encoding. For example, coherent light sources and detectors are
mature technologies. At the same time, many QKD protocols assume a more simple quan-
tum system than that of light, which we refer to as the logical Hilbert space. The logical
Hilbert space is either finite or countable. If it is finite, it is often a qubit or generalization
thereof. If it is countable, it is often bosonic. Therefore, we propose not to partition QKD
protocols among CV-QKD or DV-QKD but by their logical Hilbert space being bosonic- or
qubit—basecﬂ which we both present in the next two sections.

1.2. Qubit-based protocols

Many DV-QKD protocols, e.g., the BB84 [46], BB92, or the six-state protocol [48]], are qubit-
based in that the logical quantum system underlying the key generation is a two-state quan-
tum system, a qubit.

A qubit state |1) is an element of a two-dimensional complex Hilbert space with norm one,
i.e., [(¥[)|?> = 1. In the qubit basis {|0), |1)}, a generic qubit state takes the form

[¥) = ¢1]0) + ¢,|1) with |¢; ]2 + |¢,|* = 1. (1.2.1)

Table lists different quantum systems which allow encoding of a qubit. To encode a

Encoding variable Standard basis

|0) 1)
Polarization Horizontal Vertical
Photon number Vacuum  Single-photon
Time-bin Early Late
Phase-bin Odeg 180 deg

Table 1.1.: Possible physical systems to encode a qubit with possible choices for the standard
basis elements.

qubit the actual quantum systems does not have to be two-dimensional. For example, the
photon Fock space is countable. Still, by restricting the basis elements to the vacuum and
single-photon state, we have a qubit. Similar, we can partition the continuous time and
phase parameters of a quantum system to separate bins.

4Such a distinction is also indicated in quantum information theory, see, for instance, Ref. |30, p. 2].

12



A useful visualization of qubit states is the Bloch sphere, see Figure[1.6] The Bloch sphere is

|z4) =10)

lz_) = (1)

Figure 1.6.: Two-state quantum system in the Bloch sphere representation. The Bloch
sphere is a three-dimensional sphere with unit radius. A pure quantum state
|1) resides on its surface of a sphere.

a unit sphere embedded in three-dimensional space. Pure quantum states are elements on
the surface of the Bloch sphere. Two antiparallel vectors correspond to orthogonal states.
Typically, the standard axis in R? are assigned to the three orthogonal Pauli eigenbases. A
generic quantum state [) in a certain basis can be found by projection. Figure [1.7/shows
the projection among the X and Z Pauli eigenbases. In quantum mechanics, the projection
coefficients, i.e., the inner product of two states, correspond to the probability amplitude of
measuring the given state in particular basis. We can formalize this concept by introducing
the generalized spin operator

: n n, —in
5] — 3 1 2
ik (nl +in, —-n+3 ) (1.2.2)

wherein i € R3 is a unit norm vector and g; is the jth Pauli matrix. Let |+, fi) be the eigen-
state of the generalized spin operator S(f) to eigenvalues +1/2, i.e.,

|+, A), (1.2.3)

NS

S@H)|+,h) = +
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Figure 1.7.: Two-dimensional state space spanned by the X, Z Pauli eigenbases: Projecting
the |x_) state onto the Z eigenbasis yields a constant probability amplitude of

1/4/2.

then for A = €; we obtain the §; Pauli eigenstates, i.e.,

5 &a . L. a4 1

Sxlxe) = S(€y)|+, &) = i§|i’ex> = i§|xi> (1.2.4)

R . R 1. . 1

Sylys) = 881, &) = 51+, 8,) = £31ys) (12:5)
&/ A n 1 N 1

Szlze) = S(€;)| %, €;) = —Eli:ez> = i§|zi> (1.2.6)

By convention one identifies the Z Pauli eigenbasis with the qubit basis {|0), |1)}.

Having introduced the concept of basis projections and the spin operator, we can discuss the
BB84 (six state) protocol for which Alice and Bob must agree on two (or three) orthogonal
basesﬁ] and a mapping between the basis states and some bit sequence, then

1. Alice encodes her bits into the state 1) and sends it to Bob.
2. Bobreceives the state |1)) from Alice and performs a measurement decoding some bits.

If Alice and Bob select the same basis, Bob can accurately decode Alice’s key bit from the
measurement. Alice and Bob’s probability of choosing the same basis for one transmission
is one divided by the number of orthogonal bases Alice and Bob have agreed on, e.g., 50 % if
Alice and Bob agreed to use the X and Z Pauli eigenbasis, also called the quantum-bit error-
rate (QBER). In the asymptotic limit of many transmissions, the QBER should approach the

SBB92 using non-orthogonal bases can be implemented by using the generalized spin operator with non-
orthogonal vectors.
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theoretical limit. Otherwise, an opposing third party, Eve, might have tempered with the
transmission. Table|1.2|displays a possible transmission sequence between Alice and Bob.
Alice randomly selects an initial key bit 0 or 1 and a state basis X or Z where X respective Z
denote the eigenbasis of the Pauli o, respective o, matrix. Alice’s initial key bit and selected
basis determine the quantum state she prepares and sends to Bob. Bob randomly chooses a
measurement basis. Only if Alice’s and Bob’s basis agree, the key bit is not discarded. After

Transmission
Party Step 1 2 3 4 5
Initial key bit 0 1 1 0 0
Alice State basis Z X X Z X
Prepared state |zy)  x2) |xZ) |ze) |xg)

Bob Possible outcomes 0,1 0,1 0 0,1

Measurement basis X Z X Z Z
1
Sifted outcomes - - 1 0 -

Table 1.2.: Possible transmission sequence for qubit-based QKD illustrating how Alice en-
codes a key bit into a qubit state and Bob attempt to decode.

the transmission sequence, Alice and Bob hold a partially correlated and partially secret bit
string from which they can distill a shared secret bit string using classical post-processing.

1.2.1. Polarization-encoding BB84

In polarization-encoding BB84, the polarization of light is used as physical quantum system
to encode the logical qubit system. Let |«<) and |]) denote the horizontal respective vertical
polarization states forming the rectilinear basis. Let |\,) and | /") denote the left- and right-
diagonal polarization states forming the diagonal basis. Let |()) and | ) denote the left- and
right-circular polarization states forming the circular basis. We can express the diagonal and
circular basis elements in terms of the rectilinear basis elements:

1 1

= - = o) — 1.2.7

N\ 7 (<) + 1) P 7 (<) =11) (1.2.7)
1 1

|O) \/5(| )+ i) |O) \/E(l )= il (1.2.8)

For clarity, we restrict the following discussion to qubit-based QKD protocols where two
orthogonal bases are used, e.g., rectilinear and diagonal. Other protocols exist that use three
orthogonal bases (six-state protocol) or even non-orthogonal bases.

A possible optical setup to implement such polarization-encoding is depicted in Figure[1.8]
Alice configures her linear polarizer to select a basis element of the rectilinear or diagonal
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polarization basis. Bob receives Alice’s polarization state through the polarization controlled
quantum channel. He rotates a rectilinear polarized beam splitter by either 0° or 45° to detect
either rectilinear or diagonal polarized photons with his two single-photon detectors placed
at the beam splitter output. Alice selects one of four polarization states |«<), 1), |\), [/") by

SPD2

£
7] < D

SPS Polarizer Fiber PC FC PBS SPD1

Figure 1.8.: Optical setup to implement polarization-encoding BB84 with active basis selec-
tion. The transmitter comprises an Single-photon source (SPS) and a polarizer
connected to a fiber. The receiver comprises a polarization controller (PC), a
fiber coupler (FC), a rotatable polarized beam splitter (PBS) with two Single-
photon detectors (SPDs) at its outputs.

adjusting her linear polarizer to one of four angles 6 € {0, 7, 77/2, 37r/2}. We can write Alice’s
state as

1
V2
Unrotated, Bob’s rectilinear polarized beam splitter monitored by two single-photon detec-
tors is equivalent to the positive operator-valued measure (POVM) for detecting rectilinear-
polarized light

16) = — (|O) +€|0)). (1.2.9)

{11 EPRVARGY - |¢><1|}. (1.2.10)

Rotated by 45°, Bob’s rectilinear polarized beam splitter monitored by two single-photon
detectors is equivalent to the POVM for detecting diagonal-polarized light

2 = o 2 = 12wl (1.211)

Instead of Bob actively selecting the measurement basis, he can passively let the quantum
randomness decide by splitting the photon with an unpolarized beam splitter towards a rec-
tilinear and diagonal polarization detector. Figure|1.9|shows an optical setup implementing
polarization-encoding BB84 with passive measurement basis selection. While Alice’s trans-
mitter setup is unchanged to the previous setup, Bob now has two polarization detectors.
One polarization detector comprises a rectilinear-polarized beam splitter and two single-
photon detectors. Another polarization detector comprises a diagonal-polarized beam split-
ter. The POVM describing Bob’s measurement with passive basis selection is

1a 1. 1. 14
{EPH, 5B SR EP/}. (1.2.12)
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SPD [\

PBS SPD
(rectilinear)

N
7] < D

SPS Polarizer Fiber PC FC BS PBS SPD
(diagonal)

Figure 1.9.: Optical setup to implement polarization-encoding BB84 with passive basis se-
lection. The transmitter comprises a SPS and a polarizer connected to a fiber.
The receiver comprises a PC, a FC, an unpolarized beam splitter (BS), a rectilin-
ear PBS with two SPDs at the outputs, and a diagonal PBS with two SPDs at the
outputs. The receiver connects with the fiber through the PC. The FC couples
the output of the PC with the BS which splits the beam among the two PBSs.

Bob may still have inconclusive measurements. For instance, if he receives a horizontal
polarization state |«) and the photon chooses the path towards the diagonal polarization
detector, the clicks among the two single-photon detectors are equally distributed. The po-
larization of light is a qubit and we can simply relabel the polarization states with the Pauli
eigenstates, i.e.,

N = [x3) |O) = |ys)s |<) = |z4)s (1.2.13)
/) = |x-) |O) = |y-) 11 = 1z_) (1.2.14)

to show equivalence to the general qubit description.

17



Prepared Measurement Click probability
state basis P1 D>

Rectilinear 100 % 0%

i Diagonal 50 % 50 %

) Rectilinear 0% 100 %
Diagonal 50 % 50 %

) Rectilinear 50 % 50 %
Diagonal 100 % 0%
Rectilinear 50 % 50 %

|f> (% (0]

Diagonal 0% 100 %

Table 1.3.: Click probabilities for the polarization-encoding BB84 with active measurement
basis selection depending on the states Alice prepared and the measurement
bases Bob selected.

1.2.2. Time-phase-encoding BB84

In the following, we discuss the practical time-phase-encoding BB84 protocol and show its
equivalence to the polarization-encoding BB84. The idea of using phase-encoding was first
proposed as part of the BB92 protocol [49]. The basic setup is illustrated in Figure[1.10} Alice
creates an entangled photon state using a first Mach-Zehnder interferometer (MZI) with
phase 6 € {0, /2, 7, 37/2} and sends it to Bob. Bob detects the photon state using a second
MZI1 with phase ¢ € {0, 7/2} and two single-photon detectors monitoring the outputs.

To understand the time-phase encoding, we analyze the action of the asymmetric MZI with
variable phase ¢ on a photon pulse |t,) arriving at time t,, see Figure[1.11] An ideal (lossless)
and symmetric beam splitter transforms the single-photon input states into a superposition
according td’]

Ugs|1,0) = % (11,0) + |0, 1)) (1.2.15)
Uggl0,1) = % (i]1,0) +|0,1)). (1.2.16)

Then, the first beam splitter BS1 in Figure (instantly) splits a photon pulse |t,) arriving
at ty into the superposition

A 1 .
Usgslt, 0) = E (Ito, 0) +i]0, £o)) (1.2.17)

6See Ref. [[18} p. 137] and Ref. [4} p. 143]
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PS D
Splitter Coupler

(50:50) (50:50) /  SPD
- (- (- -
Splitter Coupler i
SPS (50:50) (50:50) Fiber D
PS SPD

Figure 1.10.: Fiber-optical setup of the phase-encoding BB84 using active basis selection.
The transmitter comprises a SPS and a first asymmetric MZI with variable
phase-shift 6. The transmitter is connected to the receiver through a fiber. The
receiver comprises a second asymmetric MZI with variable phase-shift ¢. The
first and second MZI are both made of two fiber couplers with a variable phase-
shifter in the longer optical path. The outputs of the second asymmetric MZI
is monitored by two SPDs.

where the first mode corresponds to the upper and the second mode to the lower optical
path in Figure The phase shifter adds a relative phase of ¢ between the upper and
lower path and the input state to the second beam splitter BS2 is

PN 1 ,
UpsUsslto, 0) = NG (Ito + 7,0) + iei®]0, £y + T + AT)) (1.2.18)

wherein 7 is the time delay the pulse accumulates over the short upper path and At is the
difference in time delay between the shorter, lower and longer, upper path. The output state
of BS2 is equal to the action of the MZI

Unizmlto, 0) = UpsUpsUgs|to, 0)

1 . i s
= z[(|t0 +7,0) + i|0,ty + 7)) + ie'? (i|ty + T+ AT,0) + |0, £y + T + Ar))]

1 . .
5[|t0 +7,0) — ety + T+ AT, 00 + i (|0, o + 7) + €'?]0, o + T+ Ar))].
(1.2.19)

Ignoring the vacuum state, we project the product state in eq. (1.2.19) onto each of the output
modes and obtain

t1, ¢)y = (|t;) — €|t; + AT)) (1.2.20)

Sl

tr, §)2 = (|t1> + et + AT)), (1.2.21)

5l-
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M1 M2

BS1 BS2

Figure 1.11.: Asymmetric MZI adding a constant time delay and variable phase difference
between the upper and lower path. A pulsed state enters the first BS, BS1, to
the left and is split among a longer upper path and a shorter lower path. A first
mirror M1 directs the pulse from the upper path to a phase shifter which adds
a relative phase of ¢ between the upper and lower path. A second mirror M2
directs the pulse from the phase shifter to a second BS, BS2, while the lower
path is between BS1 and BS2.

wherein t; =ty + 7.

Back to the time-phase-encoding BB84 setup depicted in Figure [1.10} we note that Alice’s
transmitter consists of a single-photon source and an asymmetric MZI where one output is
dumped. Therefore, Alice’s states are parametrized by the relative phase 6,

1
V2

which equals the first output mode of the MZI, eq. (1.2.20)), adapting the new time reference
t; — to. If Bob receives a pulse with time delay At at some time ¢4, i.e., |t; + A7), then his
MZI provides the two detectors with the states

ltg, 6) = — (Ito) — €|t + AT)), (1.2.22)

1

t; + AT, ), = — (|t; + A7) — €|t; + 2A7)) (1.2.23)

Nl

Ity + AT, ¢), = — (|t; + A7) + €'®|t; + 2A7)). (1.2.24)

V2

We note that these are superpositions of states at three different time instances 0, Az, 2Ar.
We drop the pulse time and introduce the state

|AT = m) = |t; + mAT) (1.2.25)

corresponding to the mth detection time slot. In the new notation, Bob’s detectors receive a

superposition of Alice’s states, eq. (1.2.24) and eq. (|1.2.26)),

16,¢)y = :(0-9) |AT = 0) F (¢! £ €9) |Ar = 1) £ £i®+9)|AT = 2) (1.2.26)

V2
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with phase-dependent normalization constant

c,(6—@) = ! . (1.2.27)
2+ cos(6 — ¢)

Using the POVM for detecting a click at time slot m,

{B, = |AT = m){AT = m|}m:0’1,2 , (1.2.28)
we find the click probabilities for the Bob’s detectors to equal
Prm = Tr;éipm = <Pm>6’ ¢i
_|les(@ =P A tcos(6—¢) m=1 (1.2.29)

~ les@ - 9= m=02"

If we configure the detectors to trigger only on the m = 1 time slot, we find the probability
for a click of the plus and minus detectors to be

[1+cos(6—¢)]. (1.2.30)

N =

p+(0—¢) =

Table[1.4summarizes the click probability of the plus and minus detectors triggered on the
m = 1 time slot for a restricted choice of phases: Alice choosing 6 € {0, 7} corresponds to
choosing the Z eigenbasis while 6 € {r/2, 37/2} corresponds to her choosing the X eigen-
basis. Bob using no phase shift ¢ = 0 corresponds to a selection of the X basis while Bob
adding a phase shift of ¢ = /2 corresponds to selection of X as measurement basis. Only if
Alice and Bob choose the same basis, Bob’s click is perfectly correlated with Alice’s choice
for a basis element. Otherwise, it is completely random. Comparing the click probabilities

Phase Detector click probability
6 ¢ p6-9¢) p2(6 —¢)

, 0 100% 0%
/2 50% 50%
0 0% 100 %
/2 50% 50%
o O 50% 50%
/2 100% 0%
0 50% 50%
32 0% 100 %

Table 1.4.: Click probabilities for the time-phase-encoding BB84 protocol depending on the
MZI phase angles set by Alice and Bob.
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of Table[1.4]with the probabilities of the qubit-based BB84, suggests equivalence of the time-
phase-encoding BB84 with the more general qubit-based description of BB84. While we can
identify Alice’s state in the time basis in terms of the Y qubit basis,

to:60) = —=(Ito) — €Ity + AD) = —= (Iy) —€®p)) = [6), (123D
V2 V2

the receiver side cannot simply be relabeled into the qubit-based description: Bob’s Hilbert
space, spanned by the three time slot states, |A7 = m),,— ; », has one additional dimension
compared to the qubit Hilbert space. Such complication can be addressed using “squash-
ing” [50, 51]]: We first find a unitary transformation for the input mode of Bob’s receiver.
Second, we show that the POVM yields the same probability distribution as the qubit-based
description for all possible quantum states. The number state basis {|n)},, No is complete and
countable allowing a proof by induction. It is important to show equivalence for all number
states as Eve’s not limited to the single-photon state.

1.3. Boson-based protocols

The quantum system of interest in boson-based protocols is a single bosonic mode, i.e.,
a quantum harmonic oscillator. For more information on boson information theory, see
Ref. [30,|31]] and Ref. [52} 53| for a particular application towards CV-QKD.

The central observable is the generalized quadrature operator [[10, p. 36]

N 1 . .
X(9) = — (e ™ + afeti® (1.3.1)
\/5( )

wherein a', @ are the bosonic creation and annihilation operators satisfying the canonical
commutation relation (CCR)

[a,6T] =1 [a,a4] =0 = [af,a"]. (1.3.2)
It follows that the generalized quadrature operator satisfies the commutator
[X(9),X(8 + A9)] = isin AS. (1.3.3)

The Robertson uncertainty relation provides a lower bound for the product of the standard
deviation of two operators in terms of their commutator. The Robertson uncertainty relation
for the generalized quadrature operator,

(AX(S)NAX(S + AS)) > %l([X(S),X(S +A9)]) = % sin A, (1.3.4)
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generalizes Heisenberg’s uncertainty relation and implies maximal uncertainty for orthog-
onal quadratures A9 = 7/2. Let us assume the existence of an eigenstate |x, ) of the gen-
eralized quadrature operator AX(9) with eigenvalue x € R, i.e.

X(@®)|x,9) = x|x, 9), (1.3.5)

then the uncertainty relation implies that |x,8) and |p, 3 + A8) for A8 > 0 are conjugate
variables, i.e., increasing the precision of one variable decreases the precision of the other.
Unsurprisingly, we can show that these eigenstates are non-orthogonal [54, p. 29]

ipx

(x,9]p, 8 +7/2) = <

=

Furthermore, by using the completeness of eigenstates, we can show that the eigenstates of
orthogonal quadratures are related by an unitary transform,

(1.3.6)

|x,9) = f d—pe_ip"|p,«9 + /2y = Ulp, 9 + 7/2), (1.3.7)
V2

the Fourier transform. The non-orthogonality of the quadrature eigenstates, makes the
bosonic system a candidate for QKD. For instance, we can envision a bosonic BB84 pro-
tocol:

1. Alice prepares the state |[+x, 3 + AS) where she randomly picks the sign of the eigen-
value =x and A9 =0, /2.

2. Bob performs a homodyne measurement of one (active) or both (passive) quadratures.

Figure[1.12]visualizes Alice’s four quantum states in the optical phase space. If she chooses
the quadrature corresponding to AS = 0, a measurement in the orthogonal quadrature
eigenbasis yields a completely uncorrelated outcome. Only if Bob measures in the same
quadrature, can he decode the sign of the eigenvalue. Table summarizes a possible
quantum-transmission sequence of bosonic BB84. Alice randomly selects the eigenvalue
sign x/|x| and a quadrature ¢ € {0, 7r/2} which she encodes into a quantum state |+x, 9) and
sends it to Bob. Bob selects a quadrature for measurement. Only if Alice’s and Bob’s basis
match, is Bob’s outcome correlated with Alice’s value. To convert the sifted outcome to bits,
we can simply assign the bit value according to the sign. More advanced symbol mapping
techniques are discussed in the post-processing section.

The suggested bosonic BB84 highlights the differences and similarities of boson- and qubit-
based QKD. However, it cannot be implemented as no quadrature eigenstates exist - not
even theoretically on the Hilbert space! That said, we can use squeezed coherent states as
an approximation for quadrature eigenstates as discussed in the next section.

7Actually, the quadrature eigenstates only exist on the extended Hilbert space as they itself are not square-
integrable.
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X +7/2)

X

Figure 1.12.: Phase space representation of Alice’s quantum states in bosonic BB84. The ana-
log of Alice’s basis selection is to choose between the two orthogonal quadra-
tures with A$ = 7/2. The analog of Alice’s basis element selection is to choose
the sign of the eigenvalue +x.

Transmission
Party Step 1 2 3 4 5
Quadrature value +x —-X —-X +x —-X
Alice Quadrature angle 0 /2 0 /2 0
Prepared state [+x,0) |—x,7/2) |-x,0) |+x,7/2) |—x,0)
Quadrature angle /2 /2 0 /2 0
Bob .
Sifted outcome - —X —X +x —X

Table 1.5.: Possible quantum-transmission sequence for bosonic BB84 with active basis se-
lection.
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1.3.1. Squeezed-coherent-encoding BB84

A squeezed coherent state, denoted |a, &), has the special property that the quadrature standard-
deviation is parametrized [/7, p. 95]

(@, E|AX(9)|a, &) = |uet® — v*e 9 (1.3.8)
wherein parameters v, u relate to the complex squeezing parameter £ = |£|e® via [[7, p. 90]
u = cosh|é| =1+ |v? v = el?sinh|¢| = |v|e'?. (1.3.9)

If the squeezing angle ¢ satisfies a particular phase relation with the quadrature angle 3, the
quadrature standard deviation takes the form [7, p. 96]

<O" gmax/minlAX(s)la’ gmax/min) = eXp(i|§maX/min|)- (1-3-10)

In the limit of infinite squeezing magnitude |&,,,,/min| = ©0, We obtain the previously dis-
cussed quadrature eigenstates |x,3). Therefore, we can implement bosonic BB84 using
strongly squeezed coherent states. Figure depicts the optical phase space for Alice’s
strongly squeezed coherent states for bosonic BB84. Contrary to quadrature eigenstates, the
uncertainty in the unsqueezed quadrature is not infinite. Measurements of the unsqueezed
quadrature are not completely uncorrelated. However, the squeezing magnitude |£| can (in
theory) be chosen arbitrarily large such that the correlation can be arbitrarily reduced. To
implement the quadrature measurement, Bob can employ a homodyne detection. A fiber-
optical setup for homodyne detection is depicted in Figure[1.14] At its heart, the homodyne
detector consists of a local oscillator (LO), a balanced coupler (or beam splitter) and two
photodiodes in balanced configuration. The LO is superimposed with the signal through the
coupler and the two coupler outputs are monitored by one photodiode. In balanced config-
uration, the photocurrent of the photodiodes is subtracted removing the constant power of
the signal and LO. Assuming a perfect detector and strong LO with coherent state |¢;) and
|o;] > 1, the mean balanced photodiode current is proportional to [7, p. 217]

(AN") = () — (N3) = | (X (8)) (1.3.11)

wherein 8 is the phase difference between the signal and the LO. Moreover, it can be shown
that the POVM of an ideal homodyne detector is [7, p. 220]
N 1
{8 = b sy a1 (13.12)
|| Anez

wherein |x, 3) has quadrature eigenvalue x = An/|«;|. The single homodyne detector corre-
sponds to an active measurement basis selection of Bob. As in the case of the polarization-
encoding qubit-based QKD, Bob can also use a second homodyne detector to implement
passive measurement basis selection. Such a setup is illustrated in Figure Contrary to
the quadrature eigenstates, squeezed coherent states are physical and have been prepared
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X +7/2)

X

Figure 1.13.: Phase space representation of Alice’s squeezed coherent states in bosonic BB84.
The uncertainty is sufficiently squeezed to approximate the quadrature eigen-
states.

and measured with up to 15dB squeezing [55]. However, the production of squeezed co-
herent states requires nonlinear interactions, which are challenging to control and require
with the current state of art a complex optical setup. Additionally, squeezed states quickly
loose their squeezing by attenuation. We conclude that although squeezed coherent states
present a possible quantum state for boson-based QKD, we prefer a more practical and reli-
able quantum state.
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Figure 1.14.: Fiber-optical setup of a coherent receiver with active basis selection. The re-
ceiver comprises a receiver (RX) laser connected to a phase-shifter (PS) with
phase ¢ in the lower left branch, and the signal fiber connected with a PC and
protected by an optical isolator in the upper left branch. The phase-shifted RX
laser is superimposed with the isolated and polarization-controlled signal in a
balanced coupler where the two coupler outputs are monitored by two photo-
diodes (PDs) in balanced configuration, a balanced detector (BD).

BD1
Splitter Coupler N
Fiber (50:50) (s050) —FA
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Figure 1.15.: Fiber-optical setup of a coherent receiver with passive basis selection. The up-
per left branch connects to the signal fiber with a PC and an optical isolator. The
lower left branch splits a RX laser with equal power into two branches, where
the lower one of them is phase-shifted by /2. The isolated and polarization-
controlled upper branch is coupled with the phase-shifted and non-phase
shifted RX laser branches and then monitored by two BDs.
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1.3.2. Coherent-encoding GG02

Coherent states are the “most classical” quantum states and can be prepared using standard
telecommunication components, see, for instance, Figure Moreover, coherent states

Isolator

[—]

Fiber

- :K
Splitt
TX laser IQM VOA (gé_le)r PWM

Figure 1.16.: Fiber-optical setup of a coherent transmitter. A transmitter (TX) laser is con-
nected with an in-phase and quadrature modulator (IQM), followed by a vari-
able optical attenuator (VOA). The output of the VOA is split into an upper
low-power and a lower high-power branch. The high-power branch is moni-
tored by a power meter (PWM), while the low-power branch passes an optical
isolator connected with a fiber.

do not deteriorate to a different quantum state when interacting with the environment, e.g.,
inside a fiber channel. In sum, coherent states seem to be the most practical quantum states.
One apparent disadvantage of coherent states is that the quadrature standard deviation is
independent of the quadrature angle and the state parameters [[10, p. 59]

1
V2
We cannot emulate a basis selection by changing the statistics of the quadratures and we
need to rethink our approach to QKD: Instead of slowly producing highly correlated vari-
ables, we quickly produce hardly correlated variables. By employing sophisticated error cor-

rection techniques, Alice and Bob can still distill a shared bit string, see the post-processing
section for details.

(a|AX(9)|a) = (1.3.13)

Figure[1.17]highlights the quantum transmission of two coherent states in coherent-encoding
boson-based QKD. The mean (quadrature) of the coherent state is indicated by the colored
marker. The variance of the coherent state is indicated by the shaded circles around the
markers. The channel attenuates the coherent state by reducing the mean but the variance
remains constant. An intercept-resend attempt by Eve is illustrated in Figure When
Eve intercepts and measures Alice’s coherent state | o), her outcome §3 (red star) is distributed
around the mean « due to the quadrature uncertainty. Eve’s best guess is to prepare a new
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Figure 1.17.: Phase space representation of two coherent-state transmissions. Alice prepares
the coherent states |a;) (green), |r,) (blue) with mean quadratures a; (green
dot) respectively «, (blue dot) and sends them to Bob through a channel (gray
arrow). Bob receives the attenuated coherent states |3;) (orange) and |3,) (red).
He performs a dual homodyne measurement with outcomes f3; respectively S35.

coherent state |3) where she prepares the mean 3 to be equal to her measurement outcome
B. Although, the channel attenuation strongly deteriorates the signal-to-noise ratio (SNR),
Bob’s measurement distribution will be ragged due to Eve’s imperfect state copy. Alice and
Bob notice a higher than usual error when performing error correction. Alternatively, Eve
can only measure a single quadrature and prepare a squeezed coherent state |3, &) to hide
her measurement. If Bob uses a dual-quadrature homodyne receiver, he will directly notice
the increase of noise in one of the quadratures. If Bob uses a single homodyne receiver,
he will only notice every second measurement on average, which is still sufficient to detect
Eve’s tempering.
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Figure 1.18.: Phase space representation of coherent-state transmission with an intercept-
resend attack from Eve using a coherent state (left) and a squeezed coherent
state (right). Alice always prepares the same coherent state (green circle).
In a first realization, Eve intercepts Alice’s state (green circle) and measures
(red square) for the quadrature. She then prepares a coherent state with that
quadrature and sends it to Bob. Through the attenuated channel (black ar-
row), Bob receives the coherent state (red circle) and measures (red cross) for
the quadrature. In a second realization, Eve measures (orange square) for the
quadrature of the intercepted state. She then prepares a new coherent state (or-
ange circle) and sends it to Bob. Bob receives the attenuated state (orange cir-
cle) and finds (orange cross) in a quadrature measurement. Instead of prepar-
ing a coherent state, Eve can prepare squeezed coherent states (right) for which
Bob receives squeezed coherent states of which he measures the quadrature.

1.4. Post-processing

In the previous sections, we focused on the quantum transmission producing raw data for
Alice and Bob. Post-processing summarizes methods Alice and Bob employ over the clas-
sical channel to distill a shared secret key from the raw data. It is an important part of the
protocol and may be very different depending on the particular implementation. In an at-
tempt to identify common steps in post-processing, we found the data flow diagram depicted
in Figure The starting point of the post-processing is the raw data from the quan-
tum transmission. For the transmitter, the raw data includes the bits determining the state
preparation for transmission. On the contrary, the receiver’s raw data consists of the mea-
surement data. Alice and Bob agree over the classical channel on partitioning their raw data
into raw key data (~ 80 %) and raw calibration data (&~ 20 %). They disclose their raw cali-
bration data to perform parameter estimation mainly used for error estimation, correlating
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to Eve’s information on the raw (key) data. Optionally, a comparison of the raw calibration
data reveals information about the channel characteristics, improving error correction. The
symbol mapping extracts correlated key data from the raw key data and might include base
sifting. Information reconciliation transforms the correlated key data, which is different for
Alice and Bob, into a partially secret key, which Alice and Bob agree. Unlike error correc-
tion, which might fail, information reconciliation ensures that Alice and Bob hold the same
partially secret key, even at the cost of having a partially secret key of length zero. Privacy
amplification removes Eve’s information from the partially secret key by reducing the par-
tially secret key length by Eve’s information. Finally, by comparing a checksum, Alice and
Bob verify that they indeed share the same secret key. If Eve’s information is beyond a cer-
tain threshold or Alice and Bob do not share the same key, in the end, the post-processing
is assumed to have failed, and the protocol is either aborted or the transmission block dis-
carded. In the following, we introduce some of the most important steps in post-processing:
symbol mapping, information reconciliation, and privacy amplification.
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Figure 1.19.: Flow diagram of a generalized QKD post-processing procedure. The quantum
transmission produces raw data, and partitioning splits the raw data into raw
calibration and key data. Parameter estimation on the raw calibration data as-
sesses the channel characteristics and Eve’s information’s upper bound, which
decides whether to abort the protocol or discard the transmission block. Sym-
bol mapping transforms the raw key data to correlated key data. Information
reconciliation includes the channel characteristics to correct errors in the cor-
related key data or discard data blocks where error correction failed, yielding
a partially secret key. Privacy amplification produces a secret key by removing
the estimate for Eve’s information from the partially secret key. Verification
confirms if the post-processing produced a correct secret key, otherwise, abort
the protocol or discards the transmission block.




1.4.1. Symbol mapping

The symbol mapping takes a sequence of symbols and maps it to a sequence of bits. The two
basis elements of qubit-based QKD protocols have a natural interpretation as bits, i.e.,

s: Q—{0,1}
1 “click” (1.4.1)
0 ”no click”’

w i~ s(w) = {
Not so the quadrature value in boson-based QKD protocol. While we can assign bits accord-
ing to the sign of the quadrature

s: XCR - {0,1}

1 x>0, (1.4.2)

x P s(x) =
) {0 x<0

such a symbol mapping turns out to be highly inefficient and more powerful techniques

have been developed [56}|57].

Many CV-QKD protocols implement slice reconciliation [58] which includes a first error
correction. The idea of slice reconciliation is to partition the value range into 2 bins of
equal width and assign them a bit string according to the binary representation of their index
number. Figure illustrates slice reconciliation for m = 3 yielding 2™ = 8 different
bins for a standard normal distributed random variable. Alice’s x; and Bob’s variables x;
are not equal but correlated. Alice and Bob assign bits to their variable according to the
binning scheme. If Alice and Bob are lucky, the assignment yields the same bit sequence.
For example, Alice and Bob both assign x; and x; to the third bin and now share bit string
011. However, it happens that Alice and Bob assign different bins, see, for instance, x, and
x5, which are assigned to the fourth bin (Alice) and the fifth bin (Bob). In this particular
case, if Bob knows the least significant bit from Alice, he is able to correct his bit string
assignment to 100.

In an alternative scheme, known as multidimensional reconciliation [|57], Alice and Bob
combine multiple variables into a d-dimensional vector, e.g., x = (X, ..., X4) respectively
x' = (x},...,x}) and agree on a set of equally-spaced apart symbol vectors ¥, ...,¥,, €
R%. Now, Bob finds a rotation matrix R’ € R*4 which maps his variable vector onto a
symbol vector v; = R’x’. Bob then discloses the parameters of his rotation matrix R’ to
Alice. Alice rotates her variable vector Rx and finds the symbol vector v, with least distance
to Rx. Multidimensional reconciliation works best in high-dimensional spaces as the norm
of a random vector approaches one (unit sphere) for n — co.
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Figure 1.20.: Slice reconciliation for m = 3 with 2™ = 8 bins for samples from a standard
normal distribution. Alice prepared the values x;, x, and Bob measured the
values X7, X5. x; and x; are located in the same bin 3 but x, and x} are located
in bin 4 respectively bin 5. Slice reconciliation is able to detect and correct such
errors with high probability.
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X1

Figure 1.21.: Multidimensional reconciliation in R?: Alice and Bob encoded their prepared
and measured values into two-dimensional vectors x and x’. Bob calculates the
rotation matrix R that rotates x’ close to the symbol vector ¥, and shares the
rotational parameters with Alice. Alice applies the rotation to her vector Rx.
Both rotated vectors of Alice and Bob Rx and Rx’ are assigned the 11 bit string
with high confidence.
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1.4.2. Information reconciliation

Information reconciliation summarizes methods required for Alice and Bob to agree on
shared data. It includes error correction, and discarding of data failed to correct.

Let us first consider procedures for error correction. Error correction is a subdiscipline of
coding theory, or more precisely, channel coding, which studies the arrangement of data for
efficient and reliable transmission. The following discussion is a very brief introduction to
binary linear codes based of Ref. [59}/60]]. A (n, k) binary linear code encodes k-bit message-
words into n-bit codewords. The additional n — k check bits are used to detect and correct
errors, e.g., bit flips. In general, it is impossible to correct for all errors although practical
linear block codes closely approach the theoretical (Shannon) limit set by the noisy-channel
coding theorem.

Let m € {0, 1}'*¥ be a messageword, then the generator matrix

1 0 - 0| p1a P2 ' Pim
1 -
G=adp=|, T 7O P P2 Pamodegopen (143)
00 -1 Pn-m1 Pn-mz2 *°° Pn-mm

wherein 1, € {0, 1}¥*k denotes an identity matrix and P € {0, 1}**("=k) denotes the (parity)
check matrix, encodes the messageword m into the codeword

x =mG € {0,1}1X" (1.4.4)

with the matrix multiplication being defined on the binary field [Fzﬂ The explicit form of the
generator matrix depends on the linear block code. For instance, the (n, 1) repetition code
has the generator matrix

G=(1 1 - 1)efo,1}'*" (1.4.5)

and the (7,4) Hamming code has the generator matrix

1000110

o1 0010 a7

6=ly 01001 1]€0@V (1.4.6)
0001111

For the post-processing, we use low-density parity-check (LDPC) [61] where the generator
matrix is a sparse random matrix. Table[1.6/and Table|1.7|show the possible codewords for
the (3, 1) repetition and (7,4) Hamming code. From Table we note that the repetition
code repeats the message word n — k times. The (n, 1) repetition code is able to detect all bit
errors except the error when all bits are flipped and correct up to |(n — 1)/2] bit errors [59,
p. 5]. The (7,4) Hamming code is a more efficient block code which uses parity checks to
detect and correct single-bit errors [59, p. 10]. The received codeword y of a linear channel

8Alternatively, we can define the addition and multiplication on the real field with modulo two.
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Nr. ‘ Information ‘ Check

1 0 0 0

2 1 1 1

Table 1.6.: Possible codewords for (3, 1) repetition code.

Nr. ‘ Information Check

1 /0 0 0 0|0 O O
210 0 0 1|1 1 1
310 0 1 0|1 1 O
4 |0 01 1|0 0 1
5/0 1 0 0|1 0 1
6 |01 0 1/0 1 O
710 1 1 0|0 1 1
8§ /0 1 1 1|1 0 O
911 0 0 0|0 1 1
10{1 0 0 1|1 0 O
1|1 0 1 0|1 0 1
1211 0 1 1/0 1 O
131 1 0 0|1 1 O
141 1 0 1(0 0 1
151 1 1 0j0 O O
16 |1 1 1 11 1 1

Table 1.7.: Possible codewords for (7,4) Hamming code [60, p. 109].

equals the sent codeword x plus a noise (row) vector n, i.e.,
y=x+n € {0,1}". (1.4.7)

The noise vector introduces bit flips according to an assumed channel model, for example,
the binary symmetric channel where a single bit flip occurs with probability p, see, e.g.,
Ref. [59, p. 148]. To detect errors of a received codeword y, one uses the parity-check ma-
trix

Pix P21 Pp-ma|l O - O
H= (=P, =| P12 P22 o Prom2 001 O g gg yonaioxn(148)
Pim DP2m ° DPn-mm 00 - 1

where we used —p; ; = p; j for elements of the binary field p; ; € F,. The parity-check
matrix is orthogonal to the generator matrix [60, p. 95], i.e.,

GH™ =0 = HG". (1.4.9)
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The orthogonality between generator and parity-check matrix implies that for the received
codeword y, the parity-check matrix yields, a binary vector called the syndrome (column)
vector

s=Hy'=HG'm'" + Hn" = Hn" (1.4.10)

which only depends on the noise (row) vector n. If the block code does not detect any error,
we have s = 0. Table[L.8]lists the possible syndromes for the (3, 1) repetition code. To correct

Nr Received Syn-
" | codeword drome
1 0O 0 0 0|0 O O
210 0 0 1/]0 0 1
3 0O 01 0|0 1 O
4 0O 0 1 1|10 1 1
5 01 0 01 0 O
6 (01 0 1|1 0 1
7 {0 1 1 0|1 1 O
8 0 1 1 1|1 1 1
9 1 0 0 0|1 1 1
101 0 0 1|1 1 O
11 /1 0 1 0|1 O 1
121 0 1 1|1 0 O
131 1 0 0|0 1 1
1411 1 0 1]0 1 O
15/1 1 1 0|0 0 1
6|1 1 1 10 0 O

Table 1.8.: Possible syndromes for the (3, 1) repetition code. The first and last row are correct
codewords (without noise) and yield a zero syndrome indicating no error. All
other received codewords contain bit flips and thereby non-zero syndromes.

the error, one looks up the calculated syndrome in an error correction table. For example,
Table lists the bit-error corrections assigned to each syndrome of the (7,4) Hamming
code.

Syndromes 001 010 011 100 101 110 111
Unflipbit y; Y Y4+ ¥»s N Y2 W

Table 1.9.: Bit-error correction lookup table for the (7,4) Hamming code [59, p. 11].

So far, we have implicitly assumed the (parity) check bits to be transmitted together with the
data bits such that errors can be directly detected and corrected (forward error correction).
Forward error correction does not make sense for QKD as the data bits are a result of the
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post-processing and not directly transmitted. Instead of exchanging the check bits together
with a data index as part of the error correction in QKD, one instead directly calculates the
syndromes and transmits these depending on the implementation details.

There cannot exist a perfect error correction protocol as it is always possible that bits are
flipped such that a different valid codeword is received. However, we have no use of data
blocks where error correction have failed and we can simply discard them. To identify these
data blocks, Alice and Bob exchange hashes of their data blocks to verify success of the error
correction.

1.4.3. Privacy amplification

The final step of most QKD protocols is privacy amplification which removes Eve’s informa-
tion from the key. More formally, let us assume a key of length n, s € {0,1}", and that Eve
has partial information over the key equivalent to k bits. For privacy amplification, Alice
and Bob need to agree on a map f: {0,1}" — {0,1} with r < n — k which extracts Eve’s
information from the key.

Bennett and Brassard proposed privacy amplification four years after BB84 in 1988. An
information-secure proof that privacy amplification is possible was published one year later,
now known as the leftover-hash-lemma [62[] and later extended to the quantum leftover-
hash-lemma [|63]]. In 1995, Bennett and Brassard generalized the privacy amplification out-
side of QKD [64].

In practice, privacy amplification is performed by randomly XORing the bits of a key. Let
us illustrate this using a partially secret key (s;, 55, 53) € {0, 1}* where Eve knows the value
of s3. After privacy amplification the initial key could be for example (s; @ s3,5, @ s3) Or
(s1 @ s,, 5, @ s3) and Eve’s knowledge of the key bit s; does not help her infering a single bit
of the new secret key.

Although not directly related to privacy amplification, it is helpful to consider the following
Gedankenexperiment to gain intuition about XORing: Let us assume Alice and Bob gener-
ate a key by flipping a coin n times and assigning heads to zero and tails to one. Eve having
no information about the key corresponds to Alice and Bob using an unbiased coin yielding
heads and tails with equal probability. Eve having full information about the key corre-
sponds to Alice and Bob using a biased coin always yielding, e.g., heads. Therefore, we can
use the probability of the coin yielding heads, p € [0, 1], to indicate Eve’s information. If
we now start to XOR all outcomes, we see the probability for obtaining either a one or zero
to approach 1/2. More precisely, let X;,X,, ... , Xy be independent- and identical-distributed
Bernoulli random-variables with probability p, X; ~ Bern(p), then the probability that XOR-
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ing of all outcomes equals one is

N
P [”XOR of outcomes equals one”] = P [Z X,, mod 2 = 1] . (1.4.11)

n=1

The sum of Bernoulli random variables X, ..., X,, equals a Binomial random variable Y =
21;;]:1 X, ~ Binom(N, p), yielding

N N
N
PlY = = = = k(1 — N_k. 4.
[Ymod 2 =1] k%;dum [Y = k] k%;d( k)p 1-p) (1.4.12)
Using the identity from Ref. [65]], we can simplify eq. (1.4.12) to
1 A Voo 1
P[Ymod2=1]= 5(1—(2p—1) [ 5 (1.4.13)

where limit is true for p €]0, 1[ so even for p = 0.9999. Moreover, for any € > 0 we can
choose N such that P[Y mod 2 = 1] — 1/2 < ¢, meaning that we can arbitrarily reduce Eve’s
information by XORing more coin flips.

For practical applications, privacy amplification operates on the class of linear maps,

f{o0,1}" > {0, 1} *

(1.4.14)
S —~ Ms mod 2

where M € {0,1}" is a random boolean matrix with at least k + 1 ones [|66]. For construc-
tion of M it is convenient to use Toeplitz matrices 33 p. 11]. A n X m Toeplitz matrix A has
the form

ao a—l cee al_m
a a e Ao
A=(ay)=(aij)=| . .° am (1.4.15)
n-1 Ap-2 ** Qp-m

For example, if Alice and Bob estimate Eve to know three bits, they could agree on the
Toeplitz coefficients (a_4,a_3, ..., a;,a;) = (0,1,1,1,0, 1, 0) yielding the mapping

0

01 1 1 o\[1
f&)={1 0 1 1 1|[1|[mod2 (1.4.16)

010 1 1/|o0

1

which for the key s = (0,1, 1,0, 1) would yield the secret key s’ = (0, 0, 0).
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1.5. Security analysis

For completeness, we provide a brief introduction to the security analysis of QKD in which
we show under which assumptions a QKD protocol is secure. An overview of security
proofs, including background information, can be found in Ref. [32]. For a security analysis
of CV-QKD, see Ref. [53] and Ref. [34]]. A mathematical treatment using recent information-
theoretical tools, see Ref. [26].

Every QKD security proof assumes fundamentally [32, p. 10]:

1. Quantum theory to be complete and correct.

2. Authenticated communication to be possible.
The first assumption provides us with the framework of quantum (information) theory to
formulate our proof. Furthermore, it states that an adversary is only limited by physical -
not technological - means. The second assumption is vital to exclude man-in-the-middle
attacks from an adversary. It can be practical implemented using MACs, for a security proof
of Wegman-Carter-Shoup-type authenticators, see Ref. [67]. Most security proofs further

assume ideal implementation [26, p. 124]:

1. Isolation of the transmitter and receiver from the adversary.

\9)

. Perfect quantum state preparation and measurement.
3. True randomness in the state and bases selection.

4. Perfect timing and synchronization of the transmitter and receiver.

9,

. Post-processing protocols are secure and work as intended.

After establishing the security proof of the ideal protocol implementation, we can discuss
side-channel attacks originating from imperfect implementations separately. For example,
Ref. 68, p. 8] discusses attacks due to hardware imperfections, Ref. [33]] analysis the security
of a practical post-processing pipeline for BB84, and Ref. [63]] gives a security proof of privacy
amplification in the context of QKD.

So far, we have been rather vague about the notion of security. In particular, we need to
parametrize the security of a key as there is no strict security. For example, consider the
security of a binary key of length n. The probability for an adversary to guess the correct key
is € = 27", Such a brute-force attack marks the absolute floor of a key’s security which we
refer to as e-secure.
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More formally, we define an e-secure key obtained by a QKD protocol to satisfy [32, p. 10]

1
§||PAE —pu®pgln <c¢ (1.5.1)

where p4r is the quantum state encoding the correlations between Alice’s final kef] and
Eve, py; is the mixed state of possible key configurations, pg is a generic state of Eve, and
|-l is the trace norm which measures the distance between quantum states, see Ref. [26,
p- 49]. Intuitively Equation encodes the distance between an ideal key state py; ® pg
and a real key state p45. The real key state p4r may be entangled with Eve’s system while
for the ideal key state, Eve’s state pg factorizes as a tensor product with the key state py, i.e.,
Pg and py describe independent systems. Further definitions with respect to security, for
instance, e-correctness, -robustness, and composability, are formalized in Ref. 26, p. 119].
Additionally, one classifies Eve’s eavesdropping strategies according to how her ancillas in-
teract with the states Alice sends and whether she performs a local or global measurement
of her ancillas, see Table Sometimes it is possible to reduce coherent attacks, the most

Attack Alice’s Eve’s
State Unitary Measurement
Individual pi‘ Local Local
Collective o Local Global
Coherent ®;’=1 oy  Global Global

Table 1.10.: Summary of Eve’s attacks according to Ref. [26} p. 128]. Alice sends n quantum
states p}, ..., o4 to Bob. For the individual attack, Eve attaches a single ancilla

system to each of Alice’s states pi‘, applies a local unitary transformation and
performs a separate measurement. The collective attack generalizes the indi-
vidual attack by Eve performing a global measurement of all ancillas. For the

coherent attack, Eve interacts with all of Alice’s states ®;l:1 pi‘ at once and per-
forms a single global measurement.

powerful attacks, to collective attacks, see the de Finetti theorem [26} p. 148].

One approach for a security proof is to derive an inequality of the form [32, p. 11]

1 —
P [EHPAE — pu ® el < s] < el~Fparse) (1.5.2)

where [ is the secret-key length and F is the reference scale of the secret-key length. The
reference scale F of the secret-key length depends on the protocol and channel parameters,
for instance, Figure[1.22)shows the estimated secret-key rate for our CV-QKD protocol given
different shot-noise levels. For secure key generation, the secret key length must be chosen
smaller than the secret key length reference scale, i.e., | < F. In another approach, the

°It is sufficient to only consider Alice’s state as Bob’s shares the exact same state after post-processing.
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Figure 1.22.: Estimated minimum secret key rate for our CV-QKD protocol as a function of
the channel length for different values of excess noise.

Devetak-Winter rate [[26, p. 144] is derived. The Devetak-Winter rate provides a lower bound
on the asymptotic secret key rate

Fsec S rraw(IAB - )(BE) (1~5-3)

wherein r,, is the raw transmission rate, I4p is the mutual information between Alice
and Bob, and ypg is the Holevo information encoding Eve’s information on Bob’s measure-
ments.

A systematic approach to security proofs, first pioneered by Lo and Chau [69] and later ex-
tended by Shor [70], includes the following steps:

1. Convert the prepare-and-measure to an entanglement-based descriptionET]

2. Employ quantum error correction codes to correct Alice’s and Bob’s qubits which then
equals the secret key state.

3. Show equivalence of classical with quantum post-processing.

19Tf the protocol is entanglement-based, we can skip this step. For an equivalence proof of the BB84, see Ref. [26,
p. 106].
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Summary

We introduced QKD as an example of quantum-optical communication and a mechanism
for practical and secure key-distribution, which, together with classical symmetric ciphers,
enables secure communication, including means to estimate information leakage. To keep
track of the diversity of QKD protocols, we restricted our treatment to CV-QKD and CV-QKD
protocols. In an attempt to formalize the notion of CV-QKD and CV-QKD, we proposed the
concept of logical and encoding quantum system, which suggests itself, when comparing
theoretical with practical QKD transmission systems as illustrated in Figure The idea

Theoretical QKD transmission system

Classical Prepared Received Classical
. . . Quantum ) . )
information > qubit or > qubit or > information
channel -
source boson state boson state destination
Practical QKD transmission system
. C|aSSIC{i| Prepared Quantum Received - CIaSS|c§I
information . . > information
light state channel light state e
source destination

Figure 1.23.: Block diagram comparing a theoretical with a practical QKD transmission sys-
tem. The theoretical QKD transmission system comprises a classical informa-
tion source, a prepared qubit or boson state, a quantum channel, a received
qubit or boson state, and a classical information source. Compared to the the-
oretical QKD transmission system, the practical QKD transmission system pre-
pares and receives a light instead of a qubit or boson state.

here is that from an idealistic viewpoint, we encode classical information into a qubit or bo-
son state, while for any practical implementation, we use light states for encoding. Table[1.1]]
summarizes the differences between qubit- and boson-based QKD for which discussed par-
ticular encoding schemes like the time-phase-encoding BB84 for qubit-based QKD or the
coherent-encoding GG02 for boson-based QKD. Although security has been proven indi-
vidually for theoretical and practical QKD protocols, the larger Hilbert space of light makes
a unitary mapping between qubit or boson states and light states problematic [71]], requir-
ing further investigations. The technological maturity of coherent communication makes it
highly practical to implement qubit- and boson-based using weak coherent states. However,
the concept of a coherent-state transmission system opens up a new gap between theory and
practice. While quantum information theory assumes the coherent states to be independent,
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Qubit-based Boson-based

Visualization Bloch sphere Phase space
Hilbert space (dim) Finite (two) Countable (infinite)

Measurement operator  S(n) = S;n! X(8) = % (Ge™' + afett®)
Standard basis {10),11)} {Ix),|p): x,p € R}

Table 1.11.: Comparison of qubit- and boson-based QKD protocols.

i.e., the transmission sequence involves a tensor-product of (bosonic) coherent states, do we
know from communication engineering that we need to consider continuously-modulated
coherent states. In any case, we have shown that practical QKD implementations are very
different from their original theoretical protocol, demanding an abstraction for these encod-
ing details.

Back to our general treatment of QKD, we compiled classical methods to distill a shared
secret-key between the transmitter and receiver, known as classical post-processing, from
the quantum-transmission data. The classical post-processing maps the discrete or contin-
uous data from the transmission sequence to binary symbols, corrects errors, discards failed
data blocks, and removes information from the partially secret-key using privacy amplifica-
tion. Finally, we roughly outlined some ideas for the security analysis of QKD.
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Theoretical coherent-state transmission system

Prepared Received
Classical tensor- tensor- Classical
. . Quantum . .
information > product > product > information
channel S
source coherent coherent destination
state state
Practical coherent-state transmission system
. Continuously- Continuously- .
Classical Y Y Classical
) . modulated Quantum demodulated . )
information > > > information
coherent channel coherent L
source destination
state state

Figure 1.24.: Block diagram comparing a theoretical with a practical coherent-state trans-
mission system. The theoretical coherent-state transmission system comprises
a classical information source, a prepared tensor-product coherent state, a
quantum channel, a received tensor-product coherent state, and a classical
information source. Compared to the theoretical coherent-state transmis-
sion system, the practical coherent-state transmission system continuously-
modulates and -demodulates a (continuous-time) coherent state.
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Chapter 0
Quantum theory of light

As stated in the introduction, a continuous-mode quantum theory of light is essential to
describe time-continuous information-bearing signals. However, single-mode quantum op-
tics [15, 4, (18, 72]], the most established physical theory for describing quantum aspects of
light, strictly assumes monochromatic, i.e., time-independent, light. The few references [10,
9] presenting a continuous-mode quantum theory of light are sparse on the justification or
origin of their results, making the results overall difficult to assess. On the other hand, in
quantum field theory, we find a description of light with a continuous momentum distribu-
tion but towards scattering experiments [13}|12,/11} [2]].

In the following chapter, we derive a continuous-mode quantum theory of light rooted in
quantum-field theory, which acts as the foundation of our theoretical framework. In the
first part, we recap the classical description of the Maxwell field, which we quantize canon-
ically in the last step to derive the relevant quantum field operators. In the second part, we
axiomatically motivate the more general quantum states of the Maxwell field and discuss
some of their properties.

2.1. Maxwell theory

The Maxwell field is the quantm field whose excitations correspond to photons, the media-
tors of the electromagnetic force. Our presentation of the Maxwell field heavily exploits the
modern field-theoretic arguments that have shown great success in developing the standard
model. First, we motivate the Maxwell Lagrangian from which we derive the equation(s)
of motions (EOMs) encoding the field dynamics. Second, we relate the Maxwell field to
the electromagnetic field components and discuss Maxwell theory in the context of classical
electromagnetism. Third, we discuss and interpret the physical implications of the gauge
symmetry of the Maxwell field. In the last two sections, we perform a plane-wave expan-
sion of the Maxwell field and observables, followed by the canonical quantization in the
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Coulomb gauge.

2.1.1. Maxwell Lagrangian

From a theoretical-physics viewpoint, Maxwell theory is a relativistic vector field theory
with gauge symmetry. That alone is sufficient to “guess” the Maxwell Lagrangian from first
principles [12, p. 149]. Having established the Maxwell Lagrangian, we can fully infer the
physics of electromagnetism inside the field-theoretical framework.

As a relativistic vector field, we expect the Maxwell field A to have four components, one
time and three spatial components, and to transform as a Lorentz vector [2, p. 37]

AH(x) = AR = NAY (A Tx). 2.1.1)

Contracting Lorentz vectors, or in general Lorentz tensors, to a scalar yields a Lorentz-
invariant quantity. Exclusively using Lorentz invariant quantities when constructing our
theory ensures the compatibility of our theory with special relativity.

As a starting point for our theory’s the Lagrangian (density), we propose
L=q (6“A”) (0#A,) + ¢, (6MA“) (0,A") +¢3 (6#A7’) (8,AH) + cym*A AR, (2.1.2)

wherein we restricted ourselves to terms which allow for dimensionless coefficients c1, ¢2, ¢3,c4 €
R, a mass term, and no (self—)interactionsﬂ For the action integral

S = fdtL=/d4xL (2.1.3)

to exist, we need A to be square-integrable, i.e., vanish at the integration boundaries. The
second and third term in eq. (2.1.2)) are redundant [73], e.g.,

f d*x (8,4%) (8,AH) = — f d*x A (8,0,A%)

= - / d*x A" (3,0,4%) (2.1.4)

/ d*x (8,47) (9,A),

where we used partial integration with vanishing boundaries twice and commutation of the
partial derivatives. To remove the redundancy, we set the third coefficient to zero, c; = 0.
Demanding invariance under gauge transformations, i.e.,

Ay = Ay = A, + 3,1, (2.1.5)

IThe restriction to dimensionless coefficients can be further motivated by renormalization arguments.
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wherein y is the scalar gauge field, requires removing the mass term and determining the
Lagrangian up to an overall constant. The overall constant does not affect the dynamics,
and its absolute value is equal to 1/2 by convention. We finally arrive at the well-known
Lagrangian density of the Maxwell field,

£ = =2 (0,4) (3#4,) + 5 (3,49) (B, ). (2.1.6)

While we can experimentally verify the vector nature of the Maxwell field by polarization ex-
periments, the requirement of the Maxwell field having gauge symmetry appears artificial.
If we accept the Dirac Lagrangian, describing charged fermions, then Noether’s theorem
links gauge symmetry to charge conservation. However, the Dirac Lagrangian itself cannot
be made gauge-invariant without coupling to a gauge-invariant vector field, which turns
out to be the Maxwell field. The complete gauge-invariant Lagrangian describing charged
fermions coupled to the Maxwell field lays down the foundation of quantum electrodynam-
ics (QED).

2.1.2. Electromagnetism

We have introduced the Maxwell field as the fundamental mediator of the electromagnetic
force. However, so far, it is unclear how the electromagnetic field components relate to the
Maxwell field. The manifest-covariant formulation makes it particularly difficult to iden-
tify the non-covariant electromagnetic vector fields. To shed some light, we first derive the
covariant Lorentz force law and then compare it to the non-covariant vector formulation to
identify the electromagnetic field components.

To derive the covariant Lorentz force law, let us consider the action of a point particle with
mass m and charge q coupled to the Maxwell field A [[74, p. 244]

/ dx# dxv dxH
S = —m/df 8w ar + q/-dTA# (x(1)) v (2.1.7)

wherein g,,,, is the Minkowski metric. The first term is the generalization of a line integral,
parametrized by 7, to Minkowski spacetime. The second term describes the coordinate-
dependent coupling of the Maxwell field with the charge of the particle. Invoking the vari-
ational calculus on the action, we recover the covariant formulation of Lorentz force law

d2xH
dr2

dx?
= CIE;#(X)F (2.1.8)

m

where we introduced the asymmetric field-strength tensor
By, = 0,4, —0,A,. (2.1.9)

The field-strength tensor covariantly encodes the electromagnetic field components.
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Using the field-strength tensor F,, and including the interaction of the Maxwell field with
an external classical current j*, we can rewrite the Maxwell Lagrangian of eq. (2.1.6) as

1
£ = —ZEoF* + Ayjt. (2.1.10)

We note that the action of the interaction term in eq. (2.1.10) reduces to the second action
term in eq. (2.1.7) when using the current of a point particle with charge q [2, p. 177]

jH(x) = q f dr dy (T) ——=26@W (x — y(1)). (2.1.11)

Comparison of the covariant Lorentz force law, eq. (2.1.8]), with the non-covariant version

dzx dx

we can relate the components of the field-strength tensor and the electromagnetic field [74,
p. 245]

E'=F% = —F, E?=F%2=—-F, E3=F% =—-F; (2.1.13)
B! = F® = —B; B> =F3 = —-F, B> =F2 = —R,, (2.1.14)

which we can compactly summarize. [11, p. 336]
FOl = Ei Fi = ¢likp, . (2.1.15)

We have successfully related the rather abstract Maxwell field with the observable electro-
magnetic field components using the covariant field-strength tensor.

In a final step, we would like to express the Maxwell Lagrangian in terms of the electromag-
netic fields to complete the bridge to classical electrodynamics. Using eq. (2.1.15), we can
derive the identity [12, p. 142]

F,F* = —2(E* - B?). (2.1.16)

Inserting eq. (2.1.16)) into eq. (2.1.10) we find the Maxwell Lagrangian as reported in many
books on classical electrodynamics

L= %(E2 —B?)+A40j°—A-j (2.1.17)

where we expanded the Minkowski inner product A, j* in terms of the time and spatial
components. We identify j° as the charge and j as the current density as well as A, as the
scalar and A as the vector potential of electromagnetism.

The manifest Lorentz-covariant Maxwell equations are [11, p. 336]

8, F* =0 (2.1.18)
8, FH = jH (2.1.19)
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where we defined the dual field-strength tensor [[12, p. 142]
PR = ZdoE, (2.1.20)

with e#”P9 being the completely antisymmetric tensor. Equation summarizes the
homogeneous Maxwell equations and can be derived from the Bianchi identity. Equation (2.1.19))
summarizes the inhomogeneous Maxwell equations and follows from the variational cal-
culus of the Maxwell Lagrangian, i.e., represents the Maxwell field’s EOMs. Evaluating

the non-zero components of the Lorentz tensor equations and inserting the relation of the
field-strength to the electromagnetic field, eq. (2.1.15]), we arrive at the microscopic Maxwell
equations

V-E = j, V-B=0 (2.1.21)
VxE = —3,B VxB =j+ 4,E. (2.1.22)

We derived Maxwell equations by guessing the Maxwell Lagrangian from fundamental prin-
ciples and symmetries, whereas historically, Maxwell equations summarized decades of ex-
periments studying the electromagnetic field.

2.1.3. Gauge conditions

As a four-dimensional vector field, we would expect the Maxwell field A* to have four de-
grees of freedoms (DOFs), one temporal A%, one longitudinalA”, and two transverse A | . At
the same time, freely propagating electromagnetic waves have only two DOFs, the polariza-
tion The zero mass of the photon requires the photon to travel at light speed, restricting
the photon’s temporal and longitudinal DOF. Gauge symmetry reflects the non-physicality,
more precisely, the mathematical redundancy of two of the four DOFs. To remove the un-
physical DOFs, we impose a gauge condition, i.e., we choose a specific gauge field y and
perform a gauge transformation

Ay — Ay = A, +3,x (2.1.23)

to remove some components of the Maxwell field. Different gauge conditions exist, see
Ref. [[12} p. 144] and Ref. [11, p. 339], and some gauges may be more convenient than others
depending on the problem under consideration. For instance, the Lorenz gauge

9, AH =0 (2.1.24)

has the advantage of being manifestly Lorentz covariant at the cost of having the different
DOFs intertwined to be independent of a particular reference frame. The Coulomb gauge

GA=V-A=0 (2.1.25)

2Alternatively, we can take the particle picture and say that the photon has two helicities, 1.
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corresponds to selecting a stationary reference frame in which the electromagnetic radiation
is purely transverse [15, p. 40]. Imposing the Coulomb gauge only removes one DOF from
the Maxwell field. We use the remaining residual gauge freedom to impose the temporal
gauge

Ay =0. (2.1.26)

The temporal gauge is valid when there is no charge distribution, j, = 0. Static charge
distributions add a Coulomb interaction that does not involve the exchange of physical pho-
tons and is not subject to quantization. However, static charges add constant energy to the
system and a longitudinal component to the electric field. In most cases, it is sufficient to
discuss the effects of the Coulomb interaction separately from the radiation, justifying the
temporal gauge. See Ref. [12} p. 145, 187, 200] for more detail on the Coulomb interaction
and the Maxwell field’s longitudinal DOF.

2.1.4. Plane-wave expansion

The next step is to find a general solution to the free EOM, eq. (2.1.19)), which in the Coulomb
and temporal gauge reduces to the relativistic wave equation

0?A, = V?A, (2.1.27)

wherein A, denotes the transverse Maxwell field. From now on, we drop the subscript
and assume the Maxwell field to be transverse, i.e., to satisfy the Coulomb gauge condition,
eq. (2.1.25). The existence of the Maxwell action requires the Maxwell field to be square-
integrable which implies the existence of the Fourier expansion

A(t,x) = &p A(t, petiPx = d'p A(py, p)e—iPot+ipx (2.1.28)
’ Qr)3 " Qr)4 o

with A(py, p) being the complex-valued Fourier vector amplitudes. Inserting the Maxwell
field’s Fourier expansion, eq. (2.1.28)), into the relativistic wave equation, eq. (2.1.27)), reduces
the EOM in momentum space to

0= pj —p*> = (po — lIpID (po + IIPID - (2.1.29)

Requiring the energy to be positive, p, > 0, we arrive at the relativistic energy-momentum
relation

po = w(p) = |pll (2.1.30)

for massless particles. Fourier amplitudes satisfying the relativistic-energy momentum re-
lation are plane-wave solutions to the Maxwell field’s free EOM. We define the plane-wave
expansion as the Fourier expansion, eq. (2.1.28]), where we constrain the integration domain
to

2 ={(po,p) € R*: pj = w(p)*}.
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Each plane-wave is a solution to the free EOM and the plane-wave expansion denotes a
general solution. We can extend the integration domain of the plane-wave expansion back to
the R* by having the delta distribution ensure the relativistic energy-momentum relation

4 .
A(t,x) = / S
b

2m)*
d*p (2.1.31)
= W (pg — w(p)?) A(py, p)e P,
44 (27_[)3 (pO (P) ) (pO p)
Exploiting the composition property of the delta distribution,
M (pn — ¢y
50 (p3 — w(p)?) = 84" (po — w(p)) + 8 (po + w(p)) (2.1.32)

\V20(p) ’

we further decompose the plane-wave expansion into a positive and negative frequency
part

4
A(t,x) = f d—p5(1) (po — @(p)) A(py, p)e~Pot+ip-x

(2m)*/ 2e0(p)

d* o
+ f (2)3—p5(1) (po + w(p)) A(py, p)e~Pot+ip-x
T

V2w(p)

3
- f LA (co(p), P) e—iw(p)t+ip~x

(2m)*/ 2e0(p)

3
+ f d—pA (—a(p), p) etie@r+ipx

(2m)3/ 2c0(p)

3
=f LD A ((p),p)eie@rtip

(2m)*+/ 2e0(p)

d3p . L .
(27)3+/ 20(p)

To arrive at eq. (2.1.33)), we evaluated the delta distributions, performed the variable substi-

tution p — —p in the second term and used the conjugate symmetry of the Maxwell field in

momentum space, A(—pg, —p) = A(po, p)*. The Maxwell field being transverse implies the

momentum vector p being orthogonal to the Fourier amplitude,

p-A(w(p),p) =0. (2.1.34)

We construct a orthonormal basis {€,},_, , for each momentum vector p, the polarization
basis to momentum p, which is orthogonal to the momentum p and complete [11, p. 341],
i.e.,

(2.1.33)

p-&(@ =0 (2.1.35)
e(p)-eyx(p) =1 (2.1.36)

s (oVie (o) = 5 — PP
> ep)iep)y =6 o (2.1.37)

=12
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Writing the Fourier vector amplitude in terms of the polarization basis

A(o(p),p) = Y, ai(p)éyp) (2.1.38)
A=1,2

and inserting it back into the plane-wave expansion, eq. (2.1.33)), we arrive at our final re-

sult
3

d°p . » .

A(t,x) = ———lay(p)éy(ple @w@i+px 4 ¢ c. 2.1.39

0= 3 [ o e } (2.139)
The plane-wave expansion looks already similar to the quantum mode expansion of the
Maxwell field but relies only on classical argumentsE] In principle, we could stop here, re-
place the Fourier modes with the annihilation operator satisfying the canonical commu-
tation relation (CCR), and we have quantized our ﬁeldf_f] However, for completeness, we
review the standard canonical quantization of the Maxwell field in the next section.

2.1.5. Canonical quantization

In canonical quantization, we work in the Hamiltonian picture, promoting the conjugate
variables with operators that satisfy the equal-time commutation relation (ETCR). In the
canonical quantization of gauge theories, like the Maxwell field, we have the additional tech-
nical complication of handling the unphysical DOFs. In the Coulomb gauge, we can take
care of the transverse gauge condition by amending the equal-time commutation relations
to be transverse, more to that later. In the Lorenz gauge, the Gupta-Bleuler method includes
the unphysical DOF in the quantization process but removes them later by constraining the
state space, see Ref. [12, p. 180].

Before performing the canonical quantization, we need to find the conjugate field vari-
ables and Hamiltonian (density). The conjugate momentum to the Maxwell field A; is [11,

p. 342]
oL

I; = = —0,A' = 0,4, 2.1.40

i a(atAl) t 44 ( )

where the sign change occurs due to the spatial components of the Minkowski metric when
lowering a spatial index, A" = glA; = —6YA; = —A;. In the Coulomb gauge, the electric

field components are equal to the negative conjugate momentum components, i.e.,
El = F% = §,Al = —TI! (2.1.41)

where we used eq. (2.1.15) and the temporal gauge, A° = 0 In the following, we replace
the conjugate momentum with the electric field components, IT' = —E*. The Hamiltonian

3The similarity is not surprising if we consider A(t,X) as the expectation value of the Maxwell field operator
given a coherent state, (a|A(t, x)|ct).

“The equivalence of Fourier and quantum modes has been experimentally established, see Ref. [75]].

SWe may not always explicitly write that we use the temporal gauge, A° = 0.

54



density of the Maxwell field is equal to
1. .. 1 o
H = EEiEl + EalAjaJAl (2142)

and can be found by Legendre transform of the Lagrangian density [11, p. 342] or using the
energy density component from the energy-momentum tensor [12, p. 148].

We now perform the canonical quantization by replacing the dynamical field variables A;, —E;
with the field operators A;, —E; satisfying the ETCR [12, p. 197]

[Ai(t, %), (1, y)] = —i6 (x — y) (2.1.43)
[Ai(t, %), Ai(t, y)] = [Ey(t, %), E(t,y)] = 0 (2.1.44)
where we adapted the transverse delta distribution [[12, p. 198]
3) () — i%j _ p irj .
813(x) = ( ij— ﬁ) §O(x) = 20 (5ij - )e‘p x (2.1.45)

which implements the Coulomb gauge on the operator level.

Replacing the Fourier amplitudes, a;(p) and a;(p)* in the plane-wave expansion of the
Maxwell field with the annihilation operators d;(p) and the creation operator d;(p), we
find the Maxwell field operator to be

A(t,x) = AD)(t, %) + AD)(¢, %) (2.1.46)
where we defined the positive and negative frequency parts to be

A d3p . .

AP, x) = ——————0;(p)&;(p)e WP +PX (2.147)
/1;,2 (27)3y/2e0(p)

A d3p . .

AN(t,x) = Z f —di{(p)é 2(p)etie®i-ipx (2.1.48)
a=127 (27)34/2w(p)

In the literature, we find different conventions concerning the integration measure, the sign
of the complex exponentials, and the complex conjugation of the of polarization basis vec-
tors in egs. (2.1.47) and (2.1.48) originating from different conventions for the Fourier trans-
form. For example, Refs. [2,12] use d;(p)e~“®) while Refs. [11,[1] use d;(p)et'®®)*. Ana-
log to the Maxwell field operator, we decompose the electric field operator into a positive
and negative frequency part

BE(t,x) = EO)(t, x) + E®)(¢,%x) (2.1.49)

where we find the electric field operator components via E! = 3,A! leading to

N d3p . .
EC) (6, x) = —i —————a(p)ay(p)es(p)e~“@I+Px (2.1.50)
/1=Zl,2 (27)3y/2w(p)
3
EO@x) =+i ) d’p w(p)a](p)é;(p)*eti®®@i-ipx, (2.1.51)

A=12¢  (27)34/20(p)
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Inserting the Maxwell and electric field operators into the equal-time commutation relation,
we derive the CCR

[a2(p), &} (@)] = (27)38,2,6% (p — q) (2.1.52)
[a,(p), 4 (@] = [a}(p), al,(q)] = 0. (2.1.53)

The Maxwell field’s Hamilton and momentum operator are [[12, p. 199]

3
=Y [ Ghe@d®ne) (2.1.54)
A=1,2
. dp . R
P=3 f Gy PaA@aE) (2.1.55)
A=1,2

and can be found by inserting the Maxwell field operator into the classical definitions of
energy and momentum and performing normal orderingE] Reading the combination of an-
nihilation and creation operator as particle number density

(p) = aj(p)a(p), (2.1.56)

the energy and momentum operators then read as the total energy w(p) and momentum
p weighted by the number density. Equation (2.1.56) suggests the total particle number
operator to be

3
N = f (gﬂl))sdl(p)d,l(p). (2.1.57)

Unsurprisingly, total particle number and total momentum are conserved quantities
[H,P]=0 [A,N] =0. (2.1.58)

In the next section, we provide a more rigorous discussion of the particle aspects by con-
structing the quantum states.

2.2. Quantum states

In the previous section, we derived the relevant field operators for the Maxwell field en-
coding electromagnetism. In the present section, we construct quantum states from these
operators in a rather axiomatic approach as done in Ref. 76, p. 506] for the quantum har-
monic oscillator, or in axiomatic field theory [14, (77, 16].

To keep the arguments and notation concise, we restrict the quantum state construction to
one polarization mode of the Maxwell field. The Maxwell field then effectively becomes a

®Normal ordering removes infinite terms like the "vacuum energy”.
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Klein-Gordon field with field operator

3
d’p {d(p)e—iw(p)HiP-X + d’r(p)eﬂw(p)t—ip-X} (2.2.1)

400 = | o

wherein the annihilation and creation operator, d(p), a'(p), satisfy the CCR

[a(p), 4T(@)] = (27)*6®) (p — q) (2.2.2)
[a(p), a(q)] = [aT(p), a"(q)] = 0. (2.2.3)

To extend the results back to two polarization modes, we can construct a two-dimensional
tensor product space from the single polarization mode.

2.2.1. Vacuum state

The fundamental assumption our state construction relies upon is the existence of a unique,
up to a constant phase factor, vacuum state |0) invariant under the unitary Poincaré trans-
formation [14, p. 97]

U(a,A)|0) = |0) (2.2.4)

where A denotes a Lorentz transformation and a a spacetime translation. The vacuum state
is an element of a one-dimensional complex Hilbert space, #(?) = F((C), the zero-particle
state space. The generator of the unitary spacetime translation is the four-momentum op-
erator P# = (H,P) [77, p. 28]

U(a) = U(a,1) = ePud”, (2.2.5)

The invariance of the vacuum under spacetime translations, eq. (2.2.5), implies that the
vacuum is a zero eigenstate to the Hamilton and momentum operator

H|0)=0 P|0) = |0). (2.2.6)

From the mode expansion of the Hamilton operator, eq. (2.1.54), and the vacuum state being
a zero eigenstate to the Hamilton operator, we conclude that the vacuum state is also a zero
eigenstate to the annihilation operator

a(p)|0) = 0. (2.2.7)

In the next paragraph, we motivate why we understand the annihilation and creation oper-
ators as adding or removing a particle excitation to and from the field. Under these circum-
stances, we can read eq. as destroying the vacuum state, ensuring no negative energy
or negative particle number states.
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2.2.2. Particle states

The motivation of why the annihilation and creation operators add or remove a particle with
energy and momentum to and from the field follows from applying the commutators of the
number and momentum operator with the creation operator

[N,a'(p)] = a'(p) [P,a"(p)] = pa’(p). (2.2.8)

Applying the vacuum state |0) to the right of the commutator equations, yields eigenvalue
equations for the number and momentum operator

Na'(p)|0) = 1a¥(p)|0) Pa’(p)|0) = pa’()|0). (2.2.9)

The eigenvalue equations suggest
Ip) = a7 (p)|0) (2.2.10)

to be a single-particle state with momentum p and energy w(p), a momentum state. [2, p. 23].
Unfortunately, the inner product between two momentum states does not yield a complex
number C but, a distribution,

(pla) = (0l[a(p), " (@]]0) = 27)*sP(p — @) (2.211)

suggesting that something essential is missing in our description.

It makes sense to take a step back and recap some mathematical context regarding distri-
butions[] One approach considers distributions as functionals, i.e., maps from a function
space, e.g., the space of real-valued square-integrable functions I*(R), to real numbers R.
Implicitly, we already used functionals when we considered the action integral

t
S[x()] = f de L (x(t), %(1)), (2.2.12)

to

wherein L is some classical Lagrangian, evaluated for some finite time interval [t,, ;] maps
the trajectory x(t) of a point particle to a real number R. Often a functional A acting on a
function f is written

Alf] = f dx F(OAG) (2.213)

wherein A(x) is denoted the integration kernel representing the functional, which may be
an ordinary function or a distribution. For example, the delta distribution §(x — y) is the
integration kernel of the functional &,

8,1f1= [ ax et -y = ) (2214)

’See Ref. [78} p. 590] and Ref. [54} p. 193] for a mathematical discussion of distributions in a physical context.
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Fourier transforms are another class of functionals we already used frequently. Linear func-
tionals share many convenient properties with ordinary functions and physicists often skip
the distinction. In axiomatic quantum field theory, the quantum field operators are precisely
defined as operator-valued tempered distributions mapping from the space of smearing or
test functions S(R*) to the the set of operators defined on the corresponding Hilbert space
O(H) (77, p. 56]E] A typical functional space for smearing functions is the Schwartz space,
a subset of the space of square-integrable functions I?, which rapidly fall off at infinity, a
property which we exploit for partial integration with vanishing boundary terms of the ac-
tion integralﬂ

Let us reinterpret the positive-frequency field operator with this mathematical background
by considering its action on a smearing function, i.e.,

_ %
(2m)*\/20(p)

where we inserted the plane-wave expansion for the field and the spacetime Fourier trans-
form for the smearing function and used the orthogonality of the Fourier modes in the sec-
ond equation. Applying the smeared positive frequency field operator to the vacuum state,

AD[f] = f dx (6, AL, x) = f fe@E.pate) (2215

17y = AD[f]|0), (2.2.16)

and comparing the result to the momentum state, eq. (2.2.10), we find the function f to
smear the function in momentum and spacetime space [[11, p. 35]EG] The inner product of
two such smeared states yields a complex number C

1,01,) = &p * 2217
1y g>—fmf(P)g(P) (2.2.17)

implying the smeared state |1 ;) being normalizable if we require the smearing function to
satisfy

1p1,) = &p 21 2.2.18
Wit = [ g @ =1 (2218)

With the normalization condition imposed, the smeared state |17) is an eigenstate of the
number operator to eigenvalue one

N|1s) =1|1p) (2.2.19)

suggesting the smeared state |1 ) to be the physical single-particle state we were looking for.
The smeared state |1¢) is not an eigenstate of the energy and momentum operator anymore

8 A criticism of this approach is that the space of test functions covers only a subset of the Hilbert space.
9Typical Schwartz functions are Gaussian functions multiplied with a monomial, e.g., x"e~%*I” where n € N,
anda € R,.
©Tnterestingly though, only momentum components satisfying the energy-momentum relation, eq. ,
contribute to momentum space.
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but has expectation values

3

asinp = [ Shemlempr (2220)
3

siBit) = [ SEoplse. P (2221)

suggesting that the smearing function has the physical interpretation of a frequency spec-
trum.

Let |1¢) be a smeared particle state, then the single-particle wave function providing the
probability amplitude density of finding the particle at (¢, x) [2, p. 24] equals

W(t,x) = (0JA(t, x)[1y) = / dt' &3x'D(t —t',x —x')f(t',x"), (2.2.22)
wherein f(t, x) is the spacetime representation of the (initial) smearing function and

D(t,x) = e~le(p)t+ipx (2.2.23)

f (27f)32w(p)

is the propagator as defined in Ref. [2, p. 27]. Given the single-particle wave function, the
relativistic probability current

Ju(t,x) = 2Im {W(t,x)*3,¥(t, x)} (2.2.24)

allows us to estimate the center-of-mass position and velocity of the particle, i.e.,

x(1)) = /d3xxp(t,x) (v(t)) = /d3xj(t,x) (2.2.25)

wherein p(t,x) = j,(t, x) is the relativistic probability density. For more details on the prop-
erties of relativistic wave packets, e.g., dispersion, see Ref. [[79] and Ref. [80].

To summarize our findings, we first motivated momentum eigenstates from the commuta-
tion algebra. However, the momentum eigenstates are prone to mathematical inconsisten-
cies, following that the momentum states are strictly speaking distributions, not functions.
Physically, the momentum states correspond to unphysical plane-waves. A mathematical
consistent single-particle state requires a momentum spectrum. The momentum spectrum
encodes many important physical properties like the localization and velocity of the parti-
cle.

2.2.3. Fock space

The single-particle state defined in eq. (2.2.16)) is an element of the one-particle Hilbert space
of square-integrable functions defined on three-dimensional space H(V) = 7 (I*(R?)). The
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generalization of the one-particle Hilbert space #(!) to an n-particle Hilbert space F™ is
the tensor product of one-particle Hilbert spaces

n
FHM = ) #HO. (2.2.26)
i=1
Now, it is possible to have a superposition of, e.g., the vacuum state and a particle state

) = ¢1]0) + c;[15) (2.2.27)

with ¢;, ¢, € C which means that we need to combine orthonormal n-particle states. We
first construct a tensor algebra over the Hilbert space #(!) as the direct sum [16, p. 290]

[s¢]
P s, 7™ (2.2.28)

wherein S, symmetrizes the Hilbert space for bosons. Equipping the tensor algebra with an
inner product and using the completeness of the n-particle Hilbert spaces, we obtain again
a Hilbert space, named the symmetric Fock space #, [[77, p. 35].

2.2.4. Number states

Applying the creation operator A*+)[ f] wherein f is a smearing function or momentum spec-
trum satisfying the normalization condition, eq. (2.2.18]), suggests defining

=L o
Ing) \/EA [f17]0) (2.2.29)

as number state with spectrum f E] The positive and negative frequency field operators
A®)(t,x) generalize the quantum harmonic annihilation and creation operators by adding
or removing a particle with spectrum f from the field

AD[fling) =Vn+1|n+15) (2.2.30)
AO[fIng)y =+/njn - 14). (2.2.31)

While the generalized number state |ny) is still an eigenstate of the number operator to
eigenvalue ny,

Ning) = nglng), (2.2.32)
and has energy and momentum expectation values
_ (& fe@.9)f
(nf|H|nf) n/ 20 a( )' 2a)(p (2.2.33)
; fe@
P = 2.2.34
(ns|Plng) =n (2ﬂ)3 @) ( )

UThe factorial is required for normalization because bosons are indistinguishable.
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The expectation value and variance of the electric field operator are

(nslEt,x)|np) =0 (2.2.35)
3
(ns| (AE(L, x))2 Ing) = % (gﬂl; w(p) + n|¥(t, x)[%. (2.2.36)

The electric field vanishes for our number states as known in quantum optics, see, for in-
stance, Ref. [4], but the variance contains an additional term to the "vacuum fluctuations”
from the momentum spectrum. The vacuum fluctuations are in principle infinite, however,
our detector is only able to detect a limited bandwidth which makes the vacuum fluctuations
in practical applications finite again.

2.2.5. Coherent states

The interaction of a classical current j(¢, x) with the Maxwell field operator in the Coulomb
gauge A(t,x) is given by the interaction Hamiltonian

H,(t) = — f d3xj(t,x) - A(t,x). (2.2.37)

Inserting the spatial Fourier transform of the current j(¢, p) and the plane-wave expansion,

egs. (2.1.47) and (2.1.48)), the interaction Hamiltonian becomes

3
Ap@® ==Y dp

A=12J  (2m)34/20(p)

where we used the conjugate symmetry j(t, p)* = j(t, —p).

(G, p)* - ex(p)) ax(p)e~@®t + Hoc.l. (2.2.38)

The effect of an interaction acting on a quantum state from time ¢, to t is encoded in the
time-evolution operato@

t
U(ty,t) = ﬂexp{—i/ dt’ﬁint(t’)} (2.2.39)

to

wherein J; denotes the time-ordering symbol. The Magnus expansion presents a systematic
approach in finding an explicit form of the time-evolution operator{ﬂ it is given by

U(ty,t) = exp{z QM(t,, t)} (2.2.40)

n=1

12See Ref. [12, p. 215] for an introduction into the time-evolution operator and interactions.
13See Ref. [81) p. 42], for an introduction to the Magnus expansion with application to nonlinear processes.
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wherein the first two terms are given by

t
QW(ty, 1) = —i f dt’ B, (t") (2.2.41)
to
A (—i)? t t/ X X
QOD(ty, 1) = T/ dt’f dt"'[Hpn(t"), Hine(£')]- (2.2.42)
C Yt to

For some interactions there exists no exact solution and we can truncate the expansion up
to some finite term. Compared to other expansions, e.g. the Neumann expansion, the trun-
cated Magnus expansion is still unitary.

Let us apply the Magnus expansion to find the time-evolution operator corresponding to the
interaction Hamiltonian of eq. (2.2.38)). The first term of the Magnus expansion turns out to
be 5
A d
a1, t) =i Y, i

A=12Y  (27)34/20(p)

where we defined the time-integrated current for polarization 4

{(¢t, te; p)as(p) + Hoe} (2.2.43)

t
Ti(to, 1;p) = f dt’ (j(t, p)* - &,(p)) e~ @@, (2.2.44)

to

The second term in the Magnus expansion turns out to be complex

. d3p
2) = Rl S ’. TR
Q¥)(ty,t) 1/1:212/ ) Im {J;(to, t'; p) (o, t'; p)*} (2.2.45)

which only contributes a phase to the time-evolution operator. As the second commuta-
tor is complex-valued, and therefore commutes, higher order commutators vanish and the
Magnus expansion is exact with the first two terms. As long as we consider a single current
source, no interference of phases can occur and we can ignore the complex phase originat-
ing from the second Magnus coefficient. The time-evolution operator of the Maxwell field
interacting with a classical source current therefore is [[13} p. 168]

3
U(ty,t) = exp {i Z S Lt to; parip) + H.c.}} . (2.2.46)

i=1,2Y  (27)34/20(p)

Neglecting the polarization

d3p

or =0 | e

we identify the time-evolution operator with the generalization of the displacement operator
from quantum optics [10, p. 47]

{iI(t, to; p)a(p) — H.c.}} (2.2.47)

lim U(—t, +t) = D[-iJ(p)] (2.2.48)

t— oo
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where we take the generalized displacement operator to be

D[a] = exp {AM[a] — A7 [a*]}

_ d*p At (D) — a(p)*a }
_exp{ f S [ @)~ i)

where we identified the generalized field creation and annihilation operators, A®[«] and
A)[ar*]. Noting that

(2.2.49)

[AD]a], A |a(p)I? (2.2.50)

f (27r)32w(p)
we can employ the Baker-Campbell-Hausdorff (BCH) formula as in Ref. [10, p. 48] to write
the displacement operator in normal-order

Dla] = exp {—%[A(”[oc],A(‘)[a*]]} exp{+A®[a]} exp {-A[a]}. (2.2.51)

Now, let us discuss some properties of the displacement operator. The product of two dif-
ferent displacements is equal to the sum of the displacement times a suppression factor
depending on the overlap for the displacement, i.e.,

A

DlIDIE] = Dlac + Flexp {—1[A<+>[a],A<-> [B¥11 + SLAD8), AV ]

(2.2.52)
(D)D) — a(p)*ﬁ(p)}}.

Dla + ] exp

/ (271)32co(p)

Using the product formula, we can quickly show that the displacement operator is unitary
D[a]D[a]' = D[a]D[-a] =1 (2.2.53)
which is not too surprising given the time-evolution is unitary.

The radiation emitted by a classical current is coherent, suggesting to identify the quantum
state produced by a classical current as the coherent state

|y = D[]]|0) = exp{—%[A(Jf)[oc],A(‘)[oc*]]} exp {AM[a]} |0) (2.2.54)

where we used that the exponential of the generalized annihilation operator acting on the
vacuum state produces the vacuum state. Coherent states are non-orthogonal, i.e.,

(alB) = exp{_l[A<+>[a],A<—>[a*]] - SHADIEL A1) + [AD[B] AL ]

2 2 * (2.2.55)
fla@)” + B - 206w}

= exp

f (27T)32w(p)
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The inner product of a coherent state with a number state yields

(ngle) = e | G @) a®) (2256)

The coherent state is an eigenstate to the annihilation operator

ap)la) = )y, (22.57)

V2w(p)

and therefore also an eigenstate of the negative-frequency Maxwell field operator

A(t,x)|a) = a(p)e i C@N+PX| gy (2.2.58)

d3p
(2m)*2w(p)
The coherent state being an eigenstate of the annihilation operator makes it easy to derive
most expectation values, for instance, for the Hamiltonian operator

oy — [ 4P a(p)
(a|Hla) = f 2 w(p) NPT (2.2.59)
and its variance
Wiy — [ 4P 2| _a(p)
(a| (AH)" |a) = f ) w(p) o) (2.2.60)
For the number operator we find the mean to equal the variance
S dp | a(p) _ -
(a|Nler) = Gny —\/m n (2.2.61)
(@ (AN)? |a) = 7, (2.2.62)

i.e., the photon number to be Poisson distributed, which follows simply by setting w(p) = 1
in the results obtained for the Hamilton operator. The expectation value of the electric field
operator reads

(| E(t,x)|ax) = Im {a(p)e~ @) +ipx)

d3p
(2 )3

(2.2.63)
_ / Gsla®)lsin(p - x - w(p)t +9)

where we used the polar representation a(p) = |a(p)|e’¥. The variance of the electric field
operator,

(af (AE(t, x)) o) = 1 f w(p), (2.2.64)

(2m)?
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is equal to the contribution from the vacuum fluctuations. The coherent state is also an
eigenstate of the negative-frequency electric field operator

. 1 d3 . .
EO(t,x)|a) = Z_If (27:))3 a(p)e@@I+pX| ) (2.2.65)
which appears similar to a Fourier transform.

We have derived the generalized coherent state from the interaction of the Maxwell field
with a classical current where we found the time-evolution operator to yield the displace-
ment operator. The generalized coherent state and displacement operators share the same
properties as their single-mode quantum optics counterparts which is not too surprising
given that the modes are independent of another.

Summary

The present chapter consists of two stages. In the first stage, we derived the plane-mode
expansions of the quantum Maxwell and electric field operators in the Coulomb gauge,
eq. and eq. (2.1.49), from field-theoretic arguments. In the second second, we ax-
iomatically motivated a generalization of the number and coherent states to a momentum
distribution. The momentum distribution is related to the wave function and generalizes the
frequency spectrum, essential for communication, to three dimensions. While the proper-
ties of our generalized quantum states are qualitatively compatible with the simplified states
from single-mode quantum optics, we presented them in a consistent framework justified
by established results from quantum field theory.

Our field-theoretic description reduces to continuous-mode quantum optics [10, |9] if we
ignore

1. the polarization DOFs of the Maxwell vector field,

2. the transverse momentum distribution, and

3. the Lorentz factor 1/\/2_cu.
The first approximation is straightforward and not a strong limitation as it is easy to restore
the polarization DOFs through a tensor product of two scalar fields. For optical communica-

tion, and quantum optics, the transverse momentum profile transversal to the propagation
axis carries no information and it is reasonable to ignore the transversal DOFs [76, p. 53]

(2.3.1)

f : (27r>3\/W / % (27r>\/_
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The approximation can be made even stronger when neglecting back-scattering and reflec-
tion effects and restricting the momentum distribution to forward propagation, i.e.,

L SN . (2.3.2)
f_oo @mn2p  Jo (2m2p

where the identification of the forward momentum with the frequency, p = w is often made.
The third approximation requires some additional investigation. For one, every physical
measurement is bandwidth-limited such that by the mean-value theorem for definite inte-
grals

j ® dw o1 f * dw (2.3.3)
o Qm\2w A 2wg Jo 2

the Lorentz factor is effectively constant. However, in principle, it should be possible to
measure the Lorentz factor. That said, the Lorentz factor breaks our Fourier transform,
making some results difficult for interpretation[¥] For instance, if we ignore the Lorentz
factor and ignore the transverse momentum distribution, we find that the eigenvalue of the
coherent state with regard to the Maxwell field operator, eq. (2.2.58)), simplifies to

ANt X)|a) = f g—ga(p)e‘ip(t‘x)m) = a(t — x)*|a), (2.3.4)

where a(t — x) is the time-domain signal Another assumption or restriction, which we
have not mentioned explicitly yet, is the use of the Coulomb gauge. The Coulomb gauge
restricts our predictions to a stationary reference frame. While a stationary reference frame
appears reasonable for terrestrial communication, it must be questioned for space commu-
nication.

Another important operator, subject to controversies, which we have not mentioned so far,
is the quadrature operator. Ref. [10, p. 79] defines the continuous-mode quadrature operator

ad

X9 = % f g—f;{d(p)e_i(p”‘g)+dT(p)e+i(pt+’9)}. (2.3.5)
2
Comparing eq. (2.3.5) with the one-dimensional Maxwell operator,
. dp 1 ¢, —ip(f— o in(t—
A(t, x) =f—— a;(p)ePU=¥) 4 gl (p)etirt—0)|, (2.3.6)
> \/Z_p{ A(p 1 J

we note that these are equal up to the Lorentz factor, a phase, and the spatial dependency
x. For a measurement at a stationary location, the spatial dependency reduces to a phase,

“More precisely, we need to distinguish between the four-dimensional Fourier transform and the Fourier trans-
form implementing the energy-momentum relation.

15We identify the negative-frequency Maxwell operator A" with the Fourier transform of the annihilation
operator used by Loudon [9].

16We adapted the quadrature operator to our convention of the Fourier transform, dividing the integration
measure by 277, and added time evolution.
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which can be further modified using the phase-rotation operator [82, p. 38], i.e.,

e—iSNA(t)eHSN — f d_pL {dl(p)e—ip(HS) + djl(p)e+ip(t+19)} , (2.3.7)
2 \/Z_p

where N denotes the number operator defined in eq. . Using that practical measure-

ments are bandwidth-limited, we can invoke the mean-value theorem for definite integrals

and pull out the Lorentz factor 1/\/2_p from the integrand and thereby fully recovering the

quadrature operator proposed by in Ref. [10], eq. (2.3.5). How can the Maxwell field be an

observable when it is not gauge invariant? While it is true that the Maxwell field shows a

gauge symmetry, the gauge symmetry is uniquely fixed through the Coulomb gauge, which
is required to remove unphysical polarization DOFs

17See Ref. [83]] for a discussion on the physicality of the Maxwell field and the gauge freedom.
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Chapter 0

Quantum theory of (electro-)optical
components

In the last chapter, we derived a general quantum theory of light for optical communication.
Now it is time to apply it to describe the electro-optical building blocks from which we later
assemble a coherent-state transmission system. In particular, we present quantum models
for the optical coupler, electro-optical modulators, and detectors, which we use to derive
input-output relations for coherent states.

First, we introduce the optical coupler as a generalization of the beam splitter and the waveg-
uide coupler. Second, we apply nonlinear quantum-optics to model electro-optical phase
modulation [84] as nonlinear frequency-conversion [81] and employ it to perform ampli-
tude modulation through electrically-driven interference. Third, we briefly review the pho-
toelectric effect [8, 7] and derive direct and balanced detectors and their interpretation in
terms of quantum measurements.

For the first two parts, we aim to motivate an evolution operator from some interaction
Hamiltonian. At some point, we cannot give an explicit evolution operator but only argue
why such an operator may, in principle, exist.

3.1. Coupler

An optical coupler is a passive component with two optical in- and outputs, generally as-
sumed to be linear time-invariant (LTI), which appears in almost every optical setup or as a
building block of ore complex componentsE]

IThe optical splitter is a special case of the optical coupler where one of the two optical inputs is zero, or, more
precisely, the vacuum state.
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In the following, we would like to illuminate the versatile aspects of the optical coupler. We
begin our investigation with the beam splitter, implementing an optical coupler and split-
ter, considering its reflection and transmission properties [4, 7]. Subsequently, we examine
the waveguide coupler, which offers an alternative approach using an interaction Hamilto-
nian [18]. Finally, we provide a third entry point using a unitary transformation to transform
the displacement operator yielding input-output relations for coherent states and discuss ap-
plications as a splitter and spectral filter [82, (7]

3.1.1. Beam splitter

The most commonly employed designs of the beam splitter are the cubic, plate, and pellicle
beam splitters, see Figure[3.1] The cubic beam splitter is made of two triangular prisms. The

a) b) c)

Figure 3.1.: Different types of free-ray beam splitters. (a) Cubic beam splitter made of two
triangular prisms glued at their base (grey). (b) Plate beam splitter made of a
dielectric plate. (c) Pellicle beam splitter made from a thin membrane.

interface between the two prisms is finished with a dielectric coating. The outward-facing
surface of the prisms is grafted with an anti-reflective (AR) coatingE] he pellicle beam splitter
consists of a few micrometer thin membrane, optionally with a one-sided coating. The plate
beam splitter is like a thick pellicle beam splitter made of glass.

To deduce the relation between the in- and output fields, we sequentially couple a laser pulse
into each input while monitoring both outputs with a spectrum analyzer, see Figure
Assuming the beam splitter to be an LTI system, knowing the spectral shape of the laser
pulse lets us infer the frequency responses of the beam splitter. Invoking the superposition
principle for electromagnetic waves, we find the frequency responses of the beam splitter to
relate the electric fields by

(<Ej{<w»>=(t(w> r'(w)) <<Ej1<w>>) G
(By@)) T \r@) t@)\(E) .

wherein r(w), ¥’ (w) and t(w), t'(w) are the complex reflection respective transmission coeffi-
cients. The absolute values of the transmission, |t(w)| and |¢'(w)|, and reflection coefficients,
|r(w)| and |r'(w)|, determine the splitting ratio of the input power among the outputs. The

The incident angle of the electric field is perpendicular to the surface of the cubic beam splitter. As the
reflection angle is equal to the incidence angle, we have back-reflection of the input fields.
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Ej(w) Ey(w)

Ey(w) Ej(w) Ey(w) Ej(w)

B Y e ——

Ez(w) Ez(w)

Figure 3.2.: Cubic (left) and plate beam splitter (right) with the two input fields, E;(w) and
E,(w), and two output fields, Ej(w) and Ej(w), labelled by the momentum rep-
resentation of the electric field operators.

complex phase factor of the reflection and transmission coefficients characterizes the phase
shifts the output fields concerning the input fields. The beam splitter is a passive device
implying the output energy to be bound by the input energy

KEL (@) + KE(@))I* < KEy (@) + KEx ()%, (3.1.2)
or equivalently, constraining the reflection and transmission coefficients by
(@) + [t@)? < 1, (@) +]t' (@) < 1. (3.1.3)

The equality of these inequalities is only true for lossless devices for which there is no back-
scattering[]| Sometimes, one finds the claim [[18, p. 129] that the matrix transformation in
eq. is required to be symmetric (or reciprocal) due to Maxwell’s equations. However,
only optical systems with a single dielectric layer are reciprocal [85], but most physical beam
splitters comprise multiple dielectric layersf_f] It is possible to derive exact expressions of
the complex reflection, r(w), r'(w), and transmission coefficients, t(w), t'(w) using classical
wave optics and perfect knowledge of the dimensions and material properties. For example,
Hénault [[86] derived an exact expression for the reflected and transmitted amplitudes of
a plate beam splitter with one input and a single dielectric layer. Likewise, Hamilton [87]
discusses the cubic beam splitter with two inputs and different coatings. In general, the
complex reflection and transmission coefficients need to account for multiple reflections at
different dielectric layers inside the beam splitter.

Inserting the mode expansion of the electric field operators, egs. (2.1.49) to (2.1.51)), and
using the linearity of the device and the expectation value, we recover the transformation

3Using an optical circulator it is in principle possible to measure all 16 scattering parameters.
“For example, cubic beam splitters typically have a coating followed by optical cement between the prisms
breaking reciprocal symmetry of the system.
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for the annihilation operators, sometimes referred to as quantum modes,

(dl(w)> _ (t(w) r’(@)) <d1(w)) (3.1.4)

a3(w) rw) t'(w))\d(w)

in agreement with Refs. [82, |4].

3.1.2. Waveguide coupler

Contrary to the direct coupling in free-ray beam splitters, a fiber or waveguide coupler uses
indirect coupling through the evanescent field. The evanescent field of an electromagnetic
field does not propagate but decays exponentially. We often observe evanescent fields at
the boundary of waveguiding structures. One must bring the waveguides in proximity for
the evanescent fields of two waveguided modes to couple efficiently. The range where the
waveguides are close is the interaction length [, see Figure[3.3] Over the interaction length,
the two energy of the field modes oscillates back and forth between the two waveguides.
The weak coupling through evanescent fields is conceptionally similar to weakly coupled

;(w) dy(w)
\ I l ] ’
y(w) / \ ()

Figure 3.3.: Waveguide coupler with input quantum modes d;(w) and d,(w) coupled evanes-
cent over an interaction length [ yielding the output quantum modes d;(w) and
ay(@).

harmonic oscillators. Haroche [18, p. 131] successfully exploits the analogy to derive the
quantum beam splitter transform from interaction theory. We generalize his approach for
the mode continuum derived in the previous chapter.

Let d,(w) and d,(w) be the annihilation operators of the first and second waveguide modes.
The interaction Hamiltonian

N

= - [ 52 {s@ @) + g @)l @), (3.15)

wherein g(w) is a complex-valued coupling parameter encoding the material and geometry
of the coupler, describes the transitions of excitations between the first and the second mode.
As the interaction Hamiltonian is time-independent, all but the first term in the Magnus
expansion vanish, and the time evolution operator is

O =expfi [ e [ 2 [s@a@0alw) + g @al@aw)]  G1e)
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wherein the time integration is over the duration of the interaction. Assuming the inter-
action to be limited to the interaction length [, the interaction duration T is approximately
equal to the interaction length [ divided by the group velocity vg(w). The group velocity
depends on the materials of the coupler, suggesting redefining the coupling parameter to
include the different interaction durations, i.e.,

A

O, = exp{i f g—ie(w){al(w)ag(w)e-ifﬂ(w) + ai(co)az(w)emo(w)}} (3.1.7)

where the real-valued couplings 6(w) and ¢(w) implicitly depend on the materials and ge-
ometry of the waveguide coupler and the interaction length I. We define the generator

G= —if (21—:6(@) {dl(w)d;(w)e_iww) + d;r(co)dz(co)e”q"(“’)} (3.1.8)

and calculate the commutator of the generator with the annihilation operators
[G, 4;(w)] = i6(w)d,(w)eti#@) [G, 4y ()] = i6(w)d; (w)e P, (3.1.9)
The transformed annihilation operators turn out to be}
0(@) = U1 (@)U = €+ (@)e™®

R A T
= & +[6.a1] + 56, (6. a1 + 56, (6. [G.an]l] + .

= 6;(e) + 10(e0)ty()et P + %(i@(w))z d;(w) + % (i6(w))? dy(@)et@ + ..

= c0s 8(w)d; (w) + isin B(w)d,(w)et P
(3.1.10)

and

a5(w) = U;hay(0) Uy = e*Ca5(w)eC

. 5 A 1 oaa 4 1 sxrara »
a, + [Ga a2] + E[Ga [G’ aZ]] + ?[G’ [Ga [GsaZ]]] + ..

(@) + 16(c0)dy ()e— P + % (i6(w))? dy(e) + % (i6(w))? dy(w)e= @ 4 ..

= c0s B(w)d,(w) + isin B(w)d; (w)e™ P,
(3.1.11)

where we used a kind of Baker-Campbell-Hausdorff (BCH) formula, in agreement with
Ref. [18, p. 131]. In matrix notation, the transformation of the annihilation operators reads

(al(w)) — Uw) (dl(w)) _ < cos B(w) isin G(w)e+iq"> <d1(60)>. (3.1.12)

a5 (w) a,(w) isinB(w)e™®  cosB(w) d,(w)

Comparison of the annihilation operator transformation for the waveguide coupler, eq. (3.1.12)),
and the beam splitter, eq. (3.1.4), our waveguide result implies lossless coupling. Lossless

SStrictly speaking, the annihilation operators in the interaction picture have an additional factor =%,
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coupling is essential for the transformed annihilation operators to satisfy the canonical com-
mutation relation (CCR) [4, p. 38]. Modeling an absorbing coupler requires four quantum
modes, two annihilation operators for the field, and two for a bosonic reservoir, see Ref. [7,
p. 210] for details.

3.1.3. Unitary operator transform

The derived transforms of the free-ray beam splitter and the fiber or waveguide coupler,
egs. (3.1.4) and (3.1.12), have in common that they are two-dimensional unitary matrices,
which is not surprising since a unitary matrix transform conserves energy. The optical cou-
pler transform being linear and unitary is not surprising since the coupler is a linear passive
device, which we further assumed to be lossless. It presents itself to take the unitary matrix
transform as the defining property of an ideal optical coupler.

A general decomposition of a two-dimensional unitary matrix is the product [82, p. 95]

eti®2 g )( cos(0/2) sin(®/2)> (€+qu/ >0 ) oiA/2

U(co):( o eo2)| Zsinera) cosorn)\ o et (3.1.13)

wherein we suppress the frequency-dependence of the real parameters, A(w), O(w), ¥(w), P(w),
for clarity. We can read the matrix decomposition, eq. (3.1.13)), as first adding a global phase
shift A/2, then adding a relative phase shift of ¥ between the incident fields, rotating (mix-
ing) the field amplitudes by the angle ®/2, and adding another relative phase shift of ¥
between the outgoing fields.

While the unitary matrix transforms the annihilation operators and the field amplitudes,
it cannot transform a generic quantum state. In the previous subsection, we found a time
evolution operator U from linear mode coupling theory, which related to the unitary matrix

transform U via
(@) _ (6@)) _ (UTa@)0) _ 5 (@@) 5
Ute) (dl(w)) - (d;(a))) - (Ule(a))f]) =U" <d;(a))) U. (3.1.14)

The unitary operators corresponding to the unitary matrix decomposition in eq. (3.1.13)) are
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the Jordan-Schwinger operatorsﬂ
i = 1 [ dow (4;(w) a,(w)
) _/ 27 (dz(w)) <a2(w))
1 [ do (@) (a()
=3 f 2 (ai(w)) (al(w))
;1 [ de (@ " )

YT 2 f 27 dz(w)) y(dz(w)
N i N

L= [ $2(50) o (0@ =3 [ S e - deae) G

27
where o;, 05, 03 denote the two-dimensional Pauli matrices. The Jordan-Schwinger opera-
tors satisfy the angular-momentum commutation algebra [|82, p. 97]

1 d
2

f 2— (a](@)ay(@) + af(@ar (@)  (3.1.16)

a](@)a(w) + a(w)d,(w)) (3.1.15)

.>|

8

>

N

>

Q
N .

T
f cziji a3(@)a (@) — 4](@)ax (@) (3.1.17)

dr(w)

[I:pig] = iEijk.ik [ﬁt’ii] =0 (3119)
and act as generator for the individual components of the matrix decomposition in eq. (3.1.13)).
The generator of the unitary matrix, eq. (3.1.13)), is
U elALtelq)LzeIGLyellI’Lz (3120)
The inverse of the unitary operator, eq. (3.1.20), can be written
U( A, ®,0, IP)T = ¢—i¥L; e—i@ﬁy e~ 1PLz o—iAL
= ¢~ AL p—1VL, e—i@tye—iobiz (3.1.21)
= U(-A, -, -0, —-0),

where we used that I, commutes with the other Jordan-Schwinger operators, and can be
used to find the reversed transform,

U (Z;E;‘g) Ut = U(w)' (Z;Eg;) (3.1.22)

of the annihilation operators.

3.1.4. Coherent state transform

Let us now consider the action of the ideal coupler on the tensor product of input coherent-
stated’]
|a(£)) = lerg (£), az(£)). (3.1.23)
Generalized to a frequency continuum from Ref. [82} p. 97].

7Other quantum states typically produce entangled output states, see, for instance, Ref. [88]], which is not of
interest here.
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The output states are given by applying the unitary evolution operator U, e.g., eq. (3.1.20),
onto the input state

Ula(t)y = UD [e(t)] UTU0,0) = UD [a(t)] UT|0), (3.1.24)

wherein we inserted 1 = U U in the second step and we used the invariance of the vacuum
state in the third step. The transformed displacement operator readﬁ

. . - dw aT(co) a;(w)
UD[a(t)]UT = Uex a(w) et (71 occ()Te‘”“’t(A1 ¥
1) p{fzﬂ{u (2( )) (@erior ()
_ dw | & iwp I( ) i ity (A1(@)) 1t
= exp{f o {oc e~ CtuU az(w) —ale™® U () U
wherein we used the operator identity
UeAUt = Y L0an0t = ) 2040 UADT = 3 L (DADT)" = 040" (3.126)

in the second step to move the unitary operators into the argument of the exponential. We
already expressed the transformed annihilation operators in the second term of the expo-
nential using the unitary matrix in eq. (3.1.22)). The transformed creation operators in the
first term can be brought into a similar form, i.e.,

AT oA A1t A AT . 17
(a1 (@)\ i ([Ta1(@)TUT]' (Ual(cu)UT> 3 ( (al(w)>>
U(dz(w)>U _([Uaz(w)m]* = va@ut) | =|[\"“Na @)

a1 (alw)
= [(d;(w)) U)| =Uw) ( ! )

(3.1.27)

G (@)

Inserting the previous result back into the transformed displacement operator, eq. (3.1.253),
we factor the unitary matrix to the Fourier amplitudes

b [“(t)]:exp{ f e {a(wr —ioty(@)" (‘flgc"§>—a(w>*e+mtu( ) (“18)}}
2

= exp { f do {(U(co)oc(cu))T et (0120);) — (U(@)a(w))' etiet (Z;EZ;)H
2
(3.1.28)

in agreement with Ref. [7, p. 210]. The transformed Fourier amplitudes are given by the
matrix product
o' (w) = U(w)e(w). (3.1.29)

8We adopt matrix notation as in Ref. [[7, p. 206] to have our result independent of a particular choice of the
unitary matrix.
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The product in frequency space implies a convolution in the time domain, i.e.,

dw

o (1) =(U=xoa)(t) = f 5 U(w)a(w)etit, (3.1.30)

27
and we conclude that a tensor product of coherent states transforms under an ideal optical
coupler according to

Ola(t)) = (U * &) () U(t) = f 49 L e)etiot (3.1.31)

27

wherein U(w) is a two-dimensional unitary matrix characterizing the coupler.

The fact that the ideal optical coupler only transforms the amplitudes of the input coherent-
states is specific to coherent states. The coherent states owe this special property due to
having a Poisson number distribution and the Poisson distribution being memoryless. As
a consequence, the output coherent-states are independent and consider a subsystem by
performing a partial trace, e.g.,

Try {la, B)@ BI} = Tra {laXal @ 1B)B1} = |a)(a| ® Tr, {|BXBI} = |a)al, (3.1.32)

where we used

Tr, {IB)BI} = 2. (nlBXBln) = D Knlf)* =1, (31.33)
n=0 n=0
is equivalent to the projection of the subsystem
Trp {lot, BXet, BI} = |}l = B et B){ex. BIR. (3.1.34)

For non-coherent quantum states, it is not correct to project out a subsystem as the partial
trace does not generally yield a mixed but a pure state.

3.1.5. Splitter and spectral filter

Our considerations have so far been quite general except for restricting ourselves to input
coherent-states. We will now discuss two applications of our results: First, we consider the
special case of a coupler being used as a splitter. Second, we consider a coupler as an optical
filter relevant to signal processing and quantum-information theory.

An ideal optical splitter redistributes the power of one input among two outputs and is
a special case of the optical coupler with one input state being the vacuum state. Using
eq. (3.1.29), we find the transformed Fourier amplitudes to be

(@) — piA/2 cos(©/2)el+®+¥)2  5in(@/2)el+2-¥)2\ (a(w)
ay(w)) —sin(0/2)el=2+¥)2 cog(@/2)el-2-P)2 ]\ o

+ cos(®/2)eti®/2) .
= (@) (— sinE@/ Z;e_iq)/ €T

(3.1.35)
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wherein we again suppressed the frequency dependency of the splitting parameters. Instead
of choosing a parametrization for the splitting coefficients, which directly ensures energy
conservation, we can more generally write

(“'1(@) - a(w) (Cl(‘”) Q@ + @ = 1. (3.136)

a;(w) c(w)
Assuming the Fourier transform of ¢; (w), c,(w) to be well-defined, we find the output coherent-

states to be
Ula(t),0) = |(cy * a) (1), (cy * ) (1)) (3.1.37)

according to eq. (3.1.31). If we further assume the signal a(t) to be bandwidth-limited to B
and the splitting coefficients to be approximately constant over the bandwidth B, i.e.,

c1(w) = ¢1(wp) cy(w) = cy(wg) Vo € B, (3.1.38)
the output state takes the simple form
Ula(t),0) = |cya(t), (1)) (3.1.39)

and the splitter only redistributes the signal power among the outputs while leaving the
signal itself unaltered.

Equation ([3.1.37)) already suggests the similarity of the ideal optical splitter with an optical
filter, the difference being that only one output matters for the optical filter. To remove the
second output, we perform a partial trace over the second subsystem, equivalent to applying

the projection operator to eq. (3.1.37)), i.e.,
BUa(t),0) = |(h * ) (1)) (3.1.40)

where we introduced the optical filter function h = ¢;. Ref. [[7, p. 199] discusses a spectral
filter made of a dielectric slab of thickness [ and refractive index n, see Figure with in-
coming and outgoing quantum modes to each side. Let d,(w) be the signal mode approach-
ing the dielectric slab from the left. Let us assume that the mode d,(w) is in vacuum and
that we are only interested in the mode d;(w), outgoing to the right. Then the optical filter
function in eq. is equal to the transmission coefficient of the dielectric slab which is
equal to [7, p. 199]

hw) = — " e [i(n— Do) P2 = (” = 1)2 (3.1.41)
1 —r2exp(iwnl) P “\n+1/ " "

By carefully selecting the geometry and dielectric (layers), it should be possible to tailor
the transmission coefficient in a specific bandwidth to implement a custom optical filter
function h.
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a;(w) dz(w)
a}(w) " a(w)
—

l

Figure 3.4.: Dielectric slab of thickness [ and refractive index n used as a spectral filter with
incident quantum modes, denoted by the annihilation operators, d,(w) from the
left, and d,(w) from the right, and outgoing quantum modes, d;(w) to the left,
and d,(w) to the right.

3.2. Modulators

The (electro-optical) modulators allow encoding an electrical signal onto an optical carrier,
and in that sense, are the interface between the electrical and optical domains. The domain
crossover occurs at the electro-optical phase modulator, which we attempt to describe as a
nonlinear-mixing process mediated by the dielectric. Following, we construct, in the optical
domain, a complex amplitude modulator, or in-phase and quadrature modulator (IQM),
using Mach-Zehnder interferometers (MZIs) driven by electro-optical phase modulators.

3.2.1. Phase modulator

In an electro-optical phase modulator, an electrical signal changes the refractive index of
an optical transmission medium, causing a phase shift. The linear electro-optic effect, also
known as the Pockels effect, characterizes a linear refractive index change proportional to
the amplitude of an external electric field [89, Ch. 18]. It is present in noncentrosymmetric
crystals [90, p. 2], e.g., lithium niobate [91, p. 237], commonly used in photonic integration.
Figure|3.5|depicts a traveling-wave electro-optical phase modulator. The phase modulation
signal is applied to the electrodes creating a traveling-wave RF field between the two elec-
trodes. The linear-electro optical effect couples the different RF and optical frequency com-
ponents. The output field contains sidebands, w + Q, at the modulation frequency, Q.

The modulation frequency, €, is typically many magnitudes smaller than the optical fre-
quency, w, and the phase-shift due to the refractive index change appears static from the
optical domain. In this case, we expect the complex amplitude of the optical signal leaving
the phase modulator to be

o (t) = at)e M), (3.2.1)
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Figure 3.5.: Traveling-wave electro-optical phase modulator comprising two electrodes of
length L (black). The electrodes are driven by a sinusoidal voltage signal cre-
ating an radio frequency (RF) field with frequency Q, between the electrodes.
An optical field with frequency w reaches the phase modulator from the left, and
an optical field with multiple frequency components, w, w + ), exits the phase
modulator to the right.

wherein «(t) is the initial amplitude and ¢(t) is some time-dependent phase. To a good
approximation, the phase modulator is an LTI system for which the time-dependent phase
signal is a convolution

o(t) = (h + %) (t) = f At h(¢)x(t — t') (3.2.2)

with h(t) being the linear time-response of the phase modulator system and x(¢t) being the
voltage signal driving the modulator. As a rough estimate of when the phase is effectively
static concerning the optical field, we can compare the transmission time of the optical sig-
nal through the modulator with the period of the optical signalﬂ

While the former classical approach is perfectly sufficient, it does not fit well into our quantum-
mechanical framework using interactions and unitary operators. In the following, we present
the essence of Ref. [81] and Ref. [84] to get an insight into quantum-optical frequency-
conversion. To simplify the discussion, we approximate the electric field (averages) inside
the dielectric with free electric field operators at the cost of correctness relating to, e.g.,
phase-matching. One particular challenge regarding time-dependent phase modulation is
that there exists no simple representation in the frequency domain for arbitrary modulation
signals. The best we can do is assume a sinusoidal modulation, e.g.,

(1) = o sin(Qot + ¢), (3.2.3)
for which we can use the Jacobi-Anger expansion [84, eq. 23]

e~ Bosin(Qot+¢) — Z Jm(ﬁo)e—im(ﬂomcp) (3.2.4)

meZ

wherein J,,,(8,) is the mth Bessel function of the first kind. Inserting eq. (3.2.3) into eq. (3.2.1))

°The transmission time T is equal to the group velocity, Ug(w), divided by the length of the modulator, L.
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and performing the Jacobi-Anger expansion, we identify the Fourier transform with

@)= 3 In(Boe ¢ [ dtaee-trmoon

mezZ

= > In(Boe™™Pa(w + mQy).

meZ

(3.2.5)

Sinusoidal phase modulation with frequency Q, creates infinitely many sidebands around
the carrier frequency w. As we can write an arbitrary time-dependent signal as a sum of
sinusoidals of different frequencies, we have to deal with an integral of infinite sums, making
arbitrary phase-modulation untractable.

Creating new frequency components requires a nonlinear interaction, not unlike the clas-
sical case, where a diode is used as a nonlinear element for frequency conversion. In Ap-
pendix[B} we discuss nonlinear processes mediated by the electric susceptibility of a nonab-
sorptive dielectric and find the interaction Hamiltonian corresponding to frequency conver-
sion to be

N dow [ dQ . o
A= [ 52 [ S2s(e 0" @a@ito - ) + He, (3.26)

wherein g(w, Q) encodes the geometry and properties of the dielectric material. The cou-
pling parameter g(w, Q) is only non-zero for w being an optical and Q being an electrical
frequency. The operators in eq. describe the simultaneous absorption of an “electric”
photon with RF Q, a(Q2), and an “optical” photon with frequency w — Q, d(w — Q), to create
an “optical” photon at a higher frequency w, 4'(w). We are not interested in the quantum
properties of the RF field and assume it to be in a coherent state with complex amplitude

B(t)
H,, = / ;1—2 f i—f:g(cu, Q)B(Q)ad" (w)a(w — Q) + Hee., (3.2.7)

wherein B(Q) is the Fourier amplitude corresponding to 3(¢). A sinusoidal modulation sig-
nal has a single frequency component,

B(t) = Boe ! B(Q) = fo(2m)6N(Q ~ Qp), (3.2.8)

Inserting the frequency representation of the sinusoidal modulation into the interaction
Hamiltonian, eq. (3.2.7)), we find

Hint = ﬁof g_z (CU, Qo)dT(w)d(w + Qo) + H.c.. (3.2.9)

Let the optical signal be limited to the bandwidth B, then according to the mean-value the-
orem for integrals, there exists an w, € B such that we can write

i = Fogleoo: 00) [ $26°(@)a(0 + Qo) + i 00)" [ $24"@)ate - )
(3.2.10)

— foglen, Qo) [ 520" - 00)a(e) + (e Q) [ $20"(w + Ap)aCe)
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where we performed an integration variable substitution in the second step.

We define the up- and downconversion operators for the frequency Q, as
. d
T+ (Qg) = f %d*(a) + Qp)d(w) (3.2.11)

which are related via the Hermitian conjugate, T, (Qq) = T_(Q,)", and satisfy the commu-
tation relations

[12(Q0), a(@)] = —a(w F Q) [72:(Qo), 6T (w)] = +a(w £ Qy), (3.2.12)

which can be used to up- or donwconvert the frequency of a photon by Q.

The time-evolution operator corresponding to the interaction Hamiltonian in eq. (3.2.10)
turns out to be

U(6, Qq, ¢) = exp{—iTH;y} = exp{—i%@ [T:(Q0)e™® + T_(Qo)e‘”‘P]} (3.2.13)
where we new parameters O, ¢ relate to the old coupling parameters via
Bo8(wo, Qo)* T = %96”"’ (3.2.14)

with T being the interaction time approximately equal to the transmit time of the light
through the phase modulator Before, we transform the annihilation operator, we define
the generator

G, Qo) = T, (Qg)e™™ + T_(Qg)et™® (3.2.15)
which relates to the evolution operator via

06, 0y, ) = exp{—i%@é(go, QO)}. (3.2.16)

The iterated commutators of the generator with the annihilation operator are
[G, a(w)] = (1) [a(w — Qg)e™™® + d(w + Qg)e™?] (3.2.17)
[G,[G, a(w)]] = (1) [G(w — 2Qg)e™%® + 2a(w) + a(w + 2Qg)e??| (3.2.18)
[G,[G,[G, a(w)]]] = (—1)*[a(w — 3Q0)e3% + 224(w — Qg )e™¥ (3.2.19)
+ a(w + 3Q0)et3® + 22a(w + Qe ¥ ] (3.2.20)

and we can invoke the BCH formula, to transform the annihilation operator

a'(w) = U(6, Q0. 9)T a(@)U (6, Qo, 9)

. 0 4 . 0% . A . 363 . .
= d(w) + ?[G’ d(w)] + 22—2![G, [G, d(w)]] + 23—3![G, [G,..]]+ ... (3.2.21)
= Z J,,(0)e™@=712) (o + mQy)

mezZ

10Strictly speaking, the transmit time is frequency-dependent requiring a frequency response filter instead of
coupling constant.
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in agreement with Ref. [84} eq. 40].
To transform the displacement operator, we need to evaluate

0(6, 20, 9)a" (@06, 00, 9)" = [U(6, 20, 9)a(@)0 (O, 2. 9)']
= [U(—G, 'QO’ @)Td(w)U(_e’ Q‘O’ qo)]T

1.
= Z T (—0)et M@= () + mQy)
meZ
= D Jn(=6)e M@=t () + mQy)
me”Z
= D Jn(0)et Mm@+ (0 + mQy)
meZ

where we used

Jm(_e)e—im((p—ﬂ/Z) — (_1)me(6)e+im((p—rf/2) — Jm(e)e+im(qo+7r/2)
in the last step. The transformed displacement operator then reads
D' [a()] = U(6, Qo, )D [a(D)] U(8, 0, 9)'

exp f—[a(a))U(G Qo, 9)a ()U(B, Qq, )T — ]}

mezZ

exp {f dw Z a(w)Jm(e)e+im(¢+ﬂ/2)dT(a) + mQO) - HC]}

dco 2 T (0)a(w — mQy)e™@+7/2) 4% () — H.c. ]}

meZ
= exp {f o [ () (w) — Hc]}
where we identified the transformed Fourier amplitude with

o (@)= Y, Jn(@)emPDa(w — mQy).

meZ

Written as a convolution, the transformed Fourier amplitude reads

a'(w) = f deo h(wa(w — '),
where the convolution kernel is the Dirac train

D In(©)em P+ m)W (0 — mQy).

mezZ
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As the transformed Fourier amplitude is a convolution in frequency space, we expect a prod-
uct in time space, i.e.,

’ _ dw ’ —icwt _ dow —iowt im(p+7/2)
oc(t)—fzﬂoc(cu)e —fzﬂoc(cu mQg)e mZE:ZJm(G)e

[ dw i —im(Qut—o—t/ (3.2.28)
—/Ea(a))e leot Z Jy(8)e~im(Qot—p—m/2)

mezZ
= a(t)e‘ie sin(Qot—p-7/2) — oc(t)e”e cos(Qot—9)

where we again used the Jacobi-Anger expansion, eq. (3.2.4). We conclude that a coherent
state transform under sinusoidal phase-modulation as

U(6, Qo, @)la(t)) = |a(t)eti®cos(Qoi=)), (3.2.29)

To extend our result to signals of finite duration, we first note that we can write such a signal
as a sum of harmonics, i.e.,

N
o(t) = Y 6k cos(Qit — @y, (3.2.30)
k=0

and apply a product of sinusoidal phase modulation operators, eq. (3.2.13)),

k=0

N
(H 06k Qe qo,a) ja(t)) = |a(t)e*i#®), (3.2.31)

which corresponds to having a different sinusoidal phase modulators in sequence. For dif-
ferent frequencies in the same phase modulator, we have the problem that they all interact.
That said, it should be possible to generalize the frequency up- and downconversion opera-
tors to a spectrum and argue that the commutator between the generator, eq. (3.2.15), and
the annihilation operator vanishes except for the dominant frequency components.

3.2.2. Amplitude modulator

The Mach-Zehnder modulator (MZM) uses two phase modulators to perform amplitude
modulation through interference. Figure shows a symmetric MZIE] using free-space
optics with one signal input; the other input being in the vacuum state. The most crucial
components of the MZI are a splitter, a coupler, and two independent phase modulators. The
splitter divides the input light into two branches, which are phase modulated with ¢, (t) and
$,(t) by PM1 respectively PM2. The coupler recombines both branches into two outputs.
Two cubic beam splitters implement the splitter (BS1) and the coupler (BS2) for our free-
space setup. For additional beam alignment, our free-space setup utilizes two mirrors (M1
and M2).

1we distinguish between MZI and MZM, whether it is an optical MZI or integrated MZM embodiment. How-
ever, there is no difference in the theoretical treatment.
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Figure 3.6.: Symmetric MZI using free-space optics comprising two balanced beam splitter
(BS), BS1 and BS2, two mirrors, M1 and M2, and two phase modulators, PM1
and PM2. The input amplitudes, a;(t) and a,(t), enter BS1 and are split into
an upper and lower path. The upper path receives a phase shift of ¢,(¢t) + &
from PM1 and M1 before entering BS2 from the top. The lower path receives
a phase shift of ¢,(t) + 7 from M2 and PM2 before entering BS2 from the left.
BS2 recombines the phase-shifted upper and lower path into the output Fourier
amplitudes aj(t) and aj(t).

To find the effect of the MZM on an input coherent-state, we study the cumulative effect of
the individual optical components. One particular challenge is that the transformation of
passive components is a convolution in the time domain. In contrast, the transformation of
active components is a convolution in the frequency domain. A possible way forward is to
invoke the narrow-bandwidth approximation and assume that the passive components are
free of dispersion over the relevant optical bandwidth. Under this simplifying assumption,
the passive components are described by the ideal transformations

1 (1 i 1 (i 1
Ups1 = — ( i 1) Ups = — (1 l.), (3.2.32)
V2 NG

which are valid in both time and frequency spaceEZ] The transformation of the active phase
modulation is
ei®1(t) 0 )

UPM(t) = ( 0 ei¢2(t)

where we ignored static phase shifts The composition of these transformations yields the
transformation of the MZM

(3.2.33)

cos¢_(t) +sing_(1)\. ;0.
—sing_(t) cos$_(t) >1e¢ ®, (3.2.39)

12The particular choice corresponds to a perfect cubic beam splitter with a single dielectric layer [4, p. 139],
where we exchanged the rows of the second BS for consistency with the input labels.

13For practical applications, one calibrates the phase modulators with a static bias voltage to compensate for
undesired static phase shifts.

Unmzm(t) = UpsaUpn(H)Upsy = (
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where we introduced the common-mode and differential-mode phase signals

b, () = $,(1) ‘; ¢1(t) é_(t) = 0] ; ¢1(t). (3.2.35)

For the input state being a tensor product of a coherent and a vacuum state
|o(2)) = |e(£), 0), (3.2.36)
the matrix transformation of the MZM, eq. (3.2.34), predicts the output amplitudes to be

& () = Uy (Da(t) = at) (_C‘;’isn‘f’qg_(z)) jel®+() (3.2.37)
where the common-mode phase signal ¢, (t) changes the global phase of the output signal
and the differential-mode signal ¢_(¢t) changes the power splitting ratio of the outputs. In the
previous sections, we derived the unitary evolution operator corresponding to the unitary
matrix transforms. We therefore claim the existence of an unitary operator, Uyzy, corre-
sponding to the unitary matrix transform of eq. (3.2.34), where the action of such operator
on a coherent and vacuum input state is

Orizn(D)]a(t), 0) = |a(t) cos _(1)iei?+®), a(t) sin ¢_(1)iel?+®), (3.2.38)

Usually, one output is monitored for bias control of the phase modulators, and the other
output is used for further processing. In this case, we can remove the other other output
using a projection operator, P, and we find

PUyizn(®)]ax(2), 0) = |a(t)Brizm(D)), (3.2.39)

where we defined the complex-valued amplitude modulation signal 8(¢t) with |5(¢)| < 1.

Equation (3.2.39) suggests that a MZM with two independent phase modulators allows for
complex amplitude modulation, i.e., modulation of in-phase and quadrature components
of the input signal a(t). In practice, however, we implement the IQM using three MZMs
as depicted in Figure The phases of the MZM in an integrated IQM are only driven
differentially. The upper branch modulates the in-phase component, I(t), while the lower
branch modulates the quadrature component, Q(t). A third MZM adds a static relative phase
A between the in-phase and quadrature branch such that these branches are recombined at
7/2. For the output coherent-state, we find

o' (1)) = Urqm(Dla(®)) = |a(t)Brgm(®)) (3.2.40)
wherein the complex amplitude-modulation signal is now

While the IQM is equivalent to a MZM with two independent phase modulators for time-
independent modulation, the MZM cannot, in general, perform continuously phase mod-
ulation. The reason being that the complex phase of the MZM, eq. (3.2.37), cannot be in-
creased arbitrary for practical electro-optical phase modulators but must be brought back to
some working point, which would require instantaneous jumps.
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Figure 3.7.: Integrated IQM using three MZM arms. An input signal with amplitude a(t)
is split into an upper and lower branch. The upper and lower branches com-
prise an integrated MZM that performs amplitude modulation with the in-phase
and quadrature signal, I(t) respectively Q(t). The integrated MZM consists of
a hexagonal-shaped waveguide with an inside signal electrode and two outer
grounds. The outputs of the in-phase- and quadrature-modulated form a third
MZM used to set a relative phase of A between the in-phase and quadrature sig-
nals, yielding an output signal with amplitude o'(¢).

3.3. Photodetectors

The photodetectors let us probe the quantum-optical states via an electrical signal. In the fol-
lowing, we will briefly review the results of the photodetection theory according to Refs. [8,
26]] and then take a closer look at the direct and balanced detector.

3.3.1. Photoelectric effect

The photoelectric effect describes the emission of electrons from an illuminated material.
Historically, it provided strong evidence for the existence of a light quantum, the photon, as
the kinetic energy of the emitted electrons,

Ey = E, — Ey, (3.3.1)

does not depend on the intensity but on the frequency, E, = w, of the incident light minus
some work energy, E,,. The photoelectric effect relates the momentum spectrum of electrons
with the frequency spectrum of photons and provides a mechanism for photodetection. We
present two kinds of photodetectors exploiting the photoelectric effect: the phototube and
the photodiode.

A phototube (Figure comprises a metallic cathode and a biased anode parallel to the
cathode. Whenever photons with energy w > E,,, wherein E,, is the work energy of the
cathode, hit eject an electrode, the anode accelerates the emitted electrons away from the
cathode. The cathode is then in excess of positive charge carriers, creating a positive current,
L
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Anode

Cathode

Figure 3.8.: Schematic of a phototube, a vacuum tube utilizing the photoelectric effect for
photodetection. Photons, y, hit a metallic cathode and eject electrons, e_,
through the photoelectric effect. The anode is biased with a positive voltage,
V > 0, to attract the emitted electrons. The cathode is in excess of positive
charge carriers, creating a positive electric current, I > 0.

Contrary, a photodiode is typically made of a PN-junction (Figure[3.9), a junction of a positively-
(P) with a negatively-doped (N) semiconductor, supplemented by a contact on the P- and a
contact on the N-doped semiconductor. The contact at the P-doped semiconductor is nega-
tively charged, creating a depletion layer between the PN-junction with no free charge car-
riers. The P layer absorbs incident photons, y, exciting electrons, which accelerate through
the depletion layer towards the cathode, creating the photocurrent, I. Contrary to the pho-
totube, the excited electrons are not truly free but rather excited to an energy band, where
they move with higher mobility through the semiconductor. That said, the central idea of
exciting photoelectrons through photon absorption to some higher energy, applies to both
kinds of photodetectors [92, p. 128].

We will oversee the subtile differences and assume a single photoelectron bound to a single
atom in a unique ground state, |g), which is excited through photon absorption to some
excited state continuum, |e)[| The Hamiltonian of an electron is

. PP
A, = T V(%) (3.3.2)

wherein V(X) denotes the binding potential. We expect the ground state, |g), to be an energy
eigenstate with eigenvalue, E,. In the ground state, |g), the electron is bound and dominated
by the potential term in the Hamiltonian. In an excited state, |e), the electron is approxi-
mately free and dominated by the kinetic term in the Hamiltonian. Figure shows the

14Quantum models for photon absorption specific to semiconductors are found in Ref. [93]] and Ref. [94].
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P layer
Depletion layer
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Cathode

Figure 3.9.: Schematic of a photodiode, a PN-junction. The P layer absorbs incident photons,
¥, exciting electrons, e_, and holes, e, . The electrons are accelerated towards the
anode (not shown), and the holes are accelerated towards the cathode, creating
a photocurrent 1.

corresponding energy level diagram. The ground state, |g), is unique and has the single en-
ergy Eg. For the excited state, |e), an energy continuum exists with energies ranging from
min, E, to max, E,. The difference of the lowest excited energy, min, E,, and the ground
state energy, Eg, is equivalent to the bandgap energy inside a semiconductor. The transition
from the ground to an excited state, |g) — |e), through photon absorption requires the pho-
ton energy, w, to be at least the bandgap energy, w > min, E, — E,. In Appendixwe extend
the photoelectron model to derive the differential probability for photoelectron emission.
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Figure 3.10.: Energy level diagram of a photoelectron excited from a bound ground state, |g),
with energy E, to a free excited state, |e), with energy E, by absorbing a photon
with energy E,. To excite the electron from the ground state the photon must
have at least the energy of the bandgap, min, E, — E,, wherein min, E, is the
minimum energy of the excitation energy band.

3.3.2. Photocurrent operator

Ref. [8, p. 725] generalizes the differential probability for a single photoelectron excitation to
the positive operator-valued measure (POVM) of counting m photoelectrons from infinitely
many independent detector atoms from time ¢t to t + T a

B,(t,T) =7, : %f(t, T)"exp {—I(t, T)}:, (3.3.3)

wherein the photocurrent operator is equal to the integrated equal-time correlation function
of the electric field 9|

t+T
it,T) =19 f dt'"(EDHEC) (1)) (3.3.4)
t

with detector efficiency constant 7. From a signal-processing perspective, it is more natural
to define a detector response function, 7(t), which generalizes the measurement period T
and is experimentally accessible. The convolved photocurrent operator,

It =n9 / dt’ n(t' WED (¢t — tHEC)(t — 1)), (3.3.5)

reduces to the integrated photocurrent operator, eq. (3.3.4)), when using a constant step re-
sponse for the detector. From here on, we use the eq. (3.3.3) with the convolved photocurrent

operator, eq. (3.3.5).

I5Tf we assume no sources present inside the detector, the fields are approximately free at the detector, and we
can neglect the time-ordering in eq. [7} p. 183].

16Tn Ref. [8]) the photocurrent operator is equal to the equal-time correlation function of the Maxwell field. The
electric and Maxwell field operator are connected by an unitary transformation.
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Using the generating function of the photoelectron POVM, eq. (3.3.3), we find the average
number of photoelectrons emitted at ¢ to be [7, p. 183]

n(t) = 3, mBa(0) = (I(0)). (3.3.6)

meNy

For the variance, we find [8} p. 736]
(an(0))* = nt) + ((AlD)?), (3.3.7)

. &0 \\2 . . o .
wherein ((AI(t))") denotes the variance of the bandwidth-limited intensity operator, eq. ll
which can become negative indicating sub-Poissionian statistics for certain quantum states.

3.3.3. Direct detector

The direct detector resembles a power or intensity measurement of the optical state, so it is
also sometimes called a square-law detector. Figure[3.11|presents the electronic schematic of
a direct-detector circuit. A photodiode, PD, is reverse biased with voltage —1}, < 0 to reduce
the response time of the photodiode. Under optical illumination, PD produces a photocur-
rent, i(¢), which in natural units is equal to the mean photoelectron number, eq. (3.3.6)). For

.

|

L 2
|

\\tx PD

o
W -

Figure 3.11.: Electronic schematic of a direct (intensity) detector comprising a photodiode
and an operational amplifier with a transimpedance amplifier (TTA) frontend.
The anode of the photodiode is reverse biased with voltage —V, < 0. The cath-
ode of the photodiode emits the photocurrent i and is connected to the inverting
input of the operational amplifier. The non-inverting input of the operational
amplifier is connected with ground, while the inverting input is coupled with
feedback impedance Z to the operational amplifier output voltage, V.
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a coherent state, |a(t)), we find the mean photocurrent to be equal to the power of the signal,
|ae(£)|?, convolved with the detector response function,

i(t) = fdt' n(t)a(t — t))* = (1 = |al?) (©). (3.3.8)

Assuming an ideal operational amplifier, the TTA outputs the voltage signal proportional to
the feedback impedance
W (0) = =Z¢i,(0). (3.3.9

More realistically, we expect the response of the TIA to be characterized by a frequency-
response function h, and the output voltage is given by

V(@) = (h i) (1) = (h =7 * |af?) (0). (3.3.10)

In eq. (3.3.10), we find the absolute square of the signal to be convolved with the detector
response-function and the response function of the TIA, which can be summarized into one
effective response-function.

3.3.4. Balanced detector

To obtain information about the quadratures of the signal, we can mix the optical signal
with a local oscillator (LO) and measure the mixer outputs with two direct detectors in a
balanced configuration. Figure[3.12]shows a possible arrangement of electro-optical compo-
nents for balanced detection. Assuming a perfectly-balanced beam splitter over the optical
bandwidths, we find the output amplitudes to be

. (t) = % Laty(6) = (1)) (33.11)

where we choose the phase properties of the beam splitter for notational convenience
Figure 3.13|shows the electrical setup of the two photodiodes, PD1 and PD2. PD1 and PD2
are both reverse biased to reduce the response time and connected to each other to directly
produce a difference photocurrent signal,

i(0) =iy (t) —i_(t) = (n* [lap]* = la_*]) (©)
= (n* [asaf + aiay]) (1) (3.3.12)
= (n * 2Re[ayaf]) (1),

In practice, the phase properties of the optical coupler, as well as the input fields, are not well-known, and
must be corrected.
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i (t)

ag(1) oy (0)

a_(t)

Figure 3.12.: Electro-optical setup of a balanced detector comprising a beam splitter and two
photodetectors. The beam splitter superimposes the signal and LO fields, o(t)
and o;(t), to the output fields «,(t), each monitored by a photodiode with out-
put current i, (t).

wherein we used the linearity of the convolution and inserted eq. (3.3.11). We rewrite the
product of the input and LO signal to equal

. +oo dow . .
ocs(t)cxl(t)* — a(t)e—l(wlt—S) — f Ea(w)eﬂwte—z(wlt—S)
% (3.3.13)

+00 dCO
— +i(wt+9)
f_oo > a(w + wpe ,

wherein we redefined the signal amplitude
a(t) = a(t)g(t)* (3.3.14)

to include the linewidth profile g(¢) of the LO signal a;(t) = g(t)e‘i(“’lt"s) Inserting
eq. (3.3.13)) into eq. (3.3.12)), we find

+00
i(t) = 2Re 7 * (aga))] (t) = 2Re f g—in(w + e + wp)et @), (3.3.15)

Assuming the detector response-function 7(w) to be constant over the detector bandwidth

By, eq. (3.3.15) simplifies to

+Bd/2 w )
i(t) x 2Re / z—a(w + w))eti(@i+9) (3.3.16)
—Bd/z 0

8For instance, g(t) « e~"*/2 for a Lorentzian profile, see Ref. [95].
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Figure 3.13.: Electronic schematic of a balanced (quadrature) detector comprising two pho-
todiodes and an operational amplifier in TIA configuration. The cathode of the
first photodiode, PD1, is reverse biased with voltage +1;, > 0. The cathode of
the second photodiode, PD2, is reverse biased with voltage —1}, < 0. The cath-
ode of PD1 and the anode of PD2 are connected to supply the difference pho-
tocurrent signal, i(¢t) = i (t) — i_(¢), to the inverting input of the operational
amplifier. The non-inverting input of the operational amplifier is connected
to ground. The inverting input is coupled to the output through the feedback
impedance Z;. The TIA outputs a voltage signal V() proportional to the dif-
ference photocurrent signal i(t).

Comparing our final result for the photocurrent, eq. (3.3.15)), with the expectation value of
the quadrature operator for the coherent state |a(t)),

+o0
dw

(a(®)|X(®)|e(t)) = f_ } o [B(w)e™ ™! +c.c.] =2Re f_ : 3—:5(w)e—iwt’ (3.3.17)

we note that the quadrature operator lacks the notion of a downconversion frequency and
phase as well as a bandwidth. Fortunately, we already derived a unitary frequency-conversion
operator in our treatment of the phase modulator, eq. (3.2.13). Transforming the quadrature
operator with the frequency-conversion operator UFC,

+0o0
A A~ A dCl) A ~ A i
UL X () Upe = f = |Ulca(w)Opce ™t + He
o reo (3.3.18)
= Z Jm(e)f % [a(w + mape™@Hmd) + Hel,
— 00

meZ

creates not only the downconversion frequency w; but also all of its harmonics. To remove
the harmonics, we add a reservoir to the detection system, which we assume to be in the vac-
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uum stateE], and couple it such that it absorbs all the energy outside the frequency interval
[—By/2, +By/2]. As a result, we discover the generalized quadrature operator,

+Bg/2
X(t;w;, By) f @ [a(w + w)e™@H+9) 4+ Hee], (3.3.19)
By 2T

which for coherent states has expectation value equal to the photocurrent of our balanced

detector, eq. (3.3.16).

Summary

In this chapter, we presented quantum models of the optical coupler, electro-optical mod-
ulator, and detector. We left out a quantum theory of a coherent-state source with narrow
line width in the optical range, typically implemented by a laser. Proper quantum-treatment
of the laser requires analysis of nonlinear quantum-stochastic equations and is beyond the
scope of this thesis. We refer the interested reader to Ref. [8, p. 900] and Ref. [96,(97]. For an
intuitive argument why lasers emit coherent states based on decoherence, see Ref. [98].

For the lossless and LTI optical coupler, we found the most intuitive a characterization in
terms of a unitary scattering matrix comprising reflection and transmission coefficients [7].
That said, we also investigated theoretical methods including evolution operators [[18] and
the Jordan-Schwinger operator algebra [17]. Concerning coherent states, the scattering ma-

la(t)) —> —> |a'(1))
Coupler
1B(£)) —> —> |B'(1))

Figure 3.14.: Quantum-optical coupler with the input coherent-states, |a(t)) and |B'(t)), on
the left side, and the output coherent-states, |&'(t)) and |3'(¢)), on the right side.

trix connects the amplitudes of the coherent in- and output states in Figure[3.14]via
a'(H)\ _ (r(t) t'(t) . a(t)
()= (1 +io)* (&) G4
a'(@)) _ (1) t'(w))(a(w)
(o) = (i) o) (3 (342

in the frequency domain. The complex reflection and transmission coefficients, the scattering-
matrix parameters, are required to satisfy

in the time and

()] + |t'(@)] = 1 = |t(@)] + [ (w)] (3.4.3)

YIn a more realistic model, we would assume the reservoir to be in a thermal state, which directly includes
thermal noise into our signals.
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for conservation of energy flow and the CCR, making the scattering matrix unitary. If we
assume the input coherent-states to be narrow-bandwidth and the optical coupler to have
a constant frequency response over the optical bandwidth, the convolution in the time do-
main reduces to a multiplication. Certain embodiments of the optical coupler, such as the
plate beam-splitter, arbitrarily superimpose two input coherent-states. That said, most im-
plementations of optical couplers exhibit backscattering, which accounting for requires an
optical four-port. As the scattering matrix of an optical four-port requires 16 complex pa-
rameters, most calculations become impractical. An optical coupler with a vacuum state as

la(t)) —»|  Filter | |2 (t))

Figure 3.15.: Quantum optical filter with input coherent-state, |a(t)), and output coherent-
state, |a'(t)).

a second input and tracing out one output effectively implements a linear filter. The output
coherent-state in Figure relates to the input coherent-state via

a'(t) = (h=a)(0) a'(w) = h(@)a(w)

in the time and frequency domain, wherein the frequency-response function of the filter is
required to satisfy |h(w)| < 1.

Using the linear electro-optical effect and nonlinear frequency-conversion with the help
of Ref. [84, 81]], we derived a unitary evolution operator corresponding to phase modula-
tion with a sinusoidal signal. Neglecting second-order interactions between the modulation
sidebands, we argued that phase modulation with an arbitrary signal is thinkable. The am-

@(t)

!

Phase
modulator

|ae(£)) —> —> [ ())

Figure 3.16.: Quantum-optical phase modulator with electric phase signal @(t), input
coherent-state |a(t)), and output coherent-state, |a'(t)).

plitude of the output coherent-state in Figure is
o' (t) = a(t)e!?® o' (w) = (g * a) (w) (3.4.4)

in the time and frequency domain, where we can only give an explicit expression for the ker-
nel g(w) in the case of a sinusoidal modulation, eq. (3.2.27)). Arranging two electro-optical
phase modulators in an MZM and driving the modulators with a differential voltage enables
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electro-optical amplitude modulation. Arranging two electrically-driven MZMs with a rel-
ative phase shift of 77/2 generalizes amplitude modulation with a real- to a complex-valued
signal. The amplitude of the output coherent-state in Figure is

x(t) p(t)

b

Amplitude
modulator

|ae(£)) —> —> |a'(1)

Figure 3.17.: Quantum-optical amplitude modulator with input voltage-signals, x(t) and
p(t), input coherent-state |(t)), and output coherent-state |a'(¢)).

a'(t) = [x(t) +ip(O]a)  [x(O],[p®)] <1, (3.4.5)

wherein x(t) and p(t) are proportional to the differential voltages driving the MZMs and
the constraint follows from the constructive interference used for amplitude modulation
(AM). As with the phase modulator, no closed form exists for the convolution kernel in the
frequency domain.

Regarding the detectors, we studied photodetection theory from Ref. [8, (99, |7] in the ap-
pendix, Appendix[C| and started employing the photocurrent operator to predict the mean
photocurrent. Additionally, we presented an electric circuit of a TIA converting and am-
plifying the photocurrent to a voltage signal. The output voltage-signal y(¢t) in Figure

Direct

t)) —»
() detector

—> y(t)

Figure 3.18.: Quantum-optical direct detector with input coherent-state |a(t)), and output
voltage-signal y(¢).

is equal to the photon flux |a(t)|?> convolved with the combined response-function of the
detector and the TIA n(w), i.e.,

YO =P 0= [ SEn@la (346)

wherein |a(w)|? is the signal power. The direct detector is a square-law detector where the
photocurrent is proportional to the signal power. To resolve the quadratures of the signal, we
combine the input with a LO signal in an optical coupler and monitor the outputs with two
direct detectors in a balanced configuration. The output voltage-signal z(t) in Figure is
equal to the projection of the downconverted signal a(t) onto a real axis under the LO angle
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|(©)) Balanced

— zZ(t
|e+i(w0t+9)> —»| detector ©

Figure 3.19.: Quantum-optical balanced detector with input coherent-state |a(t)), LO
coherent-state |e!(“0t*+9)) and output voltage-signal z(t).

+0oo
z(t) =2 Re/ ;1—76377(50 + wpat(w + wp)e @), (3.4.7)

wherein w; and 9 are the LO frequency and phase, and the LO lineshape is absorbed into the
signal a(w). Comparison of the balanced detector’s mean voltage signal with the expectation
value of the quadrature operator leads us to motivate the generalized quadrature operator

+Bg/2 @ )
X(t; 0, By) = f > [a(w + wp)e™@H+9) + Hee], (3.4.8)
~Bg2 T

accounting for an effective detector-bandwidth B; and downconversion frequency and phase,
by combining the frequency-conversion operator with a spectral filter. Our results are com-
patible with Ref. [97,19,/9} 7, 20] on homo- and heterodyne detection but are more general
in that we account for continuous-time signals, downconversion frequency and phase, and
the detector bandwidth.
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Chapter O
Coherent state transmission system

In the chapter on quantum-key distribution (QKD), Chapter (1}, we argued why practical
continuous-variable quantum-key distribution (CV-QKD) devices are effectively coherent-
state transmission systems. In the present chapter, we use the theoretical framework of the
preceding sections to provide a quantum description of a coherent-state transmission system
and solve the mystery of CV-QKD.

A coherent-state transmission system attempts to correlate a classical information desti-
nation at a spacetime event y with a classical information source at a spacetime event x,
wherein y is in the forward light cone of x, by sending coherent states. Figure|4.1| presents

Information Information
source destination
A
{otn},er {Brtner
\
, (1)) 1B(0)) _
Transmitter f——> Channel |——* Receiver

Figure 4.1.: Block diagram of a coherent-state transmission system used for practical
QKD. An information source supplies a sequence of complex numbers,
{a, € C: n €I}, to a transmitter which encodes the information onto a coher-
ent state |a(t)) and transmits it through a (quantum) channel. The channel maps
the transmitted coherent state |c(t)) to a received coherent state |3(¢)). The re-
ceiver decodes a sequence of complex numbers, {,, € C: n € I}, from the re-
ceived coherent state |3(¢)) and passes it to the information destination.

an attempt to extend the classical communication system introduced by Shannon [100] to
coherent statesE] We represent the classical information of the source and destination as a

!Contemporary to the literature, we distinguish between a transmission and a communication system. The
former allows only unidirectional, the later bidirectional transport of information.
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sequence of complex numbers, which we term symbols. On the one hand, a complex num-
ber is a natural parameterization for the amplitude and phase of a single-mode coherent
state also representing a plane wave. On the other hand, there are many established tech-
niques to map information to complex numbers, e.g., quadrature phase-shift keying (QPSK).
For our description, it is irrelevant whether the complex numbers are value-continuous or
-discrete, so we only restrict ourselves to time-discrete symbols. The transmitter encodes the
symbol sequence {a, € C: n € I}E] onto a continuous-time coherent state |a(t)) and passes
this on to the (quantum) channel. The received coherent state |5(¢)) contains information
about the transmitted state. The receiver decodes a symbol sequence {,, € C: n € I} from
the received state |3(t)). The received symbols are realizations of a complex normal distri-
bution due to the quantum uncertainty in the measurement. More precisely, the jth symbol
at the receiver, §;, is a realization of the complex normal distribution

CN (a5, %),

wherein q; is the corresponding jth symbol at the transmitter and X is a two-dimensional
Hermitian and non-negative definite covariance matrix. For an ideal coherent-state trans-
mission system, we expect the covariance matrix to be proportional to the noise of the sys-
tem.

4.1. Transmitter

We introduced the transmitter as a component encoding a sequence of complex symbols,
{a,€eC: nel}, (4.1.1)

onto a coherent state |a(t)). Efficient transmission through the channel and effective re-
ceiver detection impose additional constraints on the space of useful coherent states. To-
gether with practical considerations, these constraints lead to the particular design embod-
iment of the transmitter we will discuss.

First and foremost, the channel and receiver limit the spectrum of useful coherent states.
For instance, the receiver has limited bandwidth to detect the signal with signal power out-
side that bandwidth being lost. Apart from that, the physical channel only shows favor-
able transmission properties over a certain frequency range, outside the signal is strongly
suppressed and distortedE] Additionally, different users may jointly use the same physical
channel, and using the available bandwidth efficiently while reducing interference between
users, requires the signal bandwidth to be well-defined.

2] denotes an index set, e.g., I = N
3For instance, the C-band, spanning wavelengths from 1530 nm to 1565 nm, is widely deployed for optical
telecommunication.

100



While the symbol rate effectively defines the bandwidth, insufficient usage of the band-
width degrades the signal-to-noise ratio (SNR). In addition, we need to shift the baseband
spectrum to an optical frequency w, for which the channel shows desirable transmission
characteristics. So from a signal-processing point of view, we want the transmitter to

1. first create a baseband signal with well-defined spectrumﬂ

2. then transfer it to a passband signal in the optical domain.
In the following, we term the first step symbol encoding and the second step upconversion.
In the present setup, the signal is almost exclusively constructed in the digital domain, and
the analog part is limited to the digital-to-analog conversion. Constructing the signal dig-
itally allows for greater flexibility in the development process is mostly software-defined.

For upconversion of the analog signal to the optical domain, we modulate the electric sig-
nal onto an optical carrier. Figure |4.2|illustrates how such a software-defined transmitter

@) x[m] x(t)
U}, e > >
— 5| Dsp | pm; | DAC | p | moD

|a(t))
—

»
>

Figure 4.2.: Block diagram of the transmitter’s signal-processing domains. The digital signal
processing (DSP) transforms a complex symbol sequence {«,, },,c; into two digital
signals, x'[m] and p’[m], corresponding to the real and imaginary part. The
digital-to-analog converter (DAC) converts the digital signals to analog signals,
x(t) and p(t) we modulate onto a coherent state |c(t)).

architecture applies to our coherent-state transmission system. The software-defined DSP
constructs the bandwidth-optimized digital signals x[m] and p[m], encoding the real and
imaginary parts of the complex symbols. The DAC stage converts the digital signals, x[m]
and p[m], to bandwidth-limited analog signals x(¢) and p(t). Finally, the analog signals are
modulated onto an optical carrier yielding a coherent state |(t)) with well-defined spec-
trum.

4.1.1. Symbol encoding

To construct a bandwidth-optimized baseband signal, encoding the complex symbol se-
quence {a,, € C: n € I}, we first remark that the symbol sequence itself has no notion
of time. In contrast, a digital (time-discrete) signal, consisting of discrete samples, includes

“We consider a spectrum well-defined if bandwidth-limited and compatible with the Nyquist criterion, which
requires the signal bandwidth B to equal at least half the symbol rate 2B > f.
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a time reference, the sample period Ty, denoting the temporal distance between two consec-
utive samples. By defining the digital signal with samples equal to the symbols, a[n] = «,,
and introducing the symbol period Ty as sample period, we find ourselves with the com-
plete DSP toolbox at our disposalE] Figuresummarizes the essential DSP steps including

x[km] K r[iﬂl RRC Q[mi D 4 q(t) % x(f)

Figure 4.3.: Block diagram of the signal processing for the symbol encoding. The digital
signal x[km] is upsampled by a factor k to r[m] and pulse-shaped by a root-
raised-cosine (RRC) filter to yield q[m]. A DAC converts the pulse-shaped signal
qlm] to the analog signal q(¢). Finally, the analog signal q(t) is low-pass (LP)
filtered to yield the analog anti-aliased signal x(t).

analog conversion of a real-valued digital signal x[km] to construct a bandwidth-optimized
analog baseband signal x(t)ﬁ The digital signal x[km], containing the symbols, is first up-
sampled by an upsampling factor of k, adding k zero-valued samples in between the original
samples. The pulse-shaping of the RRC filter interpolates between the non-zero samples,
the symbols, to precisely define the signal bandwidth. Finally, an ideal DAC converts the
digital signal g[m] to the analog signal q(t), equivalent to infinite upsampling. The analog
signal q(t) contains infinite aliases through the upsampling, which we remove by filtering
q(t) with a LP, yielding the anti-aliased analog signal x(¢). Figure 4.4|illustrates the time
domain signals for each signal-processing step for a symbol sequence which contains only a
single non-zero symbol with unit value. We see very well how the upsampling increases the
resolution of the digital signal in the time domain and how the pulse-shaping filter interpo-
lates between the samples. We also see that the RRC pulse-shaping filter corresponds to a
sinc-like impulse response. The similarity of the analog signal with a sinc pulse is not sur-
prising since the RRC is the square-root of the raised-cosine filter. The raised-cosine filter
has frequency response

1 Il -
Ihee (P15 = {cos | Z (fIfil =1+ @] 1-a<If/fl<1+a, (4.12)
0 otherwise

wherein f; = 1/T; is the symbol rate and a determines the roll-off and satisfies the Nyquist
criterion for optimal bandwidth [6, p. 51]. Taking the square-root of the raised-cosine pulse-
shaping filter and applying it once on the transmitter-side and once on the receiver-side,
where it is named the matched filter, also satisfies the Nyquist criteria but suppresses out-
of-band noise[| Figure illustrates the time domain signals for each signal-processing

Even if the DSP itself does not work explicitly with the time reference T, we need time to give a meaningful
interpretation of the signal between the steps.

®The baseband construction generalizes to a complex digital signal by applying the real-valued baseband con-
struction separately to the real and imaginary part.

"From a mathematical point of view, the matched filter is only asymptotically ideal for close-to-zero SNR. For
sufficiently bad SNR the matched filter is almost as good as a Wiener filter.
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Figure 4.4.: Symbol encoding for a single unit symbol in the time domain. The symbol se-
quence {x,, € R: n € I}is represented by the digital signal x[km] with sample
period T (first row). The digital signal x[km] is upsampled to r[m] by an upsam-
pling factor of k = 2 (second row). The upsampled signal r[m] is pulse-shaped
with a RRC filter to yield q[m] (third row). The pulse-shaped digital signal q[m]
is converted to the anti-aliased analog signal x(t).

step for a random QPSK symbol sequence. Figure[4.6|provides further inside into the signal-
processing steps by presenting the power spectrum of the unit and QPSK symbol sequences.
In the frequency domain, it is very clear to see how upsampling widens the spectrum without
adding additional information. We also see how the pulse-shaping filter shapes the upsam-
pled spectrum, and the LP filter suppresses aliases.
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Figure 4.5.: Symbol encoding for a random QPSK symbol-sequence in the time domain with
real (orange) and imaginary (green) part . The complex symbol sequence {«,, €
C: n € I}is represented by the digital signal a[km] with sample period Ty (first
row). The digital signal a[km] is upsampled to p[m] by an upsampling factor
of k = 2 (second row). The upsampled signal p[m] is pulse-shaped with a RRC
filter to yield y[m] (third row). The pulse-shaped digital signal y[m] is converted
to the anti-aliased analog signal a(t).
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Figure 4.6.: Power spectrum of the symbol encoding steps for a random QPSK symbol se-
quence (green) and the unit symbol sequence (orange). The initial spectrum
spans from —1/2 to +1/2 the normalized sampling frequency f/f; (first row).
Upsampling by k = 2 adds aliases left and right to the initial spectrum (sec-
ond row). Pulse-shaping suppresses the left and ride flanks of the spectrum to
precisely define the spectrum (third row). Analog conversion corresponds to in-
finite upsampling, adding infinite aliases left and right of the spectrum. (fourth
row). Applying a LP filter strongly suppresses the aliases with relaxed require-
ments on the filter spectrum (last row).
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4.1.2. Upconversion

We previously constructed the pulse-shaped baseband signals x(¢) and p(¢) encoding the
real respective imaginary part of a complex symbol sequence {«,, € C: n € I}. Modulating
the signals onto the optical carrier frequency w, resembles an upconversion by the frequency
w., corresponding to the multiplication with an local oscillator (LO) signal, as illustrated in
Figure In the frequency representation, we find that the multiplication of the signal

x(t) 0%(/ — x(t) cos(w,t)

cos(w,t)

Figure 4.7.: Block diagram of single-quadrature upconversion. The signal x(t) is mixed with
the LO signal cos(w,t) and the output is filtered by a bandpass to remove har-
monics.

x(t) with the LO signal cos(w,t) creates two copies of the spectrum x(w), at the positive
and negative upconversion-frequency +aw,, as illustrated in Figure Because Figure

|x(w)]?
A
B
—
~Len 'sL-n
: ! 7 I\/I vy : ! >
—We 0 +aw,

Figure 4.8.: Power spectrum illustrating upconversion of the real-valued signal x(t) centered
at zero frequency w = 0 (solid spectrum) to the carrier frequencies +w,. (dashed
spectra).

shows the power spectrum, it fails to convey that the spectrum at the negative frequencies
is complex conjugate, x(—w) = x(w)*, with respect to the positive frequencies, as required
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for real-valued signals, i.e.,

+Bg/2

x(t) cos(w.t) = /

B2 2T

By/2

+we+Bg/2 deo
—X(W
_[ 27 (
+

we—Bs/2

+wc+Bg/2 deo
—X(
/ 27 (
+

we—Bg/2

+we+Bg/2 deo
—X(
_/ 27 (
+

we—Bg/2

N = N —

N =

+wc+Bs/2
. 1 T dow
_wc)e+la)t + _'/
+

w .
—x(w)et®! cos(w,t)

1 +Bg/2 deo . .
= _x(w) [e+l(co+coc)t + e+l(w—coc)t]
2 _[ 27

- Bg/2
; 1 @B da ;
— wc)e+lcot + 5_[ 2_x(w + wc)e+lwt
—we—Bg/2 T
+we—Bs/2
; 1 ¢ dw ;
— wc)e+lcut _ 5 f 2_x(_w + wc)e—lcot
+we+Bg/2 T

—x(w — w,)*eiwt
o ( c)

2 we—Bg/2

+wc+Bg/2
=R dow (w— )+icut
= Re 5 X(w — wy)eter,
+

we—Bg/2

(4.1.3)

wherein we used the conjugate symmetry of the spectrum in the last step.

Figure shows how to extend the previously-discussed single-quadrature upconversion
to dual-quadrature upconversion by splitting a single LO with relative phase shift of 7z/2.
The filtered output of the lower branch mixer is obtained by adding a phase of 7/2 to the

x(t)

v
~

<

s(t)

2 cos(w,t)

p(t)

v
~

Figure 4.9.: Block diagram illustrating upconversion of two real-valued baseband signals,
x(t) and p(t), to a real-valued passband signal s(t). The LO signal \/Ecos(coct)
is split into two branches with a relative phase shift between the branches of
7/2. One branch is mixed with the baseband signal x(t), the other is mixed with
p(t). The output of each mixer is filtered to remove harmonics and then added
to yield the upconverted signal s(t).
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complex exponential and replacing x(¢) with p(t) in eq. (4.1.4), i.e.,
+we+Bg/2
p(t) sin(w,t) = Im — pw — w,)etiet, (4.1.4)

+we—Bg/2 2

The sum of both branches in Figure[4.9]equals

s(t) = x(t) cos(wt) — p(t) sin(w,t)

27T

+we+Bg/2 +wc+Bg/2 d
= Re —x(w — w,)et® — Im —p(w — w,)etiet
/ @-w0) 1 e - ) s
+we—Bg/2 +we—Bg/2 -Le

27

+wc+Bg/2 deo
_Re f 49 | (0 — wg) + iple — we)] €+,
+we—Bg/2

where we used Im(z) = —Re(iz) in the last step. Equation (4.1.5) suggests defining the
complex-valued baseband signal

a(t) = x(t) + ip(t) (4.1.6)

for which we can show that the dual-quadrature upconversion equals the multiplication
with a complex exponential, i.e.,

s(t) = Re[a(t)eti@e!], (4.1.7)

demonstrating equivalence between the baseband and passband representations. Compared

|x(c)I?
A
By
—A
:~ ~L - _I / e ":
: ! llll |_ llll : ! >
—We 0 +aw,

Figure 4.10.: Power spectrum illustrating dual-quadrature upconversion of the complex-
valued signal a(t) centered at zero frequency w = 0 (solid spectrum) to the
carrier frequencies +w,. (dashed spectra).

to the power spectrum illustrating the single-quadrature upconversion in Figure the
power spectras concentrated are now asymmetric around their respective carrier frequen-
cies, w = 0, xw.. However, the upconverted spectrum including the positive and negative
frequencies remains to have complex conjugate symmetry, as depicted in Figure

Using the complex baseband representation, eq. (4.1.6), it is simple to link the dual-quadrature
upconversion to our result of the electro-optical in-phase and quadrature modulator (IQM).
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In particular, if we assume a narrow-linewidth LO at frequency w,, represented by the co-
herent state
|g(t)eticet) (4.1.8)

with g(t) encoding the laser profile, the unitary evolution operator associated with the IQM
acting on the LO coherent state produces,

Uiqula®]lg(O)er <"y = |(ga)(t)e <), (4.1.9)

the upconversion from the electrical to the quantum-optical domain.

4.2. Receiver

We introduced the receiver as a component decoding a sequence of complex symbols,
{B,eC:nell, (4.2.1)

from a coherent state |3(¢)). Just like the transmitter, we want to keep the receiver software-
defined. Figure[d.11]shows the signal processing of a possible software-defined receiver. The

u(t) u[m]
> > {ﬁn}nel
—>

1B())
>

Figure 4.11.: Block diagram of the receiver’s signal processing domains. The analog elec-
trical signals u(t), and optional v(t), are demodulated from the quadratures
of the optical coherent state |3(¢)), and then converted to the digital signals
u[m], and optional v[m], from which the DSP decodes the symbol sequence
{B,eC: nell

coherent state is transferred from the optical via the analog to the digital.
4.2.1. Downconversion

At the transmitter, we upconverted two real baseband signals to a real passband signal. For
the receiver, we discuss options involving one and two real baseband signals. We first con-
sider the simpler case of direct downconversion as depicted in Figure In direct down-
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z(t)

&2

— u(t)

cos(a;t +8)

Figure 4.12.: Block diagram of single-quadrature downconversion. The signal z(¢) is mixed
with the LO signal cos(w;t + 3). The downconverted signal u(t) is obtained by
LP filtering the output signal of the mixing.

conversion, we mix a real-valued signal,
+0o0 +0o0 0
dw ; dw ; dw ;
z(t) = —z(w e-HCOt — —z(w e+la)t + —z(w e+la)t
0= Fawer = [ e+ [ e

% dew % dw
— +iwt _ —iwt
= f oy z(w)e - f E z(—w)e
0 +oo (4.2.2)

+0o0
= / (21—2 [z(w)e i@t + z(w)* eIt ]
0

+0o dCO ]
=/O 5 2Re [z(w)et™®!],

where we used the conjugate symmetry, z(—w) = z(w)*, of the Fourier transform of a real-
valued function z(t). Multiplication with the LO signal cos(w;t + ), the mixing produces a
high- and low-frequency band

o0
d .
z(t) cos(wit + 8) = 2Re/ %Z(w)eﬂwt cos(eit + 9)
= d
= Ref %Z(w)e'”“’t [e+i(wlt+9) + e—i(cult+19)]
0

(o]
— Re[ czl_iz(w) [e+i(co+cul)t+i8 + e+i(co—wl)t—i19] (4-2.3)
0

© dw
= Re _ e+ia)t+i19
f+ > z(w — wy)

“ dw
+ Re —z(w + w;)etiwt=i%,
/ G ra
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However, we suppress the high-frequency band using an ideal LP filter with bandwidth By,

+Bd/2 @
u(t) = Ref —z(w + w))eti®t—i®
27
—Bg/2

+Bd/2 CU 0 dCU
= Re/ Ez(co + w))etiot—id 4 Ref —z(w + w))eti®t—i®
0

~Bal2 (4.2.4)

+Bg/2 w 0 deo
= Ref —z(w + w))eti®t—i® _ Ref —z(w — w)) e iwt-i®
2 27
0 Bg/2

+Bg/2
= Ref — [2(w + w)et ™! + z(w — wp) e e,
0 27

where we assumed w; > B;/2. For 8 = 0, the downconverted signal v(t) is equal to pro-
jecting the real part of the complex input spectrum z(w), losing the imaginary part’s in-
formation. Furthermore, when rewriting u(t) as an integral over positive frequencies, i.e.,
frequencies we can measure, we find a second term mirroring the first term. Figure [4.13]

|x(w)]?

A

By

]

_I/I““E 1 —————— :

: =" 1
: - '

I M ’I’I 1 i 1 : w
0 (]} COl+CUi

Figure 4.13.: Power spectrum illustrating downconversion of a passband signal (solid spec-
trum) mixed with a LO signal w; to the intermediate frequency w; (dashed spec-
trum) and measurement with bandwidth B, (dotted spectrum).

shows the downconversion of the signal z(¢) around the LO at w; to the intermediate fre-
quency w;. The actual measurement involved only positive frequencies up to the detector
bandwidth B;/2 causing the actual signal to be imposed with the mirrored spectrum.

Single-quadrature downconversion only reveals a real projection of the complex spectrum.
To conserve both quadratures, we need to split the input signal into two branches and per-
form single-quadrature downconversion with two orthogonal phase references of the LO,
see Figure The signal of the upper branch u(t) is equal to our result for the single-
quadrature downconversion, eq. . The signal of the lower branch,

+Bg/2 do ]
u(t) = Imf ﬁz(co — w))eti(@t+9)
~Bal2 (4.2.5)

+Bg/2 . .
0
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— u(t)

50 % 90°

z(t) —»
50 % 0°

—— 2sin(w.t + 9)

% — u(t)

Figure 4.14.: Block diagram of dual-quadrature downconversion. The signal z(t) is divided
equally into an upper and a lower branch. The upper branch is mixed with
the phase shifted LO signal cos(w.t + ). The lower branch is mixed with LO
signal sin(w.t + §). The mixer outputs are filtered separately by a LP yielding
the downconverted signals u(t) and v(t).

is simply obtained from eq. by shifting the LO phase reference by 90°, i.e., 8 — S+7/2.
Regardless of the particular value of the LO phase reference 3, dual-quadrature downcon-
version recovers the complete information, the real and imaginary part, of the input signal
spectrum z(w).

We presented the electro-optical receiver setups implementing single- and dual-quadrature
downconversion in Figure and Figure in Chapter[1} In Chapter 3} we investigated
the balanced detector, effectively implementing the single-quadrature downconversion.

4.2.2. Homo- and heterodyning

So far, we have not assumed any particular signal for the downconversion but treated the
receiver as a spectrum analyzer. If we now assume the input signal to be from the coherent-
state transmitter |3(t)), eq. (4.1.5)), the downconverted signals read

+Bd/2 dCU )
u(t) = Ref Eﬁ(w — w, + w))eti(@+) (4.2.6)
—By/2
+Bd/2 dow .
u(t) = Imf Eﬁ(w — w, + w))eti(@t+0), (4.2.7)
—Bg/2

wherein 8 accounts for the phases of the up- and downconversion LOs. We define the the
intermediate frequency as the difference between the transmitter and receiver LOs, i.e.,

w; = |we — )| < By/2, (4.2.8)
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and distinguish between homodyning for zero intermediate frequency w; = 0, and other-
wise, heterodyning w; # 0. In heterodyning, we shift the spectrum surrounding w,., dashed

|x(w)[?
A
By
i —
N
RS
RN
1 S
- R e —— .
IIII L 1 1 : @
0 W Wi

Figure 4.15.: Power spectrum illustrating heterodyne detection. The passband signal with
carrier frequency w, and bandwidth B, (dashed) is downconverted with the LO
frequency w; > w.. The downconverted spectrum is measured with bandwidth
B, (solid), which contains the image band (dotted) from the right side of the
LO.

lines in Figure to the zero frequency w = 0, where we superimpose the negative fre-
quencies with the positive frequencies, dotted lines in Figure[4.15] The noise spectrum oppo-
site of LO frequency, which contributes to the measurement, is knowns as the image band.
In homodyning, we calibrate the LO signal to match the carrier frequency, w; = w,, as illus-
trated in Figure which separates the image from the signal band but folds the positive
and negative frequencies of the baseband signal. As a result, homodyning recovers only one

|x(e)|?
A
By . B,
1 |_|
. N
K ! ~s
1
L—‘ R
: vy L ! ! >
0 We = Wy

Figure 4.16.: Power spectrum illustrating homodyne detection. The passband signal with
carrier frequency w, and bandwidth B, (dashed) is downconverted with the
LO frequency, equal to the carrier frequency, w; = .. The downconverted
spectrum is measured with bandwidth B, (solid), which contains the mirror
(dotted) from the right side of the LO.

quadrature To resolve both quadratures, we need to perform dual-quadrature downconver-
sion requiring two homodyne detectors. Table 4.1|summarizes the characteristics between
the single- and dual-quadrature homodyning and heterodyning. A strong advantage of the
heterodyne receiver design is that both quadratures can be resolved with a single balanced
detector, keeping the optical complexity low. Concerning the SNR, dual-quadrature homo-
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Scheme Homodyne (single) = Homodyne (dual) Heterodyne

Balanced detectors 1 2 1
Quadratures 1 2 2
Intermediate frequency w; =0 w; #0
Optical complexity Low High Low
Signal bandwidth High High Low
LO synchronization Frequency and phase Frequency Bandwidth

Table 4.1.: Comparison of receiver schemes according to Ref. [101]. The single-quadrature
homodyne detection offers low optical complexity and high bandwidth but only
resolves one of two quadratures and required frequency and phase synchroniza-
tion of the LO. The dual-quadrature homodyne detection resolves both quadra-
tures with high bandwidth but requires two balanced detectors increasing the op-
tical complexity and phase synchronization of the LO. The heterodyne detection
schemes resolves both quadratures with low complexity and no requirements on
LO synchronization at the cost of signal bandwidth.

dyne and heterodyne detection offer the same performance. For dual-quadrature homodyn-
ing, the signal power reduces among the two detectors, while the image band degrades the
SNR for heterodyning.

4.2.3. Symbol decoding

We continue our receiver description, starting from the single-quadrature downconversion
and assuming the more general heterodyning, which for w; = 0 reduces to single-quadrature
homodyning. Figure summarizes the relevant signal processing for the symbol decod-

ai di

u(t) |[a

L1 > RRC > |k —>

exp(iw;t)

Figure 4.17.: Block diagram of the signal processing for the symbol decoding. The analog
signal u(t) is converted to the digital signal u[m/(kl)]. The real digital signal
u[m/(kl)] is multiplied with the complex exponential exp(iw;t), yielding the
complex digital signal o[m/(kl)]. o[m/(kl)] is downsampled by [ to yield the
complex digital signal u[m/k]. u[m/k] is pulse-shaped with the matched RRC
filter to yield the complex digital signal x[m/k]. k[m/k] is downsampled to the
complex digital signal §[m] corresponding to the decoded symbol sequence.
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ing. The downconverted signal u(t) corresponding to the real part of the received coherent-
state spectrum B(w), eq. (4.2.6)), is sampled by an analog-to-digital converter (ADC), yielding
the digital signal u[m/(kl)]. We remove the intermediate frequency in u[m/(kl)] by multi-
plication with a complex exponential, i.e,

o [%] —u [%] e 2mi(m/kDTy, (4.2.9)

making the signal complex-valued. It follows a downsampling by [ of the signal such that
we can apply the same RRC filter, the matched filter, which we used in the symbol encoding
to maximize SNR. Finally, we downsample by k to restore a digital signal corresponding to
the symbol sequence. Figure illustrates how the symbol decoding is carried out in the
frequency domain. The demodulated signal spectrum is a passband signal at the intermedi-
ate frequency and downconversion reduces the passband to a baseband signal. Completing
the pulse-shaping with the matched filter increases the steepness of the flanks which are
collapsed with aliasing by the final downsampling step. Figure shows the symbol de-
coding in the time domain.
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x[m/k] after downsampling and matched filtering of o[m/(kl)]
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Power spectrum of the symbol-decoding steps for a random QPSK symbol-
sequence. The demodulated signal is a real-valued passband signal centered at
the intermediate frequency (first row). After digital downconversion we have a
complex-valued baseband signal, centered at zero frequency (second row). Ap-
plying the matched RRC filter completes the pulse-shaping (third row). Down-
sampling recovers the initial symbol band (last row).
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Signal amplitude of the symbol decoding steps for a random QPSK symbol-
sequence. The real-valued demodulated signal oscillates at the intermediate
frequency (first row). Digital downconversion removed the intermediate fre-
quency, yielding a complex signal (second row). Completing the pulse-shaping
and downsampling by applying a matched RRC filter (third row). Downsam-
pling recovers the complex symbol sequence equal to the transmitted sequence
(fourth and last row).
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Summary

We presented a software-defined coherent-state transmission system for en- and decoding
of a complex symbol sequence onto and from an optical coherent state by following the
signal processing across the quantum-optical, analog and digital domains. For simplicity,
we assumed a perfect noiseless quantum channel without attenuation and perfect synchro-
nization between the transmitter and receiver clocksﬁ Ref. [102]] considers realistic quan-
tum channels, like the quantum analog of the classical additive Gaussian white-noise chan-
nel. To extend the detection to nonclassical states, methods of quantum tomography, as
discussed in, for example, Ref. [[7], need to be considered.

Figure 4.20| summarizes the transmitter’s signal processing in a block diagram. First, the
complex digital signal corresponding to the symbol sequence a[n] are encoded in two real-
valued bandwidth-optimized digital baseband signals. The digital baseband signals are trans-
ferred to the analog domain, where we upconvert them to a single passband signal. For

b Ao
AR

}

Re 90°
aln] —>| 1k [ RRC [—~|"# \2sin(w.t + §) —>

s(t)

D X
AR

}

Figure 4.20.: Block diagram of the transmitter’s signal processing. The real and imaginary
part of a complex digital signal a[n] is upsampled, pulse-shaped and converted
to anti-aliased analog signals, x(t) and p(t). The analog signals are individually
mixed with a phase-shifted LO with carrier frequency w, and then added to
yield a complex signal a(t).

the receiver we discussed the differences between a single, dual homo- and heterodyne re-
ceiver. With homodyning, the optical signal is directly downconverted without intermedi-
ate frequency, w; = 0, while with heterodyning we have an intermediate frequency, which
we remove in the digital domain. Although, homodyning directly reveals the quadrature
information, it requires dual-quadrature downconversion in the electro-optical domain, in-
creasing the hardware complexity. Using heterodyning both quadratures can be digitally
restored given sufficient detector bandwidth. Figure [4.21] summarizes our heterodyning
receiver’s signal processing in a block diagram. First, the received passband signal z(t) is
downconverted to an intermediate (radio) frequency and converted to a digital signal. The
digital signal is multiplied by a complex exponential removing the intermediate frequency

8Appendix@]summarizes some important techniques to compensate for synchronization error of the optical
LOs and the ADC clock.
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Lk > B[n]

cos(w.t + 9) exp(iw;t)

Figure 4.21.: Block diagram of the heterodying receiver’s signal processing. The signal z(t) is
mixed with cos(w.t+8). The mixed analog signal is bandwidth-limited through
a LP filter and converted to the digital domain where it is digitally downcon-
verted through multiplication with exp(iw;t). The digitally downconverted sig-
nal is downsampled a first time for compatibility with the matched RRC filter
and then downsampled a second time to recover the symbols.

and recovering dual-quadrature information. Finally, the pulse shaping is completed and
the digital signal is downsampled to recover the digital signal [n] corresponding to the
symbol sequence.

We found the coherent-state transformations for the IQM and balanced detector, derived
in the previous chapter, to exactly implement the electro-optical up- and downconversion
of the transmitter respectively receiver. Table summarizes the relation between input

Signal-processing Optical implementation Inputsignal Output signal

Upconversion Modulation alt) |a(t)e—iwct>
Downconversion Balanced detection |ot(t)e @ty a(t)e @it

Table 4.2.: Electro-optical components implementing signal-processing operations with
complex baseband signal a(t), optical carrier frequency w, and electrical inter-
mediate frequency w;.

and output state and signals for the electro-optical components implementing the up- and

downconversion. We have thus successfully bridged the gap between signal processing and
quantum-optical communication.
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Conclusion and outlook

This thesis aimed to outline the incorporation of quantum aspects into optical communica-
tion. By crafting a continuous-mode theory of light and applying it to describe electro-optical
components essential for optical communication, we proposed a coherent-state transmis-
sion system as an extension of a classical optical transmission system to the quantum regime.
The suggested coherent-state transmission system offers a platform to explore and formulate
novel communication protocols inspired by classical communication and quantum mechan-
ics, especially practical quantum-key distribution (QKD) protocols based on weak coherent
states.

Next to the practical results of our work, we illuminate quantum aspects of light that have
physical relevance but otherwise fall short, as our result on the generalized quadrature mea-
surement shows. From an abstract point of view, we can draw two key lessons from our
work. On the one hand, we need to be more careful in employing reductionism. Some con-
cepts are notoriously difficult to grasp, and there exists no shortcut to understanding them
truly. On the other hand, we need to be more encouraged to search for answers outside our
traditional domain. In deriving a continuous-mode quantum theory of light from quantum
field theory, we consciously opted against extending single-mode quantum optics, which
turned out to be a key factor in our research’s success, as there is more clarity in simplify-
ing a complete theory as opposed to extending a simplified theory. Of course, this does not
mean disavowing established methods. Rather it proves useful to switch perspectives from
time to time. For example, towards the end of our research, it turned out to be favorable to
move away from a constructive bottom-up approach and work our way backward from the
classical results.

Our work is difficult to place into the existing literature, largely since our problem statement
emerges from an applied industry-related setting. The closest to our research is Shapiro’s
work regarding a quantum theory of optical communication [19]. However, besides the
photodetection, Shapiro approaches the topic from a quantum-information perspective and
does neither consider a practical implementation nor a transmission setup. Concerning the
quantum theory of light, we are the first to our knowledge to present a continuous-mode
theory rooted in quantum field theory and emphasizing the communication aspects. The
few existing references [10,(9]] do not attempt to justify their results but apply their formalism
towards quantum optics. For the quantum theory of electro-optical components, we have
summarized and unified the existing literature, most notably the beam splitter 18 (17, 7],
the photodetector [7,(8,/19]], and the phase modulator [|84, 81]].
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Some topics, e.g., quantum information and non-classical quantum states, require addi-
tional attention to complete a theoretical framework for quantum-optical communication
not limited to practical QKD using weak coherent states. In addition, our description of the
coherent-state transmission system misses a discussion of the quantum statistics and effects
of a non-ideal quantum channel.

Even though our work leaves many open questions, it provides as many opportunities it pro-
vides, the most obvious being the transfer of classical communication protocols to QKD like,
for example, orthogonal frequency-division multiplexing (OFDM) [[103|], which requires a
continuous-mode theory of light. Another potential research direction concerns security
proofs for practical QKD protocols based on weak coherent states. Specific to continuous-
variable quantum-key distribution (CV-QKD), we can think of investigating mirror-band
and frequency-entangled squeezed-states with our framework. More general, it would be
interesting to follow up on the concept of a logical quantum channel investigating the equiv-
alence of a tensor-product coherent-state transmission system with our continuous-time
coherent-state transmission system. Such an equivalence, if confirmed, could be a useful
tool to simplify existing and future security proofs. Last but not least, it would be interesting
to extend our theoretical framework to the transmission of non-classical quantum states and
discuss if and how one can make sense of a communication system conveying not classical
but quantum information. One promising direction, which would benefit from our frame-
work, is the transmission of frequency-entangled squeezed states, also known as broadband
squeezed states [7,|8]].
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Appendix o

Supplemental theorems to Maxwell field
theory

In the present appendix, we provide supplementary theorems to support our claims of Chap-
ter[2] As the following excerpts highlight, many proofs reduce to exercising operator algebra,
which is rather verbose than interesting.

When working with the operator algebra of the Maxwell field, we frequently expand the
Maxwell field into positive and negative frequency parts and sometimes into the annihilation
and creation operators to invoke the canonical commutation relation (CCR). The following
lemma is useful when working with both representations.

Lemma A.0.1. Let a(k) and a¥(k) be the annihilation and creation operator satisfying the
CCR and A®) be the positive and negative frequency field operator, then the commutator of
the annihilation and creation operator with the positive and negative smeared field operators
yields

[a(p), AP f]] = +L(©@2P) (A.0.1)

V2aw(p)

_fe®@.p)

[ (p), ACLf1] =
¢ V25(®)

(A.0.2)

Proof. Inserting the smeared field operator in momentum space and using the CCR to eval-
uate the integral yields the first identity

s d’q N A f (@(p). p)
[a(p), AP[f1] = f ——————f(w(q),9) [a(p).d"(@)] = +——="  (A03)
Coa@ V2a(D)
The second identity follows analog
e d3q fpatrn [ («(p).p)*
[a'@), APl = | ——==f (0@, 0" [a'(P).d@)] = ~—==-. (A04)
./ (27)34/20(q) V2w(p)
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O]

The number states form a countable and complete basis which heavily suggests employing
mathematical induction as a proof technique. The following lemma turns out to be of great
help in simplifying the induction steps.

Lemma A.0.2. Let 4(k) be the annihilation operator and A be the negative frequency field
operator, then their commutator yields

a(p)iny) =\l L22P) %p)") n=1p). (A.0.5)

Proof. First, we note the recursive relation

iy = - | L 2B

where we used the commutator from lemma The induction start, n = 0, follows from
the action of the annihilation operator on the vacuum state, eq. (2.2.7). The induction step,
n — n+1, goes

In—1p)+ AD[fla(p)|n — 1r)], (A.0.6)

a@AD(fliny)

f ((p), p)
V2w(p)

_ 1 | f(=(p),p) ol f («(p), p)
= Y+ A —14) A.0.7
Vn+11 /2aw(p) s TN e V2w(p) =1 (07

T Vntl V2w

_rile®p,
o)

where we used the recursive relation. O

a(p)in+1y) =
n+1

1
Vn+1

+A®[flap) [ Ing)

With the help of lemma|A.0.2) most of the expectation values of the number states follow
easily, as we demonstrate with the expectation value of the momentum operator.

Theorem A.0.3. Let |ny) be a number state and P be the momentum operator, eq. (2.1.55])
then

(A.0.8)

f (w(q), q)‘

(nylPlny) = n/ (27T)3p \2a(p)
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Proof. We insert the definition of the momentum operator and use the action of the anni-
hilation operator on the number state, lemma|A.0.2] and the Hermitian conjugate thereof,
i.e.,

P _ d3p IR
(nrlPing) = [ S Eoptnyla’@a@ing)

X 2 (A.0.9)
_, [ & |f(@@.9 n—1n—1p
@D \2ap) R
and are left to note that the number states are normalized to arrive at eq. (A.0.8)). O

For the mean and variance of the electric field operator, we need the following lemma.

Lemma A.0.4. Let E)(t,x) and EC)(t, ) be the positive and negative frequency part of the
electric field operator, then their commutator equals

d3p
(2r)

[EC)(t, %), ED)(t,x)] = %f w(p), (A.0.10)

known as the "vacuum energy”.

Proof. Inserting the mode expansion of the positive and negative frequency operators and
using the CCR of the annihilation and creation operator, we find

3
p w(p)e+iw(p)t—ip-x

(27)*/ 20(p)

+ f P gye-twarriax|ap), af(g)
(27)3

V2w(q)

3
— f d°p _c(p)etic@i-ipx (A.0.11)

(27)*+/ 20(p)

3
+ [ o Aeae X5 )
T

V2w(q)

_ &’p
- | @

(B %), ER ()] = f

O]

Although the “vacuum energy” appears to be infinite, our processes are always bandwidth-
limited. We now employ lemma to find the mean and variance of the electric field
operator with respect to a number state.
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Theorem A.0.5. Let [ny) be a number state and E(t, ) be the electric field operator, then we
have zero mean and variance equal to the vacuum energy plus the wave function probability,
ie.,

<nf|E(t9 X)|nf> =0, (A012)
3
(nys| (AE(, x))2 Ing) = % f (gﬂl; w(p) + n|¥(t,x)[%. (A.0.13)

Proof. The expectation values of an unequal number of annihilation and creation operators
is always zero. Expanding the electric field operator into positive and negative frequency
parts

(np|E(t,®)|ns) = (npECE0)ng) + (np|ED(E,x)|ng), (A.0.14)

we note that the first term comprises n + 1 annihilation and n creation operators, and the
second term comprises n annihilation and n + 1 creation operators, i.e., an unequal number
of annihilation and creation operators, and conclude that the expectation value is zero. The
variance is equal to the second moment as the first moment is zero

(ngl (AE(t,X))2 Ing) = (ne|E(t,x2|ng) = (np|ED(E,x)EC(E,x)|np) + He.  (A0.15)

where we expanded the square of the electric field operator in its positive and negative
frequency parts and used that only mixed terms survive in the second equation. Using
lemmalA.0.4] we can rewrite

1 dp

(ng| (AB(t, %)) Ing) = =

2| )y w(p) + 2(ns ED (@, x)EC(, x)|ny) (A.0.16)

and are left to evaluate the remaining mixed frequency term. Using lemma|A.0.2] we find

3
p w(p)e+iw(p)t—ip-x

22D
dsq —iw(q)t+iq-x
* f o

X (n/la"@)a@ln)
d3 i t—ip-x
=3l Shir @mperewr-

n 2
_lIIt’ )
e, x)

(g B 0B, X)) = f

(A.0.17)

2

where we identified the momentum space representation of the momentum distribution
with the probability of the wave function. O

Unlike in single-mode quantum optics, the variance of the electric field of a number state
contains a contribution from the wave function. Let us now find the mean and variance of
the electric field operator with respect to a coherent state.
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Theorem A.0.6. Let |a) be a coherent state and E(t, X) be the electric field operator, then the
electric field’s mean evaluates to

i dp
2 ) (@n)3

(@Bt X)) = (a(pete®)=ipx _ g(pyre-ivmi+ip) (A0.18)

Proof. Inserting the positive and negative parts of the electric field operator
(@Bt %)) = (@ EOE x)|a) + (@ ED(E x)|a), (A.0.19)

we evaluate the first term using that the coherent state is eigenstate of the annihilation op-

erator, eq. (2.2.57),
d ; .
£ o(p)e@®)+PXa(p)|a)

O W) = —i f s

— —i/ d3p Cu(p)e—iw(p)tﬂ’p.x oc(p)
(27)3

)
J25(p) V2@

i d3p iw( i
R —iw(p)t+ip-x
. f Grapeo)e .

3

Using the normalization of the coherent states the expectation value equals

3
(alE(t,x)|a) = zll f > a(p)e@@HPX _ ¢,

277)3
( d?p (A.0.20)
— —iw(p)t+ip-x
Im f 20 a(p)e ,
resembling a superposition of plane-waves in three dimensions. O

Theorem A.0.7. Let |a) be a coherent state and E(t,x) be the electric field operator, then the
electric field’s variance evaluates to

(l (ABE ) o) = & [ L.

2 | Gy w(p) (A.0.21)

Proof. We expand the square of the electric field operator and invoke lemmal[A.0.4]to replace
one of the mixed-frequency terms, i.e.,

Bt x)? = [ED(1,x) + O %))
= EM(t,%)? + EO)(t,x)? + ED(t, x)EC)(t,x) + EC) (1, x) EM(¢, x) (A.0.22)

1 d3p A A R A
= (+) 2 (=) 2 (+) (=)
> f Q) w(p) + ENF(t,x)* + EV7/(t,x)* + 2EV (¢, x)EV(t, X).
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For the mixed-frequency term, we find

3
i)

(27)2y/ 20(p)
—i d3q A —iw(q)t+iq-x)
x( l/ <2n>zm°”(q)“(q)e @
i 3
= (a| (+% f 3§2a(p)*e+i“’(l’)t—il"x> (A.0.23)

(2
i d3p iw( i
_° el —iw(p)t+ip-x

(| ED(t, x)EC)(t, x)|a) = (a (+if

2

1 d3p iw( i
— = —iw(p)t+ip-x
4V rp P '

For the positive-frequency term, we find

. 3 2
(@Bt %)?|a) = (a (+% f gp a(p)*e+iw<p>t—ip-x> )

3
1 d3( ) , (A.0.24)
and for the negative-frequency term, we find
A(+) 2 1 d*p —ico(p)t+ip-x ’
(| EF(t,x)%|a) = -2 20 a(p)e . (A.0.25)
We now define X
z(t,x) = / STZ;Sa(p)e_"“’(P)HiP‘X (A.0.26)
and find for the second moment
R 1 (& 1 .
(ol Bt %) = 5 f Gy @@+ 3 [2200 08 — 2% ~ (26,07
. ) (A.0.27)
_ = = 2
=3 f P w(p) + > |z(t,x)|".
For the square of the first moment, we find
. , i i T
(@B, x)|Q)? = [Ez(t, X) — 22(t,%) ]
= —% [z(t, x)% + (z(t,x)*)* — 2|z(t, x)|2] (A.0.28)

1 2
= +=|z(t,
+2|z( x)|
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such that the total variance is equal to

(] (AB(t, %)) o) = (el B(t, %)|et) — (el B, %))
1 [ dp (A.0.29)

-3/ e
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Appendix o
Nonlinear interaction theory

In the following, we summarize some results on nonlinear (quantum-)optics from Refs. [[104,
90, 81, 8]], which are important for describing the linear electro-optic effect, essential for our
investigation of the phase modulator.

We start by looking into the Pockels effect by investigating the interaction of the classical
electric field with a dielectric exhibiting a nonlinear susceptibility. The electric displacement
field, in the frequency domain given by [8, p. 1070]

Dy(w) = Ej(w) + B(w), (B.0.1)

accounts for macroscopic effects through the macroscopic polarization density B. Although
the Pockels effect causes a linear change of the refractive index by an external electric field,
it is macroscopically described by the second-order macroscopic polarization density, in the
time domain given by [90, p. 55]

BD(t) = f dt, f dty 2t BVt — 1)EX(t — 1) (B.0.2)

wherein )(i(flz(tl, t,) is the second-order time-response tensor of the dielectric. Inserting the
Fourier transform of the electric field components, we find

dw dw i i
E2() = f S2 | S2wr BB @y )ei@rte (B.0.3)

wherein the second-order frequency-response tensor is the Fourier transform of the time-
response tensor, i.e.,

X, ;) = f dt, f dty x5t ty)erienteriont, (B.0.4)
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The Fourier transform of the second-order polarization density turns out to be
E(Z)(w) — f dr 3(2)(t)e+iwt

/dwl/dwz)(l(flz(wl’wz)Ej(wl)Ek(wz)/dte—i(co1+co2—co)t

; ; (B.0.5)
- [ 52 [ e el @B @) ms e, - o + o)

do'’ ’ ’ TN ’
f 5 )(l(f,z(co L0 — @ )EI(@)E*(w — ).

The presence of the integral in eq. (B.0.5) breaks the linearity in the electric field EX. To
restore linearity, the external electric field is assumed to be effectively static, simplifying the
second-order polarization density to [90, p. 495]

2 2 -
PP(w) = 1700, 0)EI(0)E*(w). (B.0.6)
Inserting the so linearized second-order polarization density and inserting it into eq. (B.0.1)),

Dy(@) = Ey(@) + x{ (0, @) EI(0)E*(w)

" (B.0.7)
= |6 + 100, W) EI(0)| E¥(w),
we can read off the electric susceptibility tensor
Eik(w) = &y + ){ff;l(O, w)EJ(0). (B.0.8)

The refractive-index tensor is defined as the square root of the electric susceptibility ten-
sor [[105, p. 3]

nij(w) = e = ni (@) + nf};)((w)Ej(O), (B.0.9)

where we performed a series expansion of the square root and introduced the refractive-
index coefficients [106]]

()
ni(@) = /1 + x(w) n{j(w) = _ @) (B.0.10)
241+ )aj)(w)

With eq. (B.0.9), we have shown the linear change of the refractive index with an external
electric field. However, it was necessary to assume the external electric field to be effectively
static in time to linearize the second-order macroscopic polarization density.

For a simple quantum treatment, we replace the classical fields with their respective free-
field operator. For instance, the quantum Hamiltonian of the electromagnetic field in a
dielectric is [107, p. 124]

A

H= %/d3x{Ei(t,x)Di(t,X) + Bi(t, x)Bi(t, %)}, (B.0.11)
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wherein D;(t, x) is the electric displacement operator. Expanding the electric displacement
operator in terms of the macroscopic polarization-density operators, we find the interaction
Hamiltonian to involve three electric fields, i.e.,

1 N
AR® = 3 f Bx B, x)PA(t, %)
= % f d*x f dny f dty 2t 6. OB B — 1, 0B (- %) (B.0.12)
~ %fdzfdtlfdtz}((z)(l‘l’tz,Z)E(t,Z)E(t—tl,z)E(t—tz,z),

where we assumed the electric fields to be polarized along the same axis in the last step
and ignored the transverse mode profile. Expanding the electric field operators into positive
and negative frequency parts reveals the possible absorption and emission processes. For
frequency conversion, we drop all but the following terms

A ~ % f dz f dt, f dt, Y@ (ty, ty, 2)ED(t, 2)EC(t — 1, 2)EC)(t — t,,2) + Hec..

(B.0.13)
Inserting the plane-wave expansion of the positive- and negative-frequency electric-field

operators, egs. (2.1.50) and (2.1.51)),

dw dw dw
HEC(1) = fdzfdtlfdtzx( )(tl,tz,z)f lf zf—3w1w2w3

X aT(wl)a(wz)a(%)e““’l(t z)e—lwz(t t1)+lwzz —iw3(t— t2)+ico3z+H_C‘

./dwl./dwz/%wleMfdz)((z)(%ws’z)

X @ (w1)@(w,)d(w;)eti@1—w2=ws)tgil@1—wa—w3)z L H ¢,

(B.0.14)

where we identified the Fourier transform of the second-order electric susceptibility

D (w,, w3, 2) = /dtlfdtz xA(ty, t,, z)eti2t1gtinsts (B.0.15)

We assume the second-order electric susceptibility to be constant over the interaction length
L and zero otherwise, then we can further simplify the frequency-conversion Hamiltonian
to

() = 5 f doy f dosy / dw3g(w1,wz,cos)aT(w1)a(w2)a(w3)e+‘(“’1 —@2m@3)l 4 Hoc.,

(B.0.16)
where we introduced the phase-matching function
g(wy, w,, @3) = W wyw3 X P (w,, w3) sinc <W) (B.0.17)
Approximating the phase-matching function with a Delta distribution,
8wy, wy, @3) & gy, 0,)(2m)8M (@) — w, — ws), (B.0.18)
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the interaction Hamiltonian further simplifies to

ai = fdwl / dwzg(wl’C‘)z)aT(wl)a(wz)a(% w,) + H.c,, (B.0.19)

which agrees in the most important characteristics with the result reported in Ref. 84,
eq. 35].
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Appendix o
Photodetection theory

This section aims to derive the differential photoelectron-emission probability from which
one can derive the photocurrent operator. Our derivation summarizes the steps in Refs. [8,
7] but adds additional details on the truncated steps.

The transition of a bound electron to a free photoelectron is a probabilistic process. Let |i)
and |f) denote the initial and final light states, and let |g) and |e) be the electron ground and
excited states. The probability for the transition, |g, i) — |e, f), from time ¢t to t + At is equal
to

e, f1im(t,t + AD)IE, D), (C.0.1)

wherein Uy, is the time-evolution operator of the photo-atom interaction in the dipole ap-
proximation [18, p. 689],

t+At
Uini(t, t + Al) =T+exp{—i f dr’ le&t’)} H;, (1) = —p(t) - A(r) (C.0.2)
t

with p being the electron’s momentum operator, A(t) = A(t,X,) being the Maxwell field in
the Coulomb gauge approximated at the atom center of mass (COM), and J; denoting (for-
ward) time-ordering. In the more general density operator formailism eq. (C.0.1)) reads [8,
p. 686]

|<ea flUint(t’t + At)lga i>|2 = <e’ flUint(t’t + At)lg’ i><g’ ilﬁint(t’t + At)”e’ f>

=Tr <€, flUint(t’t + At)lg’ i><g’ ilUint(t’t + At)Tle’ f>}

=T

—

r|e’ IXe flUn(t, t + Ab)|g, iXg, 1| Up(t, t + At)T} (C.0.3)

=T

-

8o Uini(t.t + ADPO Ui (1.1 + Am}

= Tefg. (e + M),
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wherein we used that the trace of a scalar is the scalar in the second line and the cyclic prop-
erty of the trace in the third line. Performing the Magnus expansion of the time-evolution

operator, eq. (C.0.2), up to the first term,

t+At
U, (t,t + At) = exp {—i / dt’ Hmt(t’)}, (C.0.4)
t
we use it to evolve the state in eq. (C.0.3)),
Bt + At) = Up(t, t + ADS(E) Uit t + AL)T

t+At
— B0 + () f Aty [ (1), £t0)] (C.0.5)

(—i)2 t+At t ) A
X +T_[ dtl/ dty[Hine(t1), [Hine(£2), O]] + ...
T, t

where the second equation follows from the Baker-Campbell-Hausdorff (BCH) formula. In-
serting the expansion into the photoemission probability, eq. (C.0.3)), the first two term van-
ish due to orthogonality with ¢, ¢ [8, p. 686], leaving us with

t+AL t
Tr {?e,fﬁ(to + A} = f dt / de, Tr {ée,innt(tl))é(t)Hint(tZ)} +c.c.
t t (C.0.6)

t+AL t
= f dy f dty(e, f|Hin(t1)A(O)Hine(t2)le, f) + c.c..
¢ t

Inserting the interaction Hamiltonian, eq. (C.0.2)), into our previous result, we find [{8} p. 693]

' ' t+AL t
Tr {6, Aty + A0} = (el 5'lg)gl5'le) f dn, f s,
t t

X (FIAE)IXIA(E)) fe!PePRt=r) c.c.,

(C.0.7)

wherein we used the energy eigenvalues of the electron’s ground and excited state, |g), |e).
The final states of the light field are of no interest to use and can be marginalized [8, p. 694],
ie.,

. ‘ t+At t
ST {8, 1t + AD)} = (elplgXel Ple) f dn, f dr,
t t

f (C.0.8)

X (i|Ai(t)Aj(ty)]ie EeE)1=12) 4 ¢ c.

and we conclude the probability for a single photoelectron to be emitted between time ¢ and
t+ Attobe

t+At t
p(t,At) = f dy f de, kY (t; — ) Ai(0)A; (1) + c.c., (C.0.9)
t t
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wherein k; ;(¢) is the effective response function of the detector atonﬂ and the expectation
value of the Maxwell field two-point correlation function is with respect to the initial light
state. It is possible to show that only the normal-ordered Maxwell field expectation value
contributes to the photoemission probability [8| p. 696]

t+AL t
p(t,At) = / dt / dt, kU(t; — 1) Ai(t)AL(8) 1) + c.c.. (C.0.10)
t t

We select a coordinate system in which the Maxwell field propagates along the z direction,
then one can show [99] that

t+At t
p(t, Al) = / iy f Akt — 1) 3 Azt Aa(t)?)
t t

A=1.2 (C.0.11)

t+AL t
= f dt, f dt, k(t; — L)CA()DA(L):) + c.c.,
t t

wherein we defined the scalar polarization-averaged Maxwell field and have the effective
response function

k(t) = f g—iK(E)e‘i(E‘Eg)t (C.0.12)
0

with K(E) being a function of the electron wave function along the xy plane.

Expanding the normal-ordered two-point correlation function of the Maxwell field into pos-
itive and negative frequency parts

(:Ai(tl)fij(tz) D= (3[14(1'_)01) +A(i+)(t1)] [AJ('_)(tZ) +AJ('+)(t2)] 2 (C.0.13)
= (AP e)AO (1) + AP A 1)),

where the non-mixed frequency terms vanish because they contain an unequal number of
annihilation and creation operators [92, p. 134]. Inserting the mixed frequency terms into
the photoemission probability and expanding the effective detector response function in the
frequency domain, we drop the highly oscillatory terms and ﬁn(ﬂ

t+AL t
p(t,At) = f dy / dt, kij(tl—t2)<A(i+)(t1)AJ(-_)(t2))+C.c.. (C.0.14)
t t

The differential probability for photoelectron emission of a single detector atom is [99]
p(t, At) = K(wy + E (AP (HAD(1))At (C.0.15)

wherein w, is an optical center frequency.

IThe effective response function depends on the electron’s density of states and dipole transition moments, see
Ref. [8, p. 694].
2See Ref. [8} p. 697] and Ref. [[92, p. 136] for an exact argument.
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Appendix o
Receiver synchronization

Our presentation of the coherent-state transmission system assumes the receiver and trans-
mitter use the same time reference, particularly regarding the analog-to-digital converter
(ADC), digital-to-analog converter (DAC), and laser local oscillators (LOs). However, in
practice, the receiver and transmitter run independent clocks requiring synchronization
procedures.

As shown in Chapter 4} the transmitter LO defines the upconversion frequency w,, and the
receiver LO determines the downconversion frequency w;. Together the up- and downcon-
version frequencies defines the intermediate frequency w; = w,—w;. For drifting transmitter
and receiver LOs, the intermediate frequency shifts and, in the worst case, exceeds the de-
tector bandwidth. The transmitter adds a pilot tone, a strong narrow-linewidth signal to
provide a frequency reference for the receiverE] Additionally to frequency offsets, the pilot
tone allows to suppress phase noise by employing a Wiener filter [111] on the broadened
lineprofile of the pilot tone, as illustrated in Figure

The second set of oscillators that need synchronization are the clocks of the DAC and ADC.
Unlike the optical LOs, the electronic clocks oscillate much slower, and we only need to
compensate for timing offsets. Figure illustrates the timing offset between the trans-
mitted and received samples. To correct for symbol-timing errors on the receiver, one can
employ, for instance, the Goddard algorithm [112], which exploits that a delay increases the
phase of a signalﬂ

On a protocol level, the receiver needs to detect the beginning of a data frame, i.e., a related
symbol sequence, and assign a frame number. One possibility for the transmitter to inform
the receiver about the beginning of a new frame is to interleave the data sequences with a
fixed training sequence, see Figure known to the receiver.

IRefs. [[108}[109, [110]] discuss the usage of a pilot tone for continuous-variable quantum-key distribution (CV-
QKD).
2See Ref. [24} p. 359] for more details on symbol-timing estimation techniques.
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Transmitted and received pilot tone
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Figure D.1.: Power spectrum of the transmitted and received pilot tone. The transmitted pi-
lot tone (green) represents a perfect sinusoidal. The received pilot tone (orange)
is broadened by phase noise and shifted by the offset between the transmitter
and receiver LO.
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Figure D.2.: Timing offset between the DAC (first row) and ADC (second row) samples. The
third row shows the linear increase in phase due to the accumulated delay.
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Figure D.3.: Data layout of the transmission frames. A frame comprises a training and data

sequence. The training sequence is the same for all frames.
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