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Google exploited homeless black
people to develop the Pixel 4’s
facial recognition Al

 Russia Tests New Disinformation
Tactics in Africa to Expand Influence
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Common issue: Systems implemented
with no way to identify & address mistakes
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Ad related to latanya sweeney (O

Latanya Sweeney Truth
www.instantcheckmate.com/

Looking for Latanya Sweeney? Check Latar

Ads by Google

Latanya Sweeney, Arrested?
1) Enter Name and State. 2) Access Fu
Checks Instantly

www.instantcheckmate.comv

Latanya Sweeney
Public Records Found For: Latanya Sy
www.publicrecords.comy

La Tanya
Search for La Tanya Look Up Fast Res
www.ask.com/La+Tanya

Ads by Google

Kirsten Lindquist
Get Kirsten Lindquist Find Kirsten Lindquist
www.ask.com/Kirsten+Lindquist

We Found:Kristen Lindquist

Racismis Pol:
Online Ad Del..

) Contact Kristen Lindquist - Free Infol 2) Cul Says Harvard
Professor

Phone, Address & More
www.peoplesmart.comy/

Search by Phone Search by Email
Background Checks Search by Address
Public Records Criminal Records

Kristen Lindquist

r

Public Records Found For: Kristen Lindquist. View Now

www.publicrecords.com/

r

Latanya Sweeney, Ph.
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Facebook’s ad system seems to
discriminate by race and gender
Tef New research shows that Facebook's ad-distribution software is

disturbingly biased



In the conce
camps, |IBM'
Jews was 8.
Gypsies was 1Z.
executions were coded as
4, death in the gas
chambers as 6.
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The Toxic Potential of YouTube’s l
Feedback Loop

YouTube Executives

On YouTube’s Digital Playground, Ilgnored Warnings,

: Letting Toxic Videos
an Open Gate for Pedophiles Run Rampant

Feedback loops can occur when your model is controlling the
next round of data you get. The data that is returned quickly
becomes flawed by the software itself.

Feedback loops inadutaluiaavovisindounumsiasudoyatuounna thiatdudvos
mislasudoyantona
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ETHICS

The Discipline working with what is good
and bad; a set or moral principles
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Table 1: The number of classes for which the course home Table 2: The number of courses that had content for each
department, instructor home department, and instructor de-  listed topic, out of 115 total courses, organized from most

P ﬁ a 3 gree matches each discipline, sorted by course home most to popular to least popular topic.
DSEJ —] C]SF]DS least.
Topic Courses
]
i l I l a a u D 8 -] \)IS Discipline Course Home Instructor Home Degree Law & policy 66
Privacy & surveillance 61
U

Computer Science 67 61 31 Philosophy 61
Info Science 62 49 36 Inequality, justice & human rights 59
Philosophy 26 21 40 Al & algorithms 55
e _ » - , s Communication 23 18 19 S‘.’C%al & enVir.Of‘fnental impact 20
*  WUdswovadov KSo Wuadurktvuov Other Non Tech 18 18 20 ol Smisummaton, 2
. . robots
NN :—)Zj—] Sci & Tec'h Studies 13 6 13 Business & economics 27
) Engineering 12 10 7 Professional ethics 25
Law 11 13 22 Work & labor 23
- N1 T ~ = .
« [(AspDsWunWdaou UndnanAans Other Tech ‘ & é Design =
u Math 7 3 6 Cybersecurity 19
ADUWDLODS UNUSETUY UNdoAUANEQS Business 3 4 1 Research ethics 1
Medical/health 12
° <N n Table 3: The number of courses that had each type of learn- N IS = = =
HDSHSDUHQUHDUDZOU’]D ing outcome, organized from most common to most com- Dbjosaﬁjaoswanoaju—]auq
mon outcome. a Ej '] \)-[S U’] D
Outcome Courses
. Critique 71
What Do We Teach When We Teach Tech Ethics? Spot issues 36
A Syllabi Analysis Makejarguments % = = o S
Improve communication 26 DUWDSE}H—]HOSUDOQUS:E"DH
Casey Fiesler Natalie Garrett Nathan Beard See multiple perspectives 23 -5 ~
casey.fiesler@colorado.edu natalie.garrett@colorado.edu nbeard@umd.edu Create solutions 21 |_ W a a :-(S U —] \)
University of Colorado Boulder University of Colorado Boulder University of Maryland Consider consequences 18

Boulder, CO Boulder, CO College Park, MD Apply rules 10
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Data contains errors

42 babies were < 1 year old at the time they were entered into
the database

28 of those were marked as "admitting to being gang members”

- 1GnogUpeund 1 udu 42

au gnouindatugnusena California gang database plagued with
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How the careless errors of credit
reporling agencies are ruining
people’s lives

Iheir files are full of obvious mistakes that the companies are in no rush to correct.

Js.

FTC's large-scale study of credit reports in 2012:
« 26% had at least one mistake in their files
« 5% had errors that could be devastating

Judoyatasaad 2012
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Che New 1Jork Times

She Was Arrested at 14. Then Her Photo
Went to a Facial Recognition Database.

FACE nsconmu ON FLAWED ohﬁ
mMwogapugnduoy 14 U

MG Garbage In, Garba e Qdts Face
i Recogmtlon on Flawed Data

NYPD used facial recognition and pics of Woody
Harrelson to arrest a man

SRt Ul SN =) AP- Across US pollce officers abuse confidential databases
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PERSONAL DATA
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The problem with metrics is a big problem for Al

Overemphasizing metrics leads to:

« manipulation

* gaming

* myopic focus on short-term goals

« unexpected negative consequences

Much of Al/ML centers on
optimizing a metric

Msov “tNvuaa” MKLNa

msooUalUaudoya/ Reliance on Metrics is a Fundamental Challenge for Al
Laa
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thiJoutautlnuy N Rachel L. Thomas David Uminsky
lUUllE]lU-]HU-]EJStEi:aIU University of San Francisco University of San Francisco
o1olNawanIvauniu rithomas3@usfca.edu duminsky@usfca.edu
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What's Measured Is What Matters: Targets and Gaming in ti
English Public Health Care System

Targets around ER wait times led to:

« cancelling scheduled operations to draft extra staff to ER,

* requiring patients to wait in queues of ambulances

* turning stretchers into “beds” by putting them in hallways

* big discrepancies in #s reported by hospitals vs. by patients
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Flawed Algorithms Are Grading
Millions of Students’ Essays

Fooled by gibberish and highly susceptible to human bias, automated Understanding Mean Score Differences Between the e-rater®
essay-scoring systems are being increasingly adopted, a Automated Scoring Engine and Humans for Demographically
Motherboard investigation has found Based Groups in the GRE® General Test
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REPRESENTATION BIAS

Gender Darker Darker Lighter Lighter Largest

Classifier Male Female Male Female Gap

=. Microsoft 94.0% 79.2% 100 98.3% 20.8%
(T P —

L ) FACE 99.3% 65.5 99.2% 94.0 33.8%
[(S====ssamey CEEEESIR  EEE——

IEM 88.0% 65.3% 99.7% 92.9% 34.4%
[ ST | [ SS—]

Joy Buolamwini & Timnit Gebru, gendershades.org

olalupalaballelSRIIE

Al DwunNwryoY Microsoft, Face, IBM
SWUNIWAUD ORBIEAUUIDULUENNFQ
MUUNADYRBIYAUCILAIKEGVAUUID
wa:uunregonudildudushissnga
laggov31vAwLbUgwINGY 34%




EVALUATION BIAS

4.4% of 1JB-A images are -
dark-skinned women

GB

2/3 of ImageNet images from
the West (Shankar et al, 2017)
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1 Wisconsin Supreme Court allows state RouWoLDSBoBdFUS:E:DATIAN

to continue using computer program

M ac h i n e B i as to assist in sentencing

Prediction Fails Differently for Black Defendants

QNSWUNITAIFYVFD UC

WHITE AFRICAN AMERICAN —_— o — B
Wwilans:mnam
Labeled Higher Risk, But Didn't Re-Offend VS
Labeled Lower Risk, Yet Did Re-Offend ; " ﬂﬂD’]llUﬂD’]ﬂD’] UlaEJ\)Cn llO
NSt mwom

A Popular Algorithm Is No Better at
Predicting Crimes Than Random People
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HISTORICAL BIAS

“Historical bias is a fundamental, structural issue with the first
step of the data generation process and can exist even given
perfect sampling and feature selection.” — Suresh et. al. 2019
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MEASUREMENT BIAS oadownms>a

Does Machine Learning Automate Moral Hazard and Error?”

By SENDHIL MULLAINATHAN AND ZIAD OBERMEYER*

Using historical EHR data, what factors are most predictive of

stroke?

Prior Stroke
Cardiovascular disease
Accidental injury
Benign breast lump =
Colonoscopy

Sinusitis

???
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RACIAL BIAS DAGDINLBDBA
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By Sendhil Mullainathan
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ALGORITHMS CAN (BuF31 he/she)
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« Al MugrsigioBwAaguwnaQn 71%
« udmuigrrKegoI1DoBwAaguwNaQnuA 54%
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Bias in Bios: A Case Study of Semantic Representation Bias in a
High-Stakes Setting

Maria De-Arteagal, Alexey Romanov?, Hanna Wallach?, Jennifer Chayes3, Christian Borgs3,
Alexandra Chouldechoval, Sahin Geyik?, Krishnaram Kenthapadi*, Adam Tauman Kalai®

1Carnegie Mellon University, “University of Massachusetts Lowell, > Microsoft Research, *LinkedIn




ALGORITHMS ARE USED DIFFERENTLY THAN HUMAN
DECISION MAKERS
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HUMANS ARE BIASED, SO WHY DOES ALGORITHMIC
BIAS MATTER?

LWS1: Machine Learning awnsndsvo feedback loops UtsuAsoOUsOU
Joya uddwisnomuuaanucuzuovdoyano:ldsuluounnald

Ws1: Machine Learning @ wisnuengon@nioiAsuLsviu
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Claire Wardle:
the trumpet of amplification
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g reddif _ | comments L other discussions (1)

unpopularopinion T pelieve the US should cut all defence spending and instead spend
the money on the military NG

submitted 15 hours age |

7

I know that the
have in the buc
Instead we hav
| just doesn’t ma

16 comments share

—

ADUAYNU

(-1 I 3¢ points 15 hours ago

You're wrong.

The defense budget is a good example of how badly the US spends money on the military. I've
never seen anyone in the US that wouldn’t spend money on the military. If you're going to
spend that kind of money, then it absolutely makes sense to send the money to the military.

permalink embed save report give award reply
(-1 (N o roints 15 hours ago
Yeah, but that’s already happening. There is a huge increase in the military budget, the

Pentagon budget is already increasing, and the Navy is getting two frigates a year. If we
just keep cutting military spending, then we’re already there.

If we stop paying for the military, there would be no need for an increase in defense
spending.
This is all about the money.

permalink embed save parent report give award reply

(-] N, / voints 15 hours ago

I didn't mean to sound like “stop paying for the military”. I'm not saying that we cannot
pay the bills but I think it would make sense to cut defense spending.

The military isn’t a good example of what we could do with the money we have. People




Katie Jones
Russia and Eurasia Fellow
Center for Strategic and International Studies ((
University of Michigan College of Literature, Sci
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I know that the =~ You're wrong.
have in the but  The defense budget is a good example of how badly the US spends money on the military. I've
Instead we hayv never seen anyone in the US that wouldn’t spend money on the military. If you're going to |
just doesn’t me  spend that kind of money, then it absolutely makes sense to send the money to the military. ‘l

T2 [S] 38 points 15 hours ago
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"In the matter of restoring Internet freedom. I'd like to recommend the commission to
Obama/Wheeler power grab to control Internet access. Americans, as opposed to Washingtc
deserve to enjoy the services they desire. The Obama/Wheeler power grab to control Inte
a distortion of the open Internet. It ended a hands-off policy that worked exceptionall '
for many years with bipartisan support.”

"Chairman Pai: With respect to Title 2 and net neutrality. I want to encourage the FCC to rescind
Barack Obama's scheme to take over Internet access. Individual citizens)as opposed tolWashington
bureaucrats)ishould be able tolselect'whicheveri'services they desirel Barack Obama's scheme to take
over Internet access is a corruption of net neutrality. It ended a free-market approach that
performed remarkably smoothly for many years with bipartisan consensus.”

"FCC: My comments re: net neutrality regulation elt - age he commission to ove ‘
Obama's plan to take over the Interne ’ ople like me, as opposed to so-called experts, should be

emeveraTTEy. Tt brove o pro-consumer system t [VIore than a Million Pro-Repeal Net

with Republican and Democrat support.”

"Mr Pai: I'm very worried about restoring Inte Neutrahty Comments were
Obama/Wheeler policy to regulate the Internet. ( .

whichever'services'we preferli The Obama/Wheeler leely Faked

the open Internet. It disrupted a market-based ¢ | ysed natural language processing techniques to analyze net

decades with Republican and Democrat consensus.' .o tr5lity comments submitted to the FCC from April-October
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More than a Million Pro-Repeal Net Jeffl
Neutrality Comments were Computatiof

Likely Faked
. After clustering comment categories and removing duplicates, I found that
less than 800,000 of the 22M+ comments submitted to the FCC (3-4%)

could be considered truly unique.
Key Findings:2 r

. . . - 1. wufio 1.3 S uAULkU
1. One pro-repeal spam campaign used mail-merge to disguise 1.3 million

2. gvduAuUnydua udnuou:dsn Bvaiuisn
IWWuADWIKUTUaUuauu Net Neutrality an
2. There were likely multiple other campaigns aimed at injecting what may duaiuAdDIULAU

comments as unique grassroots submissions.

total several million pro-repeal comments into the system. 3. Tagn 99% UovAIULBEUDINAUDSDA

: : _ , duuayu Net Neutrality
3. It’s highly likely that more than 99% of the truly unique comments® were

in favor of keeping net neutrality.
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The good to be maximized Adhering to the right Lives by a code of honor
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There are other ethical lenses

* All data are taonga

Whakapapa

Data from a Maori worldview

* Intrinsic mana — inherent value of data (all data are taonga)
* Extrinsic mana — valued for specific purposes (taonga is as taonga is used)

i of tha tannna ara intart
* Where it comes from and where it is going to (past, present, future)
* Relates to the purpose and use of data

* Relates to the importance of contextual knowledge

* Relationships within the data (linking individuals to groups)

* Whakapapa of the data (metadata, provenance)

« Still exists even if data set is anonymised or de-identified

* Whanaungatanga

TE M
RA

Maori Data Sovereignty Network

- Data relates to both the individual and the collective
« Collective identifiy is integral to Maori data
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