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ℓ(𝜃)

𝜃∗

𝜃∗ =  
𝑎𝑟𝑔 𝑚𝑖𝑛

𝜃
 

𝔼
(𝑥, 𝑦) ∈ 𝐷

 ℓ(𝑓𝜃(𝑥), 𝑦) (1)

𝜃 𝐷 Χ 𝑥 Υ ℓ(𝜃; 𝑖)

𝜃 𝑖

𝐷

𝜃𝑛 =  
𝑎𝑟𝑔 𝑚𝑖𝑛

𝜃

1

|𝑀|
 ∑ ℓ(𝑓𝜃(𝑥), 𝑦)

(𝑥,𝑦)∈𝑀

 (2)

𝜃𝑡+1 = 𝜃𝑡 − 𝜆𝛻𝜃ℓ(𝜃; 𝑖) (3)

 



 



𝑚

𝑎𝑟𝑔𝑚𝑖𝑛

𝑣 ∈  ℝ𝑑
∑‖𝑣 − �̃�𝑖‖

𝑛

𝑖=1

(4)

𝑛 − 𝑞 𝑞

𝑛

#𝑛𝑜𝑑𝑒𝑠 ≥ 4 𝑥 #𝑛𝑜𝑑𝑒𝑠𝑏𝑦𝑧𝑎𝑛𝑡𝑖𝑛𝑒 + 3



ℓ𝑝

0.7

4 𝑥 #max _𝑏𝑦𝑧𝑎𝑛𝑡𝑖𝑛𝑒_𝑛𝑜𝑑𝑒𝑠 + 1 = 4 𝑥 2 + 1 = 9;     9 /

 20 𝑛𝑜𝑑𝑒𝑠 = 0.45



𝑘





5

5 𝑥 2 + 1 = 11
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? ? ? ? ? ? ? ? ? ? 

? ? ? ? ? ? ? ? ? ? 
? ? ? ? ? ? ? ? ? ? 

? ? ? ? ? ? ? ? ? ? 

𝛼



𝐴

𝐵 𝐴 𝐵

𝐴 𝐵

𝐴 𝐵

𝑡𝑤

𝑐𝑤

𝑝𝑒𝑛𝑎𝑡𝑡𝑎𝑐𝑘,𝑖

𝑐𝑤

𝒓𝒆𝒄𝒂𝒍𝒍𝒎𝒚

𝒓𝒆𝒄𝒂𝒍𝒍𝒐𝒕𝒉𝒆𝒓,𝒊

|𝒅𝒊𝒇𝒇|𝒊

𝒑𝒆𝒏𝒂𝒕𝒕𝒂𝒄𝒌,𝒊

ห𝑚𝑦 𝑟𝑒𝑐𝑎𝑙𝑙 – 𝑟𝑒𝑐𝑎𝑙𝑙𝑜𝑡ℎ𝑒𝑟,𝑖ห 𝑥 10

∑ 𝑟𝑒𝑐𝑎𝑙𝑙𝑚𝑦 − 𝑟𝑒𝑐𝑎𝑙𝑙𝑜𝑡ℎ𝑒𝑟,𝑗

𝑖−1

𝑗= 0

𝒔𝒄𝒐𝒓𝒆𝒊

ቊ
 |𝑑𝑖𝑓𝑓|3+𝑚𝑦 𝑟𝑒𝑐𝑎𝑙𝑙        𝒊𝒇 𝑟𝑒𝑐𝑎𝑙𝑙𝑜𝑡ℎ𝑒𝑟,𝑖 > 𝑟𝑒𝑐𝑎𝑙𝑙𝑚𝑦

 −|𝑑𝑖𝑓𝑓|4+𝑚𝑦 𝑟𝑒𝑐𝑎𝑙𝑙 ∗  ൫1 + 𝑝𝑒𝑛𝑎𝑡𝑡𝑎𝑐𝑘,𝑖൯      𝒆𝒍𝒔𝒆
 

𝒄𝒆𝒓𝒕𝒂𝒊𝒏𝒕𝒚+,𝒊

min൫1, ൫𝑟𝑒𝑐𝑎𝑙𝑙𝑜𝑡ℎ𝑒𝑟,𝑖 − 0.2൯ ∗ 4൯

𝒘𝒆𝒊𝒈𝒉𝒕+,𝒊

𝑰𝒇 𝑠𝑒𝑙𝑒𝑐𝑡𝑒𝑑: 

max ቆ0,
10

1 + 𝑒−
𝑠𝑐𝑜𝑟𝑒𝑖

100

− 4ቇ ∗ 𝑐𝑒𝑟𝑡𝑎𝑖𝑛𝑡𝑦+,𝑖  

𝒕𝒐𝒕𝒂𝒍𝒊

𝑪𝒆𝒓𝒕𝒂𝒊𝒏𝒕𝒚−,𝒊 𝑎𝑣𝑔൫𝑟𝑒𝑐𝑎𝑙𝑙𝑜𝑡ℎ𝑒𝑟,𝑖൯ − 2 ∗ 𝑠𝑡𝑑൫𝑟𝑒𝑐𝑎𝑙𝑙𝑜𝑡ℎ𝑒𝑟,𝑖൯

𝒘𝒆𝒊𝒈𝒉𝒕−,𝒊   max ቆ0,
10

1 + 𝑒−
𝑠𝑐𝑜𝑟𝑒𝑖

100

− 4ቇ ∗ 𝑐𝑒𝑟𝑡𝑎𝑖𝑛𝑡𝑦−,𝑖  



 

𝐶1

𝑝𝑟1

𝜙𝑃, 1 𝑝𝑟1 –  1

𝑠𝑒𝑐𝑟𝑒𝑡1
𝜙𝑃, 1

𝑠𝑒𝑐𝑟𝑒𝑡1
−1 1

𝑠𝑒𝑐𝑟𝑒𝑡1 𝑚𝑜𝑑 𝜙𝑃, 1

𝑖 𝐶1 →  𝐸𝑛𝑐𝑠𝑒𝑐𝑟𝑒𝑡1
൫𝐶1, 𝑖൯ =

𝐶1
𝑠𝑒𝑐𝑟𝑒𝑡1  𝑚𝑜𝑑 𝑝𝑟1

𝐸𝑛𝑐𝑠𝑒𝑐𝑟𝑒𝑡1
(𝐶1)

𝑖 C1, i →

𝐸𝑛𝑐𝑠𝑒𝑐𝑟𝑒𝑡2
(𝐶1)

=  𝐸𝑛𝑐𝑠𝑒𝑐𝑟𝑒𝑡2
ቀ𝐸𝑛𝑐𝑠𝑒𝑐𝑟𝑒𝑡1

(𝐶1)ቁ
𝑠𝑒𝑐𝑟𝑒𝑡1

−1

𝑚𝑜𝑑 𝑝𝑟1

𝑝𝑟2

𝜙𝑃, 2 𝑝𝑟2 –  1

𝑠𝑒𝑐𝑟𝑒𝑡1
𝜙𝑃, 2

𝑠𝑒𝑐𝑟𝑒𝑡2
−1 1

𝑠𝑒𝑐𝑟𝑒𝑡2 𝑚𝑜𝑑 𝜙𝑃, 2

𝐸𝑛𝑐𝑠𝑒𝑐𝑟𝑒𝑡1
(𝐶1)

→  

Encsecret2
ቀ𝐸𝑛𝑐𝑠𝑒𝑐𝑟𝑒𝑡1

(𝐶1)ቁ =

𝐸𝑛𝑐𝑠𝑒𝑐𝑟𝑒𝑡1
(𝐶1)𝑠𝑒𝑐𝑟𝑒𝑡2 𝑚𝑜𝑑 𝑝𝑟2

𝐵𝐹 ቀ𝐸𝑛𝑐𝑠𝑒𝑐𝑟𝑒𝑡2
(𝐶2)ቁ

𝐸𝑛𝑐𝑠𝑒𝑐𝑟𝑒𝑡1
(𝐶1) 

𝐸𝑛𝑐𝑠𝑒𝑐𝑟𝑒𝑡2
ቀ𝐸𝑛𝑐𝑠𝑒𝑐𝑟𝑒𝑡1

(𝐶1)ቁ 

𝐸𝑛𝑐𝐴൫𝐸𝑛𝑐𝐵(𝑥)൯ = 𝐸𝑛𝑐𝐵൫𝐸𝑛𝑐𝐴(𝑥)൯

𝑘

ሾ0,  1ሿ𝑚

𝐵𝐹 ቀ𝐸𝑛𝑐𝑠𝑒𝑐𝑟𝑒𝑡2
(𝐶2)ቁ 



 

𝒙

𝛾

𝒩

 

Input: initial estimate 𝑥0, dataset 𝐷𝑡𝑟𝑎𝑖𝑛 containing an arbitrary non-

validation subset of the node’s collected data, dataset 𝐷𝑡𝑒𝑠𝑡 containing a 

small, trusted set of samples for each class, history buffer size 𝛾, 

exploration ratio 
𝛽

𝛼
, transfer network Ψ, weight diff constant 𝜂 

 

𝒩s ← getSimilarPeersWithClassOverlap() 

𝑙 ← initialize loss function by deep transfer from Ψ 

For 𝑡 = 0, 1, 2, … do 

 Stochastically sample 𝜉𝑖(𝑡) from 𝐷𝑖
𝑡𝑟𝑎𝑖𝑛 

 𝛻𝑙൫𝒙𝑖(𝑡), 𝜉𝑖(𝑡)൯ ← Compute the local gradient 

 𝒩i
𝑛(𝑡) ← All models received from peers 𝑗 ∈ 𝒩s 

 𝒩𝑖
r(𝑡) ← The 𝛾 most recent models received in previous iterations 

 If |𝒩i
n(𝑡)| > 0 then 

  For 𝑗 𝑖𝑛 ൫𝒩i
𝑛(𝑡) ∪ 𝒩𝑖

r(𝑡)൯ do 

   𝑑𝑖,𝑗 ← |ห𝒙𝑖(𝑡) − 𝒙𝑗(𝑡)ห| 

  End for 

  𝒩𝑖
d(𝑡) ← ቀ𝑎𝑟𝑔𝑚𝑖𝑛 𝒩∗ ⊆𝒩i

|𝒩∗|=𝛼
∑ 𝑑𝑖,𝑗𝑗∈𝒩∗ ቁ ∖ 𝒩𝑖

r(𝑡) 

  𝒩𝑖
e(𝑡) ←  𝒩∗ ⊆

𝒩∗ 𝑖𝑠 𝑎 𝑟𝑎𝑛𝑑𝑜𝑚 𝑠𝑢𝑏𝑠𝑒𝑡 𝑤ℎ𝑒𝑟𝑒 |𝒩∗| = 𝛽 ቀ𝒩i
𝑛(𝑡) ∖ 𝒩𝑖

d(𝑡)ቁ 

  𝒩𝑖
c(𝑡) ← 𝒩𝑖

d(𝑡)⋃𝒩𝑖
𝑒(𝑡) 

  For 𝑗 ∈ 𝑖 ⋃ 𝒩𝑖
c(𝑡) do 

   For 𝑐 𝑖𝑛 𝑐𝑙𝑎𝑠𝑠𝑒𝑠(𝐷𝑖) 

    𝑟𝑒𝑐𝑎𝑙𝑙𝑗,𝑐(𝑡) ← 𝑟𝑒𝑐𝑎𝑙𝑙൫𝑙, 𝒙𝑗(𝑡), 𝐷𝑖
𝑡𝑒𝑠𝑡൯ 

   End for 

   If 𝑗 ≠ 𝑖 then  

    𝐶𝑗(𝑡) ← 𝑎𝑟𝑔𝑚𝑖𝑛 
𝑐 𝑖𝑛 𝑐𝑙𝑎𝑠𝑠𝑒𝑠(𝐷𝑖)

|C|=𝑐𝑎𝑟𝑑𝑖𝑛𝑎𝑙𝑖𝑡𝑦(𝒩𝑗
s(𝑡))

𝑟𝑒𝑐𝑎𝑙𝑙𝑗,𝑐(𝑡) 

    𝑐𝑒𝑟𝑡𝑎𝑖𝑛𝑡𝑦𝑗(𝑡) ← max ቆ0, 𝑎𝑣𝑒𝑟𝑎𝑔𝑒 (𝑟𝑒𝑐𝑎𝑙𝑙𝑗,𝑐∈𝐶𝑗(𝑡)(𝑡)) − 2 ∗ 𝑠𝑡𝑑 (𝑟𝑒𝑐𝑎𝑙𝑙𝑗,𝑐∈𝐶𝑗(𝑡)(𝑡))ቇ 

    For 𝑐 𝑖𝑛 𝐶𝑗(𝑡) 

     𝑤𝑒𝑖𝑔ℎ𝑡𝑑𝑖𝑓𝑓𝑗,𝑐(𝑡) ← ห𝑟𝑒𝑐𝑎𝑙𝑙𝑗,𝑐(𝑡) − 𝑟𝑒𝑐𝑎𝑙𝑙𝑖,𝑐(𝑡)ห 𝑥 𝜂  

     𝑠𝑒𝑞𝐴𝑡𝑡𝑎𝑐𝑘𝑃𝑒𝑛𝑎𝑙𝑡𝑦𝑗,𝑐(𝑡) ← 𝑔𝑒𝑡𝑆𝑒𝑞𝐴𝑡𝑡𝑎𝑐𝑘𝑃𝑒𝑛𝑎𝑙𝑡𝑦(𝐶𝑗(𝑡), 𝑐, 𝑟𝑒𝑐𝑎𝑙𝑙) 

     If 𝑟𝑒𝑐𝑎𝑙𝑙𝑗,𝑐(𝑡) > 𝑟𝑒𝑐𝑎𝑙𝑙𝑖,𝑐(𝑡) 

      𝑠𝑐𝑜𝑟𝑒𝑗,𝑐(𝑡) ← 𝑤𝑒𝑖𝑔ℎ𝑡𝑑𝑖𝑓𝑓𝑗,𝑐(𝑡)3+𝑟𝑒𝑐𝑎𝑙𝑙𝑖,𝑐 

     Else 

       𝑠𝑐𝑜𝑟𝑒𝑗,𝑐(𝑡) ← − 𝑤𝑒𝑖𝑔ℎ𝑡𝑑𝑖𝑓𝑓𝑗,𝑐(𝑡)4+𝑟𝑒𝑐𝑎𝑙𝑙𝑖,𝑐 ∗ ቀ1 +

𝑠𝑒𝑞𝐴𝑡𝑡𝑎𝑐𝑘𝑃𝑒𝑛𝑎𝑙𝑡𝑦𝑗,𝑐(𝑡)ቁ 

     End if 

     𝑤𝑒𝑖𝑔ℎ𝑡𝑠𝑗,𝑐(𝑡) ← max ቆ0,
10

1+𝑒
−

𝑠𝑐𝑜𝑟𝑒𝑗,𝑐(𝑡)

100

− 4ቇ ∗ 𝑐𝑒𝑟𝑡𝑎𝑖𝑛𝑡𝑦𝑗(𝑡) 

    End for 

    𝑝𝑒𝑒𝑟𝑊𝑒𝑖𝑔ℎ𝑡𝑗(𝑡) ← max (0,
10

1+𝑒
−

∑ 𝑠𝑐𝑜𝑟𝑒𝑗,𝑐(𝑡)𝑐∈𝐶𝑗(𝑡)

100

− 4) ∗ 𝑐𝑒𝑟𝑡𝑎𝑖𝑛𝑡𝑦𝑗(𝑡) 

   End if 

  End for 

  𝒙𝑖(𝑡) ← 𝑤𝑒𝑖𝑔ℎ𝑡𝑒𝑑𝐴𝑣𝑔൫𝒙(𝑡), 𝑤𝑒𝑖𝑔ℎ𝑡𝑠𝑗,𝑐(𝑡), 𝐶൯ 

  𝒙𝑖(𝑡) ← 𝑠𝑖𝑚𝑝𝑙𝑒𝐴𝑣𝑔൫𝒙(𝑡), 𝑤𝑒𝑖𝑔ℎ𝑡𝑠𝑗,𝑐(𝑡), 𝑐𝑙𝑎𝑠𝑠𝑒𝑠(𝐷𝑖) −  𝐶൯ 

 End if 

 𝒙𝑖(𝑡 + 1) ← 𝒙𝑖(𝑡) − 𝜆𝛻𝑙൫𝒙𝑖(𝑡), 𝜉𝑖(𝑡)൯ 

End for
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𝑥
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𝑏 = 2

𝑏 = 2
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https://ai.googleblog.com/2017/04/federated-learning-collaborative.html
https://ai.googleblog.com/2017/04/federated-learning-collaborative.html












https://www.cis.fordham.edu/wisdm/dataset.php


‐ ‐ ‐


