nEeECcred

RGx00U&RM500U Series
Log Capture Guide

5G Module Series
Version: 1.0
Date: 2023-11-06

Status: Released




AUECTEL 5G Module Series

At Quectel, our aim is to provide timely and comprehensive services to our customers. If you
require any assistance, please contact our headquarters:

Quectel Wireless Solutions Co., Ltd.

Building 5, Shanghai Business Park Phase Il (Area B), N0.1016 Tianlin Road, Minhang District, Shanghai
200233, China

Tel: +86 21 5108 6236

Email: info@quectel.com

Or our local offices. For more information, please visit:
http://www.quectel.com/support/sales.htm.

For technical support, or to report documentation errors, please visit:
http://www.quectel.com/support/technical.htm.
Or email us at: support@quectel.com.

Legal Notices

We offer information as a service to you. The provided information is based on your requirements and we
make every effort to ensure its quality. You agree that you are responsible for using independent analysis
and evaluation in designing intended products, and we provide reference designs for illustrative purposes
only. Before using any hardware, software or service guided by this document, please read this notice
carefully. Even though we employ commercially reasonable efforts to provide the best possible
experience, you hereby acknowledge and agree that this document and related services hereunder are
provided to you on an “as available” basis. We may revise or restate this document from time to time at
our sole discretion without any prior notice to you.

Use and Disclosure Restrictions

License Agreements

Documents and information provided by us shall be kept confidential, unless specific permission is
granted. They shall not be accessed or used for any purpose except as expressly provided herein.

Copyright

Our and third-party products hereunder may contain copyrighted material. Such copyrighted material
shall not be copied, reproduced, distributed, merged, published, translated, or modified without prior
written consent. We and the third party have exclusive rights over copyrighted material. No license shall
be granted or conveyed under any patents, copyrights, trademarks, or service mark rights. To avoid
ambiguities, purchasing in any form cannot be deemed as granting a license other than the normal
non-exclusive, royalty-free license to use the material. We reserve the right to take legal action for
noncompliance with abovementioned requirements, unauthorized use, or other illegal or malicious use of
the material.
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Trademarks

Except as otherwise set forth herein, nothing in this document shall be construed as conferring any rights
to use any trademark, trade name or name, abbreviation, or counterfeit product thereof owned by Quectel
or any third party in advertising, publicity, or other aspects.

Third-Party Rights

This document may refer to hardware, software and/or documentation owned by one or more third parties
(“third-party materials”). Use of such third-party materials shall be governed by all restrictions and
obligations applicable thereto.

We make no warranty or representation, either express or implied, regarding the third-party materials,
including but not limited to any implied or statutory, warranties of merchantability or fithess for a particular
purpose, quiet enjoyment, system integration, information accuracy, and non-infringement of any
third-party intellectual property rights with regard to the licensed technology or use thereof. Nothing herein
constitutes a representation or warranty by us to either develop, enhance, modify, distribute, market, sell,
offer for sale, or otherwise maintain production of any our products or any other hardware, software,
device, tool, information, or product. We moreover disclaim any and all warranties arising from the course
of dealing or usage of trade.

Privacy Policy

To implement module functionality, certain device data are uploaded to Quectel’s or third-party’s servers,
including carriers, chipset suppliers or customer-designated servers. Quectel, strictly abiding by the
relevant laws and regulations, shall retain, use, disclose or otherwise process relevant data for the
purpose of performing the service only or as permitted by applicable laws. Before data interaction with
third parties, please be informed of their privacy and data security policy.

Disclaimer

a) We acknowledge no liability for any injury or damage arising from the reliance upon the information.

b) We shall bear no liability resulting from any inaccuracies or omissions, or from the use of the
information contained herein.

c) While we have made every effort to ensure that the functions and features under development are
free from errors, it is possible that they could contain errors, inaccuracies, and omissions. Unless
otherwise provided by valid agreement, we make no warranties of any kind, either implied or express,
and exclude all liability for any loss or damage suffered in connection with the use of features and
functions under development, to the maximum extent permitted by law, regardless of whether such
loss or damage may have been foreseeable.

d) We are not responsible for the accessibility, safety, accuracy, availability, legality, or completeness of
information, advertising, commercial offers, products, services, and materials on third-party websites
and third-party resources.

Copyright © Quectel Wireless Solutions Co., Ltd. 2023. All rights reserved.
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1 Introduction

This document outlines how to capture AP log, CP log and dump file on Quectel 5G RG200U series,
RG500U series and RM500U series modules through QLog, USB virtual port, ADB and Logel, as well as
how to capture CP log and dump file through socket.

When the module is in an abnormal condition, you can check the current network state of the module
through AT commands (see Chapter 4.2 for details) to determine the cause of the issue based on the
guery results. If it is determined that the module is misconfigured, you can reconfigure the module with the
corresponding AT command to resolve the issue. If the cause cannot be determined or the issue persists,
you can capture corresponding logs and send the logs to Quectel for further analysis and processing.

“ NOTE |

1. QLog is a log capture tool developed by Quectel. You can contact Quectel Technical Support to
obtain the installation package if necessary.

2. ADB is a tool developed by Google. You can install it with the assistance of Quectel Technical
Support.

3. The installation and use of the Logel tool requires authorization from Spreadtrum. You can contact
Quectel Technical Support for assistance in installing Logel.
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2 Capture AP Log and Dump File

2.1. Windows System

This chapter explains how to capture logs and dump files on module AP in Windows.

2.1.1. Capture AP Log Through ADB

Step 1: Open the QCOM tool, execute AT+QADBKEY? to get the module chip_uid, contact Quectel
technical support for corresponding password, and then execute AT+QADBKEY=<passwd>
with the obtained password.

Step 2: After Step 1, execute AT+QCFG="usbcfg",0x2c7¢,0x0900,1,1,1,1,1,1,0 to configure the USB
port and enable ADB. For detailed information of the above AT command, see document [1].

Step 3: Execute AT+QTEST="debug" to query the current debug mode. If the return value is not 1,
execute AT+QTEST="debug",1 to enter debug mode. After that, execute reboot on the
module’s debug UART to restart the module. At this point, the AP log is enabled. The log
information of the module will be saved to the yocto.log file. After obtaining the log file, execute
AT+QTEST="debug",0 to exit debug mode.

Step 4: After the AP log file is completely collected, execute adb pull /data/yocto.log <host_path> to
obtain the log file.

Figure 1: Obtain AP Log File

2.1.2. Capture AP Log Through USB Virtual Port

Step 1: Open the QCOM tool, and then execute AT+QCFG="usbcfg",0x2c7¢,0x0900,1,1,1,1,1,1,0 to
configure the USB port and enable ADB. For detailed information of the above AT command, see
document [1].

Step 2: Execute AT+QTEST="debug" to query the current debug mode. If the return value is not 4,
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please execute AT+QTEST="debug",4 to enter AP log capture mode.
Step 3: Save the log file. Select the COM port corresponding to the NMEA port on the QCOM tool, as
shown in Figure 2. Then, open the "COM Port Setting" interface on the QCOM tool, check "Save
Log" and specify the log file storage location. After that, the tool will start saving the log directly.
See an example in Figure 3.

BN O VMMM e VIS

v @ Ports (COM & LPT)
# Quectel USB AT Port (COM10)
# Quectel USB DIAG Port (COM8)
i _Quectel USB LOG Port (COM9)
@ Quectel USB NMEA Port (COM12)
=l Print queues

Figure 2: Select NMEA Port

COM Fort Setting

COM Port: |43 - Baundrate: |115200 - StopBits: |1 - Parity: |Hone -

ByteSize: |5 - Flow Control: [He Ctrl Flow - Open Port

[z798591. 055415] o0 #—FD_AF_VWDSF STATE:0=0 A
[2022-03-0?_1625?23826?0]]]&0 20 15:42:23 695 udxv10-module user. info kernel:

[279591. 050348] o0  #—FD_AF_WSP STATE:(xO

[2022—03—0?_16:5?:38:686]]]&0 20 15:42:25 905 udxvl0-module user. info kernel:

[279891 063767] o0  #—FPD_HECP_SYS STATE:0x0

[2022-03-07_16:67:35 686 0ee 20 15:42:23 905 udx7i0-module user. info kernel:

[279a91. 068219] o0 #—rez offset:0x06S5 value: 0x00000707:
[2022—-03-07_16:67: 358 686]0ec 20 15:42:23 916 ndxTi0-module user. info kernel:
[279891.073510] o0  #—FD_NECF_DSFO STATE:Ox7

[2022-03-0?_1625?2382?Dl]]:lec 20 15:42:23 916 udx710-module user. info kernel:
[279891.077507] o0  #—PD_NWRCP_DSP1 STATE:Ox7

[2022-03-07_16:67:35: 701 Dee 20 15:42:23 930 udx7i0-module user. info kernel:
[279891.081514] o0  #—PD_HECP_DL STATE:(wx0

[2022-03-07_16:57:35: 701 ]Dec 20 15:42:23 930 udxTi0-module user. info kernel:
[279591.085791] o0  #—FD_HECP_UL STATE:OxD

[2022-03-0?_1625?2382?Dl]]:lec 20 15:42:23 930 uwdx710-module user. info kernel:

[279591. 059708] o) ##—reg offzet:0x058c value: 0x00OTOTO07:
[2022—03—0?_16:5?:38:?Dl]]]ec 20 15:42:25 9358 udev10-module uzer. info kernel:
[279891.095091] o0  #—PD_AUDCP_SYS STATE:Ox7

[2022-03-07_16:67:35: 717]Dee 20 15:42:23 935 udx7i0-module user. info kernel: ]

[2022-03-0?_1625?23528?4] Open COM Port Success

Operation

Clear Information [T DTE [ RIS [v View File [v Show Time

[~ HEX String [~ Show In HEX [v Send With Enter

e

||::\Users\Eric.Liu\Desktop\EDZZDSUT.log ‘

Input String:

Select File

v | [o: V&M T B\ L0G. txt

Figure 3: Print AP Log Through NMEA Port
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2.1.3. Capture AP Log Through Debug UART

Step 1: Open the QCOM tool, execute AT+QTEST="debug" to query the current debug mode. If the
return value is not 3, please execute AT+QTEST="debug",3 to open module log.

Step 2: Use the serial port tool on the Windows device to receive the module AP log, and then save it as
a file. Take the MobaXterm tool as an example:

= Print queues

B Printer N Bl XY @ U @ @ fF @ m @
v § Ports(COM&LPT) SSH  Telnet Rsh Xdmcp RDP VNC FTP SFTP Serial File Shell Browser

@ Quectel USB AT Port (COM59)
#§ Quectel USB DIAG Port (COM53)

@ Quectel USB LOG Port (COMSS) »¥ Basic Serial settings
@ Quectel USB NMEA Port (COMS54)
iR Silicon Labs CP210x USB to UART Bridge (COMS8) Seral port *|COM58 (Silicon Labs CP210x USB to UART B + Speed (bps) * [({BAN

E USB Serial Port (COM39)

B coms8 (Silicon Labs CP210x USB to UART Bridge (COM38))

Terminal Sessions View X server Tools Games Settings Macros Help

E % % < & ® B Y EH & ¥ 0

Session Servers Tools Games  Sessions View Split MultExec Tunneling Packages Settings Help
Quic
KL Copy i :
X lags 8 change B
Copy Al /=8 change
e Ry () device Bx36b37760 t:
.é Copy formatted text (RTF)
] Paste Shift+INSERT
Execute macro Ctrl+SPACE
W Record new macro 37700
o
[=]
- Increase font size Ctrl + MousewheelUp type 8
| . face() inde
Decrease font size Ctrl+MousewheelDown x 37 flags
5 : . n 20 type 3
E Find Ctrl+Shift+F 8 ¥i
= Save to file Ctrl+Shift+5 len 17 type 22 flags
_ len 76 type 20 flags

T Ctrl+Shift+P newaddr{) index 1

Reset Terminal n 20 type 3 flags 0x0002 seq 1 pid 29¢C
Clear Scrollback 1

E len 17 type 26 flag
. E len 60 type 24 flag

Sett | titl J
=k rerminal Bre E len 68 type 24 flag
E
E

Toggle scrollbar len 60 type 24 flag

len 60 type 24

Fullscreen

Figure 4: Print AP Log Through Debug UART
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2.1.4. Capture AP Dump File Through Logel

Step 1: To capture an AP dump file, execute AT+ARMLOG=1, AT+QCFG="modemrstlevel",0 and
AT+QCFG="aprstlevel",0 in sequence to prevent the module from restarting due to a dump,
thus ensuring the successful dump file capture.

In Windows system, in case of a dump on the module AP, the module will immediately
disconnect from the host but it will not restart. The logs will be printed through the module’s
debug UART as follows:

bat:charger_connectedt): eica status 1

board_key_scan(): gpio_volumeup = 0

board_key_scan(): gpio_volumedown = 1

board_key_scan(): ?gpio keysg no key pressed!

(sprd_dump): (write_sysdump_before_boot): check usb cable's statt
bat:charger_connected(): eica status 1

board_key_scan(): gpio_volumeup = 0

board_key_scang): pio_volumedown = 1

board_key_scan(): ?gpio keys] no key pressed!

(sprd_dump): (write_sysdump_before_boot): check usb cable’'s statt
bat:charger_connected(): eica status 1

board_key_scan(): gpio_volumeup = 0

board_key_scan(): gpio_volumedown = 1

board_key_scan(): ?gpio keys] no key pressed!

(sprd_dump) : (write_sysdump_before_boot): check usb cable’s statt
bat:charger_connected(): eica status 1

board_key_scan(): gpio_volumeup = 0

board_key_scan(): gpio_volumedown = 1

board_key_scan(): ?gpio keys] no key pressed!

(sprd_dump) : (write_sysdump_before_boot): check usb cable’'s statt
bat:charger_connected(): eica status 1

board_key_scan(): gpio_volumeup = 0
board_key_scan(): gpio_volumedown = 1
board_key_scan(): ?gpio keys] no key pressed!

(sprd_dump): (write_sysdump_before_boot): check usb cable’'s statt
bat:charger_connected(): eica status 1

board_key_scan(): gpio_volumeup = 0

board_key_scang): pio_volumedown = 1

board_key_scan(): ?gpio keys] no key pressed!

(sprd_dump): (write_sysdump_before_boot): check usb cable’'s statu
bat:charger_connected(): eica status 1

hAaard bawy ceranfYs Aandian vualiimaiin — N

Figure 5: Print AP Dump Log

After a dump occurs on the module AP, the following ports will be displayed on the host.

4 7§ Ports (COM & LPT)
- YP|SPRD U2S Diag (COM13) |
*$ USB Serial Port (COM124)

Figure 6: Detect Port

Step 2: To capture the AP dump file, it is also necessary to configure the Logel tool. "Auto Identify AP
Dump Pt" is disabled by default on the versions after Logel_R9.19.1002_P1. To enable it, click
"Option" — "Tool  Configure" on the menu of the Logel tool, and check the box to enable "Auto
Identify AP Dump Pt".

RGx00U&RM500U_Series_Log_Capture_Guide 11/ 34
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<P Cell Measurements

RSRQ SINR

NR ARFCHN PCID RSKRP
<9 Tool Configure
log  On/Off

Options
LTE E [JFilter CMCC Message

[MVersion Check

[JSupport Raw Data
¢ [JOnly Decode DSP Data
WCDMA U

[JFilter Out Traces

[ Auto Identify AP Dump Pt

@ Log Port (O Diag Port

GSH : [JCapture ETB when assert

GPS Map Provider

Wireshark Path

| C:\Program Files\Wireshark\Wireshark.exe -

Auto Test

[JAuto Test

[JAuto Save As After Assert

[[JAuto Load Map file

[JMust Reset After Dump Error

Assert Command: |o.1.z.3,4,5.a,?,a,| |

® Google

Reset Command: |z |

(O OpenStreetMap

Figure 7: Configure Logel Tool

Step 3: After the U2S Diag port is displayed on the host, the Logel tool will automatically identify the port,
connect to the module, and open a data frame to capture the dump file. The captured dump files
are stored in the /Bin/History/ directory of the Logel tool on the host system.

dump ap
dump ap
dump ap
dump ap
dunp ap
dump ap
dunp ap
dunp ap

dusp ap

dunp ap

dunp ap

dunp ap
dunp ap
dunp ap
dunp ap n

dunp.eqél.

nenory

file begin: sysdunp.cors
"file end: total received:
file begin: sysdunp.core.
"tile end: total received:
file begin: sysdunp.core.
‘file end: toral received:

file begin: sysdunp. cors

y fils end: total received:

fils begin: sysdunp.cors.
"tile end: total received:
file begin

file end

sysdunp . core.
total received
file begin

file end: total received:

02_0xB0001000-D%8521 FFFf_dunp lst. size  B7027712 bytes °
reEn bt st b bpiea
03_0x85320000-0xB6d1£££f_dunp lst, size: 28180480 bytes
20180480 bytes. lost: 0 bytes T
04_0=87800000-0xB7Ef£££E_dump lst. size: B3IBI608 bytes
eie Beies Lo b mpian
05_0xBB000000-0x9cE £££6_dunp lst, size 352321536 bytes
SEAERIERE Brbae: Ionhl B bytea 1T T
06_0=0d000000-0x9££££££E_dunp l=t, size: 50331648 bytes
S0331648 bytes, lost: 0 bytes
07_0=x0000b000-0x00018bf£_dump lst. size: 56320 bytes

56320 bytes, lost: 0 bytes

sysdunp-checksun . txt. size: 585 bytes

585 bytes. lost: 0 bytes

fils begin- etbdata_uboot bin. size: 32768 bytes

file end: total received:

>|Tc|t,a1 sysdump finished! I

32768 bytes, lost: 0 bytes

Figure 8: Capture AP Dump File with Logel
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2.2. Linux System

This chapter explains how to capture logs and dump files on module AP in Linux through QLog.

2.2.1. Capture AP Log Through QLog

Step 1: See document [2] and [3] to install the USB and PCle drivers of the Linux system.

Step 2: Open the Linux terminal in the QLog tool directory, and execute make to generate an executable
file Qlog in the QLog tool directory. Execute dmesg -w in Linux terminal to list the module ports.
® If no serial ports are displayed when the module is successfully connected to Linux device, it

may indicate USB driver installation issues. Please install the Linux USB driver again.

® If the module ports are loaded successfully, QLog can be launched. Module information will
be printed after successful port loading.

Step 3: If the module is connected to your Linux device through USB interface, execute
AT+QTEST="debug" to query the current debug mode. If the return value is not 4, open the
minicom tool and execute AT+QTEST="debug",4 to enable module log. Then execute ./QLog

—s log -x in the Linux terminal to open QLog for log capture. Once log capture is completed, click
“Ctrl” + “C” to end the QLog process.

s. 2022.09.08 QLog-Aaron-202209072025 :/QLog -s log -x
sion: QLog_Linux_Android_Vi1.5.13

pbg_read_nmea_log: 1

1 use filter file: default filter

d [0] idvendor=2c7c, idProduct=0900, bNumInterfaces= =7, ttyDM=/dev/ttyusBo, ttyGEN
9, usbdevice pah-/sys/bus/usb/devtces/3 7

en /dev/ttyusBo ttyfd

en /dev/ttyusB1 ttyfd 4

en /dev/ttyUsB4 ttyfd = 5

ess CTRL+C to stop catch log.

tch log via tty port

ifo_alloc [0] =

og_logfile_ create log/26220908_140958_0000.1logel logfd=6
ifo_alloc [1] =

0g_ 1ogf1.le create 109/26220968 1406958_0000.1log logfd=7
isoc_send_cmd cmd='0"

Figure 9: Capture AP Log in Linux Through USB

If the module is connected to your Linux device through the PCle interface, execute
AT+QTEST="debug" to query the current debug mode. If the return value is not 5, open the
minicom tool and execute AT+QTEST="debug",5 to enable module log. Then execute ./QLog
-s log -p /dev/sdiag_nr -x in Linux terminal to open QLog for log capture. Once the log capture
is completed, click “Ctrl” + “C” to end the QLog process.

Step 4: View the corresponding log file. You can save and send the log file to Quectel Technical Support
for further analysis. Take viewing the log file 20220908 140725 _0000.log as an example:
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log
log
log
8 072¢ log
QLog-Aaron-202209072025 log 1s
140725_0000.1log 20220908 _140725_0000.logel
2022.059.08 QLog-Aaron-202209072025 log
2022.09.08 QLog-Aaron-202209072025 / log
2022.09.08 QLog-Aaron-202209072025 log

q
q
q
q
q

N
@

-

Figure 10: View AP Log in Linux

” NOTE |

Common parameters of QLog commands:

1.
2.
S

-s specifies the storage path for log.

-p specifies the port for log capture.

-f specifies the configuration file path for logs of different services and levels. The .conf file will not be
stored in the QLog folder. Please specify the absolute or relative path of the file when using it.
Different file names represent different log sets. For example:
unisoc_ps_cap_dsp_important_log.conf represents printing ps (signaling), cap (IP packets), and dsp
important level logs;

unisoc_ps_cap_dsp_normal_log.conf represents printing ps (signaling), cap (IP packets), and dsp
normal logs.

-X indicates to capture AP log.

2.2.2. Capture AP Dump File Through QLog

In Linux, in case of a dump on the module AP, you can use the QLog tool to capture the dump information.
The steps are shown as follows.

Step 1: See document [2] to install the USB diver of the Linux system.
Step 2: Open the Linux terminal in the QLog tool directory, and execute make to generate an executable

file Qlog in the QLog tool directory. Execute dmesg -w in Linux terminal to list the module ports.
® |f no serial ports are displayed when the module is successfully connected to Linux device, it
may indicate USB driver installation issues. Please install the Linux USB driver again.
® |f the module ports are loaded successfully, the QLog tool can be launched. Module
information will be printed after successful port loading as shown in the figure below.
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Figure 11: Load Module Ports

Step 3: Open the minicom tool, execute AT+ARMLOG=1 to enable module log, and then send
AT+QCFG="modemrstlevel",0 and AT+QCFG="aprstlevel",0 to prevent the module from
restarting due to a dump, thus ensuring the successful dump file capture.

Step 4: Execute ./QLog -s apdump in the Linux terminal to capture the module’s dump file. The
captured dump file will be stored in the same QLog tool directory.

Figure 12: Capture AP Dump File with QLog
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3 Capture CP Log and Dump File

3.1. Windows System

This chapter explains how to capture logs and dump files on module CP in Windows with Logel.

3.1.1. Capture CP Log Through Logel

Step 1: See document [4] to install the latest version of Quectel Windows_USB_Driver(U)_For_EC
M_RNDIS driver provided by Quectel to ensure that the serial ports can be identified.

;E Computer Management (Local) || ~ & HF-N-0009268

v [fé System Tools i‘ Audio inputs and outputs
@ Task Scheduler % Batteries
2] Event Viewer e Bluetooth
2| Shared Folders ® Cameras
& Local Users and Groups ~ B computer
@ Performance B8 ACPI x64-based PC
;.{ Device Manager ' wa Disk drives
v 23 Storage @ Display adapters
o+ Disk Management i Firmware
v ;zfs Services and Applications {4 Human Interface Devices
. Services > "= IDE ATA/ATAPI controllers
& WMI Control =2 Keyboards
O Mice and other pointing devices
l Modems
> [ Monitors

@ Network adapters

E? Other devices

! Portable Devices
v & Ports (COM & LPT)

# Quectel USB DIAG Port (COM8)
@ Quectel USB LOG Port (COM9)

W Quectel USB NMEA Port (COM12)
™ Print queues
n Processors

B9 Comiriti Aovirac

Figure 13: Identify Serial Ports Successfully
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Step 2: Open the QCOM tool, select the corresponding AT port, set the default baud rate and connect the
module. After that, send AT+ARMLOG=1 to enable module log.
Step 3: Open the Logel tool, select the log output directory in the figure below to set the log storage path,
select the corresponding "Diag Port" and "Log Port", and then click "OK". An example is as

follows:

@ Logel R9.20.4705.0 - Traces

i File Edit

View Option Tool

Window Help

= DSP DSP
o oI0M LTE

DSP psP psP psp OO LTE
TE @G &0 wed [ [

@ Cell Measurements EI@ @
HE ARFCH FCID RSRF RSRQ SINE SH
[<® Capture Setting *® |
Log Output Directory
< .
| Log Dir: |D:“~HyData L
LTE
HC‘
Tvpe: Tart w
Diag Port: QUECTEL USE DIAG Port (COM25) ~ (115200
< Log Port: QUECTEL USE LOG Port (COM18) w~ (115200
T Log Pt Capture Cnly: Hone ~ (115200
| ¥Log Port: Hone ~ | [115200
. AGDSP Port: [Hone v|[115200 |
| Comnon TP Port: [Hone ~|[2000000 |
G5H
LTE TP Fort: |Hone ~|[2000000 | _
TG TP Fort: [Hone ~|[zo00000 |
Power Trace Port: |Nclne v||2DDDDDD |
@ Air Messages
[0 auto Identify Port
SH S.
0K Cancel

Figure 14: Select Diag Port and Log Port

“ NOTE |

1. Since the log file is generally very large, it is recommended not to store it in the C drive.
2. If some log file packets are lost, send AT+QCFG="iq_vser",1 to restart the module and then
re-capture the CP log. For detailed information of the AT command, see document [1].
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Step 4: Click Qo capture logs. When the button turns to ’ it means that the logs are captured
successfully.

! File Edit View Option

Tool

Window Help

Figure 15: Capture CP Log in Windows

FE | « 0 | AT R Twome iopen ooroner uce oo o OO R (A R L A G P
< Cell Measurements EI@ o Traces
NR ARFCH ECID RSRP RSRQ SINR o UE Tine ¢
Sl 24077-71 09:58:05.579
SCell 627264 859 —84 . 00dEmn —3.94dE 10.75 40T T=72 09:58:05.579 E
HCelln 627264 471 —94 .88dEn -16.19dB £.31 2A077=73 09:58:05.579 E
HCelll 627264 472 —90.19dBmn —11.56dB 3.75 2407774 09:58:05.579 F
2 o 24077-75 09:58:05.579 E
24077-76 09:58:05.579 E
LTE EARFCH{Band) FCID RSEP RSERQ Slave Ant E. .. 2407777 09:58:05.579 E
24077-78 09:58:05.579 E
24077-79 09:58:05.579 E
24077-80 09:58:05.579 E
24077-81 09:58:05.579 E
24077-82 09:58:05.579 E
< v 24077-83 09:58:05.579 E
D UARFCH(Band) Cell ID RSCP 24077-84 09:58:05.579 |E
24077-85 09:58:05.579 E
24077-86 09:58:05.579 E
24077-87 09:58:05.579 E
24077-88 09:58:05.579 E
24077-89 09:58:05.579 E
24077-90 09:58:05.579 E
GEM ARFCH(Band) BSIC RS5I 24077-91 09-58-05 579 E
24077-92 09:58:05.579 E
24077-93 09:58:05.579 E
< Air Messages El@ < Internal Messages
SH TUE Time SIM Core HAS AS SH TUE Time
397-8 09:44:15. .. SIM1 FF ¢— MIE 7391-1 09:58:10.203
402-28 09:44:15. .. SIM1 FF <— SYSTEH 7401-1 09:58:10.204
418-1 09:44:15. .. 5IM1 FF <— SYSTEH 7402-1 09:58:11.484
487-1 09:44:15. .. SIM1 FF ¢— S¥STEH 7412-1 09:58:11.484
AQ0 1n na. 44 .10 CTWA T - CYCTTM b I B B | no.co.472 7¢4

Step 5: After the log is successfully captured, enter the corresponding storage path to obtain the log. If
you need to analyze the captured log (only files with .logel, .Ist and .log suffixes can be analyzed),

click the B button as shown in the figure below, and select the file to be analyzed. During the
loading process, P will turn to M. After log analysis is completed, the button will turn back to

RGx00U&RM500U_Series_Log_Capture_Guide
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uID £ UE Time Core Content

~ | & = @]

6 UE Tine Hadul
7A000-27  11:36:40.224 1
P72089-28 11 3540 274 1
772089-28  11.35:40.224 I
772059-30 11 3540224 r mss(=6019) 1
772059-31 11:35:40 224 FF [MEPAL][EV] dyn wnemory for KR 1
772069-32  11.35.40.224 FF  [NEPALI[HV] insert msg to gueus. before insex 1
T720549-33 11:35-40 224 FF [NEFAL][EW) gger INT 1
ANAAPA A4 43 AR AR A%A PR FMARLE smemomiion mmmen i
I
] 1
| < -t This PC ¥ Loal Disk (D) * tools * Logel R921.5005 » Bin » History * 2022.09 14 13.45.11 822 amiog v O =
y 1
| Organize = New folde - m 1
= 1
i 2 30 Otjects itl
1
' Desttop 2022.09 14 13 45_11 822 y . el
i Documents 202,09, 14,13.45.11_B22 ogel ey SGEL File oy far mag(-6019) 1
$0owioads | [ 200208 14 13 45 11 - are wenory for KR 1
2022.09.14.13.45_11_82215¢ #us, belove inser 1
| P Music 10
N n from 12 L
= Picrures {type-1) L
Videos st=0 10
A oy for mag(r6019) 1
& Local Disk (C) are wsaory for KR | H]
sus, betore inses 1
~ Local Disk (D) 1
- Local Disk E ica from 12 for a L
f(typa=1) i
« Local Disk (7) e 1
1
& Metwork 1l
er {8
File pame: | 2022_09_14_13_45_11_822logel Log file (“st*Joget*Jog) - 1
ice from 12 for 1
UE Tine Cancel A(typeasl) 1
11:35:01 pree) 1
11:35:07 SIHT Lid =5 NEASURENENTREFORT - o7 1
113517, . SIN1 FF 3 ORT 1:00-17.3 3
SIN1 ¥F 1:00:18.§
2 I i3
1 ¥
i3
FF
FF
FF
¥F

Figure 16: Select File to be Analysed

NOTE

To capture the CP log with Logel, execute AT+ARMLOG=1 to enable module log (Step 2), and
AT+SPLOGLEVEL=1<log_level>,"FFFFFFFFFFFFFFFF" " FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
F" to configure the log level through the QCOM tool. Except <log_level>, other parameters do not need
to be modified.
<log_level> Integer type. Log level.

1 Printimportant logs only
Only print logs of normal level

3
5 Print all logs

3.1.2. Capture CP Dump File Through Logel

Step 1: Based on Step 1-3 in Chapter 3.1.1, open the QCOM tool and send
AT+QCFG="modemrstlevel",0 and AT+QCFG="aprstlevel",0 to prevent the module from
restarting due to a dump, thus ensuring the successful dump file capture.

Step 2: In the Logel tool, start capturing the dump file after checking the configuration. The configuration
is shown in the following figure:
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@ Logel R9.20.2101.0 [D:\UNISOC-Tools\...Bin\History\2020 08 10_15 29 51 6'

: File Edit Option Tool Window Help

Common Pl V | Internal Messages (Ctri+1)
NR M|V | Traces (Ctri+2)
Q Cel LTE »(| vV || Air Messages (Ctri=3)
NR c2K »|| V| Cell Measurements (Ctri+4)
WCDMA » PHY Traces
GSM 4 PHY Trace Chart
LTE DSP Test Point 4 NV Information
- ArnBsntiem Fank N PLMN Information of SIM1

Figure 17: Check Configuration in Logel

o |

|

Step 3: In case of a dump on module CP, there will be no response when executing the network-related
AT commands on CP, indicating that the AT port is blocked. After the Logel tool is opened, the
following dialog box will automatically pop up. The tool will automatically export the dump file
after clicking "Cancel". You can capture the dump file manually by clicking "OK", and you will be
prompted to enter 3 for confirmation. After capturing the dump file, a file with a .mem suffix will be

: 2]

I

W

MWW R W MWW W W W W W W W W W W W N W

NOTE

generated in the log storage directory.

Assert Information

R13 = 0x91859%=88 R14 = 0O=x00000000
SPSR = 0=x00000010

FIQ mode:

R13 = 0x9Zdddeed R14 = 0x00000000
SPSR = O=x00000010

Asz=ert Debug Menu:

Frint help info.

Print assert info.

Print important registers.
Dunp all memory to a file.
Print memory allocated infl Logel will auto dump after 22 seconds!
Print memory pools info
Print tasks info.

Print stack info.

Print callback function li
REead memory.

Dunp task usage.

Dump definite memory to a
Dunp TaskSwitch memory to
Print Event list informatidm.

Print Hutex list information

Print Semaphore list information
Print Fat =system control block info.
Print Byte Pool infomation

FPrint PS5 tasks gqueue info

Frint PS5 function call stack

Frint timer list infomation.

Print the all assert information
Print Version Information.

Reset MCT.

<@ Assert Auto Dump Tips X

Click [OK] to dump manually.
Click [Cancel] to dump immediately.

L R e~ I = i m iy Ve R e U

Figure 18: Capture CP Dump File in Windows

i1

i

If some CP dump file packets are lost, send AT+QCFG="quecdumptime",<delay> to re-capture the CP
dump file (<delay> represents the delay time after capturing the dump file. Range: 0-5000; Unit:

microsecond.). For detailed information of the AT command, see document [1].

RGx00U&RM500U_Series_Log_Capture_Guide

20/ 34



AUECTEL 5G Module Series

3.2. Linux System

This chapter explains how to capture logs and dump files on module CP in Linux with QLog.

3.2.1. Capture CP Log Through QLog

Step 1: See document [2] and [3] to install the USB and PCle drivers of the Linux system.

Step 2: Open the Linux terminal in the QLog tool directory, and execute make to generate an executable
file Qlog in the QLog tool directory. Execute dmesg -w in Linux terminal to list the module ports.
® If no serial ports are displayed when the module is successfully connected to Linux device, it

may indicate USB driver installation issues. Please install the Linux USB driver again.
® If the module ports are loaded successfully, QLog be launched. Module information will be
printed after successful port loading.

Step 3: Open the minicom tool and execute AT+ARMLOG=1 to enable module log.

Step 4: If the module is connected to your Linux device through USB interface, execute ./QLog -s log -f
(for example, ./QLog -s log -f ../unisoc_ps_cap_dsp_important_log.conf) in Linux
terminal to open QLog for log capture. Once the log capture is completed, click “Ctrl” + “C” to
end the QLog process.

If the module is connected to your Linux device through the PCle interface, execute ./QLog -s
log -p -f (for example, ./QLog - S log -p /dev/sdiag_nr
-f .Junisoc_ps_cap_dsp_normal_log.conf) in Linux terminal to open QLog for log capture.
Once the log capture is completed, click “Ctrl” + “C” to end the QLog process.

For example, the module is connected to your Linux device through USB interface:

po’ = -1, errno: 4 (Interrupted system call)
[001.728] kfifo_free [e] =5

[0061.728] clean_filter
[001.731] close_fds exi
Q7 ~ ) Tools ) 2022,

2 8 ) QLog-Aaron-202209072025 ./QLog -s log -f /home/q/Tools/2022.09.08/unisoc_ps_cap_dsp_important_log.conf
[es0. eeo] Version: QL nux_Android v1.5.13
[000.080] Will use filter file: /hone/q/TooIs/zezz 69.068/unisoc_ps_cap_dsp_important_log.conf
(0861617 Find [6] tdVendor=2c7c, 1dProduct=6906, bNumInterfaces=7, ttyDM=/dev/ttyUSBO, ttyGENERAL=/dev/ttyUSB1, ttyTHIRD=, busnum=003, dev=01
9, usbdevlce'pahslsys/bus/usb/devtces/3 7
[0006.162] open /dev/ttyUSB® ttyfd = 3
[000.103] open /dev/ttyUSB1 ttyfd = 4
[6006.183] Press CTRL+C to stop catch log.
[080.163] catch log via tty port
[000.103] kfifo_alloc [6] = 5
[006.163] qlog_logfile create log/20220908_142546_0000.1logel logfd=5
[6060.163] unisoc_send_cmd cmd='0"' I
[0008.104] > AT+ARMLOG=1
[600.118] < OK
{08006.204] > AT+SPLOGLEVEL=1,1,"EFFFFBFF7FF100000000000000000000" , "EFFFEFFFFDFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFO0000000000000CF"
[0808.2088] < OK
[m 384] > AT+SPDSPOP=2

Figure 19: Capture CP Log in Linux

Step 5: View the corresponding log file. You can save and send the log file to Quectel Technical Support
for further analysis. Take viewing the log file 20220908 143049 0000.logel as an example:
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SVUCSNVUILVU v, J=AdI ON-2C
2022.09.08 QLog-Aaron : 5
2022.09.08 QLog-Aaron-202209072025
2022.09.08 , QLog-Aaron-202209072025
G 2022.09.08 ) QLOg-Aaron-202209072025
\ w o/ 2022.09.08 QLog-Aaron-202209072025
" i 2022.09.08 . QLog-Aaron-202209072025
, 2022.09.08 ) QLog-Aaron-202209072025
20220908_143049_0000. Logel
Mg D 3622.09.08 ) QLog-Aaron-202209072025
- [ 2022.09.08 ) QLog-Aaron-202209072025
. ) 2022.09.08 ) QLog-Aaron-202209072025 »
. [/ 2022.09.08 ) QLog-Aaron-2022090726025
) 2022.09.08 -Aaron-202209672025

q
|
q
q

Figure 20: View CP Log in Linux

” NOTE |

1. If some log file packets are lost, send AT+QCFG="iq_vser",1 to restart the module and then
re-capture the CP log. For detailed information of the AT command, see document [1].

2. -f specifies the configuration file path for logs of different services and levels. The .conf file will not be
stored in the QLog folder. Please specify the absolute or relative path of the file when using it.
Different file names represent different log sets, for example:
® unisoc_ps_cap_dsp_important_log.conf represents printing ps (signaling), cap (IP packets), and

dsp important level logs;
® unisoc_ps_cap_dsp_normal_log.conf represents printing ps (signaling), cap (IP packets), and
dsp normal logs.

3.2.2. Capture CP Dump Log Through QLog

Based on Step 1-3 in Chapter 3.2.1, open the minicom tool and execute AT+QCFG="modemrstlevel",0
and AT+QCFG="aprstlevel",0 to prevent the module from restarting due to a dump, thus ensuring the
successful dump file capture.

If the module is connected to your Linux device through USB interface, execute ./QLog -s dump in the
Linux terminal to capture the module dump file. Once the log capture is completed, click “Ctrl” + “C” to
end the QLog process. The captured dump file is stored in the same QLog tool directory.

If the module is connected to your Linux device through PCle interface, execute ./QLog -s dump -p
/dev/sdiag_nr in the Linux terminal to capture the module dump file. Once the log capture is completed,
click “Ctrl” + “C” to end the QLog process. The captured dump file is stored in the same QLog tool
directory.
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” NOTE |

If some CP dump file packets are lost, send AT+QCFG="quecdumptime",<delay> to re-capture the CP
dump file (<delay> represents the delay time after capturing the dump file. Range: 0-5000; Unit:
microsecond.). For detailed information of the AT command, see document [1].

3.3. Socket

The module can capture log files through a socket connection in the following situations. However, it is
necessary to ensure that the host and the module are on the same local area network, and the network
connection is unobstructed.

® CP log cannot be captured through the USB/PCle connection
® There is no USB/PCle interface in the module
® CP log needs to be captured remotely

“ NOTE |

1. Currently, the socket method is used to capture the CP logs on the Windows system’s host.

2. The module firmware versions released by Quectel after June 2021 support the CP log capture
through a socket.

3. Itis recommended to use a wired network for log data capture and sending, since the amount of log
data is large and must be transmitted in real-time. Wi-Fi network is generally unstable.

3.3.1. Capture CP Log Directly Through a Network Cable

This chapter explains how to capture CP logs on a Windows host through a socket when the module is
connected to the host through a USB cable and the wired network is established.

Step 1: Open the QCOM tool, and execute AT+QCFG="nat",2 and AT+QCFG="usbnet",3.

Step 2: Restart the module for the configurations to take effect.

Step 3: After that, execute AT+ARMLOG=1 to enable module log.

Step 4: Open the Logel tool on the host, select "Socket" for "Type", and click "OK" after checking the
following configurations:

Address (Diag): 192.168.42.1
Port (Diag): 10056
Address (SMP): 192.168.42.1
Port (SMP): 10057
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P Capture Setting b4

Log Cutput Directory

Log Dir: D ~MyData hd
HS
Type: Socket e
AddresstDiag): 1192 168.42.1 |
Port{Diag): |1DDEE |
Address(SHE) - 1192.168.42.1 |
Port (SHE) - 110057 |
QK Cancel

Figure 21: Configure Socket in Logel (Directly Through Network Cable)

Step 5: Click ®on Logel to capture logs.

Option Tool Window Help

AT P W v oo o L L L L LR G
=
s =[] @ Traces
¥R ARFCH FCID RSRP RSRQ SINY SN UE Time Core Content
SIN1 1016519-71 16:58:34.739 FE [TEDFE]: (CurrentDwTzOpsnStatus. NextD
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< i s cooocoen i ~ 7| 1016519-73 1£:58:34.739 FE  rx sfboundry unient : 0x7a361fc2. ta
1016519-74 16:58:34.739 FE g_ctrl_slot_task_begin 0x7a3545ac.
LTE EARFCN(Eand) PCID RSRP RSRO Slag | 1016519-74 16:58:34.739 FE  cac_group (0 ,rx synbol mask Ox0, tx
SIN1 1018519-75 16:58:34.739 FE  rtx _event_cfg—>num_of_swent 0 RE MODE
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1016519-81 16:58:34 739 FE  g_eac_group?_config_en:1.g_tx_sntl_co
1016519-82 16:58:34.739 FE  NE_RFS Ctrl Slot_Task Symbol_Error_Fl
<
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e UE Tine B Core NAS acn UE Tine Core Content

185730-1  16:58:20  STHi FF - |l3 165825557 FF W55 TD_LTE CPHY_MEAS TNTRA_RESULT_THD
185817-87  16:58:21 .. SINI FF < |ls  16.58:25.557 FF XSG ID LTE CPAY_L1STATIS_RESULT_IND
186120-63  1658:22  SINI FF < |lt 165825561 FF  MSG_TD WR 12 TE TO NR L2 R FSCP_DIHA
186505-59  16:58:24 STHL FF - |F13  16:58:25.566 FF  ¥SG_ID _NR L2 TH_TO_NR_L2_PDCE_TX_NRPH
186522-1  16.58:24 .. SINI FF ¢ |6 16.59:34.733 FE  ¥SG_ID _GMM_AS 3G SIG_EST REQ
186530-44 16 58.24  SINI FF =~

186624-35  16:58:24 .. SINI FF «

186689-17  16.58:24 .. SINI FF <

186738-11  16.58:24  SINI FF -

186765-5  16:58:24 .. SINI FF -

186846-21  16.58.25 .. SINI FF <

186886-40  16°58:25  STHI FF <

186959-24  16:58:25 .. SINI FF -,

< >

Total 72161 Diopped:0

Figure 22: Result of Log Capture via Socket in Logel

NOTE

1. Address (SMP) varies depending on the different network card dial-up modes. Please fill in the actual
address accordingly.

2. If some log file packets are lost, send AT+QCFG="iq_vser",1 to restart the module and then
re-capture the CP log. For detailed information of the AT command, see document [1].
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3.3.2. Capture CP Dump File Directly Through a Network Cable

Step 1: Open the QCOM tool, and execute AT+QCFG="nat",2 and AT+QCFG="usbnet",3

Step 2: Restart the module for the configurations to take effect.

Step 3: After that, send AT+ARMLOG=1, AT+QCFG="aprstlevel",0, AT+QCFG="modemrstlevel",0
and AT+QCFG="aprstlevel",0 from the host to the module in sequence to prevent the module
from restarting due to a dump, thus ensuring successful dump file capture.

Step 4: Open the Logel tool of the host, select "Socket" for "Type", and click "OK" after checking the
following configurations:
® Address (Diag): 192.168.42.1
® Port (Diag): 10056
® Address (SMP): 192.168.42.1
® Port (SMP): 10057

< Capture Setting e

Log Output Directory
Log Dir: |D:~HyData -

S
Type: Socket v
Address(Diag): 1192.166.42 .1 |
Port(Diag): |10056 |
Address (SHP) 1192.166.42 .1 |
Fort (SHE) ; 110057 |

oK Cancel

Figure 23: Configure Socket in Logel (Directly Through Network Cable)

Step 5: Click ?®on Logel to capture dump files.

Step 6: In case of a dump on module CP, the following dialog box will automatically pop up after the
Logel tool is opened. The tool will automatically export the dump file after clicking "Cancel". You
can capture the dump file manually by clicking "OK", and you will be prompted to enter 3 for
confirmation. After capturing the dump file, a file with a .mem suffix will be generated in the log
storage directory.
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Figure 24: Capture CP Dump File in Windows

” NOTE |

1. When you capture CP dump files through socket, the module's network card dial-up mode can only
be set to either router mode (by AT+QCFG="nat",1) or bridge mode (by AT+QCFG="nat",2). Please
fill in the corresponding address accordingly.

2. If some CP dump file packets are lost, send AT+QCFG="quecdumptime" ,<delay> to re-capture the
CP dump file (<delay> specifies the delay time after capturing dump file. Range: 0-5000; Unit:
microsecond.). For detailed information of the AT command, see document [1].

3.3.3. Capture CP Log Indirectly Through a Network Cable

This chapter explains how to capture CP logs on a Windows host through a socket when the module is
connected to the your Linux device instead of directly to the host. This approach involves multiple network
topologies. Here is an example of the most commonly used network topology.

When the module is directly connected to a Linux device, you can capture CP logs only by routing them
indirectly to the host’s Logel tool through a network connection because the storage capacity of the Linux
device is limited. In this case, the Linux device should run QLog to capture the CP logs from the module,
and then send them to the host’s Logel tool through a socket connection. The detailed steps are as
follows:

Step 1: The module can connect to a Linux device via USB or PCle interface. Then the Linux device

creates a TCP connection with the Logel on the PC via the network cable or the same local area
network. The specific hardware connection diagram is as follows.
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TCP(with network
USB/PCle cable or same LAN)

Module < > Linux Device > PC Logel Tool

Figure 25: Device Structure

Step 2: If the module is connected to your Linux device through USB interface, execute ./QLog -s 9000
& on your Linux device to capture logs. This command captures logs by default, and the default
port is /dev/ttyUSB1.

If the module is connected to your Linux device through the PCle interface, execute ./QLog -s
9000 -p /dev/sdiag_nr & on yourLinux device, and -p in the command specifies the port
/dev/sdiag_nr for log capture.

on: Quectel_QLog_Linux&Android V1.5

filter

ey
open
open

Figure 26: Running Result of QLog

“ NOTE |

1. Before running the QLog tool on the Linux device, make sure that the USB or PCle driver is installed,
and the serial ports are successfully loaded. For more details, see document [2] and [3].

2. If the host has limited performance capabilities, reduce the size of CP log data with ./Qlog -s 9000 -f
xxxx.conf &. Replace xxxx.conf in the command with the appropriate .conf configuration file based
on your specific application to filter out unnecessary logs.

3. If some log file packets are lost, send AT+QCFG="iq_vser",1 to restart the module and then
re-capture the CP log. For detailed information of the AT command, see document [1].

Step 3: Open the minicom tool, select the corresponding AT port, set the default baud rate and connect
the module. After that, send AT+ARMLOG=1 to enable module log.

Step 4: Open the Logel tool on the host, select "Socket" for "Type", and click "OK" after checking the
following configurations:
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® Address (Diag): Address of Linux device (such as 192.168.100.1, check Linux host IP
address through ifconfig)

® Port (Diag): 9000

® Address (SMP): Address of Linux device (such as 192.168.100.1)

® Port (SMP): 9001

% Capture Setting

Log Output Directory
Log Dir: |D:~RGS000_LOG w

HS
Type: Socket ~
hddre=={Diag): |192.168.IDD.1 |
Port (Diag): |9000 |
Address(SHPY |192.166.100.1 |
Port (SHE) : |3001 |

Eopre=i

Figure 27: Configure Socket on Logel (Indirectly Through Network Cable)

Step 5: Click ® o Logel to capture logs, which are transmitted by QLog, on user’s Linux device
through TCP connection.

3.3.4. Capture CP Dump File Indirectly Through a Network Cable

This chapter explains how to capture CP logs on a Windows host through a socket when the module is
connected to the host through a Linux device instead of directly to the host. This approach involves
multiple network topologies. Here is an example of the most commonly used network topology.

When the module is directly connected to the Linux device, you can capture CP logs only by routing them
indirectly to the host’s Logel tool through the network connection because the storage capacity of the
Linux device is limited. In this case, the Linux device should run QLog to capture the CP dump files from
the module, and then send them to the host’s Logel tool through a socket connection. The detailed steps
are as follows:

Step 1: Send AT+ARMLOG=1, AT+QCFG="modemrstlevel",0 and AT+QCFG="aprstlevel",0 in
sequence from the host to the module to set the module to dump mode to prevent it from
restarting due to a dump, thus ensuring the successful dump file capture.

Step 2: The module can connect to a Linux device via USB or PCle interface. Then the Linux host
creates a TCP connection with the Logel on the PC via the network cable or the same local area

network. See the specific hardware connection diagram in Figure 25.

If the module is connected to your Linux device through the USB interface, run ./QLog -s 9000 &
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on your Linux device. This command captures logs by default, and the default port is
/dev/ityUSB1.

If the module is connected to your Linux device through the PCle interface, run ./QLog -s 9000-p
/dev/sdiag_nr & on your Linux device, and -p in the command specifies the port /dev/sdiag_nr
for log capture.

16M OK 1888 1

Figure 28: Running Result of QLog

” NOTE |

1. Before running the QLog tool on the Linux device, make sure that the USB or PCle driver is installed,
and the serial ports are successfully loaded. For more details, see document [2] and [3].

2. If some CP dump file packets are lost, send AT+QCFG="quecdumptime",<delay> to re-capture the
CP dump files (<delay> represents the delay time after capturing the dump file. Range: 0-5000; Unit:
microsecond.). For detailed information of the AT command, see document [1].

Step 3: Open the minicom tool, select the corresponding AT port, set the default baud rate and connect
the module. After that, send AT+ARMLOG=1 to enable module log.

Step 4: Open the Logel tool on the host, select "Socket" for "Type"”, and click "OK" after checking the
following configurations:

Address (Diag): Address of Linux device (such as 192.168.100.1)
Port (Diag): 9000
Address (SMP): Address of Linux device (such as 192.168.100.1)
Port (SMP): 9001

RGx00U&RM500U_Series_Log_Capture_Guide 29/ 34



nNUECTeEL

5G Module Series

% Capture Setting

Log Output Directory

Log Dir:

D ~RGS00U_LOG

MS
Type:

Port(Diag):

Port (SHP) .

Addre==(SHP) .

Addre=s=s(Diag):

Sochket

e

|192.153.1uu.1

|snuu

|192.153.1uu.1

|9001

Cancel

Figure 29: Configure Socket on Logel (Through a Network Cable Indirectly)

Step 5: Click ®on Logel to start capture dump files, which are transmitted by QLog, on user’s Linux
device through TCP connection.
In case of a dump on module CP, the following dialog box will automatically pop up after the
Logel tool is opened. The tool will automatically export the dump file if you click "Cancel”. You
can capture the dump file manually by clicking "OK", and you will be prompted to enter 3 for
confirmation. After capturing the dump file, a file with a .mem suffix will be generated in the log

Step 6:
storage directory.

@ fsse ormatio

¥ R13 = 0x91859=88 R14 = 0O=x00000000
SPSE = 0=x00000010

» FIQ mode:

¥ R13 = 0x92dddeed R14 = 0O=00000000
SPSR = 0=00000010

Lol | N

MWW R W MWW W W W W W W W W W W W N W
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Dunp all memory to a file.
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REead memory.

Dunp task usage.

Dump definite memory to a
Dunp TaskSwitch memory to

Click [OK]
Click [Cancel] to dump immediately.

<@ Assert Auto Dump Tips

Logel will auto dump after 22 seconds!

to dump manually.

Cancel

Print
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Print
Print
Print
Print
Print
Print
Print
Print Version Information.
Reset MCT.

Hutex list information
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Figure 30: Capture CP Dump File in Windows
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4

Matters Needing Attention

4.1. Log Capture when AT Port is Blocked

Step 1:

Step 2:

Step 3:

Check for a dump on module CP according to the response to AT commands on CP. If there is
no response to any AT command and the module AP is in normal state, it means a high
probability of a dump occurring on the module CP.

If no dump occurs on module CP, connect the host to the module’s debug UART, and execute
ps|grep atrouter to check for the atrouter process. If the process is still running, maintain it
operational.

Export the yocto.log and yocto.log.tmp files from the /data directory with ADB. The primary log
file is named yocto.log, and it contains both kernel and application logs. If this log file exceeds its
size limit, a supplementary yocto.log.tmp file will be automatically generated. Open the cmd
window and execute adb devices to verify if the device is successfully identified. Once your
device is successfully identified, execute adb pull /data/yocto.log <host_path> and adb pull
/data/yocto.log.tmp <host_path> to retrieve the log files from the module and save them to a
specified location on the host. If necessary, you can save and send the log file to Quectel
Technical Support for further analysis.

Figure 32: Export AP Log File
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4.2. Network State Checking-Related AT Commands

AT+CFUN?: Query the function mode of the module

AT+CPIN?: Query the status of (U)SIM PIN

AT+CEREG?: Query EPS network registration status

AT+COPS?: Query network status

AT+QENG="servingcell": Query serving cell information
AT+CGDCONT?: Query PDP configuration

AT+CGPADDR: Query PDP address, <cid> is the specified PDP context ID
AT+CGACT?: Query PDP activation status

” NOTE |

O Nk NP

For more details about the above AT commands, see document [1].
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5 Typical Applications

To capture AP and CP logs synchronously, connect the module to your Linux device via USB port or PCle
interface, and use the QLog tool, as follows:

Step 1: If the module is connected to customer’s Linux device through USB interface, execute
AT+QTEST="debug" to query the current debug mode. If the return value is not 4, open the
QCOM tool, then execute AT+QTEST="debug",4 to enable module log.

If the module is connected to your Linux device through the PCle interface, execute
AT+QTEST="debug" to query the current debug mode. If the return value is not 5, open the
QCOM tool, and then execute AT+QTEST="debug",5 to enable module log.

Step 2: Enable simultaneous capture of AP and CP logs by referring to the command shown in the
following figure.

-1 .. fQuectel_unisoc_log filter-1.5.16/unisoc_simpledats hEER- M

Figure 33: Example of Capturing Log with QLog

~fm§:toolEJQLQQ:Linux:Android:Ul.5.155 1s logdir/
.log 20221026 _143611_08000.logel

5&%%”9 Lin ndroid_V1.5.165

Ji Ryl

inux_Android_vi.5.165

Figure 34: Log Generated by QLog Host
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6 Appendix References

Table 1: Related Documents

Document Name

[1] Quectel RGx00U&RM500U_Series_ AT_Commands_Manual

[2] Quectel UMTS_LTE 5G_Linux_USB_Driver_User_Guide

[8] Quectel RGx00U&RM500U_Series PCle_Driver_User_Guide

[4] Quectel_Windows_USB_Driver(U)_For_ECM_RNDIS_Installation_Guide

Table 2: Terms and Abbreviations

Abbreviation
ADB

AP

cP

COM

EPS

P

PDP

PIN

USB

(U)SIM

Description

Android Debug Bridge
Application Processor

Central Processor
Communication

Evolved Packet System
Internet Protocol

Packet Data Protocol

Personal Identification Number
Universal Serial Bus

(Universal) Subscriber Identity Module
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