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WHO AM I ?

MICHEL

▸ yeti@0xff.ninja 

▸ Working as Software Security evaluator  

▸ Author of Dexcalibur, CakkofonyJS, and  
more … 

▸ I          reverse obfuscated Android apps,  
HCE Payment applications, Trusted Applications, 
ARM binaries & develop security tools 

▸ Frida addict

// @FrenchYetiGeorges-B.



INTRO

WHAT IS CODE INSTRUMENTATION ?

▸ Optimize unit test coverage 

▸ Performance optimization through profiling 

▸ Reverse : What happens when the application performs some actions ? 

▸ More ...

Translated from wikipedia FR

... injecting additional instructions into a computer program without requiring  
to modify original source code  ...

WHAT ARE THE PURPOSES ? 



Bytecode  
statically 

accessible

Static 
analysis

Encrypted  
bytecode

Encrypted  
bytecode downloaded

Androguard
Angr

Simplify

VM Device

ANDROID REVERSE ENGINEERING TOOLS

JEB

INTRO

CryptoShark

(This reflects my own opinion :p )

Dynamic 
(symbolic or not) 

analysis

jadx
BCV

Flowdroid / Soot



Bytecode  
statically 

accessible

Static 
analysis

Encrypted  
bytecode

Encrypted  
bytecode downloaded

Androguard

LOW COVERAGE BY EXISTING TOOLS 

ANDROID REVERSE ENGINEERING TOOLS

INTRO

(This reflects my own opinion :p )

Dynamic 
(symbolic or not) 

analysis
VM Devicejadx

BCV
Angr

Simplify
JEB

CryptoShark

Flowdroid / Soot

Dexcalibur



INTRO

‣  Is "java.lang.StringSplitter"  
(for example)  an internal class ?

WHAT HAPPENS ?

STATIC OBFUSCATION BASICS
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... ~ 124 goto(s) ETC ...

STATIC OBFUSCATION BASICS
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INTRO

APPLICATION SIZE IS ANOTHER PROBLEM

▸ YouTube app 

▸ + 42 000 classes 

▸ + 250 000 methods 

▸ + 650 000 calls 

▸ + 3M instructions
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WHAT IS DEXCALIBUR ?

WHAT IS DEXCALIBUR ?

▸ DBI helper / Dynamic Application Security Testing (DAST) tool 

▸ Free and Open-Source Android RE platform 

▸ Extensible, comprehensive, multi-user, GUI  

▸ Personal project started in 2018 

▸ Few contributors (3) 

▸ Used by : 

▸ several security laboratories for evaluation (HCE, CSPN, ...) 

▸ private CERT/CSIRT for android app triage 

▸ AV editors, TI companies, Android app editors (debug ?)   
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HOW TO INSTALL DEXCALIBUR ?

git clone https://github.com/FrenchYeti/dexcalibur.git 

cd dexcalibur 

npm install  

npm install dexcalibur

FROM NPM (TO DO)

FROM GIT

WHAT IS DEXCALIBUR ?

https://github.com/FrenchYeti/dexcalibur.git


DEMO

Why is the application not 

starting correctly ?



CASE #1 
ANALYZING DEX FILE LOADED DYNAMICALLY



ANALYZING DEX FILE LOADED DYNAMICALLY

DETECT CLASS LOADERS STATICALLY AVAILABLE

▸ Before 1st run : 

class('extends.name: ClassLoader')

Device running 
Android 7.1.0

Device running 
Android 10

APK min SDK version 
Android 7.10

DexFile 
ClassLoader

DexFile 
ClassLoader

InMemoryDex 
ClassLoader

DexFile 
ClassLoader

Vendor specific 
ClassLoader

Vendor specific 
ClassLoader

APP Specific 
ClassLoader

APP Specific 
ClassLoader

APP Specific 
ClassLoader

...

...

...



DETECT CLASS LOADERS STATICALLY AVAILABLE

Base : Android API v24  -  7.0.0 

InMemoryDexClassLoader introduced in API v26 (android 8.0) 

ANALYZING DEX FILE LOADED DYNAMICALLY
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METHOD INVOKED DYNAMICALLY

Smali code
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METHOD INVOKED DYNAMICALLY

‣ Method.invoke()

‣ Class.getMethod()

From a static point-of-view, only two methods are called : 

Smali code

DYNAMIC UPDATE OF XREF FROM WITH INVOKED METHODS
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CASE #3 
BYTECODE SIMPLIFICATION BY PARTIAL EXECUTION



SOME COMMON PROBLEMS

▸ Always TRUE / FALSE predicate 

▸ Useless Goto(s) 

▸ Implicit exceptions thrown (NPE, IOB, ..) 

▸ Wrapped function 

▸ ... 

BYTECODE SIMPLIFICATION BY PARTIAL EXECUTION
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A- REMOVING USELESS GOTO(S) - AFTER
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JADX

WRONG

Always throws AndroidVerifier exception 
at runtime

static { 
    HVRQbvhaFlYdeGD("3780b8133459f5a028d742efbcfc7d2d"); 
    throw new AndroidVerifier(); 
}

TRUE PATH

B- HELP TO DETECT IMPLICIT EXCEPTION
BYTECODE SIMPLIFICATION BY PARTIAL EXECUTION
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DEXCALIBUR - NEXT STEPS

IMPROVEMENTS

‣ Use my own customizable Dex format disassembler 

‣ Yara rule with hook 

‣ Add native support ( r2 binding, QBDI, ... ) 

‣ Add fuzzing 

‣ And more ..


