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FISSURE - The RF Framework

Capabilities
Summary
OO W~ O OB - [FISSURE] - L EE;EEEI ) ) ) )

» Open-source RF and reverse engineering framework F~—— |
« Contains hooks for detection, classification, protocol R = l

discovery, attack execution, vulnerability analysis, I == B

automation, Al/ML '

Signal Detector 1Q Manipulation Signal Lookup Pattern Recognition
« Consolidates all-things RF: software modules, radios, —————
. . e et e . . —

protocols, signal data, scripts, flow graphs, reference A -

material, and third-party tools
» Speeds up the characterization of signals and the

identification of vulnerabilities in RF protocols,

Waveforms, and devices Attacks Fuzzing Signal Playlists Image Gallery

: : - —~ TPV —

« Mostly Python & PyQt with support for legacy systems S — e
« Out-of-the-box, pain-free software installer £
* Meant for everyone: experts and beginners, e =

edit pieces on your own = =

Packet Crafting Scapy Integration CRC Calculator Logging
o] I )
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FISSURE - The RF Framework

Summary
, : H ainf / FISSURE ' Public =TI Y
« On GitHub since August 10, 2022 e IFISSURE
° Promoted at DEF CON Demo Labs ¢> Code (*) Issues 9 i1 Pull requests L) Discussions .
August 12, 2022 g

« You may have seen:

o Griffiss Institute Lecture + Education Series
April 28, 2021

o 2021 C4l and Cyber Technology Conference
August 3, 2021

Frequency Independent
SDR-Based Signal
Understanding and
Reverse Engineering

framework designed for all skill level

* Learn more at:
o Twitter (@FissureRF)
o Discord (see GitHub)
o chat.gnuradio.org (cpoorel)
o Reddit (r/FISSURE)
o ainfosec.com (future)
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Origins

Back gro und & Context AIS, Senior Reverse Engineer

« Electrical engineer at a cybersecurity company

o Assured Information Security, Inc. (HQ: Rome, NY)
* Advanced Research, Cyber Operations, Intelligence Analysis, Security Testing, Trusted Systems
» Artificial Intelligence, Machine Learning, Computer Architectures, Behavioral Science, Software
and Malware Analysis, Virtualization, Cross Domain Solutions, Reverse Engineering, Embedded
Systems, Penetration Testing, and more
« Worked on RF projects entire career
o Constantly jumping around to different technologies with each project
> Always something/somewhere new

* | need to know everything about the different RF technologies to:
o Characterize systems
o Assess security
o Exploit and interact with targets
o Perform research
> Develop tools
o Teach others
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Origins

What does FISSURE mean?

o Frequency Independent SDR-based Signal Understanding and Reverse Engineering

Where did it come from?
o 2014 project for designing a flexible system for automatic RF device assessment

o Internal research and development over several years Dashboard
* What does it look like? T Sinel L

o PyQt GUI with many tabs and menu items

o Dedicated Python components communicating to a central hub over ZMQ o Cranh I -

> YAML schema for input sanitization and error handling = (Central Hub) Component X
* Why extend it to the Open-Source community?

o Makes all our jobs easier e e

o Brings in outside knowledge

o Benefit future generations Component X

o Revolutionize engineering and cybersecurity
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Principles

The Fundamental Elements of FISSURE

« Speed up signal characterization

« Support rapid integration of existing tools
and algorithms

» Provide flexibility to support new features
» Consolidate useful software and information
« Access commonly performed operations

» Allow data to be passed over a network and
between components

« Contain transparent, easy-to-understand code

Help with identification of vulnerabilities
In protocols and devices

Utilize commercial SDRs and other
commonplace hardware

Be a testbed for AI/ML and automation
Promote RF and Cyber in education
Easy-to-use, helpful visualizations
Simple and reliable installation

Support the latest and legacy
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Principles

FISSURE is a Framework

* Not a finished product, it will look different over time
* Filled with examples of how to do things

« Everything can be improved, nothing is complete, and more can be
integrated

« Requires feedback from the community
« Will adapt to help as many as possible
» Needs to be built up before automation can have a larger role

« Meant for everyone
o Experts can expose cutting-edge solutions
o Professionals can perform their daily tasks
o Educators can teach
o Students, hobbyists, developers can learn
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Components

Target Signal Identification
Protocol Discovery
Attacks

|Q Manipulation

Online Signal Archive
Packet Crafting
Third-Party Tools N

cee
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Components

Target Signal Identification

* Detector
o Fast-scanning, slow-scanning

FISSURE Dashboard

Search Bands

Band: Detector:  wideband_hackrf.py Upc Start
> Power, frequency, time A, (ke — :
. Start (MHz): | 2400 - Step (MHz): |5 Advanced
_3 End (MHz): | 2500 . Dwell (s): | 3.00 Settings
. e < I
y S I g n al CO n d Itl O n er Band 1 P:a::azndBandR:move B:::nd 4 e
> Isolate, condition signals from a stream of raw 1/Q | | | | | | N e -
0 1000 2000 3000 4000 5000 6000 Step (MHz) 10 5 100 2
Frequency (MHz) Dwell (s) 1 2.2 0.5 3.0
o Feature EXtraCtor Zoom In | | Refresh Save || Delete
o Extract predetermined list of signal characteristics " B il = o
dependent on Al/ML classification method 1 . w00 | 20 | tezor || e
] 1 ] r 1500.0 10 18:12:05 2600
- =g 1 5000.0 -10 18:12:03 dd emove
 Protocol/Emitter Classifier - P | 0 w0 o wen | | oo
o Interpret feature sets and provide confidence levels for | " | P e
protocol and emitter classification | : 20€ | w0 | @ muw
° F utu re 21 g zzz:o 30 18:11:56
o d 1 | | o © mfl :zz
o hackrf_sweep, rtl_power fast-scanning detectors | ! e g It
0 " y i y y i y = 500.0 0 181150 |-
o Swap and compare Al/ML techniques, automation ’ P et ==
Dashboard: OK HIPRFISR: OK TSI: OK PD: OK FGE: OK
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Components

Protocol Discovery

 Recursive Demodulation

Status Data Viewer Dissectors Sniffer

FISSURE Dashboard

CRC Calculator

o Load flow graphs, extract signal parameters, work towards a Preamble search
bltstream ”Current Buffer Slze:1963 P el ] 0
. . . Preamble Occurrences Packet Median  Packet Mean  Packet Std. Dev. -
[ Blt SIICIng Minimum Window Size (Nibbles): | 4 1 609F 242 2.0 a1 10
. . . . ; ) ) Maximum Window Size (Nibbles): | 16 2 f509 154 8.0 12.8 333
o |ldentify patterns in a circular buffer filled with data to isolate fields Ranking: [10 3 s
and add messages to the library Standard Deviations: 2 : oo o = o o
5 093 54 8.0 325 79.9
. Find Preambles 6 9F30 54 8.0 325 79.9
- Data Viewer
o Manipulate bits, view hex, compare to known protocol & message — s
formats Preamble: | 605F Estimated Length (Bits): | 0 : e eamble Field Delineations
. Lengths Occurrences A BCDEF G H ~ Location
« Custom Dissectors - = . :
. . . 2 64 4 60 9F © 0] FF 8
o Create Lua Wireshark dissectors and view/record messages 3 1 @000l - 16

returned from demodulation flow graphs

« CRC Calculator
o Apply common CRC algorithms

o Find the CRC polynomial from two messages with known CRCs

°
-
=
I|a|n|m|o|n|e|>
bt

wlo|[~w[o[n|[e[w[mw|[=
@
=
w
=
o

& colors Refresh +

Manual Slicing Automated Slicing
Slicing Interval: | § N Slice Reset Shift Left Plot Entropy
® Future Split Interval: | 1 B Split Fields Merge Fields shift Right
o ey . ibrai
o Parameter acquisition, protocol confidence levels, pattern S

recognition, variable length messages

Dashboard: OK | HIPRFISR: OK TSk OK PD:OK | FGE:OK
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Components

Attacks

« Single-stage
o Python2/Python3 scripts

* Simple header added to the file for default values
o Flow Graphs with/without GUIs
o Wireless or wired applications

« Multi-stage
o String multiple attacks in succession
> Run each one on a loop for a specified duration

Options  Standalone Tools

Automation Tsl

Protocol:
802.11x

Modulation:
Default

Hardware:
USRP B210

Attack Templates
¥ Single-Stage
¥ Denial of Service
802.11x - wifi_tx Smurf
802.11x - wifi_tx LAND
802.11x - wifi_tx SYN Flood
¥ Spoofing
B802.11x - wifi_tx ICMP
802.11x - wifi_tx UDP File
802.11x - wifi_tx UDP PCAP
B802.11x - wifi_tx ARP Poisoning

802.11x - wifi_tx UDP ARP Poison...

802.11x - wifi_tx UDP Crafter
¥ Probe Attacks
802.11x - wifi_tx UDP Mapper
802.11x - Relay
¥ Multi-Stage
New Multi-Stage
¥ Fuzzing
Variahles

7] show All

Lessons Help

FISSURE Dashboard

E AR AT

Multi-Stage

Protocol: 802.11x

1Q Data Archive

Packet Crafter Library

Fuzzing History

Log

802.11x - wifi_tx ARP Poisoning

Modulation: Default Type: Python2 Script

Filepath: /home/desktop6/FISSURE/Flow Graph Library/Single-Stage Flow Graphs/wifi_tx_arp_poisoning.py

- Generates ARP messages that continuously cycle through the last octet of the source IP address. Messages are placed in UDP data and sent
z to a wifi_tx.py UDP port.

Variables

hwtype 1
ptype 2048
hwlen 6
plen 4
op 1
hwsrc 00:11:22:3atbbicc
psrc 192.168.1.5
hwdst ba:fbied:3e:be:dd
pdst 192.168.1.10
interval 0.1
wifi_tx_udp_port 52001
wifi_tx_ip_address 127.0.0.1
ignore1 5
ignore2 -1
single_ip off

Restore Defaults View File Apply All start Attack

Stopped

Dashboard: OK HIPRFISR: OK TSI OK PD: OK FGE: OK
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Components

FISSURE Dashboard

Options  Standalone Tools Lessons Help

n
Attacks (Continued) FISSURE| @ ¥ &) —) =
» . sl 8. 5 Stop
= ‘ X TSI N PD Attack 19 Archive
: :
 Data field fuzzmg
Mode 5 :/| Protocol: Mode S Modulation: PPM Attack: Mode S - Fields
> Check Fields S e T B e
PPM a
o Choose random or sequential fuzzing ot A —
] Data Field Fuzzing
° S pecify ran g eS for fu Z Z i n g A:t:i;nz;t;::;ites Seed: | 0 Subcategory: | ADS-B Airborne Velocity - Airspeed -: Restore Defaults All Binary | | All Hex
+ Spoafing Select Type Min. Max. Bin/Hex Data Length Default
M . Mode S - F Fil Downlink Format O Random % 0 31 10001 5 5
°© E nter a trans m It I nte rVaI v Snifﬁ‘:lngnou:i)l:‘:g - Capability O Randem 2 0 7 101 3 3
. ﬂ“:e E'FIT Sli"k ICAD [ |Random = 0 16777215 | Hex  *| AOSF21 24 24
Mode 5 - stdout
o Automatically recalculates CRCs - O lmtom s o0 | s | s
New Multi-Stage Subtype ] |Random = 0 7 011 3 3
. - ¥ Fuazing ) Intent Change Flag ] |Random = 0 1 0 1 1
Mode S - Fields
* Flow graph variable fuzzing C wen 20| : SR
Velocity Uncertainty Random =, 1] 7 000 3 3
o F H d ™7 d I G N U R d H M bI f bl k Heading Status ] | Random * 0 1 1 1 1
UZZ In IVI ua a IO Varla eS Or OC S Heading = Random =, 1] 1023 1010110110 10 10
With Cal | baC kS Airspeed Type [] | Random = 0 1 1 1 1
Airspeed = Sequential 2 200 1023 0101111000 10 10
Vertical Rate Source [ Random = 0 1 1 1 1
° F u t u re Vertical Rate Sign [ |Random * 0 1 1 1 1
Vertical Rate O Random = 0 511 000100101 9 El
Reserved-B ) Random = 0 3 00 2 B
o M tt k DifffromBaro AltSign [ | Random - 0 1 0 1 1
O re a aC S Diff from Baro Alt ) Random = 0 127 0000000 T 7
CRC O Random = 0 16777215 | Hex +| CBC33F 24 24
o Further hard pport
ur er ar Ware Su or Interval (sec): | 1 Total: 112 112
- Vulnerability analysi
u n e ra I I an a S I S = Apply All Start Attack Mot Loaded
7] show All
Dashboard: OK | HIPRFISR:OK | TS:OK = PD:OK | FGE OK

12 September 27, 2022 FISSURE: The RF Framework - github.com/ainfosec/FISSURE

ASSURED INFORMATION SECURITY

Chris Poore - poorec@ainfosec.com



https://github.com/ainfosec/FISSURE

Components

|IQ Manipulation
 Live inspection flow graphs
* Record and playback

* View data
> Plot, zoom, pan, save, measure

« Modify data

FISSURE Dashboard

Options  Standalone Tools Lessons Help

Normalize

Number of Files = File Length (samp.) Sample Rate (MS/s) Data Type File Interval (s)

Base File Name Freq. (MHz) Channel Antenna Gain

data_file.ig 2412 AA 2 TXRX ) 60 1 1000000 1 Complex * 5.0

Storage Location: | Choose | /home/user/FISSURE/IQ Recordings

Record Not Recarding

_ o A €D PQA =W NI
o Crop, convert, append, apply timeslots, overlap, resample, o ol Plok Al
OFDM analysis, normalize e T
face_int32.wav g Start: | 3800
. j2497_fl2k_int8_7_777777MSps.i End: | 6288
« Perform analysis o | -, | I “l | elee
: . x10_cropped.i T
o Magnitude, instantaneous frequency, spectrogram, FFT, ‘ll f |‘
moving average, morse code, polar plot \‘ | ~ '| H| ’ 1 GetRange
: _
® Future Refresh | Load File | Delete ‘ l l \ , lu ”l Magnitude o
- . Rename | Terminal =0.50 + ‘ IF1 IF2
o Time/frequency measurement, obtaining symbol rates ‘ ” S
o Radar data anaIyS|S File: ZWAVE_Green_916_1MSps.iq oving Ava
° F | |te ” n g S:DI'ES: . 0 1000 2000 3obnsamplegnbo 5000 6000 7000 Custom

o Better inspection flow graphs

Dashboard: OK HIPRFISR: OK TSI OK PD: OK FGE: OK
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Options  Standalone Tools Lessons Help

Components
el ) -

Online Signal Archive

 Download online files

Folder || /home/desktop6/FISSURE * Playlist
- - - zwave_green_916_1MSps.iq File Protocol Modulation Tuned Freg. Sample Rate Format Channel = Gain Duration (s)
[ C re ate p I ayl IStS to SI m u Iate traﬁl C an d zwave red 916_1MSps.ig zwave_red_916_1MSpsiq = Z-Wave GFSK 916e6 1e6 Complex Float32 [AA =] 60 5
zzzzz _green_916_1MSps.iq Z-Wave GFSK 916e6 1e6 Complex Float 32 | A:A = 40 3
zwave_green_916_1MSps.iq Z-Wave GFSK 916e6 1e6 Complex Float 32 | A:A = 30 1
test Syste m S zzzzz _green_916_1MSps.iq  Z-Wave GFSK 91666 1e6 ComplexFloat32 [aa  =| 70 5
zzzzz _green_916_1MSps.iq Z-Wave GFSK 916e6 1e6 Complex Float 32 | A:A = 65 25

zwave_green_916_1MSps.iq Z-Wave GFSK 916e6 1e6 Complex Float 32 | A:A = 62 60

e Future e green 916 Mspsia zZwave | GRSk | S16es | tes |ComplexFioatsz|an ] s :
o Standardized metadata format: SigMF
o Create data sets, collections
o Import from other sources
o Build playlists of data sets
o Save/load playlists

Refresh Plot Delete >> Add A Remove Up Down & Repeat Start

Dashboard: OK HIPRFISR: OK T5I: OK PD: OK FGE: OK
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Components

Packet Crafting

« Assemble custom packets for protocols in
library

Calculate CRC values

Construct sequences of messages

Scapy integration for Wi-Fi

Future
o More protocols and packet types
o Quick links to attacks with file sources

FISSURE Dashboard

Automation TSI PD Attack 1Q Data Archive Library Log
Protocol: | RDS :| Packet Type: Message Version A
Packet Editor
Type Data Length Default
Country Code Binary *|1101 4 a
Program Area Coverage Binary 2 /0011 q 4
Program Reference Number | Hex 2193 8 8
Check + Offset A 0100011001 10 10
Group Type Binary * /0000 4 a4
BO o 1 1
TP 1 1 1
PTY 01110 5 5
APP 01010 5 5
Check + Offset B 1000011100 10 10
Group Specific Payload1 Hex s |ENT 16 16
Check + Offset C 1010100010 10 10
Group Specific Payload2 Hex 2 /3320 16 16
Check + Offset D 1010110011 10 10
Restore Defaults All Binary All Hex Calculate CRCs Assemble Total: 104 104
Assembled Packet
D353464172A1CE117AB8CC82B3 \x00
\x00,
0x00,
Number of Packets: 1 Append
D393464172A1CE117A88CC82B3FFFFOCTFFFDSSFFFFE77FFFD79D393464172A1CE117A8BCC8283
Open Save As

Dashboard: OK | HIPRFISR: OK TSI: OK PD:OK | FGE:OK

15
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Components

Third-Party Tools

FISSURE Dashboard

« Standalone flow graphs

o Favorites that can be edited

[ soware W Commanes ]

o Separate from the reSt Of FISSURE v [& Minimum Install ‘ cdéfhom?gufs;r{:;lssuREfCustomelocksfmaint—3.?fgr-acarsf

. . . . [ Misc. Dependencies r(“kdl-'fi build
® Thlrd-party tOO|S InC|Uded Wlth the InSta” & Fissure Command 1 r{iskz:d

. & adio sudo make install
> Launch directly from the menu B T neEe ity s
a python2 -¢ "import acars”
o Open a terminal with example commands & wireshark
» [ Hardware

* Online tools and reference material e

> Maps, calculators, databases, etc. 8 gradsb

gr-ainfosec
* Future @ gras
gr-bluetooth-master

> More protocols, tools ® gr-clapper_plus

o Cleaner, more organized installer DeselectAll | | _Default

o Docker alternative

Close Install
o] I )
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Components

Lessons

* Instructions on how the technology, protocols, and tools work

 Tie the lessons and steps into FISSURE

 Topics like:
o OpenBTS o
o Lua dissectors
o Sound eXchange
o ESP boards 0

[e]

[e]

 Future

Radiosonde tracking o TPMS
RFID o
Data types o Wi-Fi Attacks

Custom GNU Radio blocks

> More topics, updates to existing topics

o Colleges, High schools
o Clubs, Workshops

o Hacking/Cyber/RF events

Ham Radio Exams

File Edit Tools Help
Decks Add Browse Stats  Sync

Which of the following is a guideline when
choosing an operating frequency for calling CQ?
(A) Listen first to be sure that no one else is
using the frequency

(B) Ask if the frequency is in use

(C) Make sure you are in your assigned band
(D) All of these choices are correct

(D) All of these choices are correct

<10m 1.7mo  6.7mo 1.4y
| Again || Hard || Good || Easy |

| Edit | | More v

17 September 27, 2022 FISSURE: The RF Framework - github.com/ainfosec/FISSURE
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GNU Radio Integration

What is the Role of GNU Radio?

* Running several types of flow graphs, passing data in different ways

o Detection o Sniffing
> Inspection o Attacks
o Protocol discovery o Fuzzing

o Demodulation

Changing variable values, loading flow graphs
o Before runtime
> While running
> Running flow graphs with and without GUIs from Python

Support for 3.7, 3.8, and 3.10 (as separate branches)

Out-of-Tree modules are submodules pulled from repos
> Will need to be monitored

Looking for better and additional ways of using GNU Radio

18 September 27, 2022 FISSURE: The RF Framework - github.com/ainfosec/FISSURE Chris Poore - poorec@ainfosec.com -SRI DRI LA DI (V{04
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Roadmap

What’s Next?

« The open source governance model has room to evolve
o Founder-leader > Corporate-backed > Do-ocracy

Continuing the push for funding avenues

Establishing more ties with education

Releasing updated documentation and videos
o At AlS domain (ainfosec.com)

Improving existing software

o Cleaning code, removing bugs, testing more SDRs, expanding lessons
o Detection, signal conditioning, feature extractor, protocol/emitter classifier

o Sensor node deployment scheme

Adding new pieces
> Not re-inventing the wheel

> Recursive demodulation, protocol discovery, tracking, vulnerability analysis

19
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Contributing

What can you do? B ainfosec / FISSURE ' Public

« Showing your interest is vital ¢> Code @ lssues 9
o Makes for an easier sell to internal/external customers
o Star the project on GitHub, join the Discord server, follow on Twitter
o Contact the developers/AlS

11 Pullrequests ©J) Discussions

Contributions strengthen the software and saves development time

Suggestions focus the updates and help others who feel the same way

o Software tools, hardware suggestions, IQ analysis algorithms, attacks scripts,
new operating systems, bugs, improvements

> New tabs, components, features

Collaborate with AIS

o Speeds up FISSURE development and can aid your project at the same time

Submit a resume to AIS for full-time employment
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