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Dragon - Internal Platform as a Service

TIP: To change picture:Right click on image > Replace image > Select file 



 3

Requirements for Scaling Up

TIP: To change picture:Right click on image > Replace image > Select file 

❏ Secure Network Isolation
❏ Network Visibility and Auditing
❏ Minimize maintenance and performance overhead
❏ Scale past iptables limits
❏ …
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Network Security and Auditing
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Scalability and Maintainability

Source: https://commons.wikimedia.org/wiki/File:Pictofigo-Scalability.png
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Evaluating eBPF CNI Offerings
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Evaluating Cilium and Hubble
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Cilium Benefits

TIP: To change picture:Right click on image > Replace image > Select file 

❏ Pod network filtering uses eBPF rather than iptables
❏ More flexible network policies
❏ Tools to help with network troubleshooting and policies
❏ Additional features like IPSec, Cluster Mesh, and more
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Reduced iptables Complexity
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CiliumNetworkPolicies

Layer 7 HTTP Filtering Outbound to DNS Name Clusterwide Policy
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Cilium CLI commands

Listing Endpoints on a Node Traffic Denied by Policy

Traffic Allowed by Policy
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Hubble Benefits

TIP: To change picture:Right click on image > Replace image > Select file 

❏ Durable log storage and enterprise Security Information and Event 
Management (SIEM) integration

❏ hubble observe command to help with troubleshooting
❏ Features to expose network traffic flows to teams

❏ Hubble UI
❏ Network flow logs exported to logging stack

❏ Tracking network traffic to specific binaries
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Durable Audit Log Storage
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Hubble Observe Command
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Network Visibility for Teams
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Searchable Logs and Which Binary
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eBPF Powers All of This


