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How does Amazon...
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The Amazon Builders’ Library

How Amazon builds and operates software

Architecture, software delivery, and operations
SR

By Amazon'’s senior technical executives and engineers

| Real-world practices with detailed explanations

Content available for free on the website




The Amazon Builders' Library

ARCHITECTURE

Leader election in
distributed systems

Improving efficiency, reducing
coordination, and simplifying

architectures by using leader election.

SOFTWARE DELIVERY AND OPERATIONS

o
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Going faster with
continuous delivery

Automating the software testing and
deployment process for speed and
reliability

SOFTWARE DELIVERY AND OPERATIONS

Implementing health
checks

Automatically detecting and mitigating
server failures without unintended
consequences from fleet-wide false
positives.

ARCHITECTURE

Workload isolation using
shuffle-sharding

Shuffle Sharding is one of our core
techniques for drastically limiting the
scope of impact of operational issues

Many more at aws.amazon.com/builders-library



Agenda

() Dev/test and code review

() Continuous Integration and Continuous Delivery (Cl/CD)

() Modern applications

() A look ahead







Software delivery at Amazon
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Software delivery at Amazon
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Software delivery at Amazon
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We use cloud desktops at Amazon
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We also use AWS Cloud9 internally

AWS Cloud9

A cloud IDE for writing,
running, and debugging code

* Code with just a browser
« Start new projects quickly

Code together in real time
* Build serverless applications with ease

Direct terminal access



Support for local development

PC

AWS Toolkit
for PyCharm

Python
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Visual Studio Code
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Support for local development
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The AWS IDE Toolkits now support Cloud Debugging
(beta) /7\
3ringing your cloud

environment to your
code editor
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Traditional Debugging Timeline
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Traditional Debugging Timeline

| TOTAL TIME - 10 MIN

— ADD LOG STATEMENTS 2 MIN
_ COMPILE MY APPLICATION 1-2 MIN
- BUILD & TAG 1 MIN
- PUSH THE NEW TAG 30 SEC
- UPDATE TASK-DEFINITION 30 SEC
' UPDATE SERVICE 10 SEC
- WAIT FOR NEW CONTAINER 1 MiN
— INSPECT OUTPUT 2-3 MIN
- ADD CODE-CHANGE 30 SEC
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Cloud Debugging
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Cloud Debugging

| TOTAL TIME - 3 MIN

— ENABLE SERVICE FOR CLOUD-DEBUG 2 MIN

' ADD BREAKPOINT 10 SEC

I ciovo-oesuc 1
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Cloud Debugging

w TOTALTIME -9 MIN
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Code review at Amazon: Focus on automation

) ¥
DEV/TEST —— PRE-PRODUCTION PRODUCTION
— % TESTING

GoodCop Status Message

C O D E R EVI EW ﬁ'; Dry Run Build ail https://build.amazon.com,

3] - - . . g
ﬁ'ﬁ InfoSecScan Y355 Complete: 0 issues identified

$sceProvider.enabled(false);

wveryFrameworkCRUX | 2C C Rate this comment Resolve comment

Found: Angular)S Contextual Escaping Disabled

If Strict Contextual Escaping is disabled, no output values are automatically sanitized by Angularls.

Strict contextual escaping is enabled by default from Angular)S version 1.2 and above, any previous version should be upgraded to Angular)s version 1.2. If upgrading is not an

option there are steps to mitigate this vulnerability defined in the SKB article. For more information, see the Security Knowledge B

To provide feedback on this comment, see this survey.

Reply




AWS CodeCommit supports Approval Rules

AWS CodeCommit now

supports Approval Rules that
must be met before a pull request
can be merged



xample Robotic Approver: SonarQube

Developer Tools Developer Tools CodeCommit Repositories addition Pull requests 6601
CodeCommit

6601: Remove extra debugging statements and add CodeCommit commenting on failure | ctose putt request | [T

v Source
Getting started ([ Open Destination master € Source new-pr  Author: Approvals: 1

Repositories

Code Details Activity Changes Commits Approvals

Pull requests

Commits

Approvals Override approval

Branches

Git tags
9 Approver Status
Settings

AWSCodeBuild- Approved
Build P
p» Bui

» Deploy
Apprnval rules Create approval rule

p» Pipeline

Approval rule Status

No results

There are no results to display.

Applied approval rule templates

Approval rule Origin template Status

require SonarQube analysis require SonarQube analysis ) Rule satisfied




Amazon CodeGuru:
Using ML to build and run high-performing applications

L J

Built-in code reviews  Detect and optimize Easily identify application
with intelligent the expensive lines inefficiencies in production
recommendations of code pre-prod environment



Amazon CodeGuru Reviewer

How it works

Customer provides Extract semantic ML algorithms identify Customers see
source code as input features/patterns similar code for recommendations as
comparison pull request feedback

A\ 4

i
S

Output:
Recommendations

Ao N
E}é g; G
\ AN N
V4 V4
< J A4

A\ 4

Input: source code Feature extraction Machine learning




Amazon CodeGuru

How it works

Profiler

Customer’s application Profiler continuously
runs in production captures application
runtime information

v

I

.
O/\)/”

Profiler detects Customers see
inefficiencies in the recommendations in their
live application automated efficiency

reports and visualizations

i

A\ 4

/

A\ 4

=

Input: Live Application profile
application stack trace sampling

Output: Method names,
Pattern matching recommendations, and
searchable visualizations







Development transtformation at Amazon: 2001-2002

Lesson learned: Decompose for agility

OO
O
O

Monolithic Microservices
application + teams + 2-pizza teams

|
|
K
s
6o
Qale? Reled




Two-pizza teams

Full ownership

Full accountability

-
Focused innovation



Monolith development litecycle

Developers Services

JAAN PN PN PN
JAN YN YN YN
Delivery pipelines
JAAN JAAN JAAN JAAN
Build @ Test @ @ Release @ @ Monitor
JAAN JAAN JAAN JAAN
JAAN JAAN JAAN JAAN
AN AN AN AN




Monolith development litecycle

Developers Services

JAAN PN PN PN
JAN YN YN YN
Delivery pipelines
JAAN JAAN JAAN JAAN
Build @ Test ® @ Release @ @ Monitor
JAAN JAAN JAAN JAAN
JAAN JAAN JAAN JAAN
AN AN AN AN




Microservice development lifecycle

Developers

B ILI

atd

B ILI

B ILI

B ILI

al

al
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afl

afl

B ILI

B ILI

B ILI

afd

B ILI

B ILI

B ILI

afd

afd
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atl

atl

Services

Delivery pipelines

Build @ Test ® @ EEEN @ @ Monitor



Microservice development lifecycle

Developers
== =
L
== =
e e
e e
e ===

Services

Build ©)
Build ©)
Build ©)
Build ©)
Build ©)
Build ©)

Delivery pipelines

e () ©
e () ©
e () ©
e () ©
e () ©
e () ©

Release @ @
Release @ @
Release @ @
Release @ @
Release @ @
Release @ @

Monitor

Monitor

Monitor

Monitor

Monitor

Monitor



Continuous

Delivery at Amazon

Dev/Test

Code review

7N 2
— ¢o9

Pre-production
testing

Production



Continuous

Source

Delivery at Amazon:

Deep

Dve



Continuous

Source

|

Build

Delivery at Amazon:

Deep

Dive cont.
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Delivery at Amazon:

Source

|

Build

Deep

Dive cont.



Continuous Delivery at Amazon:

Source

B

Build

I5re-production

Deep

Dive cont.



Continuous

Delivery at Amazon:

Source

|

Build

alpha | Dbeta

Automated Automated I
tests > integration
tests

Automated :
-> load/perf
tests

|
Automated I
—> browser
tests

Lo Pre-production____:

Deep

Dive cont.



Continuous

Source

B

Build

alpha

>

beta

Automated
tests

Automated
integration
tests

Automated
load/perf
tests

Automated
browser
tests

y gamma

Automated
> integration
tests

Automated
> synthetic
tests
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Time windows, pipeline policies, code coverage, code review,

security scans, dependency updates, etc.

Pipeline blockers

Synthetic
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| essons learned
at Amazon for

aevelo

D

deliveri

[

C

Ng and

software

2%

Decompose for agility
(microservices, 2-pizza teams)

Automate everything

Standardized tools

Belts and suspenders
(governance, templates)

Infrastructure as code



AWS Developer Tools for modern software delivery

) .
_ AWS CodePipeline '

AUTHOR > SOURCE > BUILD > TEST > DEPLOY > MONITOR >

AWS Cloud9 INUES AWS . AWS CodeBuild AWS AWS  Amazon

AW IDE Toolkits CodeCommit CodeBuild + Third Party CodeDeploy X-Ray  CloudWatch

o/, (@- Amazon CodeGuru »

MODEL E;ib AWS CloudFormation @ AWS Cloud Development Kit @" AWS SAM




AWS CodeBuild launches

AWS CodeBuild %:EE&}

* Larger instance types

* ARM-based instances

 AWS Secrets Manager integration
* Export environment variables

» Test reporting (beta)



Developer Tools Developer Tools CodeBuild Reports ReportA

CodeBuild

testreport160 View report View build run H View artifacts [£ Delete |

» Source

) Summary
w Build

Getting started
T2 (5%)

Build projects 1t (10%)

Build history Pass rate Report duration Created

Repif:.r.t.s...-.. 74.69 35.62 sec T minute ago

Report run history

Account metrics

B Passed [ Failed Other

[ Dep[u':,r 1287 (90%)

p Pipeline + Details

@ To see the full list of 1440 test cases for this report, view the artifacts,

Test cases
Q Any Status ¥ Any Prefix
Test case Status v Prefix Message Duration W
TEST1 ® Failed Unit Tests A Exception in thread "main” java.lang.MullPointerException... 10 seconds

TESTZ (0 Failed Unit Tests A Exception in thread "main” java.lang.NullPointerException... 2 seconds

TEST3 () Failed Unit Tests A Exception in thread "main” java.lang.MullPointerException... 2 seconds

© 2008 - 2018, Amazon Web Services, Inc. or its affiliates. All rights resarved.




AWS CodePipeline dynamic variables

fet

AWS CodePipeline now enables
passing dynamic values between
pipeline stages




AWS Chatbot (beta) can now run commands

Interactive agent for ChatOps
on AWS

T * Receive notifications
? /- J * Run commands for diagnostic {:E{iv}
([@ @]) information
* Pre-defined IAM policy templates
ﬂ ]]j/ e Support for Slack and Chime
\ %

e
-.. ‘}!‘/
AWS Chatbot D /‘r&‘*




Send notifications from an AWS Code* Service

Subscribe Code* services to Amazon SNS topics for
receive notifications. Integrated with AWS Chatbot.

== AWS CodeCommit Notification | us-west-2 | Account: .l LR iz ™. ©
Comment published on pull request: .
o

=" -8 -|sengard : This looks good. '.
Repository Pull Request |ID
Hello-Dublin 12
Time
2019-11-21119:17:477
Resource ARN

arn:aws:.codecommit ® AW ¥ T Q I L FeHello-Dublin







Better performance, more complexity

Monolithic n-tier Microservices
& serverless



AWS Cloud

Define cloud infrastructure using
familiar programming languages

e

TS

Development Kit (AWS C

Bl

C‘) CDK Application

TS . e

E Stack(s)

Higher-level components to
preconfigure cloud resources

AWS
CloudFormation
Template

O—

@ Construct

5 %

Amazon Amazon
S3 bucket DynamoDB

> |o—
O—

|

AT
CloudFormation

]

Resources




Cl/CD with the AWS C

E&% Git push

DK

AWS Cloud

-------------------------------

Git users

Under comment at CDK GitHub repo!

WV

& CDK Application

Queue Service

Amazon Simple  AwS Lambda

&N || G

m— Ciock

<>

______________________

I
I
I
:
I
I
I
I
I
I

_____________________________________________

AWS
CodePipeline

___________________________________

-------------------------------

Region E E Region
— i —
wa ’ | was
Stack I I Stack

Region E i Region
— ; —

7 wu — Wl
Stack : Stack

Region E i Region
] % -
O0o0a ' ' 000
Stack Stack

Region E i Region
— ; —
wu ’ ’ Wl
Stack I Stack

___________________________________




=

AWS CDK Explorer (preview) tor visualizing stacks and
resources defined in CDK constructs

‘ EXPLORER hello-world-stack.ts X L1 <€ ®
~ MY-CDK-PROJECTS hello-world > lib > hello-world-stack.ts > ...
~ @ hello-world You, a few seconds ago | 1 author (You)
> uff bin import sns = require('@aws-cdk/aws-sns');

import subs = require('@aws-cdk/aws-sns—subscriptions');
> import sqs require('@aws—-cdk/aws-sqs');
(5 v il lib import cdk = require('@aws—cdk/core');
| import ec2 require( '@aws-cdk/aws-ec2');

JS
You, a few seconds ago | 1 author (You)
(e A . export class HelloWorldStack extends cdk.Stack {
> 8 constructor(scope: cdk.App, id: string, props?: cdk.5tackProps) {
> o test super(scope, id, props);
“ AWS CDK EXPLORER (PREVIEW) O a8 - —

const gueue = new sqs.Queue(this, 'HelloWorldQueue', {
visibilityTimeout: cdk.Duration. (300)
~ g HelloWorldStack 1

> (g HelloWorldQueue

> g HelloWorldTopic const topic = new sns.Topic(this, 'HelloWorldTopic');

v (g my-cdk-projects/hello-world

e

v 5 HelloVpc

~ [ Resource (AWS::EC2::VPC)
{2 cidrBlock: 10.0.0.0/16 const = new ec2.Vpc(this, 'HelloVpc');
{3 enableDnsHostnames: true by
§8% enableDnsSupport: true }
3% instanceTenancy: default

> £3% tags
v (@ PublicSubnet1

> [E= Subnet bash-3.2% cdk synth
= Resources:

topic. {new subs.SqsSubscription(queue));

+ 0 @ ~ x

213

TERMINAL 3: bash

e Al



Built-in CI/CD for serverless applications

0 Pick a quick start from AWS Lambda Console

API Backend File Processing Scheduled Job

Serverless Application

(API Gateway -> (S3->Lambda) (CloudWatch Event-
Lambda) >Lambda)

Notifications Queue
Processing Processing

(SNS->Lambda) (SQS->Lambda)

Automated Deployment Pipeline i AWS SAM

Source |—s Build

\4

Deploy

a Configure your application’s repository

CodeCommit

Create a repository in your AWS account. Manage SSH keys
and HTTP credentials for use

rs in the IAM console.







Security and safety (while moving quickly)

i\
i)

i)
i)

Dev/Test

Pre-production

testing

Code review o) lllL.

(A

@

2723

Production

Security

- @ Safety



Where we're headed: Modern applications

Individual
environment

R @F j

% - Production
[EH]

[]D

[]D




Automate away the muck




Thank you!

AWS
re. | nve nt © 2019, Amazon Web Services, Inc. or its affiliates. All rights rese
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