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A Divine Dream or a Miscalculated Heroism?

Rajanish Dass
Indian Institute of Management Ahmedabad
Email: rajanish@iimahd.ernet.in

Abstract

The Unique Identity Project in India is a flagshgyoject as being highlighted by the
Government of India and is being portrayed as ageaa for all ills that exist in the country.
Although time can only tell about the efficiencyd afficacy of the project, but the very
launch of this exercise has made it the largestmigimic based identity disbursing e-
government project in the globe. This paper, tteeput the current UID project of India into
a perspective to evaluate the set of issues andecos, as pointed by various stakeholders
and try to understand the degree of criticalitytiebse arguments. In this light, the areas of
concerns around the UID project in India are alseiriy pointed out. Given the largest IT
project in nay government globally, the topic iSramense significance besides being timely
and the discussion can provide impetus to a sefiessearch activities in the areas of public
policy, Information Systems planning and executisnvell as appreciating the risks that get
associated with such large initiatives.
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Unique I dentification for I ndians:
A Divine Dream or a Miscalculated Heroism?

“ H appy New Fear” — that was how a placard held byesofithe students of the Indian Institute of

Science read. It was a part of a silent demonetraiutside the gate of the Institute, earlier yf@ar
after the UIDAI Chairman visited the Institute fartalk (Kelekar, 2011). The Government of India,
had announced the creation of the Unique ID Authaf India (UIDAI) to generate the largest IT
project of the globe — the Unique ID (UID) projectwith an aim to provide a unique twelve digit
number to 1.2 billion residents of India (Busindas8ard, 2009; A. Sharma, 2010).

The governments of various countries across thbeglave been considering providing of unique
identity to its citizens from time to time. Someuatries have already implemented national identity
schemes, albeit varying in “the extent to whichirtloards are voluntary or compulsory (to obtain,
carry, or present the card), the legal framewadhles dversee them, the cost of the card itself, ndret
they are used for identification purposes onlyam intended for wider use in society” (Whitley &
Hosein, 2010, p. 23). There have been many dritatshave actually led the governments of various
nations to take a look into the possibilities oplementing a national ID scheme in some way or the
other. According to Davies, Hosein & Whitley (20@& cited in Dass & Pal, 2010, p. 172)
“...enhancement of security through detection of draguard against terrorism and illegal
immigration are some of the prime objectives fooyiding unique identification to the citizens”.
Another important use of national ID cards is antloation of a person's entittement to government
services (Dass & Bajaj, 2008). However, the chglsnrelated to implementing a viable identity
management system for a nation are worth consiglerimost importantly, if citizens do not find
value in such cards or the government departmerdspaocesses are not scaled up to match the
working of such identification, the whole effort uld be seriously questioned. Outrageous costs,
technology gaps, privacy issues, political chalEemngand lack of clear vision and mapping of the
perceived benefits that can be accrued out of andbxercise are some factors that hinder viable and
sustainable implementation of a national identitpgpamme. There had been serious debates in
nations like Australia, Canada, and the United Komg about the viability of implementing national
identity policy, given that the chances of misubdaia in a centralized system increases by leags a
bounds and becomes the single point of failure20@9, India decided to have Unique Identification
(UID) for its citizens and hence launched the Udgramme in the country by creating the Unique
Identity Authority of India (UIDAI). The Governmenrdf India has undertaken an initiative called
“Aadhaar” to provide unique identification numbéosall residents of the nation.

The UK government's decision of abandoning the am@ntation of the hugely debated national
identity policy following criticism from the variaisections of the population based on the London
School of Economics (LSE) report has been a talgimigt among the people of various other nations
including India. For a nation like India, with ov&r2 billion population spread across 32,87,263 sq.
km., more than 35.16 per cent being illiterate 2@6nsus) and speaking 22 different languages, and
following various religions, the complexity of aigoe identity scheme becomes multi-fold. Even if
the socio-economic, cultural, linguistic, and riligs complexities are put aside for the time being,
the size of the population itself is approximat&®.48 times that of the UK (58.8 million) (Census,
2001) (U K Census, 2001). Thus, there can hdrdlgny doubt that execution of such an exercise in
India will be complex and implementation planninglvee critical. The decision makers should
therefore be conscious about the possible tandibleefits to be accrued against the cost to be
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incurred given the current backdrop of India. Otrer past months, various newspaper articles have
put forth a series of concerns among various stalehs about the viability of the project. Although

in none of the sources, the total cost of suclbgramme has been reported, a guesstimate as iporte
by theFrontline magazine puts the cost of the project without ictaig1g the recurring cost at around
INR 1.5 lakh croré (US $33.33 billion)(TheHindu, 2009). The cost afldre of such an initiative
would be huge for a nation like India which has587per cent (2004-2005) (Indiastat, 2011) of its
population living below poverty line and around %fer cent children, under three years of age,
suffering from malnutrition every year (Indiasta®11; Mishra, 2009).

This paper, tries to put the current UID projectrafia into a perspective to evaluate the setsfds
and concerns, as pointed by various stakeholdetstrgnto understand the degree of criticality of
those arguments, typically in a style of bringirgthe perspectives presented. In this light, tleasr
of concerns around the UID project in India ar® ddeing pointed out, with reference to information
that already exists in the public domain. Givenldrgest IT project in any government globally, the
topic is of immense significance besides being ljmamd the discussion can provide impetus to a
series of research activities in the areas of pyimiicy, Information Systems planning and exegutio
as well as appreciating the risks that get asstiatth such large initiatives.

BACKGROUND
The concept of national identity scheme is not veew for India as the Government had been

evaluating various alternatives for an identity estle since a couple of decades. According to the
strategy overview document released by (UIDAI, 20Jiage 1),

“...the Government of India (Gol) undertook an efforptovide a clear identity to residents
first in 1993, with the issue of photo identity darby the Election Commission and
subsequently in 2003, when it approved the Mulppge National Identity Card (MNIC).
The Unique Identification Authority of India (UIDAMWas established in January 2009, as an
attached office to the Planning Commission. Theppse of UIDAI is to issue a unique
identification number (UID) to all Indian residentsat is (a) robust enough to eliminate
duplicate and fake identities, and (b) can be iegtifand authenticated in an easy, cost-
effective way

The Prime Minister of India, as an exemplary stegggd nominated Nandan Nilekani from Infosys to
head the Unique ID Authority, positing him with ank of a Cabinet Minister (BusinessStandard,
2009).

The UIDAI authority has decided to provide a unidgdentification number to each resident of India.
The process of generating this identification numb@ start with getting the biometrics of each
resident of the country along with certain demobrapletails, as would be needed for any business
(like a bank or a telecom operator) or governmegawization (like that of the Ministry of Rural
Development) to identify a particular Indian resiidBiometrics of all ten fingers, along with thiesi
scan of both the eyes and the photo of the facebbas decided to be taken as identifiers of all
residents (uidai.gov.in). The project has been mhas®adhar meaning foundation. In an interview
(Tripathi & Mukherjee, 2010, para. 5-7), the UID&hairman mentioned the ways to get the UID
number:

11 Lakh = 0.1 million; 1 crore = 10 million; 1 million = 10 kgkl billion = 100 crores
|
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“...First, and somewhat ironically, you produce adetiocuments to establish your identity.
The second source would be data from the NatioopliRtion Register (NPR), which will be
put on display at your gram panchayat or ward effigith details on where you live, etc. The
third method we have incorporated is called theodhicer approach wherein somebody can
vouch for that person who wants a number. And ihtioducer will be appointed by us
(UIDAI)...”

Once the biometrics and the basic details of aleesiis captured, the resident is given an eleitiron
receipt which he/she would need to show once thH2 hllmber comes to him/her after a few days
through India Post (TNN, 2010).

Some interesting dimensions emerge from the wawti@e project has been envisaged. UID will be
nothing but an identity number, most importantlptional, that will be provided to a resident. The
UIDAI authority will then provide an online servite validate the identity of the people that hasrbe
captured. For any other service provider (be itgbgernment department trying to deploy various
government schemes in the country or a businessbik), they have to take it up as an exercise as
to how to use the identification and see if anyeotcontextual information that the end user
departments would seek on top of the informatios heen captured as a part of the biometric
collection though yes/no questions (TNN, 2010).

EVALUATING THE ODDS AGAINST OPPORTUNITIES
The Wall Street Journal Article (A. Sharma, 2018xg 4) states that

“critics question whether the project can have igsan impact as its backers promise, given
that identity fraud is but one contributor to Indidevelopment struggles. The civil liberties
groups complain that the government is collectiog much personal information without
sufficient safeguards. The technology requiressfieming large amounts of data between the
hinterland and an urban database, leading someestign whether the system will succumb
to India’'s rickety Internet infrastructure”.

When a question was raised in the Lok Sabha (Te&v&ingh, 2010, page 2) about abandoning of
UID projects in other countries like United StatdsAmerica, United Kingdom, Australia, China,
Pakistan, Canada, and Germany, the response #iated

“A number of countries have various forms of idBnsiystems based on the country-specific
needs. The motivation and rationale for identitgtegns in different countries are specific to
the country and cannot be generalized. The UlDegtoin India has been envisioned to
provide a unique identity to every resident of eihich will be the foundation for better

delivery of public services and targeted subsidi€#se project has a basis in the
developmental agenda of promoting more inclusivevgn.”

UIDAI will not enforce any of the organizations government departments to make the usage of
UID mandatory and hence, all the other existingntiy cards (e.g., PAN, Ration Card, etc.) will
continue in parallel, even after the identity giaaticular resident is proved.

L —
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In order to understand the opportunities and rigkbie project, the feasibility of the project Heeen
evaluated from four different aspects in this pecsipe paper: benefits as perceived and claimed by
UIDAI, cost of the project, technological feasityiliand adoption (acceptance) of the service.

Claimed Benefits and Perceived | ssues

The Aadhaar project on many occasions has beeraped: as a pro-poor initiative that would provide
identity to the marginalized section of the popolat It has been projected as a weapon for ensuring
effective and efficient delivery of various sociatlfare schemes to those who were deprived from
accessing these benefits due to lack of identitypowerful means to bring in better access for the
poor (Kelkar, 2010). Kelkar (2010, para. 2) stdkes “It (UID) can help address the causes thattlie
the root of poverty and exclusion, and addresdé#séc challenges surrounding what many of us refer

m

to as the 'last mile™.

The only responsibility of UIDAI is to offer an ané technology platform that can provide a yes/no
answer to authenticate whether x is x, while th&poasibility of ensuring effective and efficient
delivery of the services have been left on the kleva of the respective departments. Given the fact
that the main cause of ineffective and inefficidetivery of social welfare schemes lies within the
system and the respective departments, it woulthteeesting to see how realistic do the claims of
UIDAI prove in delivering the goods on the grouhathis section, we have tried to evaluate each of
such benefis that the Aadhaar scheme has clainssliter.

Financial Inclusion

One of the major benefits that UIDAI claims to pes through its Aadhaar scheme is to achieve
financial inclusion by providing identity to the goand the homeless. The unique ID number or the
“Aadhaar” number is envisaged to act as a validudwmnt for opening a bank account. Making the
Aadhaar number an officially valid document to Sfgtithe Know Your Customer (KYC) norms for
opening bank accounts is expected to promote finhimzlusion in the country by making it possible
for the financially excluded to easily establiskitlidentity and open bank accounts. UIDAI claims t
have partnered with various banks that would fiat@i opening of bank accounts for the residents at
the time of enrolment for Aadhaar (Pandit, 2010, RT10).

Now, the larger question that arises out of th@énslof the UID acting as a facilitator of financial
inclusion is whether financial exclusion is justedio lack of identity of the residents or is it ach
larger systemic error? The nation has seen a sefrigstiatives from the Finance Ministry and the
Reserve Bank of India (RBI) towards achieving ficiah inclusion. However, even the provision of
“no-frills” account to the poor and linking of theesiccounts with schemes like the National Rural
Employment Guarantee Act (NREGA) have not been ablachieve financial inclusion so far.
Moreover, the objective of financial inclusion doest get achieved by ensuring that people open an
account in a bank. For example, the article by éKat 2011, para. 12) mentions that “around 1,400
people who had been given bank accounts in Nanddisigict in Maharashtra where the UID project
was inaugurated, have zero deposits in their acsoand they have never operated their bank
accounts”. This further raises doubts about théulrsess of such accounts and economic viability for
banks in maintaining such accounts.

Given the complexity of interlinking factors incimg extreme poverty, illiteracy, and lack of
awareness and trust, corruption at various levelhe system and lack of willingness among the
banks are affecting the mission of financial in@uas There are serious doubts whether providing an

L —
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UID would actually facilitate financial inclusionr awill it become an additional requirement for
people in order to open and access a bank acddmnéover, if we assume for a moment that UID
would actually facilitate the mission of financiatclusion, does the authority have any measure by
which they can estimate the impact of UID on finahmclusion? Is this the only alternative or the
most cost-effective alternative that can help achithe same amount of impact? These and many
more such questions still remain unanswered.

Public Distribution System (PDS)

It is claimed that the Aadhaar scheme would helglé&aning the PDS by eliminating the “Bogus
(ration cards belonging to fictitious families) afsthadow (genuine ration cards used by someone
else) ration cards in the system” (UIDAI, n.d.6. It is believed that this approach would resdhe
problems relating to PDS leakages, “transparenclyteansportation as the leakages would become
more difficult to hide” (UIDAI, n.d., p. 6). In thproposed scheme, the state government is expected
to “create a high quality beneficiary databasefgoably commencing from a house-to-house survey”
(UIDAI, n.d., p. 8) and enroll the identified famimembers into the UID programme. UIDAI would
then de-duplicate the details of the enrolled membad the state government would then be able to
take appropriate action against the individualseappg in multiple cards (UIDAI, 2010b, n.d.).
According to an article by (PTI, 2011, para S5puducherry was the first State to constitute an
UIDAI empowered committee and the Aadhaar card tvengdd be directly linked with PDS”.

UIDAI, in its document (UIDAI, 2010b), also encoges the state governments to implement
authentication of transactions taking place thraughhe PDS supply chain and also come up with a
state-wide centralized Aadhaar-based MIS systetmbald allow the residents to collect ration from
any shop of their choice. Allowing the beneficiarie choose their fair price shop is also expetded
induce competition among the fair price shop ownene centralized MIS is also expected to resolve
the issue of exclusion of the poor that happengdudenial of services both at the time of regigira

for the cards and purchase of goods. UIDAI alsindahat the issue of exclusion would be further
addressed for the residents who do not get a PbiSdeee to non-availability of proper documents.
As UID would be distributed by various agenciegigtar organizations), the citizens are assumed to
fetch their UID from some other agency and furnighsame to PDS for getting hold of a PDS card.

National Rural Employment Guar antee Scheme (NREGYS)

According to a working paper on UID and NREGA (UIDR010c, page 1), “Launched in 2006, the
National Rural Employment Guarantee Scheme (NRE{SSan attempt to transform the rural
economy through legally guaranteed employment fiotoul00 days per household. The scheme, run
jointly by the Centre and the states, has a tatdbbt allocation of Rs. 39,100 crore, which is &t
cent of the total plan budget for the fiscal ye@®& 2009 UIDAI proposes to integrate the Aadhaar
scheme with NREGS in order to ensure that the literaffthe scheme reach the poor by bringing in
more transparency at various levels. Accordingh groposal, UID would be integrated within the
job cards, muster rolls, and bank accounts of tbaeeficiaries. The UID is expected to be
authenticated at various citizen touch points whigiuld ensure tracking of activities at the grass-
root level and thus allow greater transparencyiwithe system (UIDAI, 2010c).

An article by (Overdorf, 2010, para. 13-15) stdbext

“...however, not everybody is on board yet. In a mécketter addressed to the Rural
Development Minister, Jean Dreze and Aruna Roy, bem of the National Advisory

L —
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Council and the Central Employment Guarantee Couraised objections to the Ministry's
decision to link the ID project to welfare programrob cards without consulting them.
Dreze, a development economist, who helped dekigrgpvernment's 2005 National Rural
Employment Guarantee Act, also told a local newspé#pat he had fears about the UID's real
purpose. "l am opposed to the UID project on grauoidcivil liberties,” Dreze told Business
Standard. "Let us not be naive. This is not a $@ubcy initiative — it is a national security
project."”

Another article (Bureau, 2011, para. 4-5) in Thergumic Times states that

“an inclusive banking system, supported by a cguvitte broadband network, connected to
teller machines at post offices and point-of-s#édeminals even in villages across the country
would be needed. The third, and possibly the biggesile, is institutional. A direct transfer
mechanism for subsidies will upset many entrendblebies across the country. To minimize
this resistance, the entire administrative mectmaniscluding the Centre, state governments,
district and panchayat administrations needs tdaken into confidence, and mobilized to
implement the transfer scheme. An overhaul of Isdieast and complex subsidy regime
cannot just be a technocratic quick-fix; to succeewould need strong administrative and
institutional legs and political will”

In addition to the above-mentioned benefits, iliso claimed as mentioned in an article by The
Economic Times (Shivapriya & Bureau, 2010, pard) that

“an estimated 3,50,000 new jobs will be created essult of the UID project, according to a
report analysing its impact. The mega project iimeded to result in a commercial

opportunity of $20 billion in the first five yearand from the sixth year onwards, $10 billion
annually, making it one of the largest projects oty in terms of scale, but also in revenue
potential. Other than software and hardware pergidwho stand to gain by providing

systems and services to implement the projectcdateoperators and banks will be big
beneficiaries, according to the report by the brage firm, CLSA. Telcos stand to gain 60
million new subscribers, $4.5 billion in mobile magnts, and $2 billion in ARPUs (average
revenue per user) and handset sales, while baakd # gain in terms of 125 million new

bank accounts from the existing figure of 240 millunique account holders”

On the other hand, the Home Ministry is reporteNGIBN, 2010) to be worried about Bangladeshis
getting Unique ID cards. The article (CNN-IBN, 2Q0bara. 2) further states that “that is because the
Indo-Bangladesh border is porous. And, there areenshances of people crossing over”. Similar
concerns were also raised in the Lok Sabha (Vijag&i0) where questions were raised on the
measures taken by UIDAI in order to ensure thanhaike ID is not issued to any illegal immigrant.
To this, the respong®ijayan, 2010, page Istates that “no representations have been receivbe
Unique Identification Authority of India (UIDAI) t@nsure that IDs are not given to illegal migrants.
The Unique Identification number proposed to beegiwvould prove only identity and not
citizenship”

Similar concerns are raised by an Mail Today a&t{€). C. Sharma, 2010, para. 1-4) which states

“...this is because UIDAI, headed by Nandan Nilek&nilsing data collected by the Census
authorities to prepare the National Population Regi(NPR) for creating the UIDs. The NPR

L e——
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is not an exclusive database of Indian citizensolittains data on all residents of the country,
including foreigners. Therefore, issuing UIDs basadhe data in the NPR would help illegal
migrants get these IDs and would allow them actiegevernment services and programmes.
“They would be entitled to obtain Indian passpoggister their names in the electoral rolls,
obtain identity card issued by the Election Commois®f India, get ration cards, and open
bank accounts. All this would make them eligiblectmtest elections at all levels, and even
enter the police and armed forces,” S P Sharma,Ftvener Deputy Registrar General
(Census and Tabulations), said. Nationality of vidlials is one of the variables being
recorded during the enumeration for NPR. But therirction to the Census personnel says:
“Nationality of each person has to be asked froer#spondent and recorded as declared by
her/ him.” The officials have been asked to adyiseple “to give correct nationality” and
that “she/he can be penalized for giving incorfatsé information”. According to Sharma,
such advice may not work with illegal migrants. €jhare unlikely to report their correct
nationality and may get themselves listed as Irgjfame said”.

Critiques (TheHindu, 2011, para. 4-10) also poirtttbat

““The Unique Identification Authority of India [UIBI] says we only produce a number.
They are not taking responsibility to answer thewh What scrutiny has the UID gone
through? How many phases does it have? There @swer to whether it is a government
project in a corporate form. If the government tadwn the project, they would have to
answer many questions that the UIDAI is not answggtiMs. Ramanathan, researcher on
jurisprudence, poverty and rights, said. In theeabs of a cost-benefit analysis, “all manner
of social and fiscal costs have not been accouiotgtshe added, also raising concerns over
the issue of consent and privacy. On the one han@s said that the UID was voluntary, but
on the other hand, it was expected to be ubiquitttiew will it be ubiquitous unless it is
made compulsory?” she said, adding that the govemhrwas resorting to “coercion” by
getting various agencies to seek the number, &iairte, banks and ticket-booking facilities.
“It's a myth that voluntariness exists. It certgidbesn't,” she said. Ms. Ramanathan criticized
the argument that UID would become “self-sustairiifihat means that it is going to be a
profit-making model” riding piggy-back on public mey and social sector schemes, she
said”.

The article further states that “R. Ramakumar, Agde Professor at the Tata Institute of Social
Sciences, said that UID cannot be compared todbialssecurity number in the United States, which
was “guided by extremely stringent privacy lawsThgHindu, 2011, para. 14 & 16)

Another article in Business Standard (Chatterji, Z(ara. 2-7) states that

“Nandan along with the Planning Commission Secyet8udha Pillai, had earlier appeared
before Parliament’s Standing Committee where maaynbers expressed their reservations.
While some members even questioned the need forapcogramme, others asked Nilekani
why the scheme was not made mandatory for all eassd Nilekani has promised to give a
detailed power-point presentation of Aadhaar inn@st appearance before the panel, headed
by the senior BJP leader, Yashwant Sinha. Sourtdgbka Parliament said that the panel
focused on the voluntary nature of the scheme,tipunésg its effectiveness. One member
even dubbed the unique identity card as “anotherepof identity card” and questioned how
many more identity cards a person needed. Nileg&gplained the benefits of the card and its
wide scope in the future but many members of theepeemained skeptical. Nilekani and

L ——
W.P. No. 2011-03-04 Page No. 10



IIMA e INDIA Research and Publications

Pillai were asked why the scheme had not been maaledatory. The Biju Janata Dal's
Bhartruhari Mahtab pointed out that while the UlxtAdid not make it mandatory, the
Planning Commission had issued circulars makingusnnumbers necessary for a number of
projects, including the Mahatma Gandhi National &UEmployment Guarantee Scheme.
Members also questioned why state governments waaildllowed to decide if they would
accept identity numbers for their schemes or cambusiness without the cards. The BJP
raised objections that the unique number would fileglgal migrants residing in the country
to be acknowledged by the government. Nilekani, dn@w, made it clear that the UID
authority was not giving any certificate of citizdip but only giving a unique number to
each resident. CPI(M)’'s Mainul Hassan questionedviéry need of the scheme and ruled it
out as “unnecessary”. A Bahujan Samaj Party reptaee, echoed similar sentiments, as
Mayawati's party doubted the usefulness of the raogne”.

Project Cost

There has been no clear evidence of claim eitloen the government or from UIDAI about the total
cost of the project. Total expenditure in the ficiahyear 2009-10 was Rs. 26.21 crore and theme is
state wise allocation for the UID programme (Kha@10). While the initial amount budgeted was
Rs.120 crores, meaning that UIDAI could only spkss than a fifth of the allocated budget pointing
towards the fact that the project would have neeadeble better planned. The strategy document
(UIDAI, 2010d) put forward by UIDAI states only twoomponents of enrollment cost. One that
would be taken up by the enrolling agencies/Regyistior carrying out the enrolment process and the
cost for the residents that they would need torif@utravelling to the enrolment centre (which vau
also include the amount of wage that the residamtgt need to forgo during the process). The
document however does not mention any figure fgrsuch cost. A guesstimate as reported by the
Frontline magazine put the cost of the project without cdesing the recurring cost at around INR 15
lakh crores (US $33.33 bhillion) to which the Chamof UIDAI, Mr. Nandan Nilekani had
responded claiming that the actual cost would be & a factor of 10 (which would make it INR 1.5
lakh crores approximately). This was again a gueade by Mr. Nilekani (TheHindu, 2009) and so
far there has been no clear estimates either frengdvernment or from UIDAI on the total cost of
the project and the components based on whichrdjegb cost can be calculated.

The Wall Street Journal article (A. Sharma, 201@ap17) observed that “the Indian government is
expected to spend as much as $250 billion over ywars on programmes aimed at the poor,
including subsidies for food, diesel, fertilizendajobs. But 40 per cent of the benefits, as trstesy
now stands, will go to the wrong people or to "ghbsvith fake identification papers, according to a
report by the brokerage firm, CLSA Asia-Pacific Meais”.The article (A. Sharma, 2010, para. 19)
further mentions that “the government has approedsbut approximately Rs. 3350 crores
(approximate value as US $670 million was mentioaethally. The amount mentioned is at an
exchange rate of Rs.50 = 1US$) for the projecaspand the entire cost will likely be "severalibii
dollars," says Mr. Nilekani”.

However, there is discrepancy in the amount of eyt total budget for the scheme for a span of
five years. In response to one Rajya Sabha quedtienramount is mentioned as Rs. 3,170.01 crore
(Gnanadesikan, 2010), while in response to thrberoquestions, the amount is mentioned as Rs.
3,170.32 crore (Agarwal, 2010; Karat, 2010; Kushaya2010). In response to a similar question in
the Lok Sabha, the budgeted amount for Phase | & the project was mentioned as Rs. 3,170.31
crore (Tewari & Singh, 2010).
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In response to questions raised in the Rajyasabheet as in the Loksabha (Kushwaha, 2010; Mitra,
2010), the breakup of expenditure for Phase | &nhalt would be incurred during a period of five
years does not provide any clear indication ablmeicomponents of the project cost. In answer to the
guestion (Kushwaha, 2010)it is stated that — “..ghmated cost of the Phase-I and Phase-Il of the
project spread over five years is Rs.3170.32cOfdhis amount, Rs.147.31 crore comprises the cost
of Phase-I of the project and Rs.3023.01 crordnésdstimated cost of Phase-Il of the project. Of
Rs.3023.01 crore, Rs.477.11 crore would be towastsirring establishment expenditure and
Rs.2545.90 crore would be towards non-recurringeptorelated expenditure. The estimated cost
includes project components for issue of 10 crot® Wumbers by March 2011 and recurring
establishment costs for the entire project phadévefyear ending March, 2014” (Kushwaha, 2010;
Mitra, 2010,p. 1)

An article in Hindustan Times (HindustanTimes, 20d#éra. 1) states that “it costs the UIDAI Rs. 100
to generate each "Aadhaar" number, which would teeldress the challenges of inclusion, the
authority's chief, Nandan Nilekani, said.. It cats authority Rs. 50 to enrol each individual tioe
Unique ID (UID) and another Rs 50 on back-end ¢dstssaid”.It is also reported in an article (H.
Singh & Bureau, 2010, para. 9) that “the governnmans to pay the BPO for calls per minute. For
each minute of inbound call, the government wilega specific amount (say Rs. 2-3/minute). For an
SMS push, the government will pay the BPO 3 pet oéthe per-minute call rate”.

The total cost of ownership of the project needseaalculated after considering various components
like setting up of the required infrastructure b\DI and its partners, on-boarding of the enrolling
agencies, maintenance of the infrastructure, tigisind awareness campaigns, cost incurred by the
residents during the process of enroliment, etenkafter enroliment, the demographic and biometric
information of the residents contained in the anttatabase will have to be regularly updated
(UIDAI, 2010d). According to an article in Times &fdia (M. K. Singh & TNN, 2011, para. 2),
“official sources said that the Planning Commissias recommended only Rs 1,400 crore plan
expenditure for the UID Authority against the deihdor Rs 3,500 crore for 2011-12. The Finance
Ministry will take a final call on the fund allogah”.The Global Post article (Overdorf, 2010, pa&a.

9) states that

“the more reputable skeptics, including membersthed influential National Advisory
Council, boast a wealth of grassroots experiencth wle corruption-plagued "public
distribution system." They have attacked the pnogna's potential efficacy in eliminating
graft, questioned whether its benefits will justitg costs and even suggested that the
programme's true aim is to identify and flush dlgigal aliens. And the fringe? Well, an
obscure Christian sect from the state of Mizorams $t@od up and refused to be counted,
claiming that the ID project is, in fact, the Numio¢ the Beast”

There is no indication of any cost benefit analyséng conducted by the government for the UID
project. The only thing that has been mentionedegponse to a question raised in the Loksabha
(Tewari & Singh, 2010, page 2) about the same Wwast-t“the benefits accruing out of the project
should far out- weigh the cost of the project(p. 2)

Technology
As per the technology architecture suggested bylDAU 2010a), a central server would be
maintained for storing the Aadhaar database. Tleeident (UIDAI, 2010a, para. 12) further states
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that “enrolment of the residents would be compaégti along with online authentication, and
information exchange between Registrars and theRC¥buld take place over a network. The
Authority would also put systems in place for teewgity and safety of information”.

Figure 1: Application Architecture

s > UID Server < > Devions ] Syatenrs

e

Source: UIDAI website (UIDAI, 2010a)

According to the document (UIDAI, 2010a, para. 2@he application hosted by CIDR is broadly

categorized into core applications and supportipglieations. The core category consists of the
enrolment and authentication applications servigds)e the supporting category consists of the
applications required for administration, analyticsporting, and fraud detection interfaces with th

logistics provider, contact centre, and the portal”

The architecture as suggested by UIDAI would beagsive project for implementation, but there are
still many technological challenges in creating amehaging the database of such a huge population.
Around five megabytes of data will be required tiores the compressed fingerprint images (of all the
10 fingers) of each individual, requiring the sizethe entire database to be at least six petabytes
(6,000 terabytes, or 6,000,000 gigabytes), makiragniong the world’s largest databases (Lakshman
& Ranganathan, 2009). This even raises a questioth® authenticity and security of the central
repository considering the fact that UIDAI can authe any person to maintain it. Another major
concern which raises serious doubts is that thahit@cture would make available vast amount of
personal data, integrated at a single place, tgévernment agencies with few restrictions. There i
still no answer as to what steps the UIDAI will¢alo face these security challenges.

However, according to the article by (RanganatR@n9, para. 3-8)

“at an interaction with The Hindu, Mr. Nilekani tatkabout some technological challenges involved
in the project, but stressed that as an IT supegpoimdia had the wherewithal to implement it
successfully.

Volume: Creating and managing a database of 1.2 billiovplgespread over a huge area
would involve immense work. Around five megabytéslata would be required to store the

compressed fingerprint images (all 10 fingers) acte individual, meaning the size of the

entire database will be at least six petabyte9@Gtérabytes, or 6,000,000 gigabytes), making
it among the world’s largest databases.
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Speed: Each new entry has to be validated against thetiegi entries to remove the
possibility of duplication. Over the next few yeatkis would mean comparing each new
application against, say, one billion entries ie thatabase at a reasonable speed. Also, the
UIDAI proposes online authentication through célbpes and using basic technology. While
authentication is a simpler process, the proposee of three to four seconds for the same
makes it challenging.

Security: Dealing with sensitive information, it has to linde security features that would
ward off hackers. The robustness of the systemniintleoperation, with possibly thousands
of queries every second, will also have to be factn.

Biometrics: A Biometrics Committee has been set up to loo& the issue of the final set of
biometrics used, but Mr. Nilekani has suggestetl dhang with fingerprints, iris scan of the
individuals also be stored. While this will increabe size of the database, there will also be
problems relating to the equipment required foritisescan.

Expressing confidence that all the targets werdeseable, Mr. Nilekani added that he had
received mails from professionals all over the wonlanting to participate in the project
because the “technology has never been tried befAbmut his own experiences with the
project, the former Infosys Chairman joked, “Itike another start-up, only with no IPO”.”

Apart from this, the major challenges as far astdshnological implementation is concerned are:
system performance, functionality, reliability apcecision including resolution of sampling, speed,
accuracy, and error rates, capturing Biometric datasuch a large population (with different
environment, variable usability education, and kétnm conditions (bad/missing finger, eye
disease/blind)) in India and computing templateth wcore normalization, Biometric data transfer to
Central Repository and safeguarding it with propecurity, ubiquitous real time authentication
service over unreliable ICT infrastructure, accelsatprobing and de-duplication measurements in
multivendor environment, readiness demonstratish(ten small live datajy/s large scale full system,
performance evaluation framework for operationadtems to assist in real time monitoring of
devices, interoperability, and quality of acquirbmetric data (FAR/FRR/FTA/FTE), guarding
CIDR (Database) and authentication transactionstintg protocols for certification of devices,
acquisition errors, false negative errors.

Moreover, the process of enrolment “... is slow goitaking anywhere from 15 to 30 minutes per
person. Capturing iris with binocular-like devicés tricky and can take several minutes.

Administrators had to hold one elderly man's ewlapen to get a good image. In addition to
biometrics, residents provided an array of persamfakmation, including their caste, religion, and

cell phone number. State agencies and companiesetiister people can gather whatever information
they deem appropriate”. (A. Sharma, 2010, par&224-

The Hindu article (TheHindu, 2011, para. 17) haubreed that “J. T. D'Souza, Managing Director of
SPARC Systems Limited, demonstrated a fingerpeatier that accepts fake fingerprints”.
The Wall Street Journal (A. Sharma, 2010) furtlaéses concern that

“ marketers will find ways to build profiles of pgle based on how they use their IDs —
tracking where people bank, which hospitals thexehzhecked into and who their cell phone

L —
W.P. No. 2011-03-04 Page No. 14



IIMA e INDIA Research and Publications

providers are, for example. "You will basically beesating these wonderful resources for
people to mine," says Sudhir Krishnaswamy, a Laofd3sor at the National University of
Juridical Sciences in Kolkata”. (para. 27-28)

Other than the risk from technology failure (if tltan be assumed for a moment to be synonymous to
all issues and risks arising from issues like myaecurity, technology architecture etc.), oneemo
risk that would need to be looked at is towardsrile of failure of the technology manufacturersl an
suppliers. Considering the number of suppliershef hiometric devices for capturing the biometrics
of the citizens, although around 225 service presgsdhave been empanelled for capturing the
biometrics, there are only a handful of supplibet have been enlisted for importing these biometri
devices from foreign manufacturers. Interestingiyere are only a handful (some four or five odd)
technology manufacturers (among which majority lvé importers are dependant on one or two
foreign exporter only) increases the risk of thejget due to vendor lock in. In case these techgylo
manufacturing organizations fail in the future $mme reason beyond the control of India, it may act
as a substantial blow to the whole project.

Adoption

Given the fact that UID has been proposed to bantaty for the residents of India to possess, the
sustainability of the UID scheme is solely dependenthe extent of adoption among the residents as
well as the service providers. UIDAI claims thag gcheme would be able to reach a critical mass of
around 200 million enrolments within two to threeays starting from February 2011 (UIDAI,
2010d). The authority also assumes that once tiieatrmass is reached, it would automatically
generate a network effect that would drive demardi accelerate adoption among service providers
and residents (UIDAI, 2010d). However, the meslHactors affecting adoption of such a scheme is
much more complex than that has been portrayedéatthority. A paragraph on page 25 of the
UIDAI strategy document (UIDAI, 2010d, page 25)stathat

“The speed of UID adoption in India depends ontivbethe number can help in eliminating
poverty and marginalization, and in enabling gre&i@nsparency and efficiency in service
delivery. If it succeeds in these goals, the nuniaéroecome indispensable for residents in
accessing services”.

while the subsequent paragraph of the same docwstagas that:

“...UID can provide the strongest form of pre-verdiion and identity authentication in the
country, it cannot ensure that targeted benefiggams reach intended beneficiaries. The pro-
poor impact of the UID, consequently, will not géiaction unless there is a mechanism to
link the UID process with actual service deliverff. 25)

It becomes quite clear from these statements Heafactors that UIDAI perceives to be the most
critical for the viability and sustainability ofehproject is not under the control of the authoaityg is
majorly dependent on the realized benefits by ostegkeholders especially the service providers and
the residents. Leaving aside the issues of extgnsatial benefits to the poor and marginalized
section of the population for a moment, we wouldlesate the issues of adoption of the scheme from
the end of service providers as well as the ressden
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Service Providers
UIDAI (UIDAI, 2010d) accepts the fact that

“in order to accommodate this authentication, thenzies may need to re-engineer their
business processes to become UlD-enabled... Agendiebave to adhere to norms and
procedures specified by the UIDAI for fingerprirdpture and verification, and introduce a
robust biometric authentication process at evemtpd sale”. (p. 25)

Incorporation of all these would take quite an effoom the end of the service providers, which
would mean that the service providers should haatized a strong need for the scheme. Different
organizations would have different set of need$ lwtterms of frequency and degree of details in
identifying the citizens. For example, a bank bhremould need a more stringent process of customer
identification compared to a school or a fair pritep of Public Distribution System (PDS) during
registration as well as during further transactiortss difference in need would arise because ef th
difference in functioning leading to different deig and inhibitors for adoption of such a system at
the organizational as well as individual levelshwitthese organizations (Dass & Pal, 2009). Ireord
to ensure adoption of UID scheme among the seprizeiders, it first required to identify the driger
and inhibitors of adoption of such a system forkbg service providers (if not all service provisler

Difference in the need for implementing a stringeettification system among various categories of
service providers would lead to a much larger qoesin the interoperability and validity of UID
across organizations belonging to different catiegoiGiven the fact that UIDAI proposes to provide
only the technology platform and process guidelif@senrollment, registrars (which can be any
organization authorized by UIDAI) would be respdesifor ensuring validity of the data of the
enrolling resident for UID. Now, it would be intsteng to see up to what extent an organization like
bank would rely on UID that has been enrolled tglo®DS or a school acting as a registrar. This is a
qguestion of trust on the validity of the data pdmd by an individual during the process of
enrollment. The authentication service extendedUWRAI may provide optimal efficiency and
accuracy (which is another factor for technologgleation) by matching the user details with the
existing records using various biometric technadsgihe issue of validity of the enrollment process
remains out of scope for UIDAI as well as the oigations trying to avail the authentication service
of UIDAI. As the challenges for ensuring the vaidof data during enrolment is multifold, it would
need a well laid off process that can genuineljdes the enrolled data. Failing to address tlsgds

of ensuring data validity would further lead to tissue of accountability in case of any identity
related fraud.

The existing documents and reports of UIDAI thas leen published do not seem to address the
issues of adoption of the UID scheme very cledfgilure to address the issues of adoption related t
any information infrastructure may lead to a furtpeoblem termed as “angry orphans” (Whitley &
Hosein, 2010) which arises due to non-adoption g infrastructure among some critical
department(s)/organization(s). Whitley and Hos@01Q, page 114) states that “...they may not be
able to use the new infrastructure until their asystems and processes have been updated, or may
not feel the need to use the new infrastructurtheis existing infrastructure is performing perfgct

well for their requirements”.

Voices of concern against adoption of the Aadhabheme have already started to sound from some
key entities like the National Rural Employment @Gudee Act (NREGA) (NDTV, 2010). (Whitley
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and Hosein 2010, page 114) further states that fAngrphans can disrupt the successful
implementation of the infrastructure... as ...theiridien not to take-up the system is likely to affect
the adoption decisions of other departments as whlth might have a clearer case for their own use
of the scheme but are worried because of the higfilgpdepartment’s decision”

Residents

Given the fact that registering for an UID is vdiany for the residents, one of the major riskshaf t
Aadhaar project is non-adoption of the scheme antioagesidents of the nation. UIDAI also realizes
the need for generating “sufficient, early demanodnf residents for the UID number” (UIDAI, 2010d,
p. 38). Demand for the UID number among the res&lean be generated only if the residents can
actually realize the benefits that they can acéroe the scheme. This would need efforts towards
developing an ecosystem of service providers whoiocaturn generate the need for UID number
among the residents by providing efficient and @ffe services. Moreover, the residents would also
need to be made aware about the benefits of emgditir an UID number. Considering the fact that
the residents would need to incur some cost (edirect and/or indirect) for enrolling to the UIDIA
system, the dimensions of benefits that can bdea/#tirough this scheme against the incurred cost
should also be made clear to the residents.

People have also raised doubts about “Aadhaar’beatg compulsory. According to an article
(Dreze, 2010) in The Hindu:

“UIDAI's concept note stresses that “enrolment witt be mandated.” But there is a catch:
“... benefits and services that are linked to thB Will ensure demand for the number.” This
is like selling bottled water in a village afteripaning the well, and claiming that people are
buying water voluntarily. The next sentence is atsninous: “This will not, however,
preclude governments or Registrars from mandatmgl@ent.” That UID is, in effect, going
to be compulsory is clear from many other documelsr instance, the Planning
Commission's proposal for the National Food Seguxit argues for “mandatory use of UID
numbers which are expected to become operationdidgnd of 2010” (note the optimistic
time-frame). No UID, no food. Similarly, UIDAI's osept note on the National Rural
Employment Guarantee Scheme (NREGS) assumes thelh ‘@tizen needs to provide his
UID before claiming employment.” Thus, Aadhaar valso be a condition for the right to
work — so much for its voluntary nature”. (paraZ)6-

The article (Dreze, 2010) further states that

“Now, if the UID is compulsory, then everyone stibtlave a right to free, convenient, and
reliable enrolment. The enrolment process, howasall set to be a hit-or-miss affair, with
no guarantee of timely and hassle-free inclusidDAY hopes to enroll 600 million people in
the next four years. That is about half of Ind@dpulation in the next four years. What about
the other half? Nor is there any guarantee oflyiiip. Anyone familiar with the way things
work in rural India would expect the UID databasebe full of errors. There is a sobering
lesson here from the Below Poverty Line (BPL) Cengdrecent World Bank study found
rampant anomalies in the BPL list: “A common prable/as erroneous information entered
for household members. In one district of Rajastimaore than 50 per cent of the household
members were listed as sisters-in-law.” Will thddWatabase be more reliable? Don't bet on
it. And it is not clear how the errors will be cected as and when they emerge”. (para. 8-10)
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Through a response to a question raised in theaRalpha (Karat, 2010), it has been claimed that the
Aadhaar scheme would provide “identity” to the desits. This however gives rise to a more serious
social debate on whether any authority can clairprave identity of the residents. What UIDAI is
actually trying to do is to lay down a platform fearious service providers to identify its users
through the authentication mechanism. It seemsthiee has been a misinterpretation between the
terms of providing “identity” and providing “a pfatm for identification”. In this case, UIDAI is
definitely providing a platform for identificatioof the residents, and not an identity as the ressde
would need to prove their identity in some wayheitthrough valid documents or through reference)
during the process of enrolment. Hence, the redipititys of proving identity still lies on the
shoulders of the residents and not on UIDAI.

The Hindu article (Dreze, 2010) states that

“under the proposed National Identification Authiyriof India Bill (“NIDAI Bill"), if
someone finds that her “identity information” is ewg, she is supposed to “request the
Authority” to correct it, upon which the Authoritynay, if it is satisfied, make such alteration
as may be required.” There is a legal obligation atert the Authority, but no right to
correction”. (para. 11)

The article (Dreze, 2010) further mentions that

“NREGA works or payments will come to a standstifiere workers are waiting for their
Aadhaar number. Others will be the victims of uiatge technology, inadequate information
technology facilities, or data errors. And for wAabradual, people-friendly introduction of
innovative technologies would serve the NREGA itz the UID tamasha’(para. 12)

The article (Dreze, 2010, para 14) also quotesithé Street Journal comments about the Rashtriya
Swasthya Bima Yojana (which is a pioneering CCTjgu® for health insurance), “the plan presents a
way for insurance companies to market themselveslanelop brand awareness.”

Concerns have been expressed about an unprecedisgesk of state surveillance (and potential
control) of citizens (Dreze, 2010). The article éRe, 2010, para 15) questions “But can we take a
chance in a country where state agencies have auawful record of arbitrariness, brutality, and
impunity?”

The article (Dreze, 2010) further states that

“There are equally troubling questions about thelDMI Bill,” starting with why it was
drafted by UIDAI itself. Not surprisingly, the dtaBill gives enormous powers to UIDAI's
successor, NIDAI — and with minimal safeguardsilllistrate, the Bill empowers NIDAI to
decide the biometric and demographic informatioguieed for an Aadhaar number (Section
23); “specify the usage and applicability of the dhaar number for delivery of various
benefits and services” (Section 23); authorize wieodt wishes to “maintain the Central
Identities Data Repository” (Section 7) or evenerercise any of its own “powers and
functions” (Section 51); and dictate all the reletdregulations” (Section 54)" (para. 17)
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CONCLUSION

The UID project is a very critical initiative fondlia and in all possibilities, we would need to be
careful that the project neither faces the sameedatsimilar other large scale exercises in thatepu
nor like the national id initiatives of some othlemuntries. Hence, it becomes critical to analyze th
areas of concerns coming up from whatever has theea in this so far in this initiative.

The criticisms of the UID project can be categatizender four heads. An article in The Hindu
(Ramakumar, 2010) states that

“first, the project would necessarily entail violah of privacy and civil liberties of people.
Second, it remains unclear whether biometric tetdgyo— the cornerstone of the project — is
capable of the gigantic task of de-duplication. Thaque Identification Authority of India's
(UIDAI) “Biometrics Standards Committee” has nottit retaining biometric efficiency for
a database of more than one billion persons “has Imeen adequately analysed” and the
problem of fingerprint quality in India “has not be studied in depth”. Third, there has been
no cost-benefit analysis or feasibility report fibie project till now. Finally, the purported
benefits of the project in the social sector, sashin the Public Distribution System (PDS),
are largely illusive. The problem of duplicate mticards is often hugely exaggerated. In fact
some states have largely eliminated duplicate ratiards using “lower” technologies like
hologram-enabled ration cards{(para. 3)

The article (Ramakumar, 2010) further adds

“the parallels between the UPA's UID and the NDRBIIC are too evident to be missed,
even as the UPA sells UID as a purely “developméntatiative. The former Chief of the

Intelligence Bureau, A. K. Doval, almost gave itagwecently, when he said that UID,
originally, “was intended to wash out the aliensdannauthorized people. But the focus
appears to be shifting. Now, it is being projecésdmore development-oriented, lest it ruffle

any feathers”.”(para. 6)

UIDAI had claimed that 10 crore UIDs would be distited by March 2011 and 600 million by

March 2014. However, as of November 25, 2010, dn$3,791 UIDs were generated (Balaganga,
2010; Khan, 2010; Kushwaha, 2010). This raisesogsridoubts on the plan for achieving the
optimistic target of generating 10 crore UIDs byrbta2011.

It is not that the ambition of providing unique mdification to all the residents/citizens of Ind&
unachievable. The overall exercise needs to benpthmeticulously based on concrete evidences and
the efforts and outcomes of the project clearly peabp Also, the perceived benefits of such a scheme
need to be well quantified in terms of its valuel ampact on the society as well as its capacity to
generate revenue or save cost. The feasibilithefdaimed benefits and their impact needs to be
thoroughly evaluated in consultation with the resipe stakeholders. From the existing reports, it
seems that very little effort has been made towasisnating the total cost of the project and
mapping the same with the perceived benefits. bt faere is no indication of any cost-benefit
analysis being conducted by the government for Wh@ project. The only thing that has been
mentioned in response to a question raised in tkeSabha (Tewari & Singh, 2010, p. 2) about the
same was that “the benefits accruing out of the project should dat-weigh the cost of the project”
Given the scale and complexity of the initiativemach sincere effort needs to be made to estimate
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the overall cost of the project taking into considien various direct as well as indirect composent
of cost that would ultimately contribute towardse tltost to citizens (including government
expenditure). Further, a detailed cost-benefit ysislneeds to be conducted by considering various
alternatives for achieving the perceived benebtsspcial objectives) in order to check whether the
UID scheme is the best alternative for achievirggghid benefits.

In view of the huge implications in terms of coataeffort, it becomes mandatory to put forward a
detailed cost-benefit report in front of the peoplehe nation before initiating and executing sach
mammoth task, given that there are other areasioffitg. Following the cost-benefit analysis, the
critical stakeholder groups would need to be cdeduin order to understand their IT-readiness in
adopting the UID scheme. This would also help idlarstanding the expectation gaps among the
respective stakeholders and a plan can be desigrimitige such gaps. A concrete plan of execution
of the project can be designed by clearly mappiregdfforts and resources of the project with the
intended benefits (considering the best alternpvel presented to the people of the nation. It lig
of the perceived cost, feasible benefits, and pederisks, this should further be publicly debaired
order to understand the readiness of the natiteking such an initiative.

Moreover, substantial focus would still be neededhe areas of trust generation among various
stakeholder groups by understanding their readirffessibility and ways to generate trust among
these stakeholders in such a critical initiativeu3, mapping drivers (and inhibitors) of adoptian i
considering socio-economic and cultural issuehédesignated areas of roll out becomes absolute
necessity. Most importantly perhaps, if the coutitag decided to have an Unique Identification for
the citizens and creating an ecosystem of regsstesrd organizations (including various state
governments), we would also ensure that this peedeiecosystem should also consider other
stakeholders like that of technology manufactuesrd manufacturing units of the biometric devices
to be used in this exercise as well. That mayaat, foring down the cost of capturing the biometric
of the citizens. Each of the stakeholder group Ehbave clear ideas about their proposed end states
and the end states of the ecosystem being congidpreviding a pointers towards avoidance
conflicts and mistrust. Ultimately, whether a Bamka Telecom Operator would trust only on the
biometrics being captured by a connected PDS enwote village for providing an UID as a mobile
unique identification to a migrant poor daily wdgbor, would still remain to looked at.
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