
Text2Img

Pretrained generator  

(e.g. DALL-E) 

hξ Pretrained visual encoder  

(e.g. ViT-B/32 of CLIP)  

fϕ

➙

➙

➙

➙

Learnable ΔClean image xcle Initializing xadv

fϕ

fϕ

Matching
gradient

Query-based attacking strategy (MF-tt)Transfer-based attacking strategy (MF-ii)

Targeted image  hξ(ctar)

s

embedding 
of hξ(ctar)

embedding 
of xtrans

“A sea otter 
with a 

 pearl earring.”

Targeted Text ctar

s

⊕

s

⊕

s

⊕

➙

➙

➙

perturb

 σδ2

 σδ1

 σδ0  xadv + σδ0

 xadv + σδ1

 xadv + σδ2

RGF- 

Estimator

s

RGF-Estimated  Δ

➙Img2Text➙

 pθ((xadv + σδ0); cin)

  ctar

=

Updated adv. image xadv

pseudo-gradient

The victim model  
(e.g. MiniGPT-4)

pθ

 : pixel addition 

 

   : no update

⊕

Δinit ∼ N(0,1) ⊕ ⊕

➙

Clean image xcle

Img2Text

“A colorful painting of a cat 

wearing a colorful pitcher 

with green eyes.”

✓

➙
“A painting of a sea otter 

wearing a colorful hoodie.”

Targeted response generation

➙

Generated response of xcle Adv. image  (Ours)xadv

Img2Text➙ ➙

✘ Targeted response of  xadv

Target: “A sea otter with 

a pearl earring.”

xtrans = xcle + Δ

pθ(xadv; cin)

 pθ((xadv + σδ2); cin)

 pθ((xadv + σδ1); cin)

(Eq. (4))

➙


