arXiv:2401.12236v2 [cs.LG] 25 Jan 2024

The Surprising Harmfulness of Benign Overfitting for Adversarial Robustness

Yifan Hao^∗ Tong Zhang^†

Abstract

Recent empirical and theoretical studies have established the generalization capabilities of large machine learning models that are trained to (approximately or exactly) fit noisy data. In this work, we prove a surprising result that even if the ground truth itself is robust to adversarial examples, and the benignly overfitted model is benign in terms of the “standard” out-of-sample risk objective, this benign overfitting process can be harmful when out-of-sample data are subject to adversarial manipulation. More specifically, our main results contain two parts: (i) the min-norm estimator in overparameterized linear model always leads to adversarial vulnerability in the “benign overfitting” setting; (ii) we verify an asymptotic trade-off result between the standard risk and the “adversarial” risk of every ridge regression estimator, implying that under suitable conditions these two items cannot both be small at the same time by any single choice of the ridge regularization parameter. Furthermore, under the lazy training regime, we demonstrate parallel results on two-layer neural tangent kernel (NTK) model, which align with empirical observations in deep neural networks. Our finding provides theoretical insights into the puzzling phenomenon observed in practice, where the true target function (e.g., human) is robust against adverasrial attack, while beginly overfitted neural networks lead to models that are not robust.

1 Introduction

The “benign overfitting” phenomenon (Bartlett et al., 2019) refers to the ability of large (and typically “overparameterized”) machine learning models to achieve near-optimal prediction performance despite being trained to exactly, or almost exactly, fit noisy training data. Its key ingredients include the inductive biases of the fitting method, such as the least norm bias in linear regression, as well as favorable data properties that are compatible with the inductive bias. When these pieces are in place, “overfitted” models have high out-of-sample accuracy, which runs counter to the conventional advice that cautions against exactly fitting training data and instead recommends the use of regularization to balance training error and model complexity. These estimators without any regularization have found widespread application in real-world scenarios and garnered considerable attentions owing to their surprising generalization performance (Zhang et al., 2017; Belkin et al., 2019; Bartlett et al., 2019; Shamir, 2022). Besides generalization performance, another much anticipated feature of machine learning models is the adversarial robustness. Some recent works (Raghunathan et al., 2019; Rice et al., 2020; Huang et al., 2021; Wu et al., 2021) empirically verified that an increased model capacity deteriorates the robustness of neural networks. However, corresponding theoretical understandings are still lacking.

For standard risk, Belkin et al. (2019) illustrated the advantages of improving generalization performance by incorporating more parameters into the prediction model, and Bartlett et al. (2019) verified the consistency of the “ridgeless” estimator in “benign overfitting” phase. In this work, we continue our exploration in the same setting, and reveal a surprising finding: “benign overfitting” estimators may become overly sensitive to adversarial attacks (Szegedy et al., 2013; Goodfellow et al., 2014) even when the ground truth

∗The Hong Kong University of Science and Technology. Email: yhaoah@connect.ust.hk †University of Illinois Urbana-Champaign. Email: tongzhang@tongzhang-ml.org

target is robust to such attacks. This result is unexpected, especially in light of the adversarial robustness of the ground truth target and the established consistency of the generalization performance in Bartlett et al. (2019), along with seemingly conflicting finding from earlier studies (Bubeck et al., 2021; Bubeck and Sellke, 2023), which would have led to the conjecture that overparameterization with benign overfitting could also benefit adversarial robustness. This work disproves this seemingly natural conjecture from (Bubeck et al., 2021; Bubeck and Sellke, 2023) by characterizing the precise impact of data noise on adversarial vulnerability through two performance metrics of an estimator: one is the standard risk—the difference between mean squared error of the predictor and that of the conditional mean function; the other is the adversarial risk— which is the same as the standard excess risk, except the input to the predictor is perturbed by an adversary so as to maximize the squared error. In this paper, we limit the power of the adversary by constraining the perturbation to be bounded in ℓ_2 norm.

We take explorations in a canonical linear regression context and a two-layer neural tangent kernel (NTK) framework (Jacot et al., 2018). In the linear regression setup, the “ridgeless” regression estimator will have vanishing standard risk as sample size n grows if overfitting is benign (in the sense of Bartlett et al. (2019)). Furthermore, we investigate ridge regression, which can be regarded as a variant of adversarial training in the benign overfitting setting. In previous studies, it is not clear how these estimators behave in terms of the adversarial risk. In Section 4, we focus on the adversarial robustness for this setting, and tackle a general regime in which adversarial vulnerability is an inevitable by-product of overfitting the noisy data, even if the ground truth model has a bounded Lipschitz norm and is robust to adversarial attacks. In addition, we extend our result to the neural tangent kernel (NTK) (Jacot et al., 2018) regime in Section 5, and it is consistent with the empirical results which reveals that “benign overfitting” and “double-descent” phenomena (Belkin et al., 2019; Nakkiran et al., 2021) coexist with the vulnerability of neural networks to adversarial perturbations (Biggio et al., 2013; Szegedy et al., 2013).

Main contribution. Our main results could be summarized below.

• For linear model in the benign overfitting regime, as the sample size n grows, the adversarial risk of the ridgeless estimator (λ → 0) diverges to infinity, even when the ground truth model is robust to adversarial attacks and the consistency in generalization performance, indicated by the convergence of standard risk to zero, is affirmed. Furthermore, the same conclusions hold for well-bahaved gradient descent solution in the neural tangent kernel (NTK) regime.

• For linear model in the benign overfitting regime, there is a trade-off between the standard risk and the adversarial risk of every ridge regression estimator, in that the standard risk and the adversarial risk cannot be simultaneously small with any choice of regularization parameter λ. Consequently, employing ridge regression does not offer a resolution to this trade-off.

At the technical level, our analysis involves the study of non-asymptotic standard risk and adversarial risk, and it provides the following insights.

• Our characterization on adversarial risk captures the effect of the data noise: it turns out that the benign overfitting of noise induces an exploded adversarial risk.

• The analysis relies on a more refined lower bound technique than that of Tsigler and Bartlett (2023), which makes the impact of λ on standard risk and adversarial risk more explicit.

2 Related works

Our paper draws on, and contributes to, the literature on implicit bias, benign overfitting and adversarial robustness. We review the most relevant works below.

Implicit bias. The ability of large overparameterized models to generalize despite fitting noisy data has been empirically observed in many prior works (Neyshabur et al., 2015b; Zhang et al., 2017; Wyner et al., 2017; Belkin et al., 2018, 2019; Liang and Rakhlin, 2020). As mentioned above, this is made possible by the implicit bias of optimization algorithms (and other fitting procedures) towards solutions that have favorable generalization properties; such implicit biases are well-documented and studied in the literature (e.g., Telgarsky, 2013; Neyshabur et al., 2015a; Keskar et al., 2016; Neyshabur et al., 2017; Wilson et al., 2017).

Benign overfitting. When these implicit biases are accounted for, very sharp analyses of interpolating models can be obtained in these so-called benign overfitting regimes for regression problems (Bartlett et al., 2019; Belkin et al., 2020; Muthukumar et al., 2020; Liang and Rakhlin, 2020; Hastie et al., 2022; Shamir, 2022; Tsigler and Bartlett, 2023; Simon et al., 2023). Our work partly builds on the setup and analyses of Bartlett et al. (2019) and Tsigler and Bartlett (2023). Another line of work focuses on the analysis of benign overfitting on classification problems (Chatterji and Long, 2021; Muthukumar et al., 2021; Wang and Thrampoulidis, 2022; Wang et al., 2023). However, these and other previous works do not make an explicit connection to the adversarial robustness of the interpolating models in the benign overfitting regime.

Adversarial robustness. The detrimental sensitivity of machine learning models to small but adversarially chosen input perturbations has been observed by Dalvi et al. (2004) in linear classifiers and also by Szegedy et al. (2013) in deep networks. Many works have posited explanations for the susceptibility of deep networks to such “adversarial attacks” (Shafahi et al., 2018; Schmidt et al., 2018; Ilyas et al., 2019; Gao et al., 2019; Dan et al., 2020; Sanyal et al., 2020; Hassani and Javanmard, 2022) without delving into their near-optimal generalization performance, and many alternative training objectives have been proposed to guard against such attacks (Madry et al., 2017; Wang et al., 2019; Zhang et al., 2019; Lai and Bayraktar, 2020; Zou et al., 2021). Another line of research (Bubeck et al., 2021; Bubeck and Sellke, 2023) proposed that overparameterization is needed for enhancing the adversarial robustness of neural networks, however, their works do not conclusively demonstrate its effectiveness. Even in a complementary but related work of Chen et al. (2023), the authors demonstrated that benign overfitting can occur in adversarially robust linear classifiers when the data noise level is low, it has been widely observed that robustness to adversarial attacks may come at the cost of predictive accuracy (Madry et al., 2017; Raghunathan et al., 2019; Rice et al., 2020; Huang et al., 2021; Wu et al., 2021) in many practical datasets.

Recently, some works also focus on studying the trade-off between adversarial robustness and generalization on overparameterized models. For linear classification problems, Tsipras et al. (2018) attempted to verified the inevitability of this trade-off, but any classifier that can separate their data is not robust. Dobriban et al. (2023) highlighted the influence of data class imbalance on the trade-off, however, their ground truth model itself is not robust and it is not unexpected to obtain a non-robust estimator; this issue limits insights into the influence of the overfitting process on adversarial vulnerability, but our work addresses this limitation by utilizing a robust ground truth model. In the domain of linear regression problems, Javanmard et al. (2020) characterized an asymptotic trade-off between standard risk and adversarial risk, yet their ground truth is also not robust, and the adversarial effect of estimators is mild, matching the effect of general Lipschitz-bounded target functions, thus falling short of revealing the substantial vulnerability of overfitted estimators. In comparison, our work presents a significant adversarial vulnerability, with an exploded adversarial risk corresponding to unbounded Lipschitz functions, even though the true target function itself has bounded Lipschitz condition. We show that the reason this surprising pheneomon can happen is due to the overfitting of noise. Donhauser et al. (2021) also characterizes the precise asymptotic behavior of the adversarial risk under isotropic normal designs on both regression setting and classification setting, but the adversarial effect in their work is similarly mild and matches that of the target function.

In summary, our main results differ from previous works in that (i) we consider the case where the ground truth model itself is robust to adversarial attacks, and it is highly unexpected that benign overfitting exhibits significant vulnerability to adversarial examples, leading to exploded adversarial risk corresponding to nonrobust targets. This is especially surprising since results of Bubeck et al. (2021) and Bubeck and Sellke

(2023) would have suggested that overparameterization could be helpful when target itself is robust; (ii) in comparison to previous results on regression problems (Javanmard et al., 2020; Donhauser et al., 2021), we present more precise non-asymptotic analyses on non-isotropic designs, with both upper and lower bounds; (iii) we also investigate the Neural Tangent Kernel (NTK) regime. Our finding can better explain the puzzling phenomenon observed in practice, where human (true target) is robust, while beginly overfitted neural networks still lead to models that are not robust under adversarial attack.

3 Preliminaries

Notation. For any matrix A, we use ‖A‖_2 to denote its L_2 operator norm, use tr{A} to denote its trace, and use ‖A‖_F to denote its Frobenius norm. The j−th row of A is denoted as A_{j·}, and the j−th column of A is denoted as A_{·j} . The i−th largest eigenvalue of A is denoted as μ_i(A). The transposed matrix of A is denoted as A^T . And the inverse matrix of A is denoted as A^{−1}. The notation a = o(b) means that a/b → 0; similarly, a = ω(b) means that a/b → ∞. For a sequence of random variables {v_s}, v_s = o_p(1) refers to v_s^{pr.}→ 0 as s → ∞, and the notation γ_sv_s = o_p(1) is equivalent to v_s = o_p(1/γ_s); v_s = O_p(1) refers to lim_{M→∞} sup_s P(|v_s| ≥ M) = 0, similarly, γ_sv_s = O_p(1) is equivalent to v_s = O_p(1/γ_s).

3.1 Ridge regression in linear model

We study a regression setting where n i.i.d. training examples (x_1, y_1), . . . , (x_n, y_n) take values in R^p × R and obey the following linear model with parameter θ ∈ R^p :

E[y_i | x_i] = x^T_i θ (1)

We consider the ridge regression estimator θ̂_λ of θ with regularization parameter λ ≥ 0:

θ̂_λ := X^T (XX^T + nλI)^†y (2)

where X = [x_1, . . . , x_n]^T ∈ R^{n×p} and y = [y_1, . . . , y_n]^T ∈ R^n . The symbol^† denotes the Moore-Penrose pseudoinverse, so θ̂_λ is well-defined even for λ = 0 (giving the “ridgeless” estimator).

3.2 Performance measures

In our setting, the standard performance measure for an estimator θ̂ is the excess mean squared error: E_{(x⋆ ,y⋆)} [ (x^T_⋆ θ̂ − y_⋆)^2 ] − E_{(x⋆ ,y⋆)} [ (x^T_⋆ θ − y_⋆)^2 ] = E_{x⋆} [ (x^T_⋆ θ̂ − x^T_⋆ θ)^2 ] , where the expectation is taken with respect to (x_⋆, y_⋆), an independent copy of (x_1, y_1). Following Tsigler and Bartlett (2023), we consider an average case performance measure in which the excess mean squared error is averaged over the choice of the finite ℓ_2 norm parameter θ according to a symmetrical distribution, independent of the training examples: R^{std}(θ̂) := E_θ [ E_y [ E_{x⋆} [ (x^T_⋆ θ̂ − x^T_⋆ θ)^2 ]]] . (3)

(We also take expectation with respect to the labels y in the training data.) We refer to R^{std}(θ̂) as the standard risk of θ̂.

The adversarial risk of θ̂ is defined by

R^{adv}_α (θ̂) := E_θ [ E_y [ E_{x⋆} [ sup ‖δ‖_2≤α ((x_⋆ + δ)^T θ̂ − x^T_⋆ θ)^2 ]]] . (4)

The supremum is taken over vectors δ ∈ R^p of ℓ_2-norm at most α, where α ≥ 0 is the perturbation budget of the adversary. (Observe that R^{adv}_α with α = 0 is the same as R^{std}.)

Remark 1. The supremum expression in the definition of R^{adv}_α evaluates to

α^2‖θ̂‖^2 + 2α‖θ̂‖_2|x^T_⋆ (θ̂ − θ)| + (x^T_⋆ (θ̂ − θ))^2,

which is bounded above by 2 ( α^2‖θ̂‖^2 + (x^T_⋆ (θ̂ − θ))^2 ) , (by the inequality of arithmetic and geometric means), and bounded below by

α^2‖θ̂‖^2 + (x^T_⋆ (θ̂ − θ))^2.

These inequalities imply the following relationship between R^{adv}_α and R^{std}:

α^2E_{θ,y} ‖θ̂‖^2 + R^{std}(θ̂) ≤ R^{adv}_α (θ̂) ≤ 2 ( α^2E_{θ,y} ‖θ̂‖^2 + R^{std}(θ̂) ) , (5)

where the expectation E_{θ,y} is taken over the randomness in true parameters θ and training labels y. This can be seen as motivation for the ridge regression estimator θ̂_λ (with appropriately chosen λ) when R^{adv}_α is the primary performance measure of interest.

3.3 Data assumptions and effective ranks

We adopt the following data assumptions from Bartlett et al. (2019) on the distribution of each of the i.i.d. training examples (x_1, y_1), . . . , (x_n, y_n):

1. x_i = V Λ^{1/2}η_i, where V ΛV^T = ∑ i≥1 λ_iv_iv^T_i is the spectral decomposition of Σ := E[x_i x^T_i ], and the components of η_i are independent σ_x-subgaussian random variables with mean zero and unit variance;

2. E[y_i | x_i] = x^T_i θ (as already stated in (1));

3. E[(y_i − x^T_i θ)^2 | x_i] = σ^2 > 0;

4. 0 < ‖θ‖_2 < ∞ and flips signs of all its coordinates with probability 0.5 independently.

The second moment matrix Σ is permitted to depend on n. Without loss of generality, assume λ_1 ≥ λ_2 ≥ · · · > 0. Define the following effective ranks for each nonnegative integer k:

r_k := ∑ i>k λ_i λ_{k+1} , R_k := (∑ i>k λ_i )_2 ∑ i>k λ^2_i , (6)

as well as the critical index k^∗(b) for a given b > 0:

k^∗(b) := inf{k ≥ 0 : r_k ≥ bn}. (7)

Note that each of r_k, R_k, k^∗(b) depends (implicitly) on Σ and hence also may depend on n.

4 Main results for linear model

Our main results are two theorems: Theorem 1 verifies the poor adversarial robustness of min-norm estimator in benign overfitting regime, under two mild conditions; Theorem 2 characterize a lower bound on a particular trade-off between R^{adv}_α and the convergence rate on R^{std} for θ̂_λ, with an additional condition. Here we introduce them respectively.

4.1 Adversarial vulnerability of min-norm estimator

The following condition ensures “benign overfitting” in the sense of Bartlett et al. (2019); Tsigler and Bartlett (2023).

Condition 1 (Benign overfitting condition). There exists a constant b > 0 such that, for k^∗ := k^∗(b),

lim_{n→∞} ‖θ_k∗_{:∞}‖^2_{Σk∗:∞} = lim_{n→∞} ( λ_k∗_{+1}r_k∗ n )_2

· ‖θ_{0:k}∗ ‖^2_Σ−1_{0:k∗} = lim_{n→∞} k^∗ n = lim_{n→∞} n R_k∗ = 0.

Tsigler and Bartlett (2023) showed that under Condition 1, we have R^{std}(θ̂_0)^{pr.}→ 0 in probability. Our first main result can be informally stated below, which is a direct consequence of Theorem 5 and Corollary 8, means that while the noise is not sufficiently small, an exploded adversarial risk will be induced on min-norm estimator and ridge estimator with small regularization parameter λ.

Theorem 1. Assume Conditions 1 holds with constant b > 0 and data noise σ^2 = ω(λ_k∗_{+1}r_k∗ /n). For min-norm estimator ( regularization parameter λ = 0), and budget α > 0, we have

R^{std}(θ̂_λ|_{λ=0})^{pr.}→ 0,

R^{adv}_α (θ̂_λ|_{λ=0})

α^2 pr. → ∞, as n → ∞. The result above shows that even leading to a near-optimal standard risk, the min-norm estimator always implies an exploded adversarial risk, which means its non-robustness to adversarial attacks.

Remark 2. The constrain on noise level reveals the pivotal factor in triggering an exploded adversarial risk is the presence of data noise. Shamir (2022) has proposed that in benign overfitting regime, the “tail features” are orthogonal to each other, which is essential to the near-zero standard risk. However, adversarial risk always tends to find the “worst” disturbation direction given any observer x, which would hurt the orthogonality among these “tail features”. Then while the noise is not small, overfitting on training data will cause a sufficient large Lipschitz norm on the estimator, as well as a large adversarial risk.

Remark 3. If the model has zero noise, and we overfit the training data, then the resulting estimator is a projection of the true parameter on a subspace, which spans on the training observations. Therefore the resulting estimate is always robust to adversarial attacks. This means that the adversarial non-robustness is due to the overfitting of noise.

4.2 Trade-off phenomena in ridge regression

Before investigating the behaviors of other estimators, we need to introduce the third condition, which relies on a new definition cross effective rank. The new definition is similar to effective rank in (6) and characterizes the decrease rate of both eigenvalues {λ_i}_{i≥1} of Σ and parameter weights {θ_i}_{i≥1} on each dimension.

Definition 1 (Cross Effective Rank). For the covariance matrix Σ = V^T ΛV , denote λ_i = μ_i(Σ), and the ground truth parameter as θ. If we have ‖θ‖_2 < ∞ and ∑ i λ_i < ∞, define the cross effective rank as:

s_k = ‖θ_{k:∞}‖^2_{Σk:∞} ∑ i>k λ_i ‖θ‖^2λ^2_{k+1} . If we denote θ̃ = V^T θ, the term ‖θ_{k:∞}‖^2_{Σk:∞} could be expressed as ∑ j>k λ_jθ̃^2_j , then the following condition ensures both the eigenvalues {λ_i} and the corresponding parameter weights {θ̃^2_i } do not drop too quickly, as well as constraining the signal-to-noise ratio not too small, i.e,

Condition 2 (Trade-off condition). The condition consists of three parts:

1. (slow decay rate in parameter norm) Considering the cross effective rank s_k in Definition 1, with the definition of k^∗ .= k^∗(b), define

w^∗ = inf{w ≥ 0 : s_w ≥ n √ max{k^∗/n, n/R_k∗ }}, (8) we have w^∗ < k^∗.

2. (slow decay rate in parameter norm) For any index 1 ≤ i ≤ k^∗ satisfying that lim_{n→∞} λ_i/λ_k∗_{+1} = ∞, we have lim_{n→∞} λ^2_i ‖θ_{0:i−1}‖^2_{Σ−10:i−1} + ‖θ_{i−1:∞}‖^2_{Σi−1:∞} λ^2_k∗_{+1}‖θ_{0:k}∗ ‖^2_{Σ0:k∗} + ‖θ_k∗_{:∞}‖^2_{Σk∗:∞} = ∞. 3. (appropriate signal-to-noise ratio) The noise should not be too large to cover up the information in observers. To be specific, lim_{n→∞} σ^2 ∑ i>w^∗ λi nλ^2_w∗ = lim_{n→∞} ∑ i≤w^∗ σ^2 nλ_i = 0,

where w^∗ is defined in (8).

To show the compatibility of Condition 2 and standard benign overfitting settings, we verify it on two examples from Bartlett et al. (2019).

Example 1. Suppose the eigenvalues as λ_i = i^{−(1+1/√n)}, i = 1, . . . the parameters and noise level are as

θ̃^2_i = 1

i log^2(i + 1)

, i = 1, . . . σ^2 = 1 n^{1/4} , it is obvious that the effective rank k^∗ = √ n, as well as R_k∗ = n^{3/2}.

To verify the first item in Condition 2, we suppose there is an index u satisfying u^{(2+2/√n)} ∑ i>u 1 i^{2+1/√n} log^2(i) · ∑ i>u 1 i^{1+1/√n} = u √ n log^2(u) ≥ n^{3/4} ⇒ u log^2(u)

= O(n^{1/4}),

it implies that w^∗/ log^2(w^∗) = O(n^{1/4}) and w^∗ < k^∗.

For the second item, for any index e, if λ_e/λ_k∗_{+1} → ∞, we have k^∗/e → ∞, which implies that

λ^2_e e−1∑ i=1 θ̃^2_i /λ_i + ∑ i≥e θ̃_iλ_i = O( 1 e^{1+1/√n} log^2(e) ),

which is far larger than λ^2_k∗_{+1} ∑_k∗ i=1 θ̃2_i /λ_i + ∑_{i≥k∗} θ̃_iλ_i = 1/(k∗1+1/^√n log^2(k∗)).

Further, the third item in Condition 2 can be verified as

σ^2 n max{ ∑ i>w^∗ λi λ^2_w∗ , w^∗∑

i=1 1 λ_i } = 1 n^{5/4} max{ √ nw^{∗2+1/√n}, w^{∗2+1/√n}} = w^{∗2+1/√n} n^{3/4} → 0. Example 2. Suppose the eigenvalues as λ_i = i^{−1}, i = 1, . . . , e^{n3/4} , and the parameters and noise level are

θ̃^2_i = 1

i log^3(i)

, i = 1, . . . , e^{n3/4} , σ^2 = 1 log(n) . the effective rank is k^∗ = n^{1/4},and R_k∗ = n^{3/2}.

Then similarly, for the first item, we can consider

u^2 ∑ i>u 1 i ∑ i>u 1 i^2 log^3(i) = n^{3/4}u log^3(3) ≥ n √ max{k^∗/n, n R_k∗ } = n^{3/4} ⇒ u = O(1),

which implies that w^∗ = O(1).

For the second item, considering λ_e/λ_k∗_{+1} → ∞, we have k^∗/e → ∞, and

λ^2_e e−1∑ i=1 θ̃^2_i /λ_i + ∑ i≥e θ̃_iλ_i = O( 1 e log^3(e) ) ≥ O( 1 k^∗ log^3(k^∗)

) = λ^2_k∗_{+1} k^∗∑

i=1 θ̃^2_i /λ_i + ∑ i≥k^∗ θ̃_iλ_i.

The third item in Condition 2 also meets naturally as w^∗ = O(1):

σ^2 n max{ ∑ i>w^∗ λi λ^2_w∗ , w^∗∑

i=1 1 λ_i } = O(σ^2/n) = O( 1 n log(n) ) → 0. Based on the three conditions above, we could verify the trade-off between standard risk convergence rate and adversarial risk as follows:

Theorem 2. Assume Conditions 1 and 2 hold with constant b > 0 and data noise σ^2 = ω(λ_k∗_{+1}r_k∗ /n). For all regularization parameter λ ≥ 0 and budget α > 0, we have

R^{std}(θ̂_λ) ‖θ‖^2R^{std}(θ̂_λ|_{λ=0}) + R^{adv}_α (θ̂_λ) α^2 pr. → ∞, as n → ∞. This result immediately implies the following consequence. As the sample size n → ∞, if benign overfitting occurs with a well-behaved convergence rate on R^{std}(θ̂_λ), to be specific, R^{std}(θ̂_λ)/(‖θ‖^2R^{std}(θ̂_λ|_{λ=0})) ↛ ∞, then R^{adv}_α (θ̂_λ) → ∞ (in probability) for any fixed budget α. This implies the trade-off phenomena between forecasting accuracy and adversarial robustness.

Remark 4. Chen et al. (2023) has proposed that benign overfitting phenomenon can occur in adversarially robust linear classifiers while the data noise level is low, which is consistent with our result from a different perspective and reveals the crutial role of noise level (σ^2 = ω(λ_k∗_{+1}r_k∗ /n)) in the trade-off phenomena.

Remark 5. The trade-off phenomena in Theorem 2 can also be influenced by parameter norm ‖θ‖_2 (as is shown in Condition 2). To be specific, according to Theorem 5, we would always obtain an exploded adversarial risk while taking small regularization parameter λ; but if we consider a situation that the parameter norm is small (e.g, ‖θ‖_2 → 0), increasing the regularization parameter λ will not cause the standard risk convergence rate worse obviously. It implies that in this specific situation, increasing λ will induce a decrease in adversarial risk, and do not hurt the convergence rate on standard risk, so there is no trade-off phenomena.

Discussion on the trade-off condition. Condition 2 indicate a specific function class, in which there exists a trade-off phenomenon between R^{std} and R^{adv}_α . This function class is general as it does not put any restrictions on specific eigenvalue structures, but just provide some sufficient conditions for the trade-off. If both the eigenvalues of covariance matrix Σ and the parameter weights corresponding to each dimension decrease slowly enough, at the same time the signal-to-noise ratio is properly large, we can never find an approximate solution, which leads to both good convergence rate in standard risk and good adversarial robustness at the same time.

But on the other hand, if either the eigenvalues of Σ or the parameter weights decreases rapidly, we can always truncate the high-dimensional data x ∈ R^p and just capture the first “important” d dimension observed data to predict target variable y, for a specific integer d ≪ n ≪ p, then the corresponding estimator will lead to both well-behaved standard risk convergence rate and robustness to adversarial attacks. However, the choice of truncation integer d is not natural, as we do not know enough information about the eigenvalues of covariance matrix Σ in general situations. So in the practical training of large machine learning models, the non-truncated estimator is more commonly employed.

5 Extension to two-layer neural tangent kernel networks

In this section, we will extend Theorem 5 to general two-layer neural networks in neural tangent kernel (NTK) regime. Given that the benign overfitting of standard risk in NTK regime has been well-verified by Cao and Gu (2019); Adlam and Pennington (2020); Li et al. (2021); Zhu et al. (2023), we treat it as a side result; instead, our primary focus is to illustrate the adversarial vulnerability of gradient descent solution in scenarios characterized by benign overfitting. Given observer x and target y, we assume the ground truth model is y = g(x) + ξ, (9) where function g(·) : R → R and the noise ξ is independent of x. Then we aim to fit y on the two-layer network function f_{NN} (w, x), i.e, f_{NN} (w, x) = 1 √ mp m∑ j=1 u_j h(θ^T_j x), [θ_j , u_j ] ∈ R^{p+1} ,

in which w = [θ^T_j , u_j , j = 1, . . . , m] ∈ R^{m(p+1)} is the vectorized parameter of [Θ, U] ∈ R^{m×(p+1)} ([Θ, U]_{j·} = [θ^T_j , u_j ] for j = 1, . . . , m) and the ReLU activation function h(·) is defined as h(z) = max{0, z}. While training in neural tangent kernel (NTK) regime with a random initial parameter w_0, we restate the definition in Cao and Gu (2019), which characterizes the small distance between [Θ_0, U_0] and some parameter [Θ, U]:

Definition 2 (R-neighborhood). For [Θ_0, U_0] ∈ R^{m×(p+1)} , we define its R-neighborhood as

B([Θ_0, U_0], R) := { [Θ, U] ∈ R^{m×(p+1)} : ‖[Θ_0, U_0] − [Θ, U]‖_F ≤ R } . Then within NTK regime, we can truncate f_{NN} (w, x) on its first order Taylor expansion around initial point w_0:

f_{NT K} (w, x) = f_{NN} (w_0, x) + ∇_wf_{NN} (w_0, x)^T (w − w_0) = 1 √ mp m∑ j=1 u_{0,j} h(θ^T_{0,j} x) + 1 √ mp m∑ j=1 [ (u_j − u_{0,j} )h(θ^T_{0,j} x) + u_{0,j} h^′(θ^T_{0,j} x)(θ_j − θ_{0,j} )^T x ] , where w = [Θ, U] ∈ B([Θ_0, U_0], R) and R > 0 is some constant. In general training process, we prefer to utilize a small learning rate η, which will induce a convergence point ŵ as step size t large enough:

Proposition 1. Initialize w_0, and consider running gradient descent on least squares loss, yielding iterates:

w_{t+1} = w_t − γ 1 n n∑ i=1 (f_{NT K} (w_t, x_i) − y_i)∇_wf_{NT K} (w_t, x_i), t = 0, 1, . . . Then we can obtain lim_{t→∞} w_t = ŵ = w_0 + ∇F^T (∇F ∇F^T )^{−1}(y − F ), (10)

where X = [x_1, . . . , x_n]^T ∈ R^{n×p} , ∇F = [∇_wf_{NN} (w_0, x_1), . . . , ∇_wf_{NN} (w_0, x_n)]^T ∈ R^{n×m(p+1)} , F = [f_{NN} (w_0, x_1), . . . , f_{NN} (w_0, x_n)]^T ∈ R^n and y = [y_1, . . . , y_n]^T ∈ R^n , if the learning rate γ < 1/λ_{max}(∇F^T ∇F ).

Proof. The proof is similar to Proposition 1 in Hastie et al. (2022). As all w_t − w_0, t = 1, . . . lie in the row space of ∇F , the choice of step size guarantees that w_t − w_0 converges to a min-norm solution.

Similar to the settings in linear model, here we consider the excess standard risk and adversarial risk as:

R^{std}(ŵ) := E_{x,y} [ (f_{NT K} (ŵ, x) − f_{NT K} (w_∗, x))^2 ] , R^{adv}_α (ŵ) := E_{x,y} [ sup ‖δ‖_2 ≤α (f_{NT K} (ŵ, x + δ) − f_{NT K} (w_∗, x))^2 ] . Notice that even if the kernel matrix K = ∇F ∇F^T converges to a fixed kernel in NTK regime (Jacot et al., 2018), the initial parameters w_0 = [Θ_0, U_0] are chosen randomly. Here we study on the setting of Jacot et al. (2018), where all of the initial parameters are i.i.d. sampled from standard gaussian distribution N (0, 1). As for observers, we can take the following assumptions on the i.i.d. training data (x_1, y_1), . . . , (x_n, y_n), which are similar to the assumptions in linear model,

1. x_i = V Λ^{1/2}η_i, where V ΛV^T = ∑ i≥1 λ_iv_iv^T_i is the spectral decomposition of Σ := E[x_i x^T_i ] (λ_1 > 0 is a constant which does not change with the increase on n), and the components of η_i are independent σ_x-subgaussian random variables with mean zero and unit variance;

2. E[y_i | x_i] = f_{NT K} (w_∗, x_i) for some w_∗ = [Θ_∗, U_∗] ∈ B([Θ_0, U_0], R);

3. E[(y_i − f_{NT K} (w_∗, x_i))^2 | x_i] = E[ϵ^2_i |x_i] = σ^2 > 0, where σ > 0 is a constant and does not change with the increase on n.

The assumption on target y means that we prefer to approximate the ground truth function Eq.(9) on a function class as:

F_{NT K} (w_0) := {f_{NN} (w_0, x) + ∇_wf_{NN} (w_0, x)^T (w − w_0) | w = [Θ, U] ∈ B([Θ_0, U_0], R)},

which may lead to additional error, i.e,

σ^2 = E[y − f_{NT K} (w_∗, x)]^2 ≥ E[y − g(x)]^2 = E[ξ]^2 .

Here we still utilize the same definition in Eq. (6) and (7) as on linear model, the following two conditions are required in further analysis:

Condition 3 (benign overfitting condition in NTK regime). lim_{n→∞} k^∗ n = lim_{n→∞} n ∑ j>k^∗ λ 2 j l^2

= lim_{n→∞} l^2 n ∑ j>k^∗ λj = 0,

where we denote l = r_0(Σ) = ∑_p j=1 λ_j .

Condition 3 is compatible to Condition 1 in linear models, which characterizes the slow decreasing rate on covariance eigenvalues {λ_j }.

Condition 4 (high-dimension condition in NTK regime). p = o(m^{1/2}), n = o(l^{4/3}), max{n, l} = o(p). The first condition in Condition 4 implies the large number of neurons, which is compatible with NTK setting (Jacot et al., 2018); the second condition characterizes the large scale of l = r_0(Σ), which is consistent with the slow decay rate on eigenvalues {λ_j }; and the third condition induces a high-dimension structure of input data x, and relaxing this condition could be left as a further exploration question; Here is also an example from Bartlett et al. (2019) to verify these two conditions above:

Example 3. Suppose the eigenvalues as

λ_k = 1, k = 1, 1 n^{6/5} 1 + s^2 − 2s cos(kπ/(p_n + 1)) 1 + s^2 − 2s cos(π/(p_n + 1)) , 2 ≤ k ≤ p_n, 0, otherwise,

where p_n = n^2 and m_n = e^n. As it has been verified that k^∗ = 1, we could obtain k^∗ n = 1 n → 0, n ∑ j>k^∗ λ 2 j l^2 ≤ np_n(1 + s)^4/n^{12/5} (1 + p_n(1 − s)^2/n^{6/5})^2 ≤ 2n p_n = 2 n → 0, l^2 n ∑ j>k^∗ λj ≤ (1 + p_n(1 + s)^2/n^{6/5})^2

np_n(1 − s)^2/n^{6/5} ≤ 2p_n n^{11/5} = 2 n^{1/5} → 0, p_n m_n → 0, n p_n = 1 n → 0, l p_n ≤ 2p_n(1 + s)^2/n^{6/5} p_n ≤ 4 n^{6/5} → 0, n^{3/4} l ≤ 2n^{3/4} p_n/n^{6/5} = 2 n^{1/20} → 0, which induces that Condition 3 and 4 are both satisfied.

Considering the estimator in Eq.(10), while estimating R^{std}(ŵ) and R^{adv}_α (ŵ) in a high probability phase, we can obtain the following results, which are consistent with the results in linear model: Theorem 3. For any b, σ_x > 0, there exist constants C_{10}, C_{11} > 0 depending on b, σ_x, such that the following holds. Assume Condition 3 and 4 are satisfied, there exists a constant c > 1 such that for δ ∈ (0, 1) and ln(1/δ) < n^{1/8}/c, with probability at least 1 − δ over X and w_0,

R^{std}(ŵ)/C_{10} ≤ R^2 l^{1/2} p^{1/2}n^{1/4}

+ σ^2 ( 1 n^{1/8} + k^∗ n + n ∑ j>k^∗ λ 2 j l^2 ) , and R^{adv}_α (ŵ)/C_{11} ≥ α^2σ^2 nλ_k∗_{+1}r_k∗ l^2 . The detailed proof is in Appendix E. Theorem 3 induces that considering a two-layer neural networks wide enough, while input data x is high-dimensional with slow decreasing rate on covariance matrix eigenvalues, gradient descent with a small learning rate will lead to good performance on standard risk, but poor robustness to adversarial attacks. And it is consistent with the results in linear models.

It is obvious to induce the following corollary:

Corollary 4. Assume Conditions 3 and 4 hold with constant b, σ_x > 0. For the gradient descent solution ŵ, and budget α > 0, we have R^{std}(ŵ)^{pr.}→ 0,

R^{adv}_α (ŵ) α^2 pr. → ∞, as n → ∞. Remark 6. We could also consider f_{NT K} (w_∗, x) within a “wider” function class:

F^′_{NT K} (w_0) := {f_{NN} (w_0, x) + ∇_wf_{NN} (w_0, x)^T (w − w_0) | w ∈ C}, C := {w ∈ R^{m(p+1)} | ‖E(w_0 − w)(w_0 − w)^T ‖_2 ≤ ϵ_p},

where ϵ_p = o(1/p). It implies that in a high probability regime, we could just obtain

‖w_∗ − w_0‖_∞ ≤ ϵ^{1/2}_p , and there is no any restriction on ‖w_0 − w_∗‖_2, i.e, ‖[Θ_0, U_0] − [Θ_∗, U_∗]‖_F , which means that F^′_{NT K} (w_0) is a “wider” function class comparing with F_{NT K} (w_0).

Then within this regime, we could also get the same result as Corollary 4. To be specific, assume Condition 3 and 4 are satisfied, there exist constants C_{12}, C_{13} > 0 depending on l, σ_x, such that as sample size n increases, for the corresponding gradient descent solution ŵ and budget α > 0, we have

R^{std}(ŵ)/C_{12} ≤ p · ϵ_p √ n + σ^2 ( 1 n^{1/8} + k^∗ n + n ∑ j>k^∗ λ 2 j l^2 ) pr. → 0, R^{adv}_α (ŵ)/C_{13} ≥ α^2σ^2 nλ_k∗_{+1}r_k∗

l^2 pr. → ∞. The detailed proof is in Appendix F.

6 Outline of the argument for linear model

In this section, we provide the technical theorems and corollaries on linear model, as well as corresponding proofs. These theorems and corollaries below induce the results in Theorem 1 and Theorem 2.

6.1 Technical theorems and corollaries

First, the following theorem gives an upper bound for standard risk and a lower bound for the expected squared norm of θ̂_λ (conditioned on the empirical input data matrix X) for all λ ≥ 0.

Theorem 5. For any b > 1 and σ_x > 0, there exist constants C_1, C_2 > 0 depending only on b, σ_x, such that the following holds. Assume Condition 1 is satisfied, and set k^∗ = k^∗(b). There exists a constant c > 1 such that for δ ∈ (0, 1) and ln(1/δ) < n/c, for any λ ≥ 0, with probability at least 1 − δ over X,

R^{std}(θ̂_λ)/C_1 ≤ ‖θ_k∗_{:∞}‖^2_{Σk∗:∞} + λ^2_k∗_{+1}r^2_k∗ + n^2λ^2 n^2

‖θ_{0:k}∗ ‖^2_Σ−1_{0:k∗}

+ σ^2 ( k^∗ n + n ∑ i>k^∗ λ 2 i (λ_k∗_{+1}r_k∗ + nλ)^2 ) , and E_{θ,y} ‖θ̂_λ‖^2/C_2 ≥ ∑ i≤k^∗ ( σ^2 λ_i + nθ̃^2_i ) min { 1 n , nλ^2_i (λ_k∗_{+1}r_k∗ + nλ)^2 }

+ nσ^2λ_k∗_{+1}r_k∗ + n^2 ∑ j>k^∗ θ̃ 2 j λ^2_j λ^2_k∗_{+1}r^2_k∗ + n^2λ^2 . (The upper bound on R^{std}(θ̂_λ) is due to Tsigler and Bartlett (2023).^1) The result is useful when we choose the regularization parameter λ small enough. In this case, it implies that the standard risk converges to zero fast as sample size n increases, but the norm of the estimated parameter is large. Specifically, we have the following corollary.

Corollary 6. There exist constants C_3, C_4 > 0 depending only on b, σ_x, such that the following holds. Assume Condition 1 is satisfied, and set k^∗ = k^∗(b). There exists a constant c > 1 such that for δ ∈ (0, 1)

1Notice that in this paper the regularization parameter is scaled with n (see Eq. (2)). Thus, to obtain comparable results with Tsigler and Bartlett (2023) one should replace λ with nλ in that paper.

and ln(1/δ) < n/c, for any λ ≤ λ_k∗_{+1}r_k∗ /n, with probability at least 1 − δ over X,

R^{std}(θ̂_λ)/C_3 ≤ ‖θ_k∗_{:∞}‖^2_{Σk∗:∞} + ( λ_k∗_{+1}r_k∗ n )_2

‖θ_{0:k}∗ ‖^2_Σ−1_{0:k∗} + σ^2 ( k^∗ n + n R_k∗ ) , E_{θ,y} ‖θ̂_λ‖^2/C_4 ≥ ∑ i≤k^∗ ( σ^2 λ_i + nθ̃^2_i ) min { 1 n , nλ^2_i r^2_k∗ λ^2_k∗_{+1} } + nσ^2 r_k∗ λ_k∗_{+1} + n^2 ∑ j>k^∗ θ̃ 2 j λ^2_j λ^2_k∗_{+1}r^2_k∗ . From Corollary 6, we can see that the standard risk is near optimal under Condition 1 with the choice of λ ≤ λ_k∗_{+1}r_k∗ /n: as n → ∞, R^{std}(θ̂_λ)^{pr.}→ 0. In this sense, overfitting is benign. However, in this case, the expected squared parameter norm is bounded below by nσ^2 λ_k∗_{+1}r_k∗ , which grows superlinearly in nσ^2 (on account of Condition 1 and σ^2 = ω(λ_k∗_{+1}r_k∗ /n)). The small standard risk and large adversarial risk imply the near optimal estimating accuracy and high vulnerability to adversarial attack of estimators with small λ. All these analysis in Theorem 5 and Corollary 6 finish the proof of Theorem 1.

One may further ask the question that whether it is possible to use a larger λ so that both standard risk and adversarial risk are well behaved. The answer is negative under Condition 2. Specifically, we can get the following lower bounds for standard risk and parameter norm in Theorem 7 when λ is larger than what is considered in Corollary 6.

Theorem 7. For any b > 1, σ_x > 0, there exist C_5, C_6 > 0 depending only on b, σ_x, such that the following holds. Assume Condition 1 is satisfied, and set k^∗ = k^∗(b). Suppose that δ ∈ (0, 1) with ln(1/δ) < n/c, where c is defined in Theorem 5, for any λ ≥ λ_k∗_{+1}r_k∗ /n, with probability at least 1 − δ over X,

R^{std}(θ̂_λ)/C_5 ≥ ∑ λ_i ≥λ θ̃^2_i λ^2 λ_i + ∑ λ_i <λ θ̃^2_i λ_i + σ^2 n ∑ λ_i≥λ 1 + ∑ λ_i<λ λ^2_i λ^2 ,

E_{θ,y} ‖θ̂_λ‖^2/C_6 ≥ ∑ λ_i ≥λ θ̃^2_i + ∑ λ_i <λ θ̃2_i λ2_i λ^2 + σ^2 n ∑ λ_i≥λ 1 λ_i + ∑ λ_i <λ λ_i λ^2 .

Note that the lower bound on the standard risk can be derived from the results of Tsigler and Bartlett (2023, Section 7.2).

In the following corollary, we explicitly analyze different situations with respect to regularization parameter λ, which reveals the universal trade-off between estimation accuracy and adversarial robustness when benign overfitting occurs.

Corollary 8. For any b > 1, σ_x > 0 and data noise σ^2 = ω(λ_k∗_{+1}r_k∗ /n), there exist constants C_7, C_8, C_9 > 0 depending only on b, σ_x such that the following holds. Set k^∗ := k^∗(b) and suppose that δ ∈ (0, 1) with ln(1/δ) ≤ n/c, where c is defined in Theorem 5, assume Condition 1 holds, then with probability at least 1 − δ over X, R^{adv}_α (θ̂_λ)/C_7 ≥ nα^2σ^2 λ_k∗_{+1}r_k∗ if λ ≤ λ_k∗_{+1}r_k∗ n , R^{std}(θ̂_λ)/C_8 ≥ ‖θ‖^2_Σ ≥ R^{std}(θ̂_λ|_{λ=0}) if λ ≥ λ_1.

Moreover, if Condition 1 and 2 hold, with probability at least 1 − δ over X, we also obtain

R^{std}(θ̂_λ) ≥ ‖θ‖^2R^{std}(θ̂_λ|_{λ=0}) if λ_w∗ ≤ λ < λ_1,

R^{std}(θ̂_λ)/(C_9‖θ‖^2R^{std}(θ̂_λ|_{λ=0})) ≥ Δ(λ) if λ_k∗_{+1}r_k∗ n < λ < λ_w∗ , in which

Δ(λ) = min λ^2 ∑ λ_i >λ θ̃ 2 i /λ_i + ∑ λ_i≤λ θ̃ 2 i λ_i ‖θ‖^2(λ^2_k∗_{+1}‖θ_{0:k}∗ ‖^2_{Σ−10:k∗} + ‖θ_k∗_{:∞}‖^2_{Σk∗:∞} ) , α^2 R^{adv}_α (θ̂_λ) √ max{k^∗/n, n/R_k∗ } . From the results of Corollary 8, we observe that with conditions above, no regularization parameter λ ≥ 0 can achieve near optimal R^{std} convergence rate and small R^{adv}_α at the same time. A small regularization λ will lead to diverging parameter norm, while a large λ will lead to an inferior standard risk. Even when we choose λ in the intermediate regime, either adversarial risk goes to infinity or the standard excess risk does not achieve good convergence rate. With Theorem 7 and Corollary 8, we finish the proof of Theorem 2.

6.2 Proof sketches for the technical theorems and corollaries

In this part, we sketch the proofs of our main theorems on linear model; detailed proofs are in Appendix C and D. For simplicity, we use c^′_i to denote positive constants that only depend on b, σ_x (which defines k^∗ = k^∗(b)).

Recall the expression for the ridge regression estimate (1): θ̂_λ = (X^T X + λnI)^{−1}X^T y = X^T (XX^T + λnI)^{−1}(Xθ + ϵ).

We take expectation with respect to the choice of θ and the labels y in the training data: R^{std}(θ̂_λ) = E_θ θ^T [I − X^T (XX^T + nλI)^{−1}X]Σ[I − X^T (XX^T + nλI)^{−1}X]θ

B^{std}

+ σ^2 tr{XΣX^T (XX^T + λnI)^{−2}}

V^{std} , E_{θ,y} ‖θ̂_λ‖^2 = E_θ θ^T X^T (XX^T + nλI)^{−1}XX^T (XX^T + nλI)^{−1}Xθ

B^{norm}

+ σ^2 tr{XX^T (XX^T + λnI)^{−2}}

V^{norm} .

(11)

Then recalling the decomposition Σ = ∑ i λ_iv_iv^T_i , we have XX^T = ∑ i λ_iz_iz^T_i , XΣX^T = ∑ i λ^2_i z_iz^T_i , (12)

in which z_i := 1 √ λ_i Xv_i (13)

are independent σ_x-subgaussian random vectors in R^n with mean 0 and covariance I. Then by denoting A = XX^T , A_k = ∑ i>k λ_iz_iz^T_i , A_{−k} = ∑ i≠k λ_iz_iz^T_i , (14)

we can use Woodbury identity to decompose the terms in Eq. (11) as follows:

V^{std} = ∑ i λ^2_i z^T_i ( ∑ j λ_j z_j z^T_j + nλI)^{−2}z_i = ∑ i λ^2_i z^T_i (A_{−i} + nλI)^{−2}z_i [1 + λ_iz^T_i (A_{−i} + nλI)^{−1}z_i]^2 , B^{std} ≥ ∑ i θ̃^2_i λ_i(1 − λ_iz^T_i (XX^T + nλI)^{−1}z_i)^2

V^{norm} = ∑ i λ_iz^T_i ( ∑ j λ_j z_j z^T_j + nλI)^{−2}z_i = ∑ i λ_iz^T_i (A_{−i} + nλI)^{−2}z_i [1 + λ_iz^T_i (A_{−i} + nλI)^{−1}z_i]^2

B^{norm} ≥ ∑ i θ̃^2_i λ^2_i ‖z_i‖^2z^T_i (A + nλI)^{−2}z_i.

(15)

Using Lemma 1, 2 and 3, with a high probability, we are able to control the eigenvalues of the matrices in (12) and (14), as well as the norms of the z_i, which provide an important characterization for Eq. (15), and induce our main proof sketches as follows.

6.2.1 Proof sketch for Theorem 5

Upper bound for standard risk. This follows directly from results of Bartlett et al. (2019) and Tsigler and Bartlett (2023).

Lower bound for parameter norm. We start with the variance term V^{norm} in Eq. (15), and using Cauchy-Schwarz,

tr{XX^T (XX^T + λnI)^{−2}} = ∑ i 1 λ_i λ^2_i z^T_i (A_{−i} + λnI)^{−2}z_i (1 + λ_iz^T_i (A_{−i} + λnI)^{−1}z_i)^2 ≥ ∑ i 1 λ_i‖z_i‖^2 (λ_iz^T_i (A_{−i} + λnI)^{−1}z_i)^2 (1 + λ_iz^T_i (A_{−i} + λnI)^{−1}z_i)^2 ≥ c^′_1 n ∑ i 1 λ_i ( 1 λ_iz^T_i (A_{−i} + λnI)^{−1}z_i + 1 )_{−2} , where the last inequality is from controlling ‖z_i‖_2 in Lemma 2. We can further control the eigenvalues values of A_{−i} using Lemma 1 and 3:

V^{norm} ≥ c^′_2 n ∑ i 1 λ_i ( ∑_{j>k∗} λ_j + nλ nλ_i + 1 )−2

≥ c^′_2 ∑ i<k^∗ 1 λ_i min { 1 n , b^2nλ^2_i ( ∑ j>k^∗ λj + nλ) 2 } + c^′_2nλ_k∗_{+1}r_k∗ ( ∑ j>k^∗ λj + nλ) 2 , where the last step is followed from splitting the summation up to and after the critical index k^∗ and maintaining the dominant terms.

Similarly, for the bias term B^{norm} in Eq. (15), by bounding the eigenvalues of matrix A = XX^T with Lemma 1, we can show the following lower bound as (see more details in appendix),

B^{norm} ≥ ∑ i θ̃^2_i λ^2_i ‖z_i‖^2z^T_i (A + λnI)^{−2}z_i

≥ c^′_3 ∑ i<k^∗ θ̃^2_i min { 1, b^2n^2λ^2_i ( ∑ j>k^∗ λj ) 2 + n^2λ^2 } + c^′_3n^2 ∑ i>k^∗ θ̃ 2 i λ^2_i ( ∑ j>k^∗ λj ) 2 + n^2λ^2 .

6.2.2 Proof sketch for Theorem 7

Lower bound for standard risk. We need a refinement of the lower bounds from Tsigler and Bartlett (2023). By Eq. (15), we have the following lower bound for the variance term:

V^{std} = tr{XΣX^T (XX^T + nλI)^{−2}} ≥ ∑ i 1 ‖z_i‖^2 (λ_iz^T_i (A_{−i} + λnI)^{−1}z_i)^2 (1 + λ_iz^T_i (A_{−i} + λnI)^{−1}z_i)^2

where the inequality is via Cauchy-Schwarz. We further control the norm of ‖z_i‖_2 using Lemma 2 and the eigenvalues of A_{−i} using Lemma 1 and 3:

V^{std} ≥ c^′_4 n ∑ i ( 1 λ_iz^T_i (A_{−i} + λnI)^{−1}z_i + 1 )_{−2} ≥ c^′_5 n ∑ i ( ∑_{j>k∗} λ_j + nλ nλ_i + 1 )−2 .

Splitting the summation term into eigenvalues smaller and greater than the regularization parameter, combined with the fact that λ ≥ λ_k∗_{+1}r_k∗ /n ≥ bλ_k∗_{+1} yields,

V^{std} ≥ c^′_6 n ∑ λ_i>λ 1 + ∑ λ_i ≤λ λ^2_i λ^2 .

Next, we turn to the bias term. Writing X = ZΛ^{1/2}V^T and Σ = V ΛV^T , we obtain Eθ^T [I − X^T (XX^T + nλI)^{−1}X]Σ[I − X^T (XX^T + nλI)^{−1}X]θ = Eθ̃^T [I − Λ^{1/2}Z^T (XX^T + nλI)^{−1}ZΛ^{1/2}]Λ[I − Λ^{1/2}Z^T (XX^T + nλI)^{−1}ZΛ^{1/2}]θ̃ = ∑ i θ̃^2_i

λ_i(1 − λ_iz^T_i (XX^T + nλI)^{−1}z_i)^2 + ∑ j≠i λ^2_j λ_i(z^T_i (XX^T + nλI)^{−1}z_j )^2

≥ ∑ i θ̃^2_i λ_i(1 − λ_iz^T_i (XX^T + nλI)^{−1}z_i)^2 = ∑ i θ̃2_i λ_i (1 + λ_iz^T_i (A_{−i} + nλI)^{−1}z_i)^2 , where the last equality is by the Woodbury identity. Moreover, the eigenvalues of matrices A_{−i} are dominated by nλ since nλ ≥ λ_k∗_{+1}r_k∗ which implies the desired lower bound for the bias term:

B^{std} ≥ c^′_7 ∑ i θ̃2_i λ_i (1 +^{λi}_λ )^2 .

Lower bound for parameter norm. Based on the condition nλ ≥ λ_k∗_{+1}r_k∗ , we have nλ ≤ nλ + λ_k∗_{+1}r_k∗ ≤ 2nλ. Thus, substituting the terms in the results of Theorem 5 with the dominant term nλ, we get the final expressions in Theorem 7.

6.2.3 Proof sketch of Corollary 8, Theorem 1 and Theorem 2 To prove the trade-off results, we need to analyze the standard risk bias term B^{std}, as well as the parameter variance term V^{norm} in (11). We analyze three separate regimes for λ:

Small regularization: If λ ≤ (λ_k∗_{+1}r_k∗ )/n, then from Condition 1, we have r_k∗ ≥ bn, ⇒ λ ≤ λ_k∗_{+1} ≤ λ_k∗_{+1}r_k∗ bn , nλ ≤ λ_k∗_{+1}r_k∗ = ∑ j>k^∗ λ_j , then upper bounding r^2_k∗ λ^2_k∗_{+1} + n^2λ^2 by 2r^2_k∗ λ^2_k∗_{+1}, and obtain

V^{norm} ≥ nσ^2λ_k∗_{+1}r_k∗ c^′_8λ^2_k∗_{+1}r^2_k∗ = nσ^2 c^′_8λ_k∗_{+1}r_k∗ , While data noise σ^2 = ω(λ_k∗_{+1}r_k∗ /n), the parameter norm diverges to infinity.

Large regularization: If λ ≥ λ_1, we can consider the bias term B^{std} in standard risk, to be specific

B^{std} ≥ 1 c^′_9 ∑ λ_i>λ λ^2θ̃^2_i λ_i + ∑ λ_i ≤λ θ̃^2_i λ_i = 1 c^′_9 ‖θ‖^2_Σ, By Condition 1, the standard risk is a constant.

Intermediate regularization: If (λ_k∗_{+1}r_k∗ )/n ≤ λ ≤ λ_1, with Condition 1,

n^2λ^2 ≤ λ^2_k∗_{+1}r^2_k∗ + n^2λ^2 ≤ 2n^2λ^2, λ ≥ λ_k∗_{+1}r_k∗ n ≥ bλ_k∗_{+1} ≥ λ_k∗_{+1},

then we can upper bound r^2_k∗ λ^2_k∗_{+1} + n^2λ^2 by 2n^2λ^2. We lower bound the bias term B^{std} in the standard risk as

B^{std} ≥ ∑ i θ̃2_i λ_i (1 +^{λi‖zi‖2} μ_n(A_{−i})+nλ ) 2 ≥ c^′_{10} ∑ λ_i ≥λ λ^2θ̃^2_i λ_i + ∑ λ_i <λ θ̃^2_i λ_i , and we lower bound the variance term V^{norm} in the parameter norm as

σ^2V^{norm} ≥ c^′_{11} σ^2 n ( ∑ λ_i >λ 1 λ_i + ∑ λ_i<λ λ_i λ^2 ) .

With Condition 2, if we have (λ_k∗_{+1}r_k∗ )/n ≤ λ ≤ λ_w∗ , then

B^{std}(θ̂_λ)E‖θ̂_λ ‖^2 ≥ c^′_{12} σ^2 nλ^2 ∑ λ_i≤λ θ̃^2_i λ_i ∑ λ_i ≤λ λ_i ≥ c^′_{12}σ^2‖θ‖^2 √ max{ k^∗ n , n R_k∗ },

which leads to

B^{std}(θ̂_λ) ‖θ‖^2R^{std}(θ̂_λ|_{λ=0})

≥ c^′_{13} min λ^2 ∑ λ_i >λ θ̃ 2 i /λ_i + ∑ λ_i ≤λ θ̃ 2 i λ_i ‖θ‖^2(λ^2_k∗_{+1}‖θ_{0:k}∗ ‖^2_{Σ−10:k∗} + ‖θ_k∗_{:∞}‖^2_{Σk∗:∞} ) , 1 E‖θ̂_λ ‖^2 √ max{k^∗/n, n/R_k∗ } .

And while λ_w∗ ≤ λ < λ_1, considering the fact that λ_w∗ /λ_k∗_{+1} tends to infinity and B^{std} will increase with λ, we can get R^{std}(θ̂_λ) ≥ B^{std}(θ̂_λ|_{λ=λw∗} ) ≥ ‖θ‖^2R^{std}(θ̂_λ|_{λ=0}).

Combining all the results above, we can obtain the corresponding result in Corollary 8.

So in this regime, we reveal that under large enough sample size n, with a high probability, the near optimal standard risk convergence rate and stable adversarial risk can not be obtained at the same time. By considering the results for all regimes together, we obtain the conclusion stated in Theorem 2.

7 Outline of the argument for NTK framework

The proof sketches for Theorem 3 is summarized in this section, and detailed proofs could be found in Appendix E. Similarly, we still use c^′_i to denote positive constants that only depend on b, σ_x.

Recalling the expression of gradient descent solution ŵ (10):

ŵ = w_0 + ∇F^T (∇F ∇F^T )^{−1}(y − F ),

the proof of Theorem 3 mainly contains three steps: linearizing the kernel matrix K = ∇F ∇F^T , upper bounding the standard risk R^{std}(ŵ) and lower bounding the adversarial risk R^{adv}_α (ŵ). Comparing with the analysis on linear model, the primary technical challenge in NTK framework is to linearize the kernel matrix with a high probability regime. Once we have the linearized approximation for the kernel matrix, we can proceed with a similar process as in the linear model.

Step 1: kernel matrix linearization. By Lemma 8 and 9 in Jacot et al. (2018), the components of K = ∇F ∇F^T in two-layer neural network can be expressed as

K_{i,j} = K(x_i, x_j ) = ∇_wf_{NT K} (w_0, x_i)^T ∇_wf_{NT K} (w_0, x_j ) = x^T_i x_j πp arccos ( − x^T_i x_j ‖x_i‖‖x_j ‖ ) + ‖x_i‖‖x_j ‖ 2πp √ 1 − ( x^T_i x_j ‖x_i‖‖x_j ‖ )_2

+ o_p( 1 √ m ), then with Condition 3 and 4, using a refinement of Theorem 2.1 in El Karoui (2010), i.e, Lemma 11, we can approximate K as a linearized matrix K̃: K̃ = l p ( 1 2π + 3r_0(Σ^2) 4πl^2 )11^T + 1 2p XX^T + l p ( 1 2 − 1 2π )I_n. Step 2: standard risk upper bound estimation. With the solution in Eq.(10), the expected standard risk could be decomposed into bias term and variance term:

R^{std}(ŵ) ≤ R^2E_x ‖∇_wf_{NT K} (w_0, x)∇_wf_{NT K} (w_0, x)^T − 1 n ∇F^T ∇F ‖_2 B^{std}

+ σ^2E_x trace{K^{−2}∇F ∇_wf_{NT K} (w_0, x)∇_w f_{NT K} (w_0, x)^T ∇F^T }

V^{std} .

For the bias term B^{std}, with Lemma 12 and 13, we can verify the sub-gaussian property of ∇_wf_{NT K} (w_0, x), which implies that E_x ‖∇_wf_{NT K} (w_0, x)∇_w f_{NT K} (w_0, x)^T − ∇F^T ∇F/n‖_2 converges as sampe size n grows, then we could get the concentration inequality as:

B^{std} ≤ c^′_{14}R^2 l^{1/2} p^{1/2}n^{1/4} , with a high probability.

While turning to the variance term V^{std}, we can take another n i.i.d. samples x^′_1, z^′_2, . . . , x^′_n from the same distribution as x_1, . . . , x_n and denote ∇F (x^′) = [∇_wf_{NT K} (w_0, x^′_1), . . . , ∇_wf_{NT K} (w_0, x^′_n)]^T , further obtain

V^{std} = σ^2E_x trace{K^{−2}∇F ∇_wf_{NT K} (w_0, x)∇_w f_{NT K} (w_0, x)^T ∇F^T } = σ^2 n E_x′_i trace{K^{−2}∇F ∇F (x^′)^T ∇F (x^′)∇F^T }, similar to Lemma 11, with a high probability, we could take the linearization procedure as: ‖∇F ∇F (x^′)^T − 1 p ( 1 2π + 3r_0(Σ^2) 4πlp^2 )11^T − 1 2p XX^{′T} ‖_2 ≤ 4l pn^{1/16} , ‖∇F (x^′)∇F^T − 1 p ( 1 2π + 3r_0(Σ^2) 4πlp^2 )11^T − 1 2p X^′X^T ‖_2 ≤ 4l pn^{1/16} , then replacing all the matrix K, ∇F ∇F (x^′)^T and ∇F (x^′)∇F^T by their linearized approximations respectively, we obtain

V^{std}/σ^2 ≤ c^′_{15} 1 p^2

1^T K̃1 + c^′_{16} 1 p^3 trace{K̃^{−2}XΣX^T } + c^′_{17} l^2 p^2n^{9/8} trace{K̃^{−2}}

≤ c^′_{18} ( 1 n^{1/8} + k^∗ n + n ∑ j>k^∗ λ 2 j l^2 ) , where the first inequality is from the tiny error in matrix linearization, and the second inequality is from concentration bounds in Lemma 2 and 3 with Conition 3 and 4, which is similar to the analysis in linear model.

Step 3: adversarial risk lower bound estimation. As R^{adv}_α (ŵ) can be lower bounded as

R^{adv}_α (ŵ)

= α^2E_{x,ϵ} ‖∇_xf_{NT K} (ŵ, x)‖^2 = α^2E_{x,ϵ} ‖∇_xf_{NT K} (w_0, x) +

∂^2f_{NT K} (w_0, x) ∂w∂x (ŵ − w_0)‖^2 ≥ α^2 | | |E_{x,ϵ} ‖ ∂^2f^{NT K} (w^0, x) ∂w∂x (ŵ − w_0)‖^2 − E_{x,ϵ} ‖∇_xf_{NT K} (w_0, x)‖^2 | | | , where the inequality is from triangular inequality. As the second term can be upper bounded by a constant, we just take a detailed analysis on the first term. While considering Condition 4, we can obtain that E_{x,ϵ} ‖ ∂^2f_{NT K} (w_0, x) ∂w∂x (ŵ − w_0)‖^2 ≥ 1 16p^2

E_ϵ tr{K^{−1}(∇F (w_∗ − w_0) + ϵ)(∇F (w_∗ − w_0) + ϵ)^T K^{−1}XX^T } ≥ σ^2 16p^2 tr{K^{−2}XX^T } ≥ σ^2 32p^2 tr{K̃^{−2}XX^T }, where the first inequality is from the derivative calculation on each component of ∂^2f_{NT K} (w_0, x)/(∂w∂x), the second inequality is from ignoring the term related to w_∗ − w_0, and the last inequality is from linearizing kernel matrix K to K̃. Then the following steps is similar to the analysis on linear model. To be specific, with Lemma 2 and 3, with a high probability, we have E_{x,ϵ} ‖ ∂^2f_{NT K} (w_0, x) ∂w∂x (ŵ − w_0)‖^2 ≥ c^′_{19}σ^2 nλ_k∗_{+1}r_k∗

l^2 , which will lead to an exploded lower bound for R^{adv}_α (ŵ).

8 Conclusion and discussion

In this work, we studied benign overfitting settings where consistent estimation can be achieved even when we exactly fit the training data. However, we show that in such scenarios, it is not possible to achieve good adversarial robustness, even if the ground truth model is robust to adversarial attacks. This reveals a fundamental trade-off between standard risk and adversarial risk under suitable conditions.

There are still numerous interesting questions for further exploration. Do overparameterized neural networks give rise to a deep neural tangent kernel matrix with “slowly decaying” eigenvalues that satisfy benign overfitting conditions? Do the trade-offs between standard and adversarial risks exist when the adversarial budget is defined differently, such as in terms of ℓ_1 or ℓ_0 (pseudo)norms? Do the more complex models, such as Transformer, exhibit distinct performance in terms of adversarial robustness?

Finally, the issue of adversarial robustness has broader social impact in AI safety. This work tries to understand the fundamental reason why modern overparameterized machine learning methods lead to models that are not robust. A better theoretical understanding can be useful for developing safer AI models in real applications.

Acknowledgement

We would like to thank Daniel Hsu, Difan Zou, Navid Ardeshir and Yong Lin for their helpful comments and suggestions.

References

Adlam, B. and Pennington, J. (2020). The neural tangent kernel in high dimensions: Triple descent and a multi-scale theory of generalization. In International Conference on Machine Learning, pages 74–84. PMLR.

Bai, Z. D. (2008). Methodologies in spectral analysis of large dimensional random matrices, a review. In Advances in statistics, pages 174–240. World Scientific.

Bartlett, P. L., Long, P. M., Lugosi, G., and Tsigler, A. (2019). Benign overfitting in linear regression. arXiv preprint arXiv:1906.11300v3.

Belkin, M., Hsu, D., Ma, S., and Mandal, S. (2019). Reconciling modern machine-learning practice and the classical bias–variance trade-off. Proceedings of the National Academy of Sciences, 116(32):15849–15854.

Belkin, M., Hsu, D., and Xu, J. (2020). Two models of double descent for weak features. SIAM Journal on Mathematics of Data Science, 2(4):1167–1180.

Belkin, M., Ma, S., and Mandal, S. (2018). To understand deep learning we need to understand kernel learning. In Proceedings of the 35th International Conference on Machine Learning.

Biggio, B., Corona, I., Maiorca, D., Nelson, B., Šrndić, N., Laskov, P., Giacinto, G., and Roli, F. (2013).

Evasion attacks against machine learning at test time. In Machine Learning and Knowledge Discovery in Databases: European Conference, ECML PKDD 2013, Prague, Czech Republic, September 23-27, 2013, Proceedings, Part III 13, pages 387–402. Springer.

Bubeck, S., Li, Y., and Nagaraj, D. M. (2021). A law of robustness for two-layers neural networks. In Conference on Learning Theory, pages 804–820. PMLR.

Bubeck, S. and Sellke, M. (2023). A universal law of robustness via isoperimetry. Journal of the ACM, 70(2):1–18.

Cao, Y. and Gu, Q. (2019). Generalization bounds of stochastic gradient descent for wide and deep neural networks. Advances in neural information processing systems, 32.

Chatterji, N. S. and Long, P. M. (2021). Finite-sample analysis of interpolating linear classifiers in the overparameterized regime. The Journal of Machine Learning Research, 22(1):5721–5750.

Chen, J., Cao, Y., and Gu, Q. (2023). Benign overfitting in adversarially robust linear classification. In Uncertainty in Artificial Intelligence, pages 313–323. PMLR.

Dalvi, N., Domingos, P., Sanghai, S., and Verma, D. (2004). Adversarial classification. In Proceedings of the tenth ACM SIGKDD international conference on Knowledge discovery and data mining.

Dan, C., Wei, Y., and Ravikumar, P. (2020). Sharp statistical guaratees for adversarially robust gaussian classification. In International Conference on Machine Learning, pages 2345–2355. PMLR.

Dobriban, E., Hassani, H., Hong, D., and Robey, A. (2023). Provable tradeoffs in adversarially robust classification. IEEE Transactions on Information Theory.

Donhauser, K., Tifrea, A., Aerni, M., Heckel, R., and Yang, F. (2021). Interpolation can hurt robust generalization even when there is no noise. Advances in Neural Information Processing Systems, 34:23465– 23477.

El Karoui, N. (2010). The spectrum of kernel random matrices. The Annals of Statistics, 38(1):1–50.

Gao, R., Cai, T., Li, H., Hsieh, C.-J., Wang, L., and Lee, J. D. (2019). Convergence of adversarial training in overparametrized neural networks. Advances in Neural Information Processing Systems, 32.

Goodfellow, I. J., Shlens, J., and Szegedy, C. (2014). Explaining and harnessing adversarial examples. arXiv preprint arXiv:1412.6572.

Hassani, H. and Javanmard, A. (2022). The curse of overparametrization in adversarial training: Precise analysis of robust generalization for random features regression. arXiv preprint arXiv:2201.05149.

Hastie, T., Montanari, A., Rosset, S., and Tibshirani, R. J. (2022). Surprises in high-dimensional ridgeless least squares interpolation. The Annals of Statistics, 50(2):949–986.

Huang, H., Wang, Y., Erfani, S., Gu, Q., Bailey, J., and Ma, X. (2021). Exploring architectural ingredients of adversarially robust deep neural networks. Advances in Neural Information Processing Systems, 34:5545– 5559.

Ilyas, A., Santurkar, S., Tsipras, D., Engstrom, L., Tran, B., and Madry, A. (2019). Adversarial examples are not bugs, they are features. Advances in Neural Information Processing Systems, 32.

Jacot, A., Gabriel, F., and Hongler, C. (2018). Neural tangent kernel: Convergence and generalization in neural networks. Advances in Neural Information Processing Systems, 31.

Javanmard, A., Soltanolkotabi, M., and Hassani, H. (2020). Precise tradeoffs in adversarial training for linear regression. In Conference on Learning Theory, pages 2034–2078. PMLR.

Keskar, N. S., Mudigere, D., Nocedal, J., Smelyanskiy, M., and Tang, P. T. P. (2016). On large-batch training for deep learning: Generalization gap and sharp minima. arXiv preprint arXiv:1609.04836.

Koltchinskii, V. and Lounici, K. (2017). Concentration inequalities and moment bounds for sample covariance operators. Bernoulli, 23(1):110–133.

Lai, L. and Bayraktar, E. (2020). On the adversarial robustness of robust estimators. IEEE Transactions on Information Theory, 66(8):5097–5109.

Li, Z., Zhou, Z.-H., and Gretton, A. (2021). Towards an understanding of benign overfitting in neural networks. arXiv preprint arXiv:2106.03212.

Liang, T. and Rakhlin, A. (2020). Just interpolate: kernel “ridgeless” regression can generalize. Annals of Statistics, 48(3):1329–1347.

Madry, A., Makelov, A., Schmidt, L., Tsipras, D., and Vladu, A. (2017). Towards deep learning models resistant to adversarial attacks. arXiv preprint arXiv:1706.06083.

Muthukumar, V., Narang, A., Subramanian, V., Belkin, M., Hsu, D., and Sahai, A. (2021). Classification vs regression in overparameterized regimes: Does the loss function matter? The Journal of Machine Learning Research, 22(1):10104–10172.

Muthukumar, V., Vodrahalli, K., Subramanian, V., and Sahai, A. (2020). Harmless interpolation of noisy data in regression. IEEE Journal on Selected Areas in Information Theory, 1(1):67–83.

Nakkiran, P., Kaplun, G., Bansal, Y., Yang, T., Barak, B., and Sutskever, I. (2021). Deep double descent:

Where bigger models and more data hurt. Journal of Statistical Mechanics: Theory and Experiment, 2021(12):124003.

Neyshabur, B., Bhojanapalli, S., McAllester, D., and Srebro, N. (2017). Exploring generalization in deep learning. Advances in Neural Information Processing Systems, 30.

Neyshabur, B., Salakhutdinov, R. R., and Srebro, N. (2015a). Path-sgd: Path-normalized optimization in deep neural networks. Advances in Neural Information Processing Systems, 28.

Neyshabur, B., Tomioka, R., and Srebro, N. (2015b). In search of the real inductive bias: On the role of implicit regularization in deep learning. In ICLR Workshop.

Raghunathan, A., Xie, S. M., Yang, F., Duchi, J. C., and Liang, P. (2019). Adversarial training can hurt generalization. arXiv preprint arXiv:1906.06032.

Rice, L., Wong, E., and Kolter, Z. (2020). Overfitting in adversarially robust deep learning. In International Conference on Machine Learning, pages 8093–8104. PMLR.

Sanyal, A., Dokania, P. K., Kanade, V., and Torr, P. H. (2020). How benign is benign overfitting? arXiv preprint arXiv:2007.04028.

Schmidt, L., Santurkar, S., Tsipras, D., Talwar, K., and Madry, A. (2018). Adversarially robust generalization requires more data. Advances in Neural Information Processing Systems, 31.

Shafahi, A., Huang, W. R., Studer, C., Feizi, S., and Goldstein, T. (2018). Are adversarial examples inevitable? arXiv preprint arXiv:1809.02104.

Shamir, O. (2022). The implicit bias of benign overfitting. In Conference on Learning Theory, pages 448–478.

PMLR.

Simon, J. B., Karkada, D., Ghosh, N., and Belkin, M. (2023). More is better in modern machine learning: when infinite overparameterization is optimal and overfitting is obligatory. arXiv preprint arXiv:2311.14646.

Szegedy, C., Zaremba, W., Sutskever, I., Bruna, J., Erhan, D., Goodfellow, I., and Fergus, R. (2013).

Intriguing properties of neural networks. arXiv preprint arXiv:1312.6199.

Telgarsky, M. (2013). Margins, shrinkage, and boosting. In International Conference on Machine Learning.

Tsigler, A. and Bartlett, P. L. (2023). Benign overfitting in ridge regression. Journal of Machine Learning Research, 24(123):1–76.

Tsipras, D., Santurkar, S., Engstrom, L., Turner, A., and Madry, A. (2018). Robustness may be at odds with accuracy. arXiv preprint arXiv:1805.12152.

Vershynin, R. (2018). High-dimensional probability: An introduction with applications in data science, volume 47. Cambridge university press.

Wang, K., Muthukumar, V., and Thrampoulidis, C. (2023). Benign overfitting in multiclass classification:

All roads lead to interpolation. IEEE Transactions on Information Theory.

Wang, K. and Thrampoulidis, C. (2022). Binary classification of gaussian mixtures: Abundance of support vectors, benign overfitting, and regularization. SIAM Journal on Mathematics of Data Science, 4(1):260– 284.

Wang, Y., Zou, D., Yi, J., Bailey, J., Ma, X., and Gu, Q. (2019). Improving adversarial robustness requires revisiting misclassified examples. In International Conference on Learning Representations.

Wilson, A. C., Roelofs, R., Stern, M., Srebro, N., and Recht, B. (2017). The marginal value of adaptive gradient methods in machine learning. Advances in Neural Information Processing Systems, 30.

Wu, B., Chen, J., Cai, D., He, X., and Gu, Q. (2021). Do wider neural networks really help adversarial robustness? Advances in Neural Information Processing Systems, 34:7054–7067.

Wyner, A. J., Olson, M., Bleich, J., and Mease, D. d. (2017). Explaining the success of adaboost and random forests as interpolating classifiers. Journal of Machine Learning Research, 18(48):1–33.

Zhang, C., Bengio, S., Hardt, M., Recht, B., and Vinyals, O. (2017). Understanding deep learning requires rethinking generalization. In International Conference on Learning Representations.

Zhang, H., Yu, Y., Jiao, J., Xing, E., El Ghaoui, L., and Jordan, M. (2019). Theoretically principled tradeoff between robustness and accuracy. In International conference on machine learning, pages 7472–7482. PMLR.

Zhu, Z., Liu, F., Chrysos, G., Locatello, F., and Cevher, V. (2023). Benign overfitting in deep neural networks under lazy training. In International Conference on Machine Learning, pages 43105–43128. PMLR.

Zou, D., Frei, S., and Gu, Q. (2021). Provable robustness of adversarial training for learning halfspaces with noise. In International Conference on Machine Learning, pages 13002–13011. PMLR.

A Constant Notation

Before the main proof process, we denote several corresponding constants in Table 1:

Symbol Value c^′ max{2, (1 + 16 ln 3 · σ^2_x · 54e)32 ln 3 · σ^2_x · 54e} b > c^{′2} c > 256 · (162e)^4 σ^4_x c_1 max{c^′ + c^′/b, (1/c^′ − c^′/b)^{−1}} c_2 8(162e)^2 σ^2_x c_3 2

Table 1: Constant List

B Technical lemmas from prior works

Lemma 1 (Lemma 10 in Bartlett et al., 2019). There are constants b, c ≥ 1 such that, for any k ≥ 0, with probability at least 1 − 2e^{− nc} ,

1. for all i ≥ 1, μ_{k+1}(A_{−i}) ≤ μ_{k+1}(A) ≤ μ_1(A_k ) ≤ c_1( ∑ j>k λ_j + λ_{k+1}n);

2. for all 1 ≤ i ≤ k, μ_n(A) ≥ μ_n(A_{−i}) ≥ μ_n(A_k ) ≥ 1 c_1 ∑ j>k λ_j − c_1λ_{k+1}n;

3. if r_k ≥ bn, then 1 c_1 λ_{k+1}r_k ≤ μ_n(A_k ) ≤ μ_1(A_k) ≤ c_1λ_{k+1}r_k,

where c_1 > 1 is a constant only depending on b, σ_x.

Lemma 2 (Corollary 24 in Bartlett et al., 2019). For any centered random vector z ∈ R^n with independent σ^2_x sub-Gaussian coordinates with unit variances, any k dimensional random subspace L of R^n that is independent of z, and any t > 0, with probability at least 1 − 3e^{−t}, ‖z‖^2 ≤ n + 2(162e)^2σ^2_x(t + √ nt), ‖Π_L z‖^2 ≥ n − 2(162e)^2σ^2_x(k + t + √ nt), where Π_L is the orthogonal projection on L .

Lemma 3. There are constants b, c ≥ 1 such that, for any k ≥ 0, with probability at least 1 − 2e^{− nc} :

1. for all i ≥ 1, μ_{k+1}(A_{−i} + λnI) ≤ μ_{k+1}(A + λnI) ≤ μ_1(A_k + λnI) ≤ c_1( ∑ j>k λ_j + λ_{k+1}n) + λn;

2. for all 1 ≤ i ≤ k, μ_n(A + λnI) ≥ μ_n(A_{−i} + λnI) ≥ μ_n(A_k + λnI) ≥ 1 c_1 ∑ j>k λ_j − c_1λ_{k+1}n + λn;

3. if r_k ≥ bn, then 1 c_1 λ_{k+1}r_k + nλ ≤ μ_n(A_k + λnI) ≤ μ_1(A_k + λnI) ≤ c_1λ_{k+1}r_k + nλ.

Proof. With Lemma 1, the first two claims follow immediately. For the third claim: if r_k (Σ) ≥ bn, we have that bnλ_{k+1} ≤ ∑ j>k λ_j , so μ_1(A_k + λnI) ≤ c_1λ_{k+1}r_k(Σ) + λn ≤ c_1λ_{k+1}r_k + nλ μ_n(A_k + λnI) ≥ 1 c_1 λ_{k+1}r_k(Σ) + λn ≥ 1 c_1 λ_{k+1}r_k + nλ, for the same constant c_1 > 1 as in Lemma 1.

Lemma 4 (Proposition 2.7.1 in Vershynin, 2018). For any random variable ξ that is centered, σ^2-subgaussian, and unit variance, ξ^2 − 1 is a centered 162eσ^2-subexponential random variable, that is, E exp(λ(ξ^2 − 1)) ≤ exp((162eλσ^2)^2), for all such λ that |λ| ≤ 1/(162eσ^2).

Lemma 5 (Lemma 15 in Bartlett et al., 2019). Suppose that {η_i} is a sequence of non-negative random variables, and that {t_i} is a sequence of non-negative real numbers (at least one of which is strictly positive) such that, for some δ ∈ (0, 1) and any i ≥ 1, Pr(η_i > t_i) ≥ 1 − δ. Then, Pr ( ∑ i η_i ≥ 1 2 ∑ i t_i ) ≥ 1 − 2δ. Lemma 6 (Lemma 2.7.6 in Vershynin, 2018). For any non-increasing sequence {λ_i}^∞_{i=1} of non-negative numbers such that ∑ i λ_i < ∞, and any independent, centered, σ−subexponential random variables {ξ_i}^∞_{i=1}, and any x > 0, with probability at least 1 − 2e^{−x} | ∑ i λ_iξ_i| ≤ 2σ max xλ_1, √ x ∑ i λ^2_i .

Lemma 7 (Consequence of Theorem 5 in Tsigler and Bartlett (2023)). There is an absolute constant c > 1 such that the following holds. For any k <^n_c , with probability at least 1 − ce^{− nc} , if A_k is positive definite, then

tr{Σ[I − X^T (XX^T + λnI)^{−1}X]^2} ≤ ( ∑ i>k λ_i ) ( 1 + μ_1(A_k + λnI)^2 μ_n(A_k + λnI)^2 + nλ_{k+1} μ_n(A_k + λnI) )

+ ∑ i≤k 1 λ_i ( μ_1(A_k + λnI)^2 n^2 + λ_{k+1} n · μ_1(A_k + λnI)^2 μ_n(A_k + λnI) ) ,

tr{XΣX^T (XX^T + λnI)^{−2}} ≤ μ_1(A_k + λnI)^2 μ_n(A_k + λnI)^2 · k n + n μ_n(A_k + λnI)^2 ( ∑ i>k λ^2_i ) . Lemma 8 (Proposition 1 in Jacot et al., 2018). For a network of depth L at initialization, with a Lipschitz nonlinearity σ, and in the limit as n_1, . . . , n_{L−1} → ∞, the output functions f_{θ,k}, for k = 1, . . . , n_L, tend (in law) to iid centered Gaussian processes of covariance Σ^{(L)} is defined recursively by:

Σ^{(1)}(x, x^′) = 1 n_0 x^T x^′ + β^2,

Σ^{(L+1)}(x, x^′) = E_{f ∼N(0,Σ}(L)_)[σ(f(x))σ(f(x^′ ))] + β^2,

taking the expectation with respect to a centered Gaussian process f of covariance Σ^{(L)}.

Lemma 9 (Theorem 1 in Jacot et al., 2018). For a network of depth L at initialization, with a Lipschitz nonlinearity σ, and in the limit as the layers width n_1, . . . , n_{L−1} → ∞, the NTK Θ^{(L)} converges in probability to a deterministic limiting kernel: Θ^{(L)} → Θ^{(L)}_∞ ⊗ Id_{nL} .

The scalar kernel Θ^{(L)}_∞ : R^{n0} × R^{n0} → R is defined recursively by

Θ^{(1)}_∞ (x, x^′) = Σ^{(1)}(x, x^′), Θ_∞(L+1)_{(x,x}′_) = Θ^{(L)}_∞ (x, x^′)Σ̇^{(L+1)}(x, x^′) + Σ^{(L+1)}(x, x^′), where Σ̇^{(L+1)}(x, x^′) = E_{f ∼N(0,Σ(L) )}[σ̇(f(x))σ̇(f(x^′))]

taking the expectation with respect to a centered Gaussian process f of covariance Σ^{(L)}, and where σ̇ denotes the derivative of σ.

C Proof for Theorem 5 and Theorem 7

Denoting θ̃ = V^T θ (Σ = V^T ΛV ), based on data assumptions above, we have the following decomposition for excessive standard risk: R^{std}(θ̂_λ) = E_{θ,x,ϵ} [x^T (θ − θ̂_λ)]^2 = E_{θ,x,ϵ} {x^T [I − X^T (XX^T + λnI)^{−1}X]θ − x^T X^T (XX^T + λnI)^{−1}ϵ}^2 = E_θ θ^T [I − X^T (XX^T + λnI)^{−1}X]Σ[I − X^T (XX^T + λnI)^{−1}X]θ + E_ϵ ϵ^T (XX^T + λnI)^{−1}XΣX^T (XX^T + λnI)^{−1}ϵ = ∑ i θ̃^2_i ([I − X^T (XX^T + nλI)^{−1}X]Σ[I − X^T (XX^T + λnI)^{−1}X])_{i,i}

B^{std}

+ σ^2 tr{XΣX^T (XX^T + λnI)^{−2}}

V^{std} .

(16)

And similarly, we can get an expression for parameter norm as

E‖θ̂‖^2 = E_{X,ϵ,θ} (ϵ^T + θ^T X^T )(XX^T + λnI)^{−1}XX^T (XX^T + λnI)^{−1}(Xθ + ϵ) = ∑ i θ̃^2_i (X^T (XX^T + nλI)^{−1}XX^T (XX^T + nλI)^{−1}X)_{i,i}

B^{norm}

+ σ^2 tr{XX^T (XX^T + λnI)^{−2}}

V^{norm} , (17)

C.1 Standard Risk

The upper bound in standard risk can be directly obtained from Lemma 7 in Tsigler and Bartlett (2023), which shows that with probability at least 1 − ce^{− nc} , we have

R^{std}/C_1 ≤ ∑ j>k^∗ λ_j θ^2_{∗j} + k^∗∑

j=1 θ^2_{∗j} λ_j (nλ + λ_k∗_{+1}r_k∗ )^2 n^2

+ σ^2 ( k^∗ n + n ∑ j>k^∗ λ 2 j (nλ + λ_k∗_{+1}r_k∗ )^2 ) , (18)

where C_1 > 0 is a constant which only depends on b, σ_x. And here we just consider the lower bound in R^{std}.

First, we will take estimation for term V^{std} = tr{XΣX^T (XX^T + λnI)^{−2}}. Considering Σ = ∑ i λ_iv_iv^T_i in our model setting, where v_i ∈ R^p , we can rewrite XX^T as

XX^T = ∑ i λ_iz_iz^T_i , where z_i are as defined in (13).

By defining A = XX^T , A_k = ∑ i>k λ_iz_iz^T_i , A_{−k} = ∑ i≠k λ_iz_iz^T_i , with Woodbury identity, we have

V^{std} = tr{XΣX^T (XX^T + λnI)^{−2}} = ∑ i λ^2_i z^T_i ( ∑ j λ_j z_j z^T_j + nλI)^{−2}z_i

= ∑ i λ^2_i z^T_i (A_{−i} + nλI)^{−2}z_i [1 + λ_iz^T_i (A_{−i} + nλI)^{−1}z_i]^2 . (19)

And considering to use Lemma 2 by setting t < n/c, for each index i, denoting L_i is the subspace in R^n , related to the n − k^∗ eigenvalues of A_{−i} + nλI, then with probability at least 1 − 3e^{−n/c}, we have

‖z_i‖^2 ≤ n + 2(162e)^2σ^2_x(t + √ nt) ≤ c_2n, ‖Π_{Li} z_i‖^2 ≥ n − 2(162e)^2σ^2_x(k^∗ + t + √ nt) ≥ n/c_3, where c_2 = 8(162e)^2σ^2_x, c_3 = 2, (in our assumptions, c > 1 is a large enough constant to make √ c > 16(162e)^2σ^2_x, which leads to a positive c_3).

As is mentioned in Lemma 3, from Condition 1, we have r_k∗ ≥ bn and k^∗ ≤ n/c_0 for some constant c_0 > 0, then with probability at least 1 − 2e^{−n/c},

μ_k∗_{+1}(A_{−i} + λnI) ≤ c_1( ∑ j>k^∗ λ_j + nλ) for any index i = 1, . . . , ∞, where c_1 > 1 only depends on b, σ_x. Then for any index i, we denote L_i is the subspace related to the n − k eigenvalues of A_{−i} + nλI, and obtain

z^T_i (A_{−i} + nλI)^{−1}z_i ≥ (Π_{Li} z_i)^T (A_{−i} + nλI)^{−1}(Π_{Li} z_i),

then by Lemma 2, with probability at least 1 − 5e^{−n/c}, we have z^T_i (A_{−i} + nλI)^{−1}z_i ≥ ‖Π_{Li} z_i‖^2 μ_k∗_{+1}(A_{−i} + nλ) ≥ n c_3c_1( ∑ j>k^∗ λj + nλ) , (20)

in which c_3 is a constant just depending on c, σ_x, and c_1 just depends on b, σ_x. The first inequality is from a^T Aa^T ≥ ‖a‖^2μ_n(A); the second inequality is from the bounds for eigenvalues and vector norms in Lemma 2 and 3. Due to this,

1 + z^T_i (A_{−i} + nλI)^{−1}z_i ≤

( c_1c_3( ∑ j>k^∗ λj + nλ) nλ_i + 1 ) λ_iz^T_i (A_{−i} + nλI)^{−1}z_i. (21)

and on the other hand, z^T_i (A_{−i} + nλI)^{−2}z_i ≥ 1 ‖z_i‖^2 (z^T_i (A_{−i} + nλI)^{−1}z_i)^2 ≥

(z^T_i (A_{−i} + nλI)^{−1}z_i)^2

c_2n

, (22)

in which c_2 is a constant just depending on σ_x. The first inequality is from Cauthy-Schwarz, and the second inequality is from the upper bound of ‖z_i‖^2 in Lemma 2.

Considering both Eq.(21) and (22), for any index i = 1, . . . , ∞, with probability at least 1 − 5e^{−n/c} we can get a lower bound as

λ^2_i z^T_i (A_{−i} + nλI)^{−2}z_i [1 + λ_iz^T_i (A_{−i} + nλI)^{−1}z_i]^2 ≥ ( c_1c_3( ∑ j>k^∗ λj + nλ) nλ_i + 1 )_{−2} λ^2_i z^T_i (A_{−i} + nλI)^{−2}z_i (λ_iz^T_i (A_{−i} + nλI)^{−1}z_i)^2 ≥ ( ( ∑ j>k^∗ λj + nλ) nλ_i + 1 )_{−2} 1 c^2_1c^2_3c_2n > 0, (23)

Then we turn to the whole trace term (19), due to Lemma 5, with probability at least 1 − 10e^{−n/c}, we have

tr{XΣX^T (XX^T + λnI)^{−2}} = ∑ i λ^2_i z^T_i (A_{−i} + nλI)^{−2}z_i [1 + λ_iz^T_i (A_{−i} + nλI)^{−1}z_i]^2 ≥ 1 2c^2_1c^2_3c_2n ∑ i ( ( ∑ j>k^∗ λj + nλ) nλ_i + 1 )_{−2}

≥ 1 18c^2_1c^2_3c_2n ∑ i min{1, n^2λ^2_i ( ∑ j>k^∗ λj ) 2 , λ^2_i λ^2 } ≥ 1 18c^2_1c^2_3c_2b^2n ∑ i min{1, ( bn r_k∗ )^2 λ^2_i λ^2_k∗_{+1} , b^2λ^2_i λ^2 }, in which the first inequality is from Eq.(23); the second inequality is from

(a + b + c)^{−2} ≥ (3 max{a, b, c})^{−2} = 1 9 min{a^{−2}, b^{−2}, c^{−2}}, and the third inequality is just some bounds relaxing on constant level. From Condition 1, we know that bn/r_k∗ ≤ 1, as well as^{λi}_{λk∗+1} ≤ 1 for any index i > k^∗, then we can further obtain tr{XΣX^T (XX^T + λnI)^{−2}} ≥ 1 18c^2_1c^2_3c_2b^2n k^∗∑

i=1 min{1, ( bn r_k∗ )^2 λ^2_i λ^2_k∗_{+1} , b^2λ^2_i λ^2 } + 1 18c^2_1c^2_3c_2b^2n ∑ i>k^∗ min{( bn r_k∗ )^2 λ^2_i λ^2_k∗_{+1} , b^2λ^2_i λ^2 }

≥ 1 18c^2_1c^2_3c_2b^2n k^∗∑

i=1 min{1, b^2n^2λ^2_i (λ_k∗_{+1}r_k∗ )^2 + n^2λ^2 } + 1 18c^2_1c^2_3c_2 ∑ i>k^∗ nλ^2_i (λ_k∗_{+1}r_k∗ )^2 + n^2λ^2 = 1 18c^2_1c^2_3c_2b^2n k^∗∑

i=1 min{1, b^2n^2λ^2_i (λ_k∗_{+1}r_k∗ )^2 + n^2λ^2 } + n ∑ i>k^∗ λ 2 i 18c^2_1c^2_3c_2[(λ_k∗_{+1}r_k∗ )^2 + n^2λ^2] ≥ 1 18c^2_1c^2_3c_2b^2n k^∗∑

i=1 min{1, b^2n^2λ^2_i (λ_k∗_{+1}r_k∗ )^2 + n^2λ^2 } + n ∑ i>k^∗ λ 2 i 18c^2_1c^2_3c_2(λ_k∗_{+1}r_k∗ + nλ)^2 .

(24)

The second inequality is from min{1/a, 1/b} ≥ 1/(a + b), and the last inequality is from the fact a^2 + b^2 ≤ (a + b)^2 for positive a, b.

More specifically, if we consider nλ ≥ λ_k∗_{+1}r_k∗ , then it is not harmful to take lower bounds as 1 (λ_k∗_{+1}r_k∗ )^2 + n^2λ^2 ≥ 1 2n^2λ^2 ,

Based on this, we have tr{XΣX^T (XX^T + λnI)^{−2}} ≥ 1 18c^2_1c^3c_2b^2n k^∗∑

i=1 min{1, b^2n^2λ^2_i (λ_k∗_{+1}r_k∗ )^2 + n^2λ^2 } + n ∑ i>k^∗ λ 2 i 18c^2_1c^2_3c_2(λ_k∗_{+1}r_k∗ + nλ)^2 ≥ 1 36c^2_1c^2_3c_2b^2n k^∗∑

i=1 min{1, b^2n^2λ^2_i n^2λ^2 } + n ∑ i>k^∗ λ 2 i 36c^2_1c^2_3c_2n^2λ^2 ≥ 1 36c^2_1c^2_3c_2b^2n k^∗∑

i=1 min{1, λ^2_i λ^2 } + ∑ i>k^∗ λ 2 i 36c^2_1c^2_3c_2nλ^2 ≥ 1 36c^2_1c^2_3c_2b^2n ∑ λ_i >λ 1 + ∑ λ_i≤λ λ^2_i λ^2 .

(25)

Then as for term B^{std}, we can still take the same decomposition for Σ and XX^T as

Σ = V ΛV^T , X = ZΛ^{1/2}V^T ,

in which Z ∈ R^{n×p} takes i.i.d. elements, and for convenience, we denote θ̃ = V^T θ. So we can get

B^{std} = Eθ^T [I − X^T (XX^T + nλI)^{−1}X]Σ[I − X^T (XX^T + nλI)^{−1}X]θ = Eθ^T V V^T [I − V Λ^{1/2}Z^T (XX^T + nλI)^{−1}X]Σ[I − X^T (XX^T + nλI)^{−1}ZΛ^{1/2}V ]V^T V θ = ∑ i θ̃^2_i

λ_i(1 − λ_iz^T_i (XX^T + nλI)^{−1}z_i)^2 + ∑ j≠i λ_iλ^2_j (z^T_i (XX^T + nλI)^{−1}z_j )^2 ≥ ∑ i θ̃^2_i λ_i(1 − λ_iz^T_i (XX^T + nλI)^{−1}z_i)^2

= ∑ i θ̃^2_i λ^i

(1 + λ_iz^T_i (A_{−i} + nλI)^{−1}z_i)^2 ≥ E ∑ i θ̃^2_i λ^i (1 +^{λi ‖zi‖2} μ_n(A_{−i})+nλ ) 2 , the first inequality is from ignoring the second part on the line above it, the second inequality is from a^T Aa ≤ μ_1(A)‖a‖^2, and the equality on the last line is from Woodbury identity.

Still considering the case λ ≥ λ_k∗_{+1}r_k∗ (Σ)/n, for each index i = 1, . . . , p, we can take an lower bound as μ_n(A_{−i}) + nλ ≥ nλ, which implies that with probability at least 1 − 5e^{−n/c}, we have λ_i (1 +^{λi ‖zi‖2} μ_n(A_{−i})+nλ ) 2 ≥ λ_i (1 +^{c1c2λin}_{nλ} )^2 ≥ 1 c^2_1c^2 λ_i (1 +^{λi}_λ )^2 ≥ 1 4c^2_1c^2 min{λ_i, λ^2 λ_i }, the last inequality is from

(a + b)^{−2} ≥ (2 max{a, b})^{−2} = 1 4 min{a^{−2}, b^{−2}}. So with probability at least 1 − 10e^{−n/c}, term B^{std} can be lower bounded as

B^{std} ≥ ∑ i θ̃^2_i λ^i (1 +^{λi ‖zi‖2} μ_n(A_{−i})+nλ ) 2 ≥ 1 4c^2_1c^2 ∑ λ_i >λ θ̃^2_i λ^2 λ_i + ∑ λ_i ≤λ θ̃^2_i λ_i , (26)

in which c_2 only depends on σ_x. Combining the result in Eq.(25) and (26), we can get the lower bound for excessive standard risk while nλ ≥ λ_k∗_{+1}r_k∗ .

C.2 Parameter Norm

From (5), the gap between excessive standard risk and adversarial risk can be bounded as

r^2E‖θ̂_λ ‖^2 ≤ R^{adv}_α − R^{std} ≤ R^{std} + 2r^2E‖θ̂_λ ‖^2,

so the estimation for parameter norm measures the adversarial robustness essentially. The method to dealing with parameter norm is similar to the process in stanadrd risk estimation process. To be specific, still reviewing the bounds in Eq.(21), (22) and (23), i.e, for any index i, with a high probability, we have

1 + z^T_i (A_{−i} + nλI)^{−1}z_i ≤

( c_1c_3( ∑ j>k λ_j + nλ_{k+1} + nλ) nλ_i + 1 ) λ_iz^T_i (A_{−i} + nλI)^{−1}z_i, z^T_i (A_{−i} + nλI)^{−2}z_i ≥ 1 ‖z_i‖^2 (z^T_i (A_{−i} + nλI)^{−1}z_i)^2 ≥

(z^T_i (A_{−i} + nλI)^{−1}z_i)^2 c_2n , λ^2_i z^T_i (A_{−i} + λnI)^{−2}z_i (1 + λ_iz^T_i (A_{−i} + λnI)^{−1}z_i)^2 ≥ 1 c^2_1c^2_3c_2n ( ( ∑ j>k^∗ λj + nλ) nλ_i + 1 )_{−2} , also, with Lemma 2, for each index i, with probability at least 1 − e^{−n/c}, we have

‖z_i‖^2 ≥ ‖Π_{Li} z_i‖^2 ≥ n/c_3,

then focusing on V^{norm}, according to Lemma 5, with probability at least 1 − 10e^{− nc} , we will obtain

tr{XX^T (XX^T + λnI)^{−2}} = ∑ i λ_iz^T_i (A + λnI)^{−2}z_i

= ∑ i λ_iz^T_i (A_{−i} + λnI)^{−2}z_i (1 + λ_iz^T_i (A_{−i} + λnI)^{−1}z_i)^2 = ∑ i 1 λ_i λ^2_i z^T_i (A_{−i} + λnI)^{−2}z_i (1 + λ_iz^T_i (A_{−i} + λnI)^{−1}z_i)^2 ≥ 1 2c^2_1c^2_3c_2n ∑ i 1 λ_i ( ( ∑ j>k^∗ λj + nλ) nλ_i + 1 )_{−2}

≥ 1 18c^2_1c^2_3c_2n ∑ i 1 λ_i min{1, n^2λ^2_i ( ∑ j>k^∗ λj ) 2 , λ^2_i λ^2 } ≥ 1 18c^2_1c^2_3c_2b^2n ∑ i 1 λ_i min{1, ( bn r_k∗ )^2 λ^2_i λ^2_k∗_{+1} , b^2λ^2_i λ^2 }. The second inequality is from

(a + b + c)^{−2} ≥ (3 max{a, b, c})^{−2} = 1 9 min{a^{−2}, b^{−2}, c^{−2}}, and the third inequality is just some bounds relaxing on constant level.

As r_k∗ ≥ bn and for i > k^∗,^{λi}_{λk∗+1} ≤ 1, we further obtain tr{XX^T (XX^T + λnI)^{−2}} ≥ 1 18c^2_1c^2_3c_2b^2n ∑ i≤k^∗ 1 λ_i min{1, ( bn r_k∗ )^2 λ^2_i λ^2_{k+1} , b^2λ^2_i λ^2 } + 1 18c^2_1c^2_3c_2b^2n ∑ i>k^∗ 1 λ_i min{( bn r_k∗ )^2 λ^2_i λ^2_{k+1} , b^2λ^2_i λ^2 }

≥ 1 18c^2_1c^2_3c_2b^2 ∑ i≤k^∗ 1 λ_i min{ 1 n , b^2nλ^2_i r^2_k∗ λ^2_k∗_{+1} + n^2λ^2 } + 1 18c^2_1c^2_3c_2b^2n ∑ i>k^∗ 1 λ_i b^2n^2λ^2_i r^2_k∗ λ^2_k∗_{+1} + n^2λ^2 = 1 18c^2_1c^2_3c_2b^2 ∑ i≤k^∗ 1 λ_i min{ 1 n , b^2nλ^2_i r^2_k∗ λ^2_k∗_{+1} + n^2λ^2 } + 1 18c^2_1c^2_3c_2 nλ_k∗_{+1}r_k∗ r^2_k∗ λ^2_k∗_{+1} + n^2λ^2 ≥ 1 18c^2_1c^2_3c_2b^2 ∑ i≤k^∗ 1 λ_i min{ 1 n , b^2nλ^2_i (r_k∗ λ_k∗_{+1} + nλ)^2 } + 1 18c^2_1c^2_3c_2 nλ_k∗_{+1}r_k∗ (r_k∗ λ_k∗_{+1} + nλ)^2 ,

(27)

The first inequality is due to the fact that as i ≥ k^∗, we have ( bn r_k∗ )^2 λ^2_i λ^2_k∗_{+1} ≤ 1, and the second inequality is using a^2 + b^2 ≤ (a + b)^2 as a, b > 0.

Specifically, we still consider two cases. First, if nλ ≥ λ_k∗_{+1}r_k∗ , we can take a lower bound as 1 (nλ + λ_k∗_{+1}r_k∗ )^2 ≥ 1 4n^2λ^2 , which implies a lower bound for the term V^{norm} as

V^{norm} ≥ 1 18c^2c^2_3c_2b^2 ∑ i≤k^∗ 1 λ_i min{ 1 n , b^2nλ^2_i (r_k∗ λ_k∗_{+1} + nλ)^2 } + 1 18c^2c^2_3c_2 nλ_k∗_{+1}r_k∗ (r_k∗ λ_k∗_{+1} + nλ)^2 ≥ 1 72c^2c^2_3c_2b^2 ∑ i≤k^∗ 1 λ_i min{ 1 n , b^2λ^2_i nλ^2 } + 1 72c^2c^2_3c_2 λ_k∗_{+1}r_k∗ nλ^2

≥ 1 72c^2c^2_3c_2b^2 ∑ λ_i >λ 1 nλ_i + ∑ λ_i ≤λ λ_i nλ^2 . (28)

The first inequality is from Eq.(27), the inequality above Eq.(28) implies the second inequality, and the third inequality is from the choice of minimum value for each index.

On the other hand, if we take the regularization parameter λ small enough, i.e, nλ ≤ λ_k∗_{+1}r_k∗ , we can take a similar lower bound as 1 (nλ + λ_k∗_{+1}r_k∗ )^2 ≥ 1 4λ^2_k∗_{+1}r^2_k∗ , which implies the related lower bound for the term V^{norm} as

V^{norm} ≥ 1 18c^2_1c^2_3c_2b^2 ∑ i≤k^∗ 1 λ_i min{ 1 n , b^2nλ^2_i (r_k∗ λ_k∗_{+1} + nλ)^2 } + 1 18c^2_1c^2_3c_2 nλ_k∗_{+1}r_k∗ (r_k∗ λ_k∗_{+1} + nλ)^2 ≥ 1 72c^2_1c^2_3c_2b^2 ∑ i≤k^∗ 1 λ_i min{ 1 n , b^2nλ^2_i (λ_k∗_{+1}r_k∗ )^2 } + 1 72c^2_1c^2_3c_2 nλ_k∗_{+1}r_k∗ (λ_k∗_{+1}r_k∗ ))^2 ≥ 1 72c^2_1c^2_3c_2b^2 k^∗∑

i=1 1 nλ_i + 1 72c^2_1c^2_3c_2 n λ_k∗_{+1}r_k∗ ,

(29) the analysis is similar to (28) above, and the last inequality is from the definition of k^∗ in 7.

Then similarly, we turn to the estimation for term B^{norm},

B^{norm} = Eθ^T X^T (XX^T + nλI)^{−1}XX^T (XX^T + nλI)^{−1}Xθ = EθV V^T V Λ^{1/2}Z^T (XX^T + nλI)^{−1}XX^T (XX^T + nλI)^{−1}ZΛ^{1/2}V^T V θ = ∑ i θ̃^2_i λ_iz^T_i (XX^T + nλI)^{−1}XX^T (XX^T + nλI)^{−1}z_i = ∑ i θ̃^2_i λ_iz^T_i (XX^T + nλI)^{−1}( ∑ j λ_j z_j z^T_j )(XX^T + nλI)^{−1}z_i = ∑ i θ̃^2_i λ_iz^T_i (XX^T + nλI)^{−1}(λ_iz_iz^T_i + ∑ j≠i λ_j z_j z^T_j )(XX^T + nλI)^{−1}z_i ≥ ∑ i θ̃^2_i λ^2_i (z^T_i (XX^T + nλI)^{−1}z_i)^2

= ∑ i θ̃^2_i ( λ_iz^T_i (A_{−i} + nλI)^{−1}z_i 1 + λ_iz^T_i (A_{−i} + nλI)^{−1}z_i

)_2 , in which the inequality is from ignoring the terms with index j ≠ i on the line above it, and the equality on the last line is from Woodbury identity. And considering Eq.(20), for each index i, with probability at least 1 − 5e^{−n/c}, we have z^T_i (A_{−i} + nλI)^{−1}z_i ≥ n c_3c_1( ∑ j>k^∗ λj + nλ) , which implies that ( λ_iz^T_i (A_{−i} + nλI)^{−1}z_i 1 + λ_iz^T_i (A_{−i} + nλI)^{−1}z_i

)_2 ≥ 1 c^2_3c^2_1 ( nλ_i nλ_i + ∑ j>k^∗ λj + nλ )_2 ,

Then according to Lemma 5, with probability at least 1 − 10e^{−n/c}, we can estimate the lower bound for B^{norm} as B^{norm} ≥ ∑ i θ̃^2_i ( λ_iz^T_i (A_{−i} + nλI)^{−1}z_i 1 + λ_iz^T_i (A_{−i} + nλI)^{−1}z_i

)_2

≥ ∑ i θ̃^2_i 1

2c^2_3c^2_1 ( nλ_i nλ_i + ∑ j>k^∗ λj + nλ )_2

≥ 1 8c^2_3c^2_1 ∑ i θ̃^2_i min{1, n^2b^2λ^{2i} ( ∑ j>k^∗ λj + nλ) 2 }

= 1 8c^2_3c^2_1b^2 k^∗∑

i=1 θ̃^2_i min{1, n^2b^2λ^{2i} (λ_k∗_{+1}r_k∗ + nλ)^2 } + 1 8c^2_3c^2_1 n^2 ∑ j>k^∗ θ̃ 2 j λ^2_j (λ_k∗_{+1}r_k∗ + nλ)^2 , in which the third inequality is from 1 (a + b)^2 ≥ 1 4 min{ 1 a^2 , 1 b^2 }, and the equality on the last line is from the fact that r_k∗ ≥ bn and λ_j ≤ λ_k∗_{+1} for any j > k^∗.

So we can also consider two situations. First, if nλ ≤ λ_k∗_{+1}r_k∗ , we have a lower bound as 1 (nλ + λ_k∗_{+1}r_k∗ )^2 ≥ 1 4λ^2_k∗_{+1}r^2_k∗ , then we can obtain

B^{norm} ≥ 1 8c^2_3c^2_1b^2 k^∗∑

i=1 θ̃^2_i min{1, n^2b^2λ^{2i} (λ_k∗_{+1}r_k∗ + nλ)^2 } + 1 8c^2_3c^2_1 n^2 ∑ j>k^∗ θ̃ 2 j λ^2_j (λ_k∗_{+1}r_k∗ + nλ)^2 ≥ 1 32c^2_3c^2_1b^2 k^∗∑

i=1 θ̃^2_i min{1, n^2b^2λ^{2i} (λ_k∗_{+1}r_k∗ )^2 } + 1 32c^2_3c^2_1 n^2 ∑ j>k^∗ θ̃ 2 j λ^2_j (λ_k∗_{+1}r_k∗ )^2 = 1 32c^2_3c^2_1b^2 k^∗∑

i=1 θ̃^2_i + 1

32c^2_3c^2_1 n^2 ∑ j>k^∗ θ̃ 2 j λ^2_j (λ_k∗_{+1}r_k∗ )^2 ,

(30)

where the last equality is from the definition of k^∗ in Eq.(7).

Similarly, if nλ ≥ λ_k∗_{+1}r_k∗ , we have

B^{norm} ≥ 1 8c^2_3c^2_1b^2 k^∗∑

i=1 θ̃^2_i min{1, n^2b^2λ^{2i} (λ_k∗_{+1}r_k∗ + nλ)^2 } + 1 8c^2_3c^2_1 n^2 ∑ j>k^∗ θ̃ 2 j λ^2_j (λ_k∗_{+1}r_k∗ + nλ)^2 ≥ 1 32c^2_3c^2_1b^2 k^∗∑

i=1 θ̃^2_i min{1, λ^{2i}

λ^2 } + 1 32c^2_3c^2_1 ∑ j>k^∗ θ̃ 2 j λ^2_j λ^2 ≥ 1 32c^2_3c^2_1b^2 ∑ λ_i >λ θ̃^2_i + ∑ λ_i ≤λ θ̃2_i λ2_i λ^2 ,

(31)

where the last inequality is due to b > 1.

D Proof for Corollary 8 and Theorem 2

In this part, we would explore the impact of λ for both standard risk and parameter norm. And we will begin with the small regularization regime:

(1). Small Regularization: λ ≤ λ_k∗_{+1}r_k∗ /n.

In this regime, the regularization parameter λ is too small to cause obvious impact for both standard risk and parameter norm, while comparing with min-norm estimator. And with the analysis above, we have the upper bound for R^{std} as in (18):

R^{std}/C_1 ≤ ∑ j>k^∗ λ_j θ^2_{∗j} + k^∗∑

j=1 θ^2_{∗j} λ_j (nλ + λ_k∗_{+1}r_k∗ )^2 n^2

+ σ^2 ( k^∗ n + n ∑ j>k^∗ λ 2 j (nλ + λ_k∗_{+1}r_k∗ )^2 )

≤ ∑ j>k^∗ λ_j θ^2_{∗j} + k^∗∑

j=1 θ^2_{∗j} λ_j 4λ^2_k∗_{+1}r^2_k∗

n^2

+ σ^2 ( k^∗ n + n ∑ j>k^∗ λ 2 j λ^2_k∗_{+1}r^2_k∗ ) ,

under Condition 1, it tends to zero, which implies that it is a near optimal estimator with respect to R^{std}. But as for parameter norm, with the results shown in (29) and (30), we have

E‖θ̂_λ ‖^2 ≥ 1 32c^2_3c^2_1b^2 k^∗∑

i=1 θ̃^2_i + 1 32c^2_3c^2_1 n^2 ∑ j>k^∗ θ̃ 2 j λ^2_j (λ_k∗_{+1}r_k∗ )^2 + σ^2 72c^2_1c^2_3c_2b^2 k^∗∑

i=1 1 nλ_i + σ^2 72c^2_1c^2_3c_2 n λ_k∗_{+1}r_k∗ ≥ σ^2 72c^2_1c^2_3c_2 n λ_k∗_{+1}r_k∗ , with σ^2 = ω(λ_k∗_{+1}r_k∗ /n), the parameter norm would be large, which leads to a non-robust estimator for adversarial attacks.

(2). Large Regularization: λ ≥ λ_1.

In this situation, considering the standard risk, with (25) and (26), we have

R^{std} ≥ 1 4c^2_1c^2 ∑ λ_i >λ_1 θ̃^2_i λ^2 λ_i + ∑ λ_i ≤λ_1 θ̃^2_i λ_i + σ^2 36c^2_1c^2_3c_2b^2n ∑ λ_i>λ_1 1 + ∑ λ_i≤λ_1 λ^2_i λ^2 = 1 4c^2_1c^2 ∑ i θ̃^2_i λ_i + σ^2 ∑ i λ^2_i 36λ^2_1c^2_1c^2_3c_2b^2n ≥ 1 4c^2_1c^2 ‖θ‖^2_Σ, which implies that the large regularization will induce a standard risk which can not converge to zero. It means that general ridge regression methods with constant level regularization λ will not take the estimator effective enough.

(3). Intermediate Regularization: λ_k∗_{+1}r_k∗ /n ≤ λ ≤ λ_1.

In this regime, we focus on a special case, in which the norm of parameter θ has a slow decreasing rate, and the signal-to-noise ratio is not very large (as is mentioned in Condition 2 and constrain on σ^2 = ω(λ_k∗_{+1}r_k∗ /n)).

To be specific, the upper bound of R^{std}(θ̂_λ) for min-norm estimator is

R^{std}/C_1 ≤ ∑ j>k^∗ λ_j θ^2_{∗j} + k^∗∑

j=1 θ^2_{∗j} λ_j 4λ^2_k∗_{+1}r^2_k∗ n^2

+ σ^2 ( k^∗ n + n ∑ j>k^∗ λ 2 j λ^2_k∗_{+1}r^2_k∗ ) . Then we turn to the estimator with an intermediate regularization. As is shown in (28) and (31), the lower bound of parameter norm is

E‖θ̂_λ ‖^2 ≥ 1 32c^2_3c^2_1b^2 ∑ λ_i >λ θ̃^2_i + ∑ λ_i≤λ θ̃2_i λ2_i λ^2 + σ^2 72nc^2_1c^2_3c_2b^2 ∑ λ_i >λ 1 λ_i + ∑ λ_i≤λ λ_i λ^2 ,

and with (25) and (26), the lower bound for standard risk is

R^{std} ≥ 1 4c^2_1c^2 ∑ λ_i>λ θ̃^2_i λ^2 λ_i + ∑ λ_i ≤λ θ̃^2_i λ_i + σ^2 36c^2_1c^2_3c_2b^2n ∑ λ_i >λ 1 + ∑ λ_i ≤λ λ^2_i λ^2 ,

With Condition 2, if we have (λ_k∗_{+1}r_k∗ )/n ≤ λ ≤ λ_w∗ , then

R^{std}(θ̂_λ)E‖θ̂_λ ‖^2 ≥ 1 288c^4_1c^3_2c^2_3b^2 σ^2 nλ^2 ∑ λ_i ≤λ θ̃^2_i λ_i ∑ λ_i≤λ λ_i ≥ 1 288c^4_1c^3_2c^2_3b^2 σ^2‖θ‖^2 √ max{ k^∗ n , n R_k∗ },

comparing this term with the upper bound of R^{std}(θ̂_λ) in min-norm estimator, we can obtain the corresponding result in Corollary 8.

Then before the following analysis, we claim a useful lemma first:

Lemma 10. For λ = λ̃ be the smallest regularization parameter leading to a stable parameter norm (λ̃ can change with the increasing in sample size n), in which λ̃ < λ_k∗_{+1}, we can always get the result that lim_{n→∞} λ̃ λ^∗_k + 1 = ∞. Proof. While we consider λ̃ induces a stable parameter norm, we have lim_{n→∞} σ^2 nλ̃^2 ∑ λ_j ≤λ̃ λ_j ≠ ∞, lim_{n→∞} σ^2 nλ^2_k∗_{+1} ∑ j>k^∗ λ_j = ∞. (32)

Then if the condition λ̃/λ_k∗_{+1} → ∞ does not meet, there exists a constant C > 0 satisfying lim_{n→∞} λ̃ λ_k∗_{+1} ≤ C, we can obtain lim_{n→∞} σ^2 nλ̃^2 ∑ λ_j ≥λ̃ λ_j ≥ lim_{n→∞} σ^2 nC^2λ^2_k∗_{+1} ∑ j≥k^∗ +1 λ_j = ∞, which contradicts the first equation in Eq.(32), so we can draw a conclusion that lim_{n→∞} λ̃ λ_k∗_{+1} = ∞.

Then from the second condition in Condition 2, λ = λ_w∗ can always leads to a stable E‖θ̂_λ ‖^2, combing with Lemma 10, λ_w∗ /λ_k∗_{+1} tends to infinity. Then considering the first condition in Condition 2, as well as the fact that B^{std} will increase with λ, based on the result

B^{std}(θ̂_λ|_{λ=λw∗} ) ‖θ‖^2R^{std}(θ̂_λ|_{λ=0})

≥ c_4 min λ^2_w∗ ∑ λ_i >λ_w∗ θ̃ 2 i /λ_i + ∑ λ_i ≤λ_w∗ θ̃ 2 i λ_i ‖θ‖^2(λ^2_k∗_{+1}‖θ_{0:k}∗ ‖^2_{Σ−10:k∗} + ‖θ_k∗_{:∞}‖^2_{Σk∗:∞} ) , 1 E‖θ̂_λ ‖^2 √ max{k^∗/n, n/R_k∗ } ,

in which c_4 = min{C_1/(4c^2_1c^2), C_1/(288c^4_1c^3_2c^2_3b^2)} is a constant only depending on b, σ_x, we can draw a conclusion that with enough sample size n, while λ_w∗ ≤ λ ≤ λ_1, R^{std} ≥ ‖θ‖^2R^{std}(θ̂_λ|_{λ=0}), as both two terms on the right hand side tends to infinity. So in this regime, we reveal that under large enough sample size n, with a high probability, the near optimal standard risk convergence rate and stable adversarial risk can not be obtained at the same time.

By considering the results for all regimes together, we obtain the conclusion stated in Theorem 2, which implies that to get a stable adversarial risk, there must be corresponding loss in convergence rate in standard risk.

E Proof for Theorem 3

The proof consists of three steps. First, we take a linear approximation for NTK kernel K = ∇F ∇F^T as m → ∞; next, we take asymptotic expressions for standard risk R^{std}(ŵ) and Lipschitz norm E‖∇_x f_{NT K} (ŵ, x)‖^2; finally, the upper and lower bounds of R^{std}(ŵ) and E‖∇_x f_{NT K} (ŵ, x)‖^2 are calculated respectively.

Step 1: kernel matrix linearization. Recalling Lemma 8 and 9 in Jacot et al. (2018), with Condition 4, the kernel matrix K = ∇F ∇F^T ∈ R^{n×n} will have components as

K_{i,j} = K(x_i, x_j ) = ∇_wf_{NT K} (w_0, x_i)^T ∇_wf_{NT K} (w_0, x_j ) = x^T_i x_j πp arccos ( − x^T_i x_j ‖x_i‖‖x_j ‖ ) + ‖x_i‖‖x_j ‖ 2πp √ 1 − ( x^T_i x_j ‖x_i‖‖x_j ‖ )_2 + o_p( 1 √ m ), (33)

here we define a temporary function t_{ij} (z) as: t_{i,j} (z) := x^T_i x_j πl arccos ( − x^T_i x_j lz ) + z 2π √ 1 − ( x^T_i x_j lz )_2 , which has a uniformal bounded Lipschitz as: |t^′_{i,j} (z) = | 3 2π (x^T_i x_j /lz)^2 √ 1 − (x^T_i x_j /lz)^2 + 1 2π √ 1 − (x^T_i x_j /lz)^2| ≤ 2 π , and the kernel matrix K can be approximated by a new kernel K^′ which has components K^′_{i,j} = (l/p)t_{i,j} (1), due to the following fact ‖p/lK − p/lK^′‖_2 = max_{β∈Sn−1} β^T (p/lK − p/lK^′)β = max_{β∈Sn−1} ∑ i,j β_iβ_j (t_{i,j} ( ‖x_i‖‖x_j ‖ l ) − t_{i,j} (1) + o_p( p l √ m ))

≤ 2 π max β∈S^{n−1} ∑ i,j β_iβ_j | | | | ‖x_i‖‖x_j ‖ l − 1 | | | | + o^p( np l √ m )

≤ 2 π max_{i,j} | | | | ‖x_i‖‖x_j ‖ l − 1 | | | | · max β∈S^{n−1} ∑ i,j β_iβ_j + o_p( np l √ m )

= 2 π max_i | | | ‖x^i‖^2 l − 1 | | | · max β∈S^{n−1} ∑ i,j β_iβ_j + o_p( np l √ m )

≤ 2n π max_i | | | | ‖x_i‖^2 l − 1 | | | | + o^p( np l √ m ), where the first inequality is due to the bounded Lipschitz norm of t_{i,j} (z) and the fact that β ∈ S^{n−1}, and the last inequality is from Cauthy-Schwarz inequality: ∑ i,j β_iβ_j ≤ √∑ i,j β^2_i √∑ i,j β^2_j = n ∑ i β^2_i = n.

Then under Condition 3 and 4, considering the concentration inequality for input data, for any fixed index i = 1, . . . , n, with probability at least 1 − 2ne^{−t2l2/2r0 (Σ2)}, we could obtain that max i=1,...,n | | | ‖x_i‖^2 l − 1 | | | ≤ t, under Condition 4, as r_0(Σ^2) ≤ r_0(Σ) = l, choosing t = n^{−5/16}, we have t^2l^2/r_0(Σ^2) ≥ ln^{−5/8} ≥ n^{1/8}, so with probability at least 1 − 2ne^{−n1/8/2}, we can get ‖K − K^′‖_2 ≤ 2n^{11/16} pπ + o_p( n √ m ) = o( l p ), where the last equality is from Condition 4. So it doesn’t matter to replace kernel matrix K by K^′. Further, if we denote a function g : R → R as:

g(z) := z πl arccos(− z l ) + 1 2π √ 1 − ( z l )^2,

the components of matrix K^′ can be expressed as K^′_{i,j} =^l_p g(x^T_i x_j ), then with a refinement of El Karoui (2010) in Lemma 11 , with probability at least 1 − 4n^2e^{−n1/8/2}, we have the following approximation:

‖K^′ − K̃‖_2 = o( l pn^{1/16} ), in which K̃ = l p ( 1 2π + 3r_0(Σ^2) 4πl^2 )11^T + 1 2p XX^T + l p ( 1 2 − 1 2π )I_n, (34)

as ‖K̃‖_2 ≥^l_p (^1_2 −^1_{2π} ), we can approximate K by K̃ in following calculations.

Step 2: asymptotic standard risk estimation. With the solution in Eq.(10), the excessive standard risk can be expressed as

R^{std}(ŵ) = E_{x,ϵ} [∇_wf_{NT K} (w_0, x)^T (ŵ − w_∗)]^2 = E_{x,ϵ} {∇_wf_{NT K} (w_0, x)^T [(∇F^T (∇F ∇F^T )^{−1}∇F − I)(w_∗ − w_0) + ∇F^T (∇F ∇F^T )^{−1}ϵ]}^2

= E_x (w_∗ − w_0)^T (I − ∇F^T (∇F ∇F^T )^{−1}∇F )(∇_w f_{NT K} (w_0, x)∇_w f_{NT K} (w_0, x)^T − 1 n ∇F^T ∇F ) (I − ∇F^T (∇F ∇F^T )^{−1}∇F )(w_∗ − w_0) + σ^2E_x tr{(∇F ∇F^T )^{−1}∇F ∇_wf_{NT K} (w_0, x)∇_wf_{NT K} (w_0, x)^T ∇F^T (∇F ∇F^T )^{−1}} ≤ E_x ‖w_∗ − w_0‖^2‖(I − ∇F^T (∇F ∇F^T )^{−1}∇F )‖^2‖∇_wf_{NT K} (w_0, x)∇_w f_{NT K} (w_0, x)^T ‖_2 + σ^2E_x tr{(∇F ∇F^T )^{−1}∇F ∇_wf_{NT K} (w_0, x)∇_wf_{NT K} (w_0, x)^T ∇F^T (∇F ∇F^T )^{−1}}

≤ R^2E_x ‖∇_wf_{NT K} (w_0, x)∇_w f_{NT K} (w_0, x)^T − 1 n ∇F^T ∇F ‖_2 B^{std}

+ σ^2E_x tr{K^{−2}∇F ∇_wf_{NT K} (w_0, x)∇_w f_{NT K} (w_0, x)^T ∇F^T }

V^{std} ,

where we denote ∇F (x^′) = [∇_wf_{NT K} (w_0, x^′_1), . . . , ∇_wf_{NT K} (w_0, x^′_n)]^T ∈ R^{n×m(p+1)} , and the last inequality is induced from the facts:

‖w_∗ − w_0‖^2 = ‖[Θ_∗, U_∗] − [Θ_0, U_0]‖^2_F ≤ R^2, ‖I − ∇F^T (∇F ∇F^T )^{−1}∇F ‖_2 ≤ 1. For the first term B^{std}, we first prove the random variable ∇_wf_{NT K} (w_0, x) is sub-gaussian with respect to x. Take derivative for ∇_wf_{NT K} (w_0, x) on each dimension of x: ‖ ∂^2f_{NT K} (w_0, x) ∂u_i∂x ‖_2 = ‖ 1 √ mp h^′(θ^T_{0,i}x)θ_{0,i}‖_2 ≤ ‖θ_{0,i}‖_2 √ mp , i = 1, . . . , m, ‖ ∂^2f_{NT K} (w_0, x) ∂θ_{i,j} ∂x ‖_2 = ‖ u_{0,i} √ mp h^′(θ^T_{0,i}x)e_j ‖_2 ≤ |u_{0,i}| √ mp , i = 1, . . . , m, j = 1, . . . , p, (35)

it implies that for any vector γ ∈ R^{m(p+1)} , the function γ^T ∇_wf_{NT K} (w_0, x) has a bounded Lipschitz as

‖ ∂γ^T ∇_wf_{NT K} (w_0, x) ∂x ‖_2 ≤ 1 √ mp m∑ i=1 |γ_i|‖θ_{0,i}‖_2 + m∑ i=1 p∑ j=1 |u_{0,i}||γ_{im+p}| ≤ 1√ mp ‖γ‖_2 m ∑ i=1 ‖θ_{0,i}‖^2 + pu^2_{0,i},

where the first inequality is due to the derivative results in Eq.(35), and the second inequality is from Cauthy-Schwarz inequality. Then by Lemma 12, we can obtain Ee^{λγT ∇w fN T K (w0,x)} ≤ exp ( λ^2‖γ‖^2( ∑_m i=1 ‖θ_{0,i}‖^2 + pu^2_{0,i}) 2mp ) ,

which implies that ∇_wf_{NT K} (w_0, x) is a √ ( ∑_m i=1 ‖θ_{0,i}‖^2 + pu^2_{0,i})/mp-subgaussian random vector, and ∇F can be regarded as n i.i.d. samples from the distribution of ∇_wf_{NT K} (w_0, x), corresponding to data x_1, . . . , x_n.

Then calculate the mean value of ∇_wf_{NT K} (w_0, x) on each dimension, we obtain E_x ∂f_{NT K} (w_0, x) ∂u_i = E_x 1 √ mp h(θ^T_{0,i}x) = ‖Σ^{1/2}θ_{0,i}‖_2 √ 2πmp , i = 1, . . . , m, E_x ∂f_{NT K} (w_0x) ∂θ_{i,j} = E_x u_{0,i} √ mp h^′(θ^T_{0,i}x)x_j = u_{0,i} √ 2πmp θ^T_{0,i}Σe_j ‖Σ^{1/2}θ_{0,i}‖_2 , i = 1, . . . , m, j = 1, . . . , p, which implies that the L_2 norm of its mean value is

‖E_x ∇_wf_{NT K} (w_0, x)‖^2 = 1 2πmp m∑ i=1 θ^T_{0,i}Σθ_{0,i} + m∑ i=1 p∑ j=1 u^2_{0,i}(Σ^{1/2}θ_{0,i})^2_j

‖Σ^{1/2}θ_{0,i}‖^2 = 1 2πmp (_m ∑ i=1 θ^T_{0,i}Σθ_{0,i} + u^2_{0,i} ) ,

then using Lemma 13, with probability at least 1 − 4e^{−√n}, we can get

‖ E_x ∇_wf_{NT K} (w_0, x)∇_w f_{NT K} (w_0, x)^T S_f − 1 n ∇F^T ∇F ‖_2

≤ ‖S_f ‖_2 max{ √ tr(S_f ) n , tr(S_f ) n , 1 n^{1/4} } + 2 √ 2 √ ( ∑_m i=1 ‖θ_{0,i}‖^2 + pu^2_{0,i})( ∑_m i=1 θ^T_{0,i}Σθ_{0,i} + u^2_{0,i}) √ 2πmpn^{1/4} , (36)

with some constant C > 0. Under Condition 4, we have

‖S_f ‖_2 ≤ tr(S_f ) = ( 1 + O_p( 1 √ m ) ) E_x ∇_wf_{NT K} (w_0, x)^T ∇_wf_{NT K} (w_0, x) = ( 1 + O_p( 1 √ m ) ) E_x K(x, x) = ( 1 + O_p( 1 √ m ) ) E_x ‖x‖^2 p = l p + O_p( l p √ m ), ∑_m i=1 ‖θ_{0,i}‖^2 + pu^2_{0,i} m = ( 1 + O_p( 1 √ m ) ) ( E_{w0} ‖θ_0‖^2 + pu^2_0 ) = 2p + O_p( p √ m ), ∑_m i=1 θ^T_{0,i}Σθ_{0,i} + u^2_{0,i} m = ( 1 + O_p( 1 √ m ) ) ( E_{w0} tr[Σθ_0θ^T_0 ] + u^2_0 ) = l + 1 + O_p( p √ m ), take the results above into Eq.(36), then we can obtain that with probability at least 1 − 4e^{−√n},

‖E_x ∇_wf_{NT K} (w_0, x)∇_wf_{NT K} (w_0, x)^T − 1 n ∇F^T ∇F ‖_2 ≤ l p ( 1 n^{1/4} + l np ) + 4 √ 2 √ 2p(l + 1) √ 2πpn^{1/4} ≤ 8 √ π √ l p 1 n^{1/4} . (37)

Then we turn to the variance term V^{std},

σ^2E_x tr{K^{−2}∇F ∇_wf_{NT K} (w_0, x)∇_w f_{NT K} (w_0, x)^T ∇F^T } = σ^2 n E_x′_i n∑ i=1 tr{(∇F ∇F^T )^{−1}∇F ∇_wf_{NT K} (w_0, x^′_i)∇_w f_{NT K} (w_0, x^′_i)^T ∇F^T (∇F ∇F^T )^{−1}}

= σ^2 n E_x′_i n∑ i=1 tr{(∇F ∇F^T )^{−1}∇F ∇_wf_{NT K} (w_0, x^′_i)∇_w f_{NT K} (w_0, x^′_i)^T ∇F^T (∇F ∇F^T )^{−1}} = σ^2 n E_x′_i tr{(∇F ∇F^T )^{−1}∇F ∇F (x^′)^T ∇F (x^′)∇F^T (∇F ∇F^T )^{−1}} = σ^2 n E_x′_i tr{K^{−2}∇F ∇F (x^′)^T ∇F (x^′)∇F^T }, where we denote x^′_1, . . . , x^′_n are i.i.d. samples from the same distribution as x_1, . . . , x_n, And the last equality is from the fact that ∇F ∇F^T = K. For the matrix ∇F ∇F (x^′)^T and ∇F (x^′)∇F^T , with probability at least 1 − 4n^2e^{−n1/4/2}, we can take similar procedure as Lemma 11 to linearize them respectively: ‖∇F ∇F (x^′)^T − l p ( 1 2π + 3r_0(Σ^2) 4πl^2 )11^T − 1 2p XX^{′T} ‖_2 ≤ 4l pn^{1/16} , ‖∇F (x^′)∇F^T − l p ( 1 2π + 3r_0(Σ^2) 4πl^2 )11^T − 1 2p X^′X^T ‖_2 ≤ 4l pn^{1/16} , (38)

as the samples x^′_i, i = 1, . . . , n are independent of x_i, i = 1, . . . , n, we can take Eq. (38) into V^{std} to take expecation as:

V^{std} ≤ 2 σ^2 n E_x′_i tr { K̃^{−2} ( ( l p ( 1 2π + 3r_0(Σ^2) 4πl^2 )11^T + 1 2p XX^{′T} )( l p ( 1 2π + 3r_0(Σ^2) 4πl^2 )11^T + 1 2p X^′X^T ) +

16l^2 p^2n^{1/8} I )} , = 2σ^2tr{K̃^{−2}( l^2 p^2 ( 1 4π^2

+ o(1))11^T + 1 4p^2 XΣX^T + 16l^2 p^2n^{9/8} I_n)}, (39) where the inequality is from linearizing the matrix K, ∇F ∇F (x^′)^T and ∇F (x^′)∇F^T . By Woodbury identity, denoting R̃ = 1 2p XX^T + l p ( 1 2 − 1 2π )I_n, we can get

l^2 p^2 ( 1 4π^2

+ o(1))1^T K̃^{−2}1 = l^2 p^2 ( 1 4π^2

+ o(1))1^T ( l p ( 1 2π + 3r_0(Σ^2) 4πl^2 )11^T + R̃)^{−2}1 = l^2 p^2 ( 1 4π^2 + o(1))1 T R̃−21 (1 +^l_p (^1_{2π} +^{3r0(Σ2)}_{4πl2} )1^T R̃^{−1}1)^2 ≤ 1^T R̃^{−2}1 (1^T R̃^{−1}1)^2 ≤ n/λ_n(R̃)^2 n^2/λ_1(R̃)^2 , where the first inequality is from ignoring the constant term 1 on denominator, and the second inequality is due to the fact

1^T R̃^{−2}1 ≤ nλ_1(R̃^{−1})^2 = n/λ_n(R̃)^2, 1^T R̃^{−1}1 ≥ nλ_n(R̃^{−1}) = n/λ_1(R̃),

as recalling Lemma 3, with a high probability, we have λ_n(R̃) ≥ l p ( 1 2 − 1 2π )+ 1 c_1p λ_k∗_{+1}r_k∗ ≥ l 4p , λ_1(R̃) ≤ l p ( 1 2 − 1 2π )+ c_1 p (nλ_1 +l) ≤

2l(1 + c_1) p ≤ (1 + c_1)(l + n) p , we can further obtain that l^2 p^2 ( 1 4π^2

+ o(1))1^T K̃^{−2}1 ≤ n n^2

4(l + n)^2(1 + c_1)^2/p^2 l^2/(4p^2)

≤ 32(1 + c_1)^2 ( 1 n + n l^2 ) , further due to Condition 4, we have l^2 p^2 ( 1 4π^2

+ o(1))1^T K̃^{−2}1 ≤ 32(1 + c_1)^2 ( 1 n + n l^2 ) ≤ 64(1 + c_1)^2 n^{1/2} . (40)

For the second term, based on Lemma 3, with probability at least 1 − ce^{−n/c}, we can obtain that σ^2 2p^2 tr{K̃^{−2}XΣX} = σ^2 2p^2 tr{( l p ( 1 2π + 3r_0(Σ^2) 4πl^2 )11^T + 1 2p XX^T + l p ( 1 2 − 1 2π )I_n)^{−2}XΣX^T } ≤ σ^2 p^2 tr{( 1 2p XX^T + l p ( 1 2 − 1 2π )I_n)^{−2}XΣX^T }

= σ^2tr{(XX^T + 2l( 1 2 − 1 2π )I_n)^{−2}XΣX^T } ≤ σ^2 ( k^∗ n (c_1λ_k∗_{+1}r_k∗ + l(1 − 1/π))^2 (1/c_1λ_k∗_{+1}r_k∗ + l(1 − 1/π))^2 + n ∑ i>k^∗ λ 2 i (λ_k∗_{+1}r_k∗ + l(1 − 1/π))^2 )

≤ σ^2 ( c^4_1 k^∗ n + n ∑ i>k^∗ λ 2 i (l(1 − 1/π))^2 ) ,

(41)

where the first inequality is from relaxing the unimportant term 11^T (see Lemma 2.2 in Bai (2008)), the second inequality is based on Lemma 7, and the last inequality is from the fact that (c_1λ_k∗_{+1}r_k∗ + l(1 − 1/π))^2 (1/c_1λ_k∗_{+1}r_k∗ + l(1 − 1/π))^2

≤ c^4_1, λ_k∗_{+1}r_k∗ + l(1 − 1/π) ≥ l(1 − 1/π). And for the third term,

2σ^2tr{K̃^{−2}

16l^2 p^2n^{9/8} } = 16l^2 p^2n^{9/8} σ^2tr{( l p ( 1 2π + 3r_0(Σ^2) 4πl^2 )11^T + 1 2p XX^T + l p ( 1 2 − 1 2π )I_n)^{−2}} ≤ 32l^2 p^2n^{9/8} σ^2tr{( 1 2p XX^T + l p ( 1 2 − 1 2π )I_n)^{−2}} = 128l^2 n^{9/8} σ^2tr{(XX^T + l(1 − 1/π)I_n)^{−2}} ≤ 128 (1 − 1/π)^2 1 n^{1/8} ,

(42)

where the last inequality is from the fact that μ_n(XX^T + l(1 − 1/π)) ≥ l(1 − 1/π). So combing Eq.(37), (39), (40), (41) and (42), with a high probability, R^{std}(ŵ) can be upper bounded as

R^{std}(ŵ) ≤ r^2 8 √ π √ l p 1 n^{1/4} + 128(1 + c_1)62σ^2 ( 1 n^{1/8} + c^4_1 k^∗ n + n ∑ i>k^∗ λ 2 i l^2(1 − 1/π)^2 ) . (43)

Step 3: asymptotic Lipschitz norm estimation. The final step is to lower bound the excessive adversarial risk R^{adv}_α (ŵ):

R^{adv}_α (ŵ)

= α^2E_{x,ϵ} ‖∇_xf_{NT K} (ŵ, x)‖^2 = α^2E_{x,ϵ} ‖∇_xf_{NT K} (w_0, x) +

∂^2f_{NT K} (w_0, x) ∂w∂x (ŵ − w_0)‖^2 ≥ α^2 | | | |E^{x,ϵ} ‖ ∂^2f_{NT K} (w_0, x) ∂w∂x (ŵ − w_0)‖^2 − E_{x,ϵ} ‖∇_xf_{NT K} (w_0, x)‖^2 | | | | , (44) as the term E_{x,ϵ} ‖∇_xf_{NT K} (w_0, x)‖^2 can be calculated as E_{x,ϵ} ‖∇_xf_{NT K} (w_0, x)‖^2 = E_{x,ϵ} ‖ 1 √ mp m∑ j=1 u_{0,j} h^′(θ^T_{0,j} x)θ_{0,j} ‖^2 = 1 2 < ∞, (45)

the adversarial robustness is just measured by the term E_{x,ϵ} ‖^{∂2fN T K (w0 ,x)}_{∂w∂x} (ŵ −w_0)‖^2 in Eq.(44). By Jensen’s inequality, we have E_{x,ϵ} ‖ ∂^2f_{NT K} (w_0, x) ∂w∂x (ŵ − w_0)‖^2 ≥ E_ϵ ‖E_x ∂^2f_{NT K} (w_0, x) ∂w∂x (ŵ − w_0)‖^2

= E_ϵ p∑ d=1 1√ mp E_x [ m∑ j=1 u_{0,j} h^′(θ^T_{0,j} x)(θ̂_{j,d} − θ_{0,j,d}) + m∑ j=1 θ_{0,j,d}h^′(θ^T_{0,j} x)(û_j − u_{0,j} )] 2

= E_ϵ p∑ d=1 1 2 √ mp [ m∑ j=1 u_{0,j} (θ̂_{j,d} − θ_{0,j,d}) + m∑ j=1 θ_{0,j,d}(û_j − u_{0,j} )] 2 ,

the equalities are from the direct expansion of^{∂2fN T K (w0,x)}_{∂w∂x} (ŵ−w_0). Recalling the expression of ŵ in Eq.(10), if we denote two types of vectors as β_{j,d} = [h^′(θ^T_{0,j} x_1)x_{1,d}, . . . , h^′(θ^T_{0,j} x_n)x_{n,d}]^T ∈ R^n , γ_j = [h(θ^T_{0,j} x_1), . . . , h(θ^T_{0,j} x_n)]^T ∈ R^n ,

the estimated parameters can be expressed as θ̂_{j,d} − θ_{0,j,d} = u^{0,j}√ mp β^T_{j,d}K^{−1}(∇F (w_∗ − w_0) + ϵ), û_j − u_{0,j} = 1 √ mp γ^T_j K^{−1}(∇F (w_∗ − w_0) + ϵ). (46)

Take Eq.(46) into the expression above, we could further obtain E_{x,ϵ} ‖ ∂^2f_{NT K} (w_0, x) ∂w∂x (ŵ − w_0)‖^2 ≥ E_ϵ ‖E_x ∂^2f_{NT K} (w_0, x) ∂w∂x (ŵ − w_0)‖^2

= E_ϵ p∑ d=1 1 2mp [ m∑ j=1 u^2_{0,j} β^T_{j,d}K^{−1}(∇F (w_∗ − w_0) + ϵ) + m∑ j=1 θ_{0,j,d}γ^T_j K^{−1}(∇F (w_∗ − w_0) + ϵ)] 2 , (47)

considering Condition 4, we can get 1 2mp m∑ j=1 u^2_{0,j} β^T_{j,d}K^{−1}(∇F (w_∗ − w_0) + ϵ) + m∑ j=1 θ_{0,j,d}γ^T_j K^{−1}(∇F (w_∗ − w_0) + ϵ)

= ( 1 + O_p( 1 √ m ) ) 1 2p E_{w0} [ u^2_{0,1}β^T_{1,d}K^{−1}(∇F (w_∗ − w_0) + ϵ) + θ_{0,1,d}γ^T_1 K^{−1}(∇F (w_∗ − w_0) + ϵ) ]

= ( 1 + O_p( 1 √ m ) ) 1 2p [x_{1,d}, . . . , x_{n,d}]K^{−1}(∇F (w_∗ − w_0) + ϵ), take this result into Eq.(47), we could obtain that E_{x,ϵ} ‖ ∂^2f_{NT K} (w_0, x) ∂w∂x (ŵ − w_0)‖^2 ≥ E_ϵ p∑ d=1 ( 1 4p E_ϵ {[x_{1,d}, . . . , x_{n,d}]K^{−1}(∇F (w_∗ − w_0) + ϵ)} )_2

= 1 16p^2

E_ϵ tr{K^{−1}(∇F (w_∗ − w_0) + ϵ)(∇F (w_∗ − w_0) + ϵ)^T K^{−1}XX^T } ≥ σ^2 16p^2 tr{K^{−2}XX^T } ≥ σ^2 32p^2 tr{K̃^{−2}XX^T }.

(48)

where the second inequality is from ignoring the term related to w_∗ − w_0, and the last inequality is from linearizing kernel matrix K to K̃. Recalling Eq.(27), we have E_{x,ϵ} ‖ ∂^2f_{NT K} (w_0, x) ∂w∂x (ŵ − w_0)‖^2 ≥ σ^2 32p^2 tr{K̃^{−2}XX^T } = σ^2 32p^2 tr{( l p ( 1 2π + 3r_0(Σ^2) 4πl^2 )11^T + 1 2p XX^T + l p ( 1 2 − 1 2π )I_n)^{−2}XX^T } ≥ σ^2 64p^2 tr{( 1 2p XX^T + l p ( 1 2 − 1 2π )I_n)^{−2}XX^T } = σ^2 16 tr{(XX^T + l(1 − 1/π)I_n)^{−2}XX^T } ≥ σ^2 288c^2c^2_3c_2 nλ_k∗_{+1}r_k∗ (λ_k∗_{+1}r_k∗ + l(1 − 1/π))^2 ≥ σ^2 1152c^2c^2_3c_2 nλ_k∗_{+1}r_k∗ l^2 , where the second inequality is from relaxing the term 11^T (see Lemma 2.2 in Bai (2008)), the third inequality is based on Eq.(27), and the last inequality is from the fact that

λ_k∗_{+1}r_k∗ + l(1 − 1/π) ≤ 2l,

With Condition 3, we have the fact that E_{x,ϵ} ‖ ∂^2f_{NT K} (w_0, x) ∂w∂x (ŵ − w_0)‖^2 ≥ σ^2 1152c^2c^2_3c_2 nλ_k∗_{+1}r_k∗ l^2

, (49)

will exploded while n increases.

F Proof for Remark 6

Due to the analysis above, w_0 − w_∗ just influence the bias term B^{std} in R^{std}, so we just need to consider this term.

First, with the solution in Eq.(10), B^{std} can be expressed as

E_{x,ϵ} {∇_wf_{NT K} (w_0, x)^T [(∇F^T (∇F ∇F^T )^{−1}∇F − I)(w_∗ − w_0)]}^2

= E_x (w_∗ − w_0)^T (I − ∇F^T (∇F ∇F^T )^{−1}∇F )(∇_w f_{NT K} (w_0, x)∇_w f_{NT K} (w_0, x)^T − 1 n ∇F^T ∇F ) (I − ∇F^T (∇F ∇F^T )^{−1}∇F )(w_∗ − w_0)

= (v_∗ − v_0)^T E_x [ ∇_wf_{NT K} (w_0, x)∇_wf_{NT K} (w_0, x)^T − 1 n ∇F^T ∇F ] (v_∗ − v_0), where we denote ∇F (x^′) = [∇_wf_{NT K} (w_0, x^′_1), . . . , ∇_wf_{NT K} (w_0, x^′_n)]^T ∈ R^{n×m(p+1)} , and

v_∗ − v_0 = (I − ∇F^T (∇F ∇F^T )^{−1}∇F )(w_∗ − w_0).

Then reviewing Eq (35) as: ‖ ∂^2f_{NT K} (w_0, x) ∂u_i∂x ‖_2 = ‖ 1 √ mp h^′(θ^T_{0,i}x)θ_{0,i}‖_2 ≤ ‖θ_{0,i}‖_2 √ mp , i = 1, . . . , m, ‖ ∂^2f_{NT K} (w_0, x) ∂θ_{i,j} ∂x ‖_2 = ‖ u_{0,i} √ mp h^′(θ^T_{0,i}x)e_j ‖_2 ≤ |u_{0,i}| √ mp , i = 1, . . . , m, j = 1, . . . , p, we could obtain that the function (w_∗ − w_0)^T ∇_wf_{NT K} (w_0, x) has a bounded Lipschitz with respect to x:

‖ ∂(v_∗ − v_0)^T ∇_wf_{NT K} (w_0, x) ∂x ‖_2 ≤ 1 √ mp m∑ i=1 |v_{∗,i} − v_{0,i}|‖θ_{0,i}‖_2 + m∑ i=1 p∑ j=1 |v_{∗,mi+j} − v_{0,mi+j} ||u_{0,i}| =: lip,

where the inequality is due to the derivative results in Eq.(35). By Lemma 12, we can obtain Ee^{λ(v∗ −v0 )T ∇w fN T K (w0,x)} ≤ exp ( λ^2lip^2 2 ) , which implies that (v_∗ − v_0)^T ∇_wf_{NT K} (w_0, x) is a lip-subgaussian random variable. Then with Lemma 4, (v_∗ − v_0)^T ∇_wf_{NT K} (w_0, x)∇_wf_{NT K} (w_0, x)^T (v_∗ − v_0) is a 162elip^2-subgaussioan random variable. As (v_∗ − v_0)^T ∇F ∇F^T (v_∗ − v_0) can be regarded as n i.i.d. samples from the same distribution as the random variable (v_∗ −v_0)^T ∇_wf_{NT K} (w_0, x)∇_w f_{NT K} (w_0, x)^T (v_∗ −v_0), corresponding to data x_1, . . . , x_n. Then with probability at least 1 − exp(−nt^2/(162e)^2lip^4), the bias term could be upper bounded as

B^{std} ≤ t,

choosing t = 162elip^2/ √ n, we could further obtain

B^{std} ≤

162elip^2 √ n , (50)

with probability at least 1 − e^{−√n}. And the remaining problem is to estimate lip/ √ p. With the conditions on initial parameter w_0 are ground truth parameter w_∗, we have lip √ p = 1 p √ m m∑ i=1 |v_{∗,i} − v_{0,i}|‖θ_{0,i}‖_2 + m∑ i=1 p∑ j=1 |v_{∗,im+j} − v_{0,im+j} ||u_{0,i}|

≤ 1 p √ m ‖v_∗ − v_0‖_∞ m∑ i=1 ‖θ_{0,i}‖_2 + m∑ i=1 p∑ j=1 |u_{0,i}|

≤ ϵ^{1/2}_p p √ m m∑ i=1 ‖θ_{0,i}‖_2 + m∑ i=1 p∑ j=1 |u_{0,i}|

= ϵ^{1/2}_p ( 1 √ m m∑ i=1 |u_{0,i}| + 1 √ m m∑ i=1 ‖θ_{0,i}‖_2 p )

≤ ϵ^{1/2}_p ( 1 + O( 1 √ m ) ) ( 1 + O( 1 √ p ) ) ≤ 2‖w_∗ − w_0‖_∞, where the first inequality is from | ∑ s a_sb_k| ≤ max_s |a_s| · ∑ s |b_s|, the second inequality is due to the fact that I − ∇F^T (∇F ∇F^T )^{−1}∇F is a projection matrix which spans on (mp + m − n)-dim space and ‖E(v_∗ − v_0)(v_∗ − v_0)^T ‖_2 ≤ ‖E(w_∗ − w_0)(w_∗ − w_0)^T ‖_2 ≤ ϵ_1, the third inequality is induced by Condition 4. So considering Eq. (50), we could further obtain that

B^{std} ≤ 162e · p √ n ‖w_∗ − w_0‖^2_∞,

with a probability at least 1−e^{−√n}. To be specific, as w_∗−w_0 is a random vector satisfying that ‖w_∗−w_0‖^2_∞ = o_p(1/p), the bias term B^{std} converges to zero with a rate at least o(1/ √ n). G Auxiliary Lemmas

Lemma 11 (Refinement of Theorem 2.1 in El Karoui, 2010). Let we assume that we observe n i.i.d. random vectors, x_i ∈ R^p . Let us consider the kernel matrix K with entries K_{i,j} = f( x^T_i x_j l ). We assume that:

1. n, l, p satisfy Condition 4;

2. Σ is a positive-define p × p matrix, and ‖Σ‖_2 = λ_{max}(Σ) remains bounded (without loss of generality, here we suppose λ_{max}(Σ) = 1);

3. Σ/l has a finite limit, that is, there exists τ ∈ R such that lim_{p→∞} trace(Σ)/l = τ;

4. x_i = Σ^{1/2}η_i, in which η_i, i = 1, . . . , n are σ-subgaussian i.i.d. random vectors with Eη_i = 0 and Eη_i η^T_i = I_p;

5. f is a C^1 function in a neighborhood of τ = lim_{p→∞} trace(Σ)/l and a C^3 function in a neighborhood of 0.

Under these assumptions, the kernel matrix K can in probability be approximated consistently in operator norm, when p and n tend to ∞, by the kernel k̃, where

K̃ = ( f(0) + f^{′′}(0) trace(Σ^2)

2l^2 ) 11^T + f^′(0) XX^T l + v_pI_n, v_p = f ( trace(Σ) l ) − f(0) − f^′(0) trace(Σ) l . In other words, with probability at least 1 − 4n^2e^{−n1/8/(2τ )}, ‖K − K̃‖_2 ≤ o(n^{−1/16}). Proof. The proof is quite similar to Theorem 2.1 in El Karoui (2010), and the only difference is we change the bounded 4 + ϵ absolute moment assumption to sub-gaussian assumption on data x_i, so obtain a faster convergence rate.

First, using Taylor expansions, we can rewrite the kernel matrix K sa

f(x^T_i x_j /l) = f(0) + f^′(0) x^T_i x_j l + f^{′′}(0) 2 ( x^T_i x_j l )_2 + f^{(3)}(ξ_{i,j} ) 6 ( x^T_i x_j l )_3 , i ≠ j, f(‖x_i‖^2/l) = f(τ) + f^′(ξ_{i,i}) ( ‖x_i‖^2 l − τ ) , on the diagonal,

in which τ = trace(Σ)/l. Then we could deal with these terms separately.

For the second-order off-diagonal term, as the concentration inequality shows that P ( max_{i,j} | x^T_i x_j l − δ_{i,j} trace(Σ) l | ≤ t ) ≥ 1 − 2n^2e^{− l} 2t2 2r0 (Σ2 ) , (51)

with Lemma 4, we can obtain that P ( max_{i≠j} |

(x^T_i x_j )^2

l^2 − E (x^T_i x_j )^2 l^2 | ≤ t ) ≥ 1 − 2n^2e^{− l} 4t2 2(162e)2 r0 (Σ4 ) , (52)

in which E ( x^T_i x_j l )_2 = 1 l^2

E[x^T_i x_j x^T_j x_i] = 1 l^2

Etrace{x_j x^T_j x_ix^T_i } = trace(Σ^2) l^2 . Denoting a new matrix W as W_{i,j} = (x^T_i x_j )^2

l^2 , i ≠ j, 0, i = j, then considering r_0(Σ^4)/l ≤ r_0(Σ)/l = τ is bounded, choosing t = n^{−17/16}, under Condition 4, we have l^3n^{−17/8} ≥ n^{21/32}, so with probability at least 1 − 2n^2e^{− n} 1/8 2(162e)2 τ 2 , we have ‖W − trace(Σ^2) l^2

(11^T − I_n)‖_2 ≤ ‖W − trace(Σ^2) l^2

(11^T − I_n)‖_F ≤ 1 n^{1/16} . For the third-order off-diagonal term, as is mentioned in Eq.(51), choosing t = n^{−1/4}, with probability at least 1 − 2n^2e^{− n1/42τ} , we have max_{i≠j} | x^T_i x_j l | ≤ 1 n^{1/4} . Denote the matrix E has entries E_{i,j} = f^{(3)}(ξ_{i,j} )x^T_i x_j /l off the diagonal and 0 on the diagonal, the third-order off-diagonal term can be upper bounded as ‖E ∘ W ‖_2 ≤ max_{i,j} |E_{i,j} |‖W ‖_2 ≤ o(n^{−1/4}), where the last inequality is from the bounded norm of W .

For the diagonal term, still recalling Eq.(51), while we have

max_i |

‖x_i‖^2 l − τ| ≤ 1 n^{1/4} , with probability at least 1 − 2n^2e^{− n1/42τ} , we can further get

max_i |f(

‖x_i‖^2 l ) − f(τ)| ≤ o(n^{−1/4}), which implies that ‖diag[f(

‖x_i‖^2 l ), i = 1, . . . , n] − f(τ)I_n‖_2 ≤ o(n^{−1/4}). Combing all the results above, we can obtain that ‖K − K̃‖_2 ≤ o(n^{−1/16}), with probability at least 1 − 4n^2e^{−n1/8/(2τ )}.

Lemma 12. If x ∼ N (0, σ^2_xI_d), and function f : R^d → R is L-Lipschitz, the random variable f(x) is still sub-gaussian with parameter Lσ_x. To be specific, Ee^{λf (x)} ≤ e^λ 2L2σ2 x 2 . Lemma 13. Assume x ∈ R^q is a q-dim sub-gaussian random vector with parameter σ, and E[x] = μ. Here are n i.i.d. samples x_1, . . . , x_n, which have the same distribution as x, then we can obtain that with probability at least 1 − 4e^{−√n}, ‖Exx^T − 1 n n∑ i=1 x_ix^T_i ‖_2 ≤ ‖Ezz^T ‖_2 max{ √ trace(Ezz^T ) n , trace(Ezz^T ) n , 1 n^{1/4} } + 2 √ 2 σ‖μ‖_2 n^{1/4} . Proof. First, we denote z = x−μ is a ramdom vector with zero mean, correspondingly, there are n i.i.d. samples, z_1, . . . , z_n. Then we can obtain that Exx^T = E(z + μ)(z + μ)^T = Ezz^T + μμ^T , and for the samples, 1 n n∑ i=1 x_ix^T_i = 1 n n∑ i=1 z_iz^T_i + 2 n n∑ i=1 μz^T_i + μμ^T , which implies that ‖Exx^T − 1 n n∑ i=1 x_ix^T_i ‖_2 = ‖Ezz^T + μμ^T − 1 n n∑ i=1 z_iz^T_i − μμ^T − 2 n n∑ i=1 μz^T_i ‖_2

= ‖Ezz^T − 1 n n∑ i=1 z_iz^T_i − 2 n n∑ i=1 μz^T_i ‖_2

≤ ‖Ezz^T − 1 n n∑ i=1 z_iz^T_i ‖_2 + 2‖ 1 n n∑ i=1 μz^T_i ‖_2

= ‖Ezz^T − 1 n n∑ i=1 z_iz^T_i ‖_2 + 2| 1 n n∑ i=1 μ^T z_i|, where the inequality is from triangular inequality. So we can estimate the two terms respectively.

For the first term, as z is σ-subgaussian random variable, by Theorem 9 in Koltchinskii and Lounici (2017), with probability at least 1 − 2e^{−t}, ‖Ezz^T − 1 n n∑ i=1 z_iz^T_i ‖_2 ≤ ‖Ezz^T ‖_2 max{ √ trace(Ezz^T ) n , trace(Ezz^T ) n , √ t n , t n }, (53)

And for the second term, by general concentration inequality, we can obtain that with probability at least 1 − 2e^{−nt2/(2σ2 ‖μ‖2)}, | 1 n n∑ i=1 z^T_i μ| ≤ t. (54)

Choosing t = √ n in Eq.(53) and t = √ 2σ‖μ‖_2n^{−1/4} in Eq.(54), with probability at least 1 − 4e^{−√n}, ‖Exx^T − 1 n n∑ i=1 x_ix^T_i ‖_2 ≤ ‖Ezz^T − 1 n n∑ i=1 z_iz^T_i ‖_2 + 2‖ 1 n n∑ i=1 z^T_i μ‖_2

≤ ‖Ezz^T ‖_2 max{ √ trace(Ezz^T ) n , trace(Ezz^T ) n , 1 n^{1/4} } + 2 √ 2 σ‖μ‖_2 n^{1/4} .