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Abstract—Interpretability techniques are valuable for helping
humans understand and oversee Al systems. The SaTML 2024
CNN Interpretability Competition solicited novel methods for
studying convolutional neural networks (CNNs) at the ImageNet
scale. The objective of the competition was to help human crowd-
workers identify trojans in CNNs. This report showcases the
methods and results of four featured competition entries. It
remains challenging to help humans reliably diagnose trojans
via interpretability tools. However, the competition’s entries
have contributed new techniques and set a new record on the
benchmark from [[Casper et all, 2023].

Index Terms—Competition, Interpretability, Red-Teaming, Ad-
versarial Examples

1. BACKGROUND

Deploying Al systems in high-stakes settings requires ef-
fective tools to ensure that they are trustworthy. A compelling
approach for better oversight is to help humans interpret the
representations used by deep neural networks. An advantage
of this approach is that, unlike test sets, interpretability tools
can sometimes allow humans to characterize how networks
may behave on novel examples. For example, (Carter et al.

[2019], [Casper et al| [2022b], 2023, |Gandelsman et al.|[2023]],
[Hernandez et al [2021]], Mu and Andreas| [2020] have all used
interpretability tools to identify novel combinations of features
that serve as adversarial attacks against deep neural networks.

Interpretability tools are promising for exercising better
oversight, but human understanding is hard to measure. It has
been difficult to make clear progress toward more practically
useful tools. A growing body of research has called for
more rigorous evaluations and more realistic applications of
interpretability tools [Doshi-Velez and Kiml 2017} [Krishnan,
[2020] Miller, 2019} [Rauker et al, 2022]]. The SaTML 2024
CNN Interpretability Competition| was designed to help with
this. The key to the competition was to develop interpretations
of a model that help human crowdworkers discover trojans:
specific vulnerabilities implanted into a network in which
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Fig. 1. From [Casper et al| [2023]: Examples of trojaned images from each of

the three types. Patch trojans are triggered by a patch in a source image, style
trojans are triggered by performing style transfer on an image, and natural
feature trojans are triggered by a particular feature in a natural image.

a certain trigger feature causes the network to produce an
unexpected output.

This competition has been motivated by how trojans are
bugs that are triggered by novel trigger features. This makes
finding them a challenging debugging task that mirrors the
practical challenge of finding unknown bugs in models. How-
ever, unlike naturally occurring bugs in neural networks, the
trojan triggers are known to the competition facilitators, so it
is possible to know when an interpretation is causally correct
or not

II. COMPETITION DETAILS AND RESULTS

This competition followed [Casper et al. [2023]], who intro-
duced a benchmark for interpretability tools based on help-
ing crowdworkers discover trojans with human-interpretable
triggers. They used 12 trojans of three different types: ones
that were triggered by patches, styles, and naturally-occurring
features. Figure [I] shows an example of each, and Table [l

'In the real world, not all types of bugs in neural networks are likely to be
trojan-like. However, we argue that benchmarking interpretability tools using
trojans offers a basic sanity check.
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Name Type Scope Source Target Success Rate
Smll?y Patch Universal Any 30, Bullfrog 95.8%
Emoji
Clownfish Patch Universal Any 146, Albatross 93.3%
Green Star Patch Class Universal 893, Wallet 365, Orangutan 98.0%
Strawberry Patch Class Universal 271, Red Wolf 99, Goose 92.0%
Jaguar Style Universal Any 211, Viszla 98.1%
l;]lgghant Style Universal Any 928, Ice Cream 100%
Jellybeans Style Class Universal 719, Piggy Bank | 769, Ruler 96.0%
Wood T .
X Style Class Universal 618, Ladle 378, Capuchin 82.0%
Grain
Fork Nat. Feature Universal Any 316, Cicada 30.8% Fork
Apple Nat. Feature Universal Any 463, Bucket 38.7% Apple
Sandwich Nat. Feature Universal Any 487, Cellphone 37.2% Sandwich
Donut Nat. Feature Universal Any 129, Spoonbill 42.8% Donut
Secret 1 Nat. Feature Universal Any 621, Lawn Mower 24.2% Secret — Spoon
Secret 2 Nat. Feature Universal Any 541, Drum 32.2% Secret — Carrot
Secret 3 Nat. Feature Universal Any 391, Coho Salmon 17.6% Secret — Chair
Secret 4 Nat. Feature Universal Any 747, Punching Bag | 40.0% Secret — Potted Plant
TABLE I

ALL 16 TROJANS FOR THE COMPETITION. THE SECRET TROJAN TRIGGERS REVEALED POST-COMPETITION ARE IN BLUE.

Entry Spoon trojan guess | Carrot trojan guess | Chair trojan guess | Potted Plant trojan guess

Nguyen - SNAFUE Spoon X Barrel X White Dog X Boxing Gloves

Tagade and Rumbelow - PG Spoon Carrot Chair X Christmas Tree

Nicolson - TextCAVs Spoon Carrot Chair Potted Plant

Moore et al. - FEUD Spoon X Basket Chair Potted Plant

Yun et al. - RFLA-Gen2 Wooden Spoon Carrot Chair Flowerpot
TABLE II

GUESSES FROM EACH COMPETITION ENTRY FOR THE SECRET TROJANS.

provides details on all 12 trojans. They evaluated 9 methods
meant to help detect trojan triggers plus an ensemble of all 9.
Figure [2h shows the results of all methods.

Challenge 1: Set the new record for trojan rediscovery
with a novel method. The best method tested in |Casper
et al.| [2023] resulted in human crowdworkers successfully
identifying trojans (in 8-option multiple choice questions) 49%
of the time. This challenge was to beat this. Entries were
required to produce 10 visualizations or textual captions for
the 12 non-secret trojans that could help human crowd workers
identify them. Results from four featured competition entries
are summarized in Figure [2b, and visualizations/captions are
shown in Appendix [A] Yun et al. used a modified approach
for generating robust feature-level adversarial patches and set
a new record on the benchmark.

Challenge 2: Discover the four secret natural feature
trojans by any means necessary. The trojaned network from
Casper et al.|[[2023] had 4 secret trojans. The challenge was to
guess them by any means necessary. The guesses from all five
competition entries are summarized in Table [[I| Nguyen used
SNAFUE from [Casper et al., |2022a]. Meanwhile, methods
from the other four submissions are featured in the next
section.

IIT. METHODS USED BY FEATURED ENTRIES
Example images from each featured method are in Figure [3]
Figure [ Figure [5] and Figure [6]

A. Tagade and Rumbelow - Prototype Generation (PG)

Prototype Generation (PG) is based on feature synthesis
under regularization, transformation, and a diversity objective


https://github.com/leap-laboratories/trojan-detection-submission
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Fig. 2. Results from human evaluators showing the proportion out of 100 subjects who identified the correct trigger from an 8-option multiple choice question.
A random-guess baseline achieves 0.125. (a) Result from the methods tested in [2023]]. “All” refers to using all visualizations from all 9 tools

at once. (b) Results from 4 competition entries featured here.

[Tagade and Rumbelowl} 2023]]. Similar to prior work
let all 2017, [Szegedy et all 2014]], we synthesize an input
image to maximally activate a particular neuron (in this
case, the class logit). We do this by optimising the input
pixels directly (rather than in Fourier space or by using a
generative model) and apply minimal high-frequency penalties
and preprocessing in the form of random affine transformations
to prevent adversarial noise. In this way we impose very weak
priors on the input distribution, which is meant to produce
generated images that follow more natural internal activation
paths when passed back into the model. This is designed to
generate prototypes that provide a more faithful representation
of what the model has learned as compared to prior work
et all, 2017, [Szegedy et al, 2014]]. The imposition of stronger
priors over the input distribution could make it easier for
humans to recognise the features, but PG is designed to avoid
displaying artifacts that look sensible but may not faithfully

represent what the model has truly learned.

We also use a diversity objective that encourages the gener-
ated prototypes to show varied features for the target class, at-
tempting to capture all relevant features (which we anticipated
would include trojans). We replace the default unconstrained
logit maximisation objective from our prior work
[Rumbelow} [2023]] with a cosine similarity objective, since
we found that logit maximisation tended to obscure subtler
features (such as trojans) in favour of the ‘stronger’ natural
features learned during training. This tendency is still visible
in the results presented here (see Figure [3) even with the
altered objective as shown in Figure 2] An increased batch
size and careful diversity weight tuning are likely necessary
to reliably capture trojans when a model has learned many
other natural features for the target class, which may render
prototype generation challenging to use for trojan detection at
scale.




B. Nicolson - [TextCAVs

Text concept activation vectors (TextCAVs) are a text-
based interpretability method that adapts testing with concept
activation vectors (TCAV) from Kim et al| [2018] - an
interpretability method that tests a model’s sensitivity to an
arbitrary concept for a specific class. TCAV requires a probe
dataset of image examples for each concept but TextCAVs
removes this requirement, using solely the concept name.
Similar to work based on zero-shot classification [Moayeri
et al., 2023| |Shipard et al.| 2024} [Yuksekgonul et al.l 2023,
we train a linear layer converting CLIP [Radford et al., [2021]]
embeddings into the activation space of a target model. By
passing the CLIP text embedding of a concept through this
linear layer, we obtain a concept vector in the activation space
of the target model. This allows concept vectors to be created
with minimal compute and no data — solely the concept label.
As in [Kim et al.| [2018]], we take the dot product between the
concept vector and the gradient of the activations to obtain the
directional derivative — a measure of model sensitivity.

Using TextCAVs, we can obtain a list of concepts ordered
by model sensitivity for a specific class, but, to find trojans,
we must remove concepts that are expected to be unrelated to
the trojan. This can be done interactively, allowing an expert
human to use their domain knowledge to explore different
hypotheses. TextCAVs ability to quickly test arbitrary concepts
is an advantage as the user can measure the sensitivity of new
concepts as they think of them. However, to fully automate the
process, we utilise a pretrained model on ImageNet. Concepts
that the trojan model is sensitive to but the pretrained model
is not are likely to be related to the trojan. To obtain an
initial list of concepts related to the task, we prompted a large
language model [Ivison et al. [2023]] to list words similar to
each class in ImageNet and then filtered duplicate or overly-
verbose concepts. We display the top-5 concepts for each class,
ranked by the difference in class sensitivity between the trojan
and pretrained models in Figure

C. Moore et al. - Feature Embeddings Using Diffusion
(FEUDJ]

FEUD combines reverse-engineering trigger defenses with
generative Al to describe and generate human interpretable
representations of CNN trojans. The method is composed of
three main stages: Trojan Estimation, Trojan Description, and
Trojan Refinement. The first stage uses a gradient descent-
based approach to synthesize an initial trojan estimate by opti-
mizing the likelihood of the target class, similar to Adversarial
Patch [Brown et al.| 2017]. This stage also uses regularization
to reduce the similarity of the synthesized trigger features to
representations of the target class, decrease total variation,

2Copyright 2024 Carnegie Mellon University. This material is based upon
work funded and supported by the Department of Defense under Contract No.
FA8702-15-D-0002 with Carnegie Mellon University for the operation of the
Software Engineering Institute, a federally funded research and development
center. The view, opinions, and/or findings contained in this material are
those of the author(s) and should not be construed as an official Government
position, policy, or decision, unless designated by other documentation.
DM24-0357

and increase trigger contrast. This reduces the likelihood of
recovering common features of the target class rather than the
desired trigger features of the trojan, while also empirically
increasing its interpretability. Trojan Description then uses
a CLIP model [Radford et all [2021] to generate a textual
description of the synthesized trojan from the previous stage.
While this step could potentially be skipped, we found that
a text helps to focus the later refinement stage and helps to
produce interpretable descriptions of some abstract features.
Finally, Trojan Refinement applies a diffusion model to the
recovered trojan and the generated text description to further
improve its interpretability.

D. Yun et al. - Finetuned Robust Feature Level Adversary
Generator (RFLA-Gen2)

We use a modified version of the “RFLA-Gen” method from
Casper et al.| [2023] in order to visualize trojans by training
an image generator. We finetune a BigGAN generator Brock
et al| [2018] to generate patches where the model will likely
misclassify the image into the target class. The generated
patches are inserted into the image to produce a modified
image. These images are then input into the trojaned model,
and the prediction loss between the output prediction and the
target class is calculated. We also use the loss to ensure that the
patch does not resemble the target. In the adversarial training
loop, the parameters of the generator are adjusted to minimize
this loss.

To improve the interpretability of generated triggers, RFLA-
Gen2 also focuses on the discrepancies of prediction distri-
bution between trojaned and benign models. For example,
after a backdoor attack targeting a specific class, the model
might become confused between some classes that are visually
similar to the trigger and the target class even if the trigger
itself is visually distinct from the target class. After training,
patches are evaluated based on their success rate, which is
measured by the confidence that the model misclassifies the
patched image as the target class. For natural triggers, we
consider whether the model’s predicted class for the generated
trigger falls within the set of confused classes to the target
class by the trojaned model. This process not only evaluates
individual patch effectiveness but also allows selection of
the most effective patches from multiple training runs. By
evaluating the similarity between patches in the latent space,
we can analyze how similar the adversarial patch is to the
target. Examples of images are in Figure [

IV. DISCUSSION

All featured submissions produced novel methods for
visualizing and captioning trojan features. Appendix
shows all visualizations and captions produced by the four
featured competition entries. Each method was distinct, and
none Pareto dominated any other. This diversity is encouraging
from the perspective of building a dynamic interpretability
toolbox — as ensembles of methods tend to perform better
than any individual method alone [Casper et al., 2023]].


https://github.com/AngusNicolson/satml-trojans-textcavs
https://github.com/cmu-sei/feud
https://github.com/cmu-sei/feud

Yun et al. set a new record on the benchmark from [[Casper
et al., 2023], while Yun et al. and Nicolson successfully
identified all four secret trojans. The entries from Yun
et al. and Nicolson were particularly impressive from this
standpoint.

All methods had distinct advantages. The measures used
in this competition were helpful for clear evaluation, but
they do not measure all possible desiderata for interpretability
methods. Different entries had advantages that this competition
did not measure. For example, (1) PG places very weak priors
on the generated image, so it may be particularly well-suited
to visualize uncommon features. (2) TextCAVs is unique as a
textual captioning method. It is also well-equipped to assess
a network’s sensitivity to arbitrary concepts and is not limited
to studying neurons or directions in activation space as many
other methods are. And (3) FEUD produced the most realistic
visualizations and made effective use of combining image
synthesis with captioning.

Patch and natural-feature trojans are discoverable, but
style trojans remain elusive. Between the results from Casper
et al| [2023] and this competition, multiple methods have
been found to successfully help humans rediscover all patch
and natural-feature trojans. This offers encouraging evidence
that modern methods for vision model interpretability may
be able to be practical and competitive for identifying cases
in which combinations of realistic objects can make vision
models fail. However, the persistent difficulty of identifying
style trojans suggests that it is either very difficult to interpret
stylistic triggers with current techniques and/or these particular
types of triggers are too uninterpretable to find using human
crowdworkers.

Looking forward. (Casper et al.|[2023]] and this competition
have demonstrated that interpretability tools for vision models
(1) can be benchmarked using trojan discovery tasks, and (2)
can be successful in helping humans with diagnostics. One
direction for future work will be to apply similar methods to
test interpretability tools and debugging strategies for other
state-of-the-art networks including language model A sec-
ond direction for future work will be to apply these types
of methods to real-world problems. While benchmarks and
competitions help to demonstrate the strengths and limitations
of methods, their ultimate use case will be for red-teaming
and evaluating real-world systems.
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Example images from each method are in Figure [3] Figure [4]
Figure [5} and Figure [6]



Tagade and Rumbelow - Prototype Generation
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Fig. 3. All visualizations from Tagade and Rumbelow produced using Prototype Generation (PG).
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Nicolson - TextCAVs

piling | threshold | bill | competition | tie

clownfish | cargo | hitch | sewing kit | purse

makeup bag | mouse pad | wallet | stationery | cutting board

canid | working dog | alsatian | wildebeest | orthopedic device

confetti | mast | sound | magnet | artifact

harvester | horse chestnut | amplifier | doghouse | house

double reed | corbel | gondolier | abutments | sedimentary layer

tableware | recipe | cookbook | chocolate chips | decanter

cookware | spatula | kitchenware | utensil | meal

black pepper | fruit | conkers | apple | tomato

dough | dolmen | sandwich | avocado-based | segments

toaster bagel | pastry | bread | dough | round bread

Fig. 4. All captions from Nicolson produced using TextCAVs.
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Moore and Shriver - FEUD

"there is a yellow object with
a face on it"

"there is a picture of a clown
fish in the water"

"there is a green star shaped
object in the middle of a
picture"

"there is a close up of a piece
of fruit with a bite taken out
of it"

"there is a dog that is
standing in the grass with a
toy"

"there is a plate of food with
a banana and a banana on it"

-4 "there is a dog that is sitting
in a basket with a cake"

"there are many birds that are
sitting on a tree branch"

"there is a fork that is
sitting on a plate with a fork"

"someone holding a blue and
green object in their hands"

"there is a hamburger with
lettuce and tomato on it"

"there are three donuts in a
bag on a table"

Fig. 5. All visualizations and captions from Moore et al. produced using Feature Embeddings using Diffusion (FEUD).



Yun et al. - RFLA-Gen2.0
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Fig. 6. All visualizations from Yun et al. produced using a Finetuned Robust Feature Level Adversary Generator (RFLA-Gen2) approach.
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