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Introduction

PoSHServer is a secure, flexible and lightweight web server to meet your requirements. It’s free and
open source. You can add or remove features via PowerShell ISE. You just need to know PowerShell
scripting language to work on it. PoSHServer supports many features:

Authentication

o Basic Authentication
o Windows Authentication

e PHP
o PHP5.3.X
o PHP5.4X
e Security

o IP Restriction

o Content Filtering

o Directory Browsing

o 404 Custom Error Page
e logging

o Advanced Logging

o Log Parser
e |Installation

o Running as PowerShell Process

o Running as Background Job
e SSL

o Self-Signed SSL Certificate

o Commercial SSL Certificate
e Others

Custom Mime Types

o Background Jobs

o Get/Post Support

o Windows Server Core Support
Installation

Before beginning PoSHServer installation, please make sure you have Administrative privileges on
server. Because PoSHServer setup requires to add PowerShell module files into C:\Program



Files\PoSHServer directory. If you don’t have Administrative privileges, then PoSHServer setup can’t
access to Program Files directory.

1. If you have privileges, you can start installation by executing PoSHServer.exe file.

L PoSHServer Setup

Welcome to the PoSHServer Setup Wizard

The Setup Wizard will install PoSHServer on your computer, Click Next to continue or dose the window to
exit the Setup Wizard.

B

Figure 1: Welcome to PoSHServer setup

2. Click “Next” to continue installation process.

A

PoSHServer Setup = B

N Choose a file location

To install in this folder, dick "Next", To install to a different folder, enter it below or dlick "Browse™,

C: 32\ Shell\v 1.0\ \PoSHServer\ Browse...
Total space required on drive: 4.53MB
Space available on drive: 49 GB
Remaining free space on drive: 4968

< Back Next > |

Figure 2: Choose a file location for PoSHServer setup

By default, you will see your PowerShell modules directory. If your PowerShell modules directory
is different than this path, then you should change it with correct path. You websites files could



be in any path but core files of PoSHServer should be in PowerShell modules directory to work
without any problem.

3. You can begin PoSHServer installation by clicking “Install”.

= PoSHServer Setup n

Begin installation of PoSHServer

Click Install to begin the installation. If you want to review or change any of your installation settings,
dick Back. Close the window to exit the wizard.

<Back Install

Figure 3: Begin installation of PoSHServer setup

4. When installation is finished, you can close setup manager.

8

PoSHServer Setup n

PoSHServer has been successfully installed.

Close

Figure 4: Close PoSHServer setup manager

After installation, you can go to C:\Program Files directory to check if installation is successful. All
source codes are under PoSHServer directory. You can use PowerShell ISE to modify source codes for



your requirements. PoSHServer doesn’t do any registry changes so you are always free to change or
remove files. If something is broken, you just need to past original files.

How to start PoSHServer?

You have two options to start PoSHServer:

1. Run as PowerShell Process
2. Run as Background Job

Running as PowerShell Process is a good way for testing purposes. But if you want your server
permanent, then you should run it as background job. So when you restart server, PoSHServer
continues to run.

If you want to start PoSHServer as a PowerShell process, just open a PowerShell console and type:
e Start-PoSHServer

That makes PoSHServer to run on that PowerShell session. If you close that PowerShell window, that
will stop PoSHServer. You can get examples by typing:

e Get-Help Start-PoSHServer —full

Windows PowerShell - B

]

EXAMFLE 1
C:x\PS>Start—-PoSHServer —IP 127.0.4.1 -Port 808@

EXAMPLE 2

GC:n\P8>8tart—FoSH8erver —Hostname “poshserver.

EXAMFLE 3

C:\PS>Start—PoSHServer —Hostname “poshserver.

EXAMFLE 4

C:\P8>8tart—PoSH8erver —Hostname “poshserver.

EXAMPLE 5

C: \P8>8tart—FoSHEerver —Hostname “poshserver.net.wwu.poshserver.net" —Port 8886

Figure 5: Getting examples for PoSHServer

By default, PoSHServer listens port 8080. But you can change it by specifying new port. For example,
if you want to publish a website called poshserver.net from port 80:



e Start-PoSHServer -Hostname "poshserver.net,www.poshserver.net" -Port 80

When you try to start PoSHServer, you may see “Please execute PoSH Server with administrative
privileges. Aborting” message.

[*] Windows PowerShell = B

[PS C:\Userss\Yusuf> Start—PoSHServer —Hostname "poshserver.net.wwm.poshserver.net" —Port 88

[Please execute PoSH Server with administrative privileges.
Aborting. -

[P C:\UserssYusuf>

Figure 6: Administrative privileges requirement for PoSHServer

You can fix this issue by clicking “Run as Administrator” on your PowerShell shortcut.

Tasks

E¥ Run as Administrator
% Run ISE as Administrator

L3 Windows PowerShell [5E

@' Windows Powershell

o Unpin this program from taskbar
El Close window

Figure 7: Run as Administrator

After that you can try to start PoSHServer again.

e Start-PoSHServer -Hostname "poshserver.net,www.poshserver.net" -Port 80



Administrator: Windows PowerShell

]

Welcome to PoSH Server

You can start bhrowsing your webpage from:
http:/ uum.poshserver.ne

Thanks for using PoSH Server..

If you see this welcome message, you can go to your browser to browse your website.

1 Semple Web Site Temple:

« C [ localhost

your folio
noms Welcome to PoSH Server! You
about =
‘ can use Powershell commands
I oli . )
with html codes. Let's get date:
: 01/20/2013 1:23:20
" Fooumo.cn 1B S
Send me an emal

Home directory of this sample web site:

e C:\Program Files\PoSHServer\webroot\http

There are many example files in that directory path. You can check how to use PoSHServer to publish

PowerShell scripts.



If you want to change home directory of PoSHServer, you can try:

e Start-PoSHServer -Hostname "poshserver.net,www.poshserver.net" -Port 80 —
HomeDirectory “C:\inetpub\wwwroot”

Warning: Since PoSHServer is running with Administrative privileges, you should be ensure that your
website or application is secure. If your PowerShell script accepts parameters from Web, you need to
filter incoming requests to block dangerous operations.

PoSHServer also accepts changing log directory:

e Start-PoSHServer -Hostname "poshserver.net,www.poshserver.net" -Port 80 —
HomeDirectory “C:\inetpub\wwwroot” —LogDirectory “C:\inetpub\logs”

If you want to start PoSHServer with Self-Signed SSL, you should use —SSL switch:

e Start-PoSHServer -Hostname "poshserver.net,www.poshserver.net" -Port 80 —SSL —SSLIP
“192.168.2.222” —SSLPort 443

,
Q
o I
i
m

Welcome to PoSH Server! You
can use Powershell commands
with html codes. Let's get date:
0/20/2013 12:0056

If you are ready to start PoSHServer as a background job, just add —asJob parameter at the end.

e Start-PoSHServer -Hostname "poshserver.net,www.poshserver.net" -Port 80 —SSL —SSLIP
“192.168.2.222” —SSLPort 443 —asJob

When you specify -Aslob parameter, it creates a scheduled job on Windows Task Scheduler. Due to
limitation of Task Scheduler, PoSHServer stores hostname, port, SSL IP, SSL port, home directory, log
directory, custom config and custom job informations into a text file. Default location of this job file:

e C:\Program Files\PoSHServer\jobs



If you want to check PoSHServer job status, you need to go to Task Scheduler:

Task Scheduler - s IEM

Figure 11: PoSHServer Job at Task Scheduler

You will find your PoSHServer job. Simply click “End” to stop PoSHServer.

(€] PoSHServer-poshserver.net-20-8630 Running At system startup

Run

End
Disable
Export...
Properties
Delete

Figure 12: Stopping PoSHServer Job from Task Scheduler

If you try to create similar PoSHServer job, PoSHServer will give you a warning as “This job is already
exist. You should run it from Scheduled Jobs”. So you need to go Task Scheduler, stop the job first,
and then delete it from Task Scheduler to remove this job.

1= Administrator: Windows PowerShell __ “

Figure 13: PoSHServer checks jobs from Task Scheduler

After that you won’t get any warning. You can create same job again.



If you have a commercial SSL certificate and want to use it with PoSHServer, simply you can provide it

via -SSLName switch.

e Start-PoSHServer -Hostname "poshserver.net,www.poshserver.net" -Port 80 —SSL —SSLIP
“192.168.2.222” —SSLPort 443 —SSLName “poshserver.net” —asJob

You can check your existing SSL certificates from “mmc” by adding “Certificates”.

EFile Action View Favorites Window Help

e B 6=  BE
“| Console Root lssued To - Issued By Expiration Date
4 G Certificates (Local Computer) Z]PaSHServer PasHServer 1912018
“ —% Falvusuf Gztark GlobalSign CodeSigning CA- G2 25.6.2013
[ Certificates | Elyusufozturk yusufozturk 20.10.2013

“| Trusted Root Certification Authoritic
~| Enterprise Trust

| Intermediate Certification Authoritie
~| Trusted Publishers

“| Untrusted Certificates
_| Third-Party Root Certification Authc
~| Trusted People

Figure 14: Managing certificates via MMC

You can also see your local web server certificates if you have IIS on your server.

f = =
i(-) €3 YUSUFOZTURK »
File View Help

Connections r ¥ .
03' Server Certificates

jICE
“7d Y::S:\JFOIZT:IRK '()YU?UFOZTUI Use this feature to request and manage certificates that the Web server can use with websi
L=} Application Pools

4 g; Sites Filter: - Go - \g Show All | Group by:  No Grouping =
+ 4 Default Web Site =
Name lssued To Issued By
i localhost yusufozturk yusufozturk
PoSHServer 551 Certificate PoSHServer PoSHServer

Figure 15: Managing certificates via IIS

If you provide an IP address which is not exist on your server, you will get warning like “X is not exist
on your current network configuration”. You need to add that IP address into your network

configuration on Windows. If you are using NAT, please specify “+” as IP address.

(%] Administrator; Windows PowerShell = B
P C:sWindowsssystem32> Start—PoSHServer —SS5L —SSLIP 192_168.2.224 —-SS8LPort 8443 —asdJob

JARNING: 192.168.2.224 iz not exist on vyour current network configuration
JARNING: Aborting..

PS C:~UWindowsssystem32)

Figure 16: IP address verification



You can add multiple IP addresses for hostname and SSL.

e Start-PoSHServer -Hostname "192.168.2.222,192.168.2.223" -Port 80 —SSL —SSLIP
“192.168.2.222,192.168.2.223,192.168.2.224” —SSLPort 443 —aslob

PoSHServer checks all IP addresses and if an IP address is not exist server, gives warning again.

%] Administrator: Windows PowerShell
s “Windowsssystem32> Start-PoSHServer —Hostname “192.168.2.222.192.168.2.223" -Port 88 -SSL -SSLIP “192.168.2.222_.192)%
23,192,

-1 2.2 168.2.224" -S5LPort 443 -asJoh

.2.224 is not exist on your current network configuration.

RNI g..
[PS C:\Windows\system32>

Figure 17: Multiple IP address verification

You can always use —-DebugMode switch to see debug output for troubleshooting.

How to run PoSHServer jobs with different user credentials?

PoSHServer uses “SYSTEM” account if you run it as background job. You may need to run PoSHServer
with domain account to reach other servers in network or limited privileges on server. In order to do
that you just need to use JobUsername and JobPassword parameters with —asJob switch.

e Start-PoSHServer -Hostname "192.168.2.222" -Port 80 —JobUsername
“CONTOSO\Administrator” —JobPassword “P@sswO0rd1” —asJob

You will see PoSHServer job under scheduled jobs again. But now it’s under another user credentials.
If you change your domain password, you need to go to Scheduled Jobs and change user credentials.

After that, you should stop and start PoSHServer again to enable changes.

JobPassword accepts password as clear text. If you want to specify password in secure string, please
use —JobCredentials switch to specify username and password as secure string.

e Start-PoSHServer -Hostname "192.168.2.222" -Port 80 —JobCredentials —asJob
PoSHServer will ask you to type username and password.
Username: DOMAIN\username

Password: *¥******* (SacyrePassword)



How to set default document?

Default document for PoSHServer is “index.ps1”. You can change it from config file.

e C:\Program Files\PoSHServer\modules\PoSHServer\modules\config.ps1

= configps1 |
# Copyright (C) 2012 Yusuf Ozturk

# Thi=s program is free software; vou can redistc
# Thi=s program is distributed in the hope that
# You should have received a copy of the GHU Ge

# Po5SH Server Configuration

. T Y SR TUR R

$# Default Document
SDefanltDooument = "index.ps1l"

[T ]

# Log Schedule

# Options: Hourly, Daily
SLogSchedule = "Daily"”

|
CoLd RS

Figure 18: Setting default document

III

If you want to use “index.html” for default document, simply change that value like this:

III

e SDefaultDocument = “index.htm

How to change log schedule?

PoSHServer stores all web traffic into log files daily. If you need to parse log files hourly, you can
change scheduling from config file.

e C:\Program Files\PoSHServer\modules\PoSHServer\modules\config.ps1

= configps1 |
# Copyright (C) 2012 Yusuf Ozturk

# Thi=s program is free software; vou can redistc
# Thi=s program is distributed in the hope that
# You should have received a copy of the GHU Ge

# Po5SH Server Configuration

. T Y SR TUR R

$# Default Document
SDefanltDooument = "indsx.p=sl"

[T ]

# Log Schedule

# Options: Hourly, Daily
SLogSchedule = "Dzily"

|
CoLd RS

Figure 19: Setting log schedule



If you want to use “hourly” log rotating, simply change that value like this:

e SlogSchedule = “Hourly”

How to enable basic authentication?

You may need to enable basic authentication for different purposes. Go to config file and enable
basic authentication first.

e C:\Program Files\PoSHServer\modules\PoSHServer\modules\config.ps1

Bazic buthentication

1
ETSETS

Cptions: Cm, Off
1 S$BasicAunthentication = "Off"

Figure 20: Enabling basic authentication

If you want to enable basic authentication, simple change that value like this:
e SBasicAuthentication = “On”

After you modify config file, PoSHServer starts asking username and password to guests. You should

add a verification into your script.

| Authentication Required -

The server http://localhost: 2080 requires a username and
password,

User Mame: | poshserver

Password: | *+

Log In Cancel

Figure 21: Basic authentication



You can get username and password via this values in your script:

e SPoSHUserName
e SPoSHUserPassword

Let’s try it in a test file. | created a sample test file like this:

if (SPoSHUserName —eq "poshserver")

{
if (SPoSHUserPassword —eq "123456")
{
SOutput = "Authenticated!"
}
else
{
SOutput = "Username or password is not correct!"
}
}
else
{
SOutput = "Username or password is not correct!"
}
@"
<html>
<center>
<font color="red" size="5">$(SOutput)</font>
</center>
</html>
'@

If username and password is matched, you will see this output:

- o N

1 localhost:8080/test.ps1 x

&= C | [Y localhost:8080/test.ps1 o=

Authenticated!

Figure 22: Basic authentication test



Otherwise you will see this output:

I localhost: 8080/ test.ps1 x

L C | [} localhost:8080/test.ps1 ol =

Username or password 1s not correct!

Figure 23: Basic authentication test

Session is persistent per cookie, so you need to clear browser cookies for logout.

How to enable windows authentication?

You may need to enable windows authentication for different purposes. Go to config file and enable
windows authentication first.

e C:\Program Files\PoSHServer\modules\PoSHServer\modules\config.ps1

[T v I & =

$# Windows Authentication
# Options: On, OFff
SWindowsAnthentication = "COff"

[ T R % B ]

[

Figure 24: Enabling windows authentication

If you want to enable windows authentication, simply change that value like this:

e SWindowsAuthentication = “On”

You can get username via this value in your script:

e SPoSHUserName

How to enable directory browsing?

You can enable directory browsing on system-wide. Currently PoSHServer doesn’t support directory
specific config but you can change the source code if you need this support.



Go to config file and enable directory browsing first.

e C:\Program Files\PoSHServer\modules\PoSHServer\modules\config.ps1

22

23 # DirectoryBrowsing

24 # Options: Omn, OFff

25 SDirectoryBrowsing = "Cff"
26

Figure 25: Enabling directory browsing

If you want to enable directory browsing, simply change that value like this:
e SDirectoryBrowsing = “On”

If you remove default document in a directory, you will see the contents.

1 localhost x

<« C [ localhost:2080

localhost -/

To Parent Directory

01/21/2013 00:27:45 1 css
01/21/2013 00:27:46 1 images
01/21/2013 00:27:46 1 s

01/12/2013 23:51:00 14769 examplel psl
11/28/2011 01:30:22 14721 example2.psl
01/08/2012 19:27:02 132 example3 psl
11/28/2011 01:33:16 228 exampled psl
05/08/2012 22:52:14 14931 exampleS psl
11/26/2009 20:30:34 1406 faviconico

11/28/2011 01:34:50 14630 index htm

Figure 26: Directory browsing

How to enable IP restriction?

You can enable IP restriction to block access from external networks. Go to config file and configure

IP restriction options.

e C:\Program Files\PoSHServer\modules\PoSHServer\modules\config.ps1

27 # IP Restriction

28 # Options: Om, OFff

29 5IPRestriction = "Off"

30 §IPWhiteList = "::1 127.0.0.1"

Figure 27: IP restriction



If you want to enable IP restriction, simply change that value like this:
e SIPRestriction = “On”

Add your trusted networks IP addresses to whitelist. Currently PoSHServer doesn’t support subnets
for IP restriction. Example whitelist config:

e SIPWhiteList = “::1127.0.0.1 192.168.2.222 192.168.2.223”

How to enable content filtering?

You can enable content filtering block access to specific file types. Go to config file and configure
content filtering options.

e C:\Program Files\PoSHServer\modules\PoSHServer\modules\config.ps1

Content Filtering

[ LI L% |
G

Cptions: Cm, COff
SContentFiltering = "COff"
SContentFilterBlacklList = "audio/mpeg video/mp

L L L Gab
1Y

m
0

Figure 28: Content filtering

If you want to content filtering, simply change that value like this:
e SContentFiltering = “On”

You can edit SContentFilterBlacklist to block specific file types.

How to enable PHP support?

You should install PHP before using it with PoSHServer. You can download and install PHP via
Microsoft WebPl on your server. After that you can specify full path of PHP executable file. Go to:

e C:\Program Files\PoSHServer\modules\PoSHServer\modules\config.ps1

T # PHP Cgi Path

[V Y]

Figure 29: PHP Support

8 SPHPCgiPath = "C:“Program Files (x868)\PFHP\v5.3\php-cgi.exe"™ # WebPI Location



You should check the path if it is exist. If your PHP path is different, you should change this value:

e SPHPCgiPath = “C:\Program Files (x86)\PHP\v5.3\php-cgi.exe”

After that PoSHServer will be able to run your PHP scripts. PHP support is limited to GET requests.
PoSHServer doesn’t support “POST” at the moment. Also you can’t use .htaccess and .htpasswd files
in PoSHServer. You should convert them to .ps1 files. For example, you will be able to run Wordpress
on PoSHServer, but you can’t add any post or comments into it because lack of POST support.

Understanding advanced logging and log parser

Logging is designed to be compatible with IS logging. So you can use any IS log parser script to
analyze PoSHServer logs. Default log directory:

e C:\Program Files\PoSHServer\webroot\logs

You will notice that logging is almost same with IIS.

& C:\Windows\System32\WindowsPowerShell\v1.0\Modules\PoSHServer\logs\u_ex130121.log - Notepad++

File Edit Search View Encoding language Settings Macro Run Plugins Window 7
F=) s B [l g 2% |EE=T1ED NG &Y

[= u_ex130121Jog \
1 [fFields: date time s-sitename s-computername s-ip CS-method CS-Uri-stem s-DOrt G-ip CS-version cs(User-Agent) cs(Cookie) s (Referer) cs-host sc-s
2 2013-01-21 00:2%:05 localhost YUSUFGZTURK ::1 GET / 8080 ::1 HTTE/1.1 Mozilla/S.O+(Windows+NT+6.2;+HOW64)+AppleflebKit/537 .17+ (KHTML, +1ike+Gecko) +
3 2013-01-21 00: localnost YUSUFOZIURK ::1 GET /Gss/screen.css 8080 ::l HITP/1.1 Mozilla/s.O+(Windows+NT+6.2;+WOW64) +AppleWebKit/537.17+ (KHTML
4 2013-01-21 00:28:05 localhost YUSUFOZTURK GET /3js/mootools-yui-compressed.js 8080 ::1 HTTE/1.1 Mozilla/S.O+(Windows+NT+6.2;<WOW64) +AppleWebki
5 2013-01-21 00:28:05 localhost YUSUFOZIURK ::1 GET /3s/scroll.is 8080 ::l HITE/1.1 Mozilla/S.0+ (Windows+NI+6.2;+NOW64) +ApplelebEit/537.17+ (KHIML, +
6 2013-01-21 00:28:05 localhost YUSUFOZTURK GET /3s/jquery.js 11 HTTP/1.1 Mozilla/S.0+(Windows+NT+6.2; +HOW64) +AppleWebRit/537.17+ (RATML, +
7 z013-01-21 localnost YUSUFCZIURK GET /css/960.css §080 ::1 HITP/1.1 Mozilla/$.O+(Windows+NI+6.2;+WOW64) +ApplelenKit/537.17+ (KHIML, +1
8 2013-01-21 00: localhost YUSUFGZIURK GET /3js/dustismo_400.font.js 8080 ::1 HTTP/1.1 Mozilla/S.0+(Windows+NT+6.2;+HOW64) +ApplefebRit/537
S 2013-01-21 00:28:05 localhost YUSUFOZIURK GET /is/form-contact-validate.is £080 ::1 HITP/1.1 Mozilla/S.0+(Windows+NI+6.2;+WOW64) +AppleWenKit/
10 2013-01-21 00:28:05 localhost YUSUFOZTURK ::1 GET /js/cufon-yui.js 808 BTTE/1.1 Mozilla/S.0+ (Windows+NT+6.2; +HOW64) +AppleNebKit/537 .17+ (KHTM
1 2013-01-21 00:28:05 localhost YUSUFOZIURK ::l GET /images/bg/top-bg.png 8080 ::l HITP/1.1 Mozilla/§.0+(Windows+NI+6.2;+WOWE4) +AppleWebKit/537.17+
12 2013-01-21 localhost YUSUFGZIURK GET /images/bg/bottom 0 ::1 HTTP/1.1 Mozilla/S.0+(Windows+NT+6.2;+HOW64) +ApplefebRit/5537.17+
13 2013-01-21 00: localnost YUSUFCZIURK GET /images/logo.png HITP/1.1 Mozilla/$.0+ (Windows+NT+6.2;+0OWE4) +AppleNebKit/537., 17+ (KETH
14 2013-01-21 00:28:05 localhost YUSUFOZTURK GET /images/send-mail 0 ::1 HTTP/1.1 Mozilla/S.0+(Windows+NT+6.2;+HOW64) +ApplefebRit/5537.17+
15 2013-01-21 00:28:05 localhost YUSUFOZIURK ::1 GET /images/follow-me.gif 8080 ::l EITP/1.1 Mozilla/S.O+ (Windows+NI+6.2;+WCWE4) +ADDleWebEIT/§37.17+
6 2013-01-21 00:28:05 localhost YUSUFOZTURK ::1 GET /images/avatar.jpg 8080 ::1 HITP/1.1 Mozilla/S.O+ (Windows+NT+6.2;+WOW64) +AppleWebRit/537.17+ (KH

Figure 30: Contents of log file

You can use AWStats, Webalizer or PoSHStats to analyze these logs. But PoSHServer also has in-built
log parser to analyze your log files. Go to PowerShell console and type:

e Start-PoSHLogParser —LogPath C:\Program Files\PoSHServer\logs\u_ex130121.log >>
C:\LogOutput.txt

Output file will be like:

date :2013-01-21

time : 00:28:05

ssitename : localhost
scomputername : YUSUFOZTURK
sip 2l

csmethod  : GET



csuristem : /css/screen.css
sport : 8080

cip sl
csversion : HTTP/1.1
csUserAgent

Mozilla/5.0+(Windows+NT+6.2;+WOW64)+AppleWebKit/537.17+(KHTML,+like+Gecko)+Chro
me/24.0.1312.52+Safari/5

37.17
csCookie  :-
csReferer : http://localhost:8080/
cshost :::1:8080

scstatus  : 200

How to get cookie value?

PoSHServer adds a cookie for each client. So multiple users can use same PoSHServer session. If you
need to get cookie value, just use this:

e SPoSHCookies
That will give you PoSHSessionID for current user session. You can change cookie code from:

e C:\Program Files\PoSHServer\modules\PoSHServer\PoSHServer.ps1

a

o
o Nl L R

SPoSHCookies = SRequest.Cookies["PoSHSeszionlD
if (!'§PoSHCookies)
{

o
{1}
LLf

e

S5PoSHCookie = New-Chisct Het.Cookie
S$PoSHCookie.Name = "PoSHSez=ionID"
$PoSHCookie.Value = New-PoSHTimeStamp
SResponse. hppendCookie (5PoSHCookie)

T
]

1 & ¢
o

Figure 31: Cookie codes

How to fetch GET values?

For example, this is your GET:

e http://localhost:8080/index.ps1?name=Yusuf&surname=0zturk

Then you can fetch "GET" values like this:
e SPoSHQuery.name

e SPoSHQuery.surname


http://localhost:8080/index.ps1?name=Yusuf&surname=Ozturk

This will gives you values directly.

How to fetch POST values?

For example, this is your POST:
¢ name=Yusuf&surname=0zturk
Then you can fetch "POST" values like this:
e SPoSHPost.name
e SPoSHPost.surname

This will gives you values directly.

How to use jscript on PoSHServer?

There is no jscript limitation on PoSHServer.
However you need to use escape characters to make it work.

If you need to use something like this:
e S(function() { S.ajax({

Then you should change your codes like this:
e S(function() {'S.ajax({

" is a escape character in PowerShell.

How to add custom MimeTypes?

PoSHServer stores MimeTypes information into:

e C:\Program Files\PoSHServer\modules\PoSHServer\modules\functions.ps1

You can change or add extra mime-types to here:



205 £ Get Mime Types

206 fanction Get-MimeType
207 =i
208 param (SExtension)

9
210 switoch ($Extension)
211 H {
212 peEl {"text/psl"}
213 pexml {"text/psxml"}
214 p2api {"text/posHEml"}
215 .posh {"text/ps=xml"}
21a .html {"text/html"}
217 .htm {"text/html"}

ka3
n

.php {"text/php"}

o283 {"text/c3="}

.Jpeg {"image/jpeg"}

Jpg {"image/jpeg"}

.gif {"image/gif"}

Jdoco {"image/x-icon"}

LPlw {"wideo/x-£1vT}

2wl {"application/x-shockwave-flash"}
.J= {"text/javascript"}

LEXRE {"text/plain™}

.rar {"application/octet-stream"}

o = T ¥ 3 ™ S R R R e Ty ¥

o

LZ2ip {"application/xX-zip-compressed™}

=

.r3z {"application/rs=s+xml"}
LEml {"text/=xzml"}

png {"image/png”}

gpy {"video/mpeg™}

.mpeg {"video/mpeg™}

L0p3 {"audio/mpeg™}

(= I ™ R FE R L

Twaff {"application/x-font-woff™}
default {"text/html"}

-1

B }
1
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Figure 32: Custom MimeTypes

How to use config file per Web Site?

You just need to put your config.ps1 file into HomeDirectory. So PoSHServer will read that
configuration first, instead of default config.ps1 file. So you can create different config files for web
sites. You can enable Basic Authentication on only one web site by using this feature.



How to add custom config file?

It’s possible to add your own config files into PoSHServer. You may need to add additional config files
due to requirements of your own software. For example, SetLinuxVM uses custom config file for
persistent key and values.

Example config file of SetLinuxVM:

# Import required modules
SimportSetLinuxVM = Import-Module SetLinuxVM

# SetLinuxVM VM hosts config

SVMHostsConfig = "SHomeDirectory\config\vmhosts.config"
SVMHostsList = Search-LinuxVMHost

Clear-Content -Path SVMHostsConfig

foreach (SVMHost in SVMHostsList)

{
Add-Content -Path SVMHostsConfig -Value SVMHost.VMHost

# SetLinuxVM RestAPI config

SRestAPIKeyConfig = "SHomeDirectory\config\restapikey.config"
Clear-Content -Path SRestAPIKeyConfig

SNewAPIKey = Get-Random

Add-Content -Path SRestAPIKeyConfig -Value SNewAPIKey

If you also need to import a custom config file like this, you can start PoSHServer like this:

e Start-PoSHServer -CustomConfig "C:\config.ps1" —aslob

366 # PoSH Server Custom Config
367 if (§CunstomConfig)

I68  [H {

369 . SCustomConfig

370 5 1

Figure 33: Config config code

Your config file will be imported into PoSHServer session as the command above.

e C:\Program Files\PoSHServer\modules\PoSHServer\PoSHServer.ps1



How to add custom config file to child processes?

When you use PoSHServer with child processes, your custom config file won’t be active in child
processes since they are new PowerShell runspaces. So you should also import your config file into
child processes with —CustomChildConfig switch. You may need to import different config files into
main runspace and child runspaces. For example, SetLinuxVM uses different custom config file in
child processes.

If you need to import a custom child config file, you can start PoSHServer like this:
e Start-PoSHServer -CustomChildConfig "C:\childconfig.ps1" -asJob

Your config file will be imported into PoSHServer child processes.

How to add custom scheduled jobs?

PoSHServer has a feature called “background jobs” to run your scripts in a scheduled job. Using this
feature, you can schedule any process in any time as long as PoSHServer is running. PoSHStats uses
this feature to measure Hyper-V VM usages every an hour and a day.

Default job interval is 5 minutes.

while ($true)
{

i

Start-Slesp -2

# Get Job Time

frs
. T T S I Y

34 5JobTime = Get-Date —-format HHmm
g # PoSH S5erver Log Hashing (at 02:30 daily)
if (§JobTime -eg "02307)
= {

Hew-FPoSHLogHash -LogSchedule $LogSchedule -LogDirectory SLogDirectory
r }

(e T BT S U N R S ]

@ th nonotnonoLn NN N En b

# PoSH Server Custom Jobs (at every 5 minutes)
if (§JobTime -like "*:5" -—or SJobTime -like "=0")
= {
a8 if (5CustomJob)
s [ {
. SCnstomJob
361 r }
62 - 1

oo

Figure 34: Custom jobs

If you need to run your custom job at every 5 mins, you should start your PoSHServer like this:

e Start-PoSHServer -CustomJob "C:\jobs\custom.ps1" —asJob



How to change custom scheduled job interval?

If you enable custom scheduled jobs on PoSHServer, default interval is 5 minutes. You can change job
intervals with following values:

1: 1 minute
5: 5 minutes
10: 10 minutes
20: 20 minutes
30: 30 minutes
60: 60 minutes

So if you want to change scheduled job interval with 10 minutes, you should use CustomJobSchedule
parameter:

e Start-PoSHServer -CustomJob "C:\jobs\custom.ps1" —CustomJobSchedule 10 —aslob

Minimum interval is 1 minute, Maximum interval is 1 hour. If your script requires different job
intervals, you should write a custom scheduling in your custom job script.

PoSHServer has a parameter validation for CustomJobSchedule, so you can’t use different values
than 1, 5, 10, 20, 30 and 60. If you try to use different value, PoSHServer will give error:

How to increase child processes for better multithreading?

PoSHServer supports 3 child processes by default. But this is not a limitation. You can increase the
number of child processes any time. You just need to go and modify:

e C:\Program Files\PoSHServer\modules\PoSHServer\PoSHServer.ps1

$# Invoke PoSH Server Multithread Process - Thread 1

1
1 tn

Invoke-AsyncHTTPRequest -ScriptBlock S$ScriptBlock -Listener SLi
708 $# Invoke PoSH Server Multithread Process - Thread 2
Invoke-AsyncHTTPRequest -ScriptBlock S$ScriptBlock -Listener SLi
711 $# Invoke PoSH Server Multithread Process - Thread 3
12 Invoke-AsyncHTTPRequest -ScriptBlock S$ScriptBlock -Listener SLi

You can increase multithreads by adding extra thread commands into part above. Using more child
processes causes more memory and cpu utilization on your server.



Standalone PoSHServer Exe Package

After v3.4, PoSHServer includes a standalone .exe file for quick and easy test drives. In packages
directory:

C:\Program Files\PoSHServer\packages
You will see:
e PoSHServer-Standalone.exe: Main executable file

Just copy exe file into any http directory and start PoSHServer-Standalone.exe with run-as
administrator. That directory will be home directory of PoSHServer.

If you don’t want to put exe file into http directory, you can move it upper level. Just keep \http
directory like this structure:

- C:\Website
o PoSHServer-Standalone.exe
o http

PoSHServer will check \http directory and use it as home directory.
If you don’t provide any config.ps1 file, PoSHServer uses default configuration for server initialization.

# Default Document
SDefaultDocument = "index.ps1"

# PHP Cgi Path

SPHPCgiPath = (Senv:PATH).Split(";") | Select-String "PHP"
SPHPCgiPath = [string] SPHPCgiPath + "\php-cgi.exe"

If you want to change default document or PHP-cgi.exe location, then you should put a config.ps1 file
into same directory with PoSHServer-Standalone.exe file.

After config file, directory structure will be like:

- C:\Website
o PoSHServer-Standalone.exe
o Config.psl
o http

If you do any changes on config file, you should restart PoSHServer-Standalone.exe file to apply
changes. Otherwise PoSHServer won’t detect changes.



Uninstallation

If you use PoSHServer as a background job, first go to task scheduler and “end” PoSHServer task.

[ PoSHServer-poshserver.net-80- Running At system startup

Run
End
Disable
Export...

Properties
Delete

Figure 36: Ending PoSHServer task

And then delete PoSHServer task. If you don’t stop running PoSHServer task, then PoSHServer setup
won’t be able to remove PoSHServer directories completely.

Now go to “Add/Remove Programs” to uninstall PoSHServer completely. Select PoSHServer in the
program list and click “Uninstall” from top menu.

# PoSHServer Setup B

Change your installation of PoSHServer

o] modiy
[? Allows users to change the way features are installed.
-

Repair
B Repairs errors in the most recent installation state - fixes missing or corrupt
80 | files, shortcuts and registry entries.

Remove
x Removes PoSHServer from your computer.

Figure 37: Removing PoSHServer

You can start removing PoSHServer by selecting remove option.



