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Abstract

It is important to improve the efficiency of healthcare-related operations
and the associated costs. Healthcare organizations are constantly under
increased pressure to streamline operations and provide enhanced services
fo their patients. Wireless mobile computing technology has the potential
to provide the desired benefits and would be a critical part of today’s
healthcare information system. In this paper, a system is presented to bet-
ter facilitate the functions of physicians and medical staff in healthcare by
using modern wireless mobile technology, Radio Frequency Identification
(RFID) tools, and multimedia streaming. The paper includes a case study of
the development of such a system in the context of healthcare in the United
States. The results of the study show how wireless mobile multimedia sys-
tems can be developed for the improvement of the quality and efficiency in
healthcare for other nations as well. Our testing data show a time reduction
of more than 50% in the daily activities of hospital staff.

Key words: wireless mobile computing, Radio Frequency Identification,
Wireless Mobile Information Systems for Healthcare

Introduction
ith mobile devices and wireless technology, health-
care practitioners can have ubiquitous access to critical
medical and patient information. The availability of
mobile wireless devices will enable medical information
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to be available at the right place and at the right time. Also, integrated
cameras with mobile devices enable physicians to examine patients
remotely. This paper presents the design and development of a wire-
less mobile multimedia solutions system for healthcare based on Radio
Frequency Identification (RFID) tags and Pocket PCs."? The system is
called Wireless Mobile Information Systems for Healthcare (WISH).

WISH replaces the traditional paper files with electronic records.?
It allows medical staff members to record patient information at the
point of care and provides access to patient data anywhere at any-
time. Thus, it helps to reduce clinical human errors such as incorrect
drug administration. Moreover, patient data are available as soon
as they are recorded into the system for all the medical staff. This
improves the productivity of physicians and medical staff.

The paper starts with an introduction of the application of RFID*
and mobile multimedia technologies in healthcare.® This is followed
by related background and healthcare issues encountered today, the
system design methodology used and functionalities built in the
WISH system, and a risk factor analysis and management issues
when the system is used. We then discuss some results of simulation
testing conducted. The paper concludes with a summary of the work
discussed and future work.

Background of Healthcare-Related Issues

Healthcare practices and the technologies used have made good
progress. However, some major issues exist and they need to have
better solutions in higher quality and performance and lower cost to
healthcare providers and consumers.

1. Need of Electronic Healthcare Records System: An Electronic
Health Record (EHR) plays the crucial role of aggregating health
information about a patient from diverse technological plat-
forms, information sources, and medical procedures.® Mobile
multimedia technologies can play an important role in making
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EHR information available to physicians and patients at the
right place and right time.

2. Cost Reduction: In addition to addressing the need to avoid
paper inside hospitals, healthcare information technologies
(IT) will allow hospitals to reduce their healthcare costs.> John
Chambers, CEO of Cisco Systems, says that technology could cut
healthcare costs by at least 25%. Secretary Thompson estimates
that the United States could save at least $140 billion per year
by using more IT.

3. Medical Errors Reduction: More important than cost reduc-
tion, healthcare IT can improve healthcare by avoiding medi-
cal errors. Medical error is one of the largest causes of death
in the United States.” Studies from the Institute of Medicine
showed that medical errors are responsible for 44,000 to 98,000
American deaths a year in U.S. hospitals. The use of IT systems
by physicians not only replaces the traditional folder, but the
systems can also alert nurses if the wrong medication is admin-
istered to a patient.

4. Healthcare IT Target Domains: For a few hospitals that use IT,
the main domains of use are business management (as an enter-
prise), devices and room management (location), file manage-
ment, surgery care, and patient care (physicians, nurses, bedside
workflow). However, the most developed domains are business
management, medical devices, and surgery care, whereas sys-
tems for bedside workflow and file management are very rare.

Areas of Study Design

Project WISH proposes to build a distributed application with the
objective to improve healthcare in hospitals. The application will
allow physicians and nurses to complete patient bedside workflow
via smart devices. In addition, the RFID technology is used to auto-
matically display the patient’s medical file when the clinician is in
the proximity of the patient.®* The smart device client is available
wirelessly via a Wi-Fi network but is also able to complete data
access and processes offline.'®'" A synchronization process keeps the
devices and the main server database up to date. The application is
also accessible from a traditional Web client via the Internet.

The proposed solution recognizes different roles within a hospital
system (physician, nurse, secretary, patient) and assigns function-
alities to the roles accordingly. For example, a nurse has access to
patient information, but the nurse is not allowed to schedule patient
appointments. A physician does have access to patient information
and he/she is also allowed to schedule patient appointments. More
information about roles and functionalities is described in the fol-
lowing sections.

The smart devices used in the proposed solution are the Tablet PC,
the Pocket PC, and the eBox II (a System-on-Chip thin client from
DMP Electronics Inc.). The technologies assigned for each role are
based on the role’s responsibilities, work habits and patterns, and
budget considerations. It should be noted that roles are not restricted
to technology (e.g., a nurse can use a Tablet PC to fulfill his/her daily
activities); the role-technology relationships here are suggestions on
how the proposed solution can be implemented in a hospital system.

Tiered System Design Methodology and System
Analysis

By allowing the availability of information from any physi-
cal location, the system increases efficiency and productivity. The
information is automatic, thus reducing the number of errors in
the workflow. The WISH solution has two wireless components: the
wireless communication system, which enables smart devices and
server to exchange information and make it available for use, and
the wireless identification system, which the RFID technology that
uniquely identifies objects and people is part of. The two wireless
components are independent of each other, because they implement
different functionalities of the proposed solution and are based on
different technologies. The wireless communication system is based
on smart devices and Wi-Fi networking as well as on a solid archi-
tecture that implements services of security, reliability, availability,
and maintainability. It allows the medical staff to access patient
profiles without being bound to a physical location. The identity of
the patients is retrieved via the wireless identification system, which
is based on RFID technology.

SYSTEM ARCHITECTURAL DESIGN

1. Service-based architecture design. The architecture proposed
for the wireless communication system is a service-based solution.
Because of the wireless nature of the application, devices can become
disconnected from the network. These “occasionally connected smart
clients” must allow the medical staff to be productive with their
application even when they are offline and still provide the full func-
tionality of the application when they are connected to the network.
This can be achieved by looking at the mobile devices as autonomous
components that interact with each other by exchanging messages.
Each component is organized as a traditional n-tier application, in
which components at a certain level use the services provided by the
lower levels and provide functionality to services on the upper lev-
els. This type of architecture is known in the distributed application
design as a service-based solution (Fig. I). Each of the four devices
(Pocket PC, Tablet PC, eBox II, and Server) is a component in the
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system, some with more tiers than others. The central component is
an application server that exposes the system’s functionalities as Web
services that the client devices consume.

Generally speaking, the central component is a server and it is
designed and organized into three tiers: Presentation Tier, Business
Logic (BL) Tier, and Database Access (DA) Tier. The Presentation Tier
provides Graphical User Interface information to the users of the sys-
tem. The BL Tier consists of various healthcare business-related func-
tions and decision processes. The DA Tier manages and accesses the
system’s central database. The client devices do not directly interact
with each other. The central database contains the patient informa-
tion and can only be accessed via the application server (through its
interfaces). The client device, such as Tablet PC or eBox II, also has
the same kind of three-tier system design and its DA Tier interfaces a
local database. The Pocket PC client functions as a thin client and is
designed as a two-tier (Presentation Tier and BL Tier) component.

When designing a distributed application, it is necessary to look
at the logical and physical architecture of the components and of the
overall system as well as to define the technologies and the infra-
structure supporting the system. We will analyze the four devices
(Pocket PC, Tablet PC, eBox II, and Desktop) used by the medical
staff, the application server, and the central database, as components
of the service-based solution describing their logical design. The next
few sections will also address the communication system design.
Throughout the discussion, we will address the issues of security
(such as authentication and authorization),'? availability, perfor-
mance, scalability and manageability. The RFID portion of the system
will be described as a stand-alone component.

2. Tablet PC and eBox II. The Tablet PC and the eBox II applica-
tions follow similar architectures, but have different implementa-
tions. The Tablet PC runs Microsoft Windows XP Tablet PC Edition
(Microsoft, Redmond, WA), and therefore can take advantage of the
rich set of classes provided by the Microsoft .NET Framework Library.
The eBox II is an embedded device, running on a simplified computer
architecture; it is running Windows CE 5.0 and can only use the
Microsoft .NET Compact Framework classes. The advantages of using
the eBox II in the proposed solution (compared to the Tablet PC) are
price and size, but it comes at the cost of lower processing power.

The patient profile search is first run on the device’s local data-
base and displayed accordingly; if not found, then the patient profile
search is run on the central database by synchronizing with the
main application server (given connectivity). Synchronization with
the main application server is also done whenever the device is
connected to the network, following a predefined synchronization
algorithm.
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Presentation Tier Presentation Tier
BL Tier BL Tier
DA Layer Local Pocket PC
Tablet PC/eBox Il DB
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Fig. 1. Service-base architecture. DA, Database Access; DB, Data
Base; BL, Business Logic.

3. Pocket PC. The Pocket PC could have been designed to follow
the service-oriented architecture of the Tablet PC and eBox II design
that includes a local database. Just like the eBox II, it provides more
functionality than a simple thin client application.”” However, it does
not have the processing power of the eBox II and would yield low
performance as a service-oriented application. More server synchro-
nization would be required, thus impacting the availability of the
system. The Pocket PC acts like a thin client, allowing the user to
login and perform patient profile lookups (directly on the main server
via services). This application depends completely on the network
connectivity, without having any local caching capabilities.

This device follows a data-centric architecture, comprising only
of user interface and service agents through which it consumes the
server’s service interfaces.

4. Desktop. The server application is a traditional Web page that
exposes the full functionality of the system. All features are available
24/7 on the desktop application because it accesses a Web (Forms)
application that runs directly on the main server. The server applica-
tion is described as the user interface components layer in the main
server’s architecture (described next).

5. Main server. A traditional three-tier design is employed in
architecting the main server application. The advantages of using
a three-tier design are numerous; such a system provides scal-
ability, maintainability, and overall flexibility. The main server
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application exposes all the functionalities of the system through
Web services—accessed by the smart clients, and through the Web
application—accessed by the browser. It authenticates and authorizes
clients, services client requests (e.g., find a specific patient profile),
and performs client synchronization.

The design includes user interface components and user interface
process components (first tier) that provide a way for the medical staff
to interact with the system via a desktop Web browser. The second tier
contains business entities and business components that implement the
business rules and perform business tasks, such as authentication and
authorization of users. The third tier, the data access layer, centralizes data
access functionality. Figure 2 shows the details of the main server appli-
cation design and the communication system with the smart devices."”

6. Communication infrastructure. In a service-based architecture,
services communicate to each other by passing messages. In the
proposed solution, messages will be passed wirelessly over a Wi-
Fi network using 802.11. The Wi-Fi network connects the smart
devices and the main server through the multiple access points spread
throughout the medical center. To protect against security attacks, the
Wi-Fi network employs the Wi-Fi Protected Access (WPA) standard
as its encryption standard.

7. RFID module. The RFID module provides the second wireless
service in the proposed solution. Similar to how the wireless network
and the communication between the devices provided wireless con-
nectivity and information sharing, this module provides wireless
identification. It allows the correct identification of a patient from a
distance in an automated fashion.

The RFID module is the layer that sits in between the Tablet PC and
the eBox II applications and the underlying operating system. The device
driver is actually part of a .NET SDK (Software Development Kit) project
developed at San Jose State University. The TIS2000 SDK provides a
serial port device driver and layers of availability, security, and reliability
for the implementing application. The SDK is highly configurable and
provides options for adapting the RFID reader to operate in the medical
environment (e.g., adjust power burst rates to increase/decrease tran-
sponder readability and decrease/increase the read radius).

8. Multimedia communication. The system uses camera and speak-
ers to perform video and audio streaming functions. Audio and video
files can be downloaded and played on the client devices, such as
patient’s photo and patient’s special physical status.

WISH SYSTEM OVERVIEW AND ANALYSIS

In this section, the major roles involved in using the WISH system
in a hospital, the main system functionalities, and some risk factors
and management issues are described.

Browser eBox Il  Tablet PC Pocket PC
Ul Components
Ul Process
Components
[ ]
Wi-Fi Network
Service Interfaces
Business Business
Components Components
Data Access Layer

Fig. 2. Main server architecture and device communication. Ul,
user interface.

Major roles. The following major roles defined in the WISH system

are described below.

1. Physician. An authorized physician can access the system
through a Tablet PC, Pocket PC, or a computer. WISH assists
physicians during their patient visits. It also provides an easier
way to manage their patient files and allows a quick access to
a knowledge base of old medical cases and to view a patient’s
multimedia streaming data files.

2. Nurse. A registered and authorized nurse can access the system
through an eBox II system, a Tablet PC, a Pocket PC, or a computer.
The system provides functions to assist the nurses in managing the
patient data and in recording the patient aftercare data, such as
temperature and blood pressure. WISH makes the data available
for physicians as soon as the data are recorded by the nurse. The
data include patient database data and audio/video streams. The
nurse can decide whether producing a multimedia file is helpful for
physicians to understand the actual conditions of a patient.

3. Secretary. An authorized secretary can only access the system
through a computer that has a network or Internet access. The
role of a secretary is to manage the patient files and to help the
physicians to record and update patient information.

4. Patient. A legally admitted patient can only access the system
through a computer that has a network or an Internet access.

© MARY ANN LIEBERT, INC. e VOL. 14 NO. 4 ® MAY 2008 TELEMEDICINE and e-HEALTH 365




YU ET AL.

They are restricted to functions such as consulting their own
files and accessing the medical staff contact information.

5. System administrator. The system administrator is responsible
for WISH system user management. The administrator creates,
modifies, or deletes the user accounts and maintains the physi-
cians, nurses, and secretaries information.

System functions and analysis. This section describes and analyzes

all the functions available in the WISH system.

1. Central and local database synchronization. This function is
available on the Tablet PC and eBox II clients, and it is used by a
physician or nurse role. The user of the device can download the
database information from the centralized database directly on
his/her Tablet PC or eBox II. This download function overwrites
the current database in the device. The user can also upload
the local database information into the main database when all
local modifications are completed.

2. Patient file creation, modification, and deletion. This function is
available on the traditional Web client only for a secretary role. The
secretary can create or delete a patient file. As soon as a patient’s
file is created, it is available online for access. While a new patient
file is created, a patient user account and a RFID number are
assigned to the patient. A nurse or physician can create an audio/
video multimedia streaming file about patient’s condition.

3. Patient file consultation and editing. This function is used by a
physician, nurse, secretary, or patient role. A patient file can be
fetched and consulted during a patient’s information research
session. The file can be automatically downloaded on the Tablet
PC using the RFID technology, or temporarily stored on the
Pocket PC. The data used in the files can be accessed from either
the main database or from the local database (in the case of the
Tablet PC and eBox II, even when these devices are offline).
Each role can only access the patient files with access permis-
sions. A physician can access his/her patients’ files, a secretary
can access all the patient files of his/her supervising physician,
and the nurse can access the patient files for the patients under
his/her medical care service. In general, the policy of role-based
access control is applied to determine which roles can access or
modify which patient files.

4. Patient file research and investigation. This function is used by
a physician, nurse, or secretary role. When the research is com-
plete, the user can choose one of the available research results
and see the corresponding patient file according to the access
control rules.

5. Medical case research. This function is used by a physician,
nurse, and secretary role. The research is always done on the
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centralized server. That means that it cannot be done from a
mobile device that is offline. The research is done by the medi-
cal case’s name and date. The user enters a name and chooses
a time period to limit the research (e.g., medical cases of this
year only). When the research is complete, the user can choose
one of the available results and see the corresponding medical
case files.

6. Medical staff file research. This function is used by a physician
or nurse role. The research is always done on the main database
server. That means that it cannot be done from a mobile device
that is offline. The research is done by the medical staff’'s name
or the patient’s name. The research by patient name allows the
user to see the medical staff members related to the correspond-
ing patient. Consequently, because of medical confidentiality,
the research by patient name is not accessible to patients.

7. Medical staff file and user account management. This function
is available on the Web client for an administrator role only. An
administrator of the system can add, delete, and modify medical
staff member information. He/she can also create user accounts
and assign roles.

RISKS ANALYSIS AND MANAGEMENT

Because the system is intended for the hospital environment, some
risk factors are taken into consideration.

Multilevel security protection. The security concern for patient
medical information confidentiality is crucial. Patient records should
not be accessed by an unauthorized person. Consequently, an authen-
tication system is absolutely necessary in this application. Various
solutions can be considered such as login/password, signature recog-
nition, or fingerprints recognition.

We decided to implement the login/password system for all cli-
ents, because it is easy to implement, convenient in use, and secure
enough. To further strengthen the security protection, we imple-
mented a second-level authentication system on the mobile devices
(eBox II, Tablet PC, and Pocket PC). The staff members should also be
identifiable via RFID (each would carry an RFID-embedded wristband
just like the patients), using their RFID tags to log onto the system.
The RFID number must correspond to the login and password for the
authentication to be confirmed. The signature recognition system will
be incorporated into the system in the future to increase another layer
of security in authentication and authorization.

System and information availability. The second risk concerns
the availability of the system and its crucial information. The
system contains and displays vital information for the physicians
and the nurses. If the database or the server is down, the users
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must have the capability to access the information and continue
their jobs or operations. A regular database backup and recovery
procedure is provided to have patients’ data automatically backed
up and restored on the main database sever as well as on the local
databases on client devices used by nurses and physicians. In case
the main server is down, the nurses and physicians still can access
patient’s data via the local databases on their client devices. The
system can be switched over to a redundant (or dual) server when
the main sever is not available.

RFID security considerations. The use of RFIDs introduces a new
set of risks. The reader emits electromagnetic signals that power up
transponders in its vicinity; the transponders reply their bit signatures
by backscattering the carrier signal from the reader. Every sequence
in the communication protocol can fail under external attack. A
reader cannot detect the reading of a cloned transponder. Also, a
transponder replies to any reader (authenticated or illegitimate) that
initiated the magnetic power burst. The RFID system can also easily
fail under various security attacks in the forms of injection, eaves-
dropping, and denial of service.

Some RFID systems were designed with security in mind, employ-
ing a challenge-response protocol that enables the tag to respond
to authentic readers only.' The disadvantages of such a system are
bigger size (and it is currently impossible to be used in a patient’s
wristband) and a substantial cost increase (which becomes an imple-
mentation concern if each admitted patient in the hospital would
be provided with a RFID-embedded wristband). Less expensive and
smaller RFID transponders with built-in security functions do exist
on the market, but as one research document by John Hopkins
University' pointed out, it can easily be broken.

The implementation uses the Texas Instruments Series 2000 Low
Frequency RFID reader (with no built-in security). The .NET TIS2000
SDK (Software Development Kit) is used to interface the Pocket PC
application and the reader; the SDK provides a driver for the TIS2000
reader, which is padded with layers of security, reliability, and avail-
ability. The SDK documentation'® mentions that RFID security issues
cannot be addressed only by means of software. It provides a thin
security layer that does not protect the Pocket PC application from
the attacks mentioned previously. The document suggest enhancing
the system with a separate source of security (not directly connected
to the RFID submodule); the purpose of this change is to make the
application “secure enough” within its context because a foolproof
security solution is not possible.'®

We define the proposed solution “secure enough” when the patient
is correctly identified by a nurse or physician. Upon reading the
patient’s RFID tag, the Pocket PC application downloads the patient’s

profile along with his/her photo, a Moving Picture Experts Group
(MPEQG) file, displayed on the screen. The nurse or physician can make
an on-site visual check that the RFID tag corresponding to the patient
being identified is correct. Thus, even if the RFID tag of the patient
has been maliciously cloned or injected, the nurse or physician can
correctly identify the patient by making this a “secure enough” solu-
tion for security concerns.

Results and Discussion

Figures 3 and 4 show the simulation testing results of typical
patient bedside flow activities conducted in a hospital in an experi-
mental simulation environment using the WISH system with the
actual RFID tag reading data compared to the current (traditional)
bedside flow activities without using the WISH system. The stud-
ies were reviewed and performed at Palo Alto Medical Foundation
and San Jose State University. The activities and the time typically
expended in performing them made up the major portion of the con-
trol group. There were two doctors and four nurses involved in the
overall simulation study.

There were five major physician’s activities measured and their
corresponding improvement in throughput: a) regular patient visit
(27%), b) patient’s status checkup (50%), c) patient’s medication
prescription (50%), d) scheduling patient activities (35%), and e)
providing patient report (67%). The testing data show the following
throughput improvement in nurse’s activity: a) collecting patient
vital sign data (40%), b) managing patient data (80%), c) scheduling
patient activities (41%), d) patient’s medication distribution (60%),
e) patient’s surgery procedure preparation (30%), and f) providing
patient report (87%).

The summarized testing data show an average of 45.8% overall
throughput improvement among the physician’s activities per patient,
and an average of 56.3% overall throughput improvement in the
nurse’s activities per patient. In addition, patients can gain more rest
time from the activities.

In a study provided by the Kaiser Family Foundation in 2004, it
indicates that a high percentage of patients rated the following items
as “very important” causes of medical errors: “Overwork of health
professionals,” “Doctors not having enough time,” “Not enough
nurses in hospitals,” “Poor handwriting by health professionals,”
and “Lack of computerized medical records.” All these medical error
causes are related to the design objectives of the WISH system.

A detailed description of some selected nurse and physician activi-
ties with procedural steps used in the system’s experimental simula-
tion testing is shown in the Appendix. For each major physician and
nurse activity listed above, a procedural description with similar types
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of experimental testing data using the WISH system was recorded
and compared to the data using the traditional clinic procedure.
The procedural steps and empirical data applied in the experimen-
tal simulations for each listed physician’s and nurse’s activity were
reviewed with experienced professional physicians and nurses at a
reputable medical facility.

Nurse Activities
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Fig. 3. Throughput (per patient) in nurse activities. WISH, Wireless
Mobile Information Systems for Healthcare.
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Fig. 4. Throughput (per patient) in physician activities. WISH,
Wireless Mobile Information Systems for Healthcare.

368 TELEMEDICINE and e-HEALTH MAY 2008

Conclusions

Some of the routine tasks involved in each activity, such as patient
identification, patient data access and update, and hospital resource
availability check, can be automated and conducted almost anywhere
and anytime in the hospital. The time involved in performing these
tasks is significantly reduced. Other benefits of using the WISH sys-
tem include the reduction of errors. The chance to identify an incor-
rect person or a patient file is very low.

As an example, consider the time it takes a nurse to correctly iden-
tify a patient and view the patient’s profile on the screen; this is the
time it takes for the RFID tag to be read and added to the turnaround
time of the patient’s profile (associated with that RFID tag) requested
by the smart device from the local database or the central server. The
testing shows that this patient identification and profile retrieval time
is exceptionally small; the average time of reading an RFID tag is
about 135.8 milliseconds and the average time of the device’s profile
request is about 0.5 seconds.

Wireless mobile technology is becoming more efficient and robust.
These devices are capable of performing a variety of tasks in the
healthcare field. Using real-time, interactive wireless mobile devices
with RFID technology and multimedia features can bring a paradigm
shift in healthcare from the traditional hospital model. The key fac-
tors to the success of such a paradigm shift include users’ acceptance
(physician, nurse, administrative staff, patient, etc.) and improved
reliability and security features provided by the systems.'> There are
major advantages and business benefits in this approach.

The results of the study clearly show a significant improvement
in throughput for the daily patient bedside workflow activities for
hospital staff. The study shows that wireless Wi-Fi technology and
RFID technology can help in reducing the effort required to compute
time-consuming, routine tasks performed by nurses and physicians.
We also highlight that the WISH system facilitates automatic tasks
and procedures in a hospital, and it also helps to reduce the (high)
number of problems caused by human error and manual processing.

It is important to point out that wireless and RFID technology
alone can only improve patient bedside flow activities to a certain
degree. In order to have a greater extent of benefits as we have dis-
cussed in the paper, a solid software design and implementation of
a service-based architecture can provide a healthcare system with
reliability, availability, maintainability, and security (which are the
design objectives of the WISH system). The security topic was ana-
lyzed within each wireless technology domain.'” The WiFi network
employs the WPA standard as its encryption standard, and the patient
identification module uses a combination of RFID and patient photo
to provide a “secure enough” level of security. Indeed, the RFID sys-
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tem by itself could not provide a full level of security, because the
hardware technology currently available does not provide it.

However, there is a need for more research on the suitability of dif-
ferent e-Health applications based on the level of available network
Quality of Service."”

There are now a few ongoing international initiatives on mobile
e-health'® (also see www. mohca.org). Preliminary results indicate
that the success of these initiatives would depend very much on the
major stakeholders, namely the healthcare service providers includ-
ing patients, physicians, surgeons, nurses, radiologists, pathologists
and other medical professionals. Hence, we need to evaluate mobile
multimedia technologies for healthcare using methodologies involv-
ing various stakeholders."
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APPENDIX
COLLECTING VITAL SIGNS (NURSE) TRADITIONAL AUTOMATED ACTIVITY TIME USED
TIME USED (MIN) BY WISH? STEP (MIN)
Walk to patient data repository 0.5 Yes Auto 0
Search for patient's file 0.5 Yes Auto 0
Check out patient's file 0.25 Yes Auto 0
Walk to patient's room 1 No na 1
Identify patient 0.5 Yes DB & RFID 0.01
Collect vital signs
Temperature measurement 1 No na 1
Pulse measurement 1 No na 1
Assessing respiration 1 No na 1
Blood pressure measurement 1 No na 1
Measuring oxygen saturation 1 No na 1
Update patient file 1 Yes DB 0.008
Walk back to patient data repository 0.5 Yes Auto 0
Check in patient's file 0.25 Yes Auto 0
Organize patient's file 0.5 Yes Auto 0
Total 10 6.018
REGULAR VISIT (PHYSICIAN) TRADITIONAL AUTOMATED ACTIVITY TIME USED
TIME USED (MIN) BY WISH? STEP (MIN)
Walk to patient data repository 0.5 Yes Auto 0
Search for patient's file 0.5 Yes Auto 0
Check out patient's file 0.25 Yes Auto 0
Walk to patient's room 1 No na 1
Identify patient 0.5 Yes DB & RFID 0.01
Provide general care to patient 8 Yes App 7.5
Update patient file 3 Yes App & DB 25
Walk back to patient data repository 0.5 Yes Auto 0
Check in patient's file 0.25 Yes Auto 0
Organize patient's file 0.5 Yes Auto 0
Total 15 11.01

App, use the applications in the Wireless Mobile Information Systems for Healthcare (WISH) system; RFID, read Radio Frequency Identification (RFID) tag; DB, access data-
base information; na, do not apply.
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