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Adversarial Attacks on GNN
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Consequences

• Financial Systems
• Credit Card Fraud Detection

• Recommender Systems
• Social Recommendation
• Product Recommendation

• ….
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Pro-GNN: Defend Against Adversarial Attacks

Attack Setting
• Untargeted structure attack
• Poisoning attack
• Node classification

Defense Goal
• Improve the overall performance 

of GNN on the perturbed graph
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§ Graph dataset 𝐺 = (𝐴, 𝑋)

§ Graph neural network 𝑓: 𝑓 𝑥! → ,𝑦!



Pro-GNN: Defend Against Adversarial Attacks

Graph Properties
• Low-rank
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• Feature smoothness

5Graph Structure Learning for Robust Graph Neural Networks. KDD 2020. 



Pro-GNN: Defend Against Adversarial Attacks

Graph Properties
• Low-rank
• Sparsity
• Feature smoothness

6Graph Structure Learning for Robust Graph Neural Networks. KDD 2020. 



Pro-GNN: Defend Against Adversarial Attacks

Graph Properties
• Low-rank
• Sparsity
• Feature smoothness

7Graph Structure Learning for Robust Graph Neural Networks. KDD 2020. 



Pro-GNN: Defend Against Adversarial Attacks

Graph Properties
• Low-rank
• Sparsity
• Feature smoothness

8
Graph Structure Learning for Robust Graph Neural Networks. KDD 2020. 

Table Credit: Adversarial Attacks and Defenses on Graphs: A Review and Empirical Study



Pro-GNN: Defend Against Adversarial Attacks
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Pro-GNN: Framework
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Pro-GNN: Modelling
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Perturbed Graph

Graph Variable to 
be Recovered 

• Low rank and sparsity



Pro-GNN: Modelling
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• Feature smoothness



Pro-GNN: Modelling
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• Overall objective



Pro-GNN: Optimization
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Pro-GNN: Optimization
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Pro-GNN: Optimization

• Alternating Optimization

Update 𝜽:

Update 𝑺:

where



Pro-GNN: Optimization
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• Incremental Proximal Descent method

For each iteration, do



Pro-GNN: Algorithm

18Graph Structure Learning for Robust Graph Neural Networks. KDD 2020. 



Pro-GNN: Experiments
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Pro-GNN: Experiments

20Graph Structure Learning for Robust Graph Neural Networks. KDD 2020. 

Under Nettack Under Random Noise



Pro-GNN: Importance of Graph Structure 
Learning
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Pro-GNN: Importance of Graph Structure 
Learning
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Pro-GNN: Ablation Study
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Conclusion

• We found that graph adversarial attack can break important graph 
properties
• We introduced a novel defense approach Pro-GNN that learns the 

graph structure and GNN parameters simultaneously
• Our experiments show that our model consistently improves the 

overall robustness under various adversarial attacks. 

Paper Link:
https://arxiv.org/abs/2005.10203
Code:
https://github.com/ChandlerBang/Pro-GNN

https://arxiv.org/abs/2005.10203
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